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ʀ.ɺ. ʂʦʪʝʥʢʦ 

˴͡Ό;͔͍·͔ ͙ͦ͋͊ͫͭ͡ ͍͙͙ͤͣ͊ͤΎ  
ͤ͊ ͫͭ·͔͟ ͙͍͔͎ͫͯͫͫͭͤͤͦͦ͟ ͙͔͔ͤͭͭ͊͟͡͡ όˮˮύ  

͙ ͙͔͔͙͋ͪ͋ͦͨ͊ͫͤͦͫͭ͘͟   

˿͊ͤͭ͟-˽͔͔͎͙͚ͭͪ͋ͯͪͫ͟ ͔͔̅͒ͪ͊͡Έͤ·͚ 
͙͔͍͔ͫͫ͒ͦ͊ͭ͡͡Έ͙͚ͫ͟ ͼ͔ͤͭͪ  
˾͙͚͚ͦͫͫͫͦ͟ ͔͙͙͊͊͒ͣ͟ ͤ͊ͯ͟ 
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ʉʦʜʝʨʞʘʥʠʝf

ybt 

é 
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é 
é 

Åˤ͍͔͔͙͔͒ͤ 
Ǻ͔ͪͤ͒· ͍ ˮˮ  
Å˽͍ͦ·΄͔͙͔ͤ ͙͔͔͙͋ͪ͋ͦͨ͊ͫͤͦͫͭ͘͟ ͤ͊ ͍͔ͦͫͤͦ ˮˮ 
Åˮͫͨͦ͡Έ͍͙͔ͦ͊ͤ͘ ˮˮ ͒͡Ύ ͙͔͋ͪ͊ͭ͊͟͟ 
͙͔͔͙͋ͪ͋ͦͨ͊ͫͤͦͫͭ͘͟ 

Å̂Ύ͍͙͙ͣͦͫͭ͘ ͙͔ͫͫͭͣ ˮˮ ͟ ͊ͭ͊͊ͣ͟ 
Åˮͫͨͦ͡Έ͍͙͔ͦ͊ͤ͘ ˮˮ ͍ͦ ͍͔ͪ͒ͦͤͦͫͤ·ͻ 
͙ͤͺͦͪͣ͊ͼ͙ͦͤͤ·ͻ ͔ͦͨͪ͊ͼ͙Ύͻ 

Å˭͊͟͡Ό;͔͙͔ͤ 



˴͡Ό;͔͍·͔ ͙ͦ͋͊ͫͭ͡ ͍͙͙ͤͣ͊ͤΎ ͤ͊ ͫͭ·͔͟ ˮˮ ͙ ͙͔͔͙͋ͪ͋ͦͨ͊ͫͤͦͫͭ͘͟ 

Ç˽͍ͦ·΄͔͙͔ͤ ͙͔͔͙͋ͪ͋ͦͨ͊ͫͤͦͫͭ͘͟ ͫ  ͨͦͣͦ΅ΈΌ ˮˮ 

Çˮͫͨͦ͡Έ͍͙͔ͦ͊ͤ͘ ˮˮ ͒͡Ύ ͙͔͋ͪ͊ͭ͊͟͟ 

Ç̂Ύ͍͙͙ͣͦͫͭ͘ ͙͔ͫͫͭͣ ˮˮ ͟ ͊ͭ͊͊ͣ͟ 

Çˮͫͨͦ͡Έ͍͙͔ͦ͊ͤ͘ ˮˮ ͍ͦ ͍͔ͪ͒ͦͤͦͫͤ·ͻ ͙ͤͺͦͪͣ͊ͼ͙ͦͤͤ·ͻ ͔ͦͨͪ͊ͼ͙Ύͻ 
(ͺ͔͚͙͟ ͫ  ͙ͫͨͦ͡Έ͍͙͔ͦ͊ͤͣ͘ ˮˮύ  

 

[Applications for artificial intelligence in Department of Defense cyber missions. https://blogs.microsoft.com/on-the-
issues/2022/05/03/artificial-intelligence-department-of-defense-cyber-missions/ ] 
[˨Φ˩Φ ˹͙͊ͣͦͭΣ ˩ΦˢΦ ˮ͡ΈΌ΄͙ͤΣ ˮΦˤΦ ͙͍̉͗ͦΦ ˮ͍͔ͫͯͫͫͭͤͤ͟·͚ ͙͔͔ͤͭͭ͟͡͡ ͙ ͙͔͔͋ͪ͋ͦͨ͊ͫͤͦͫͭ͘͟ΈΦ нлнн] 
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ybt 

Åˤ͍͔͔͙͔͒ͤ 
Ǻ͔ͪͤ͒· ͍ ˮˮ  
Å˽͍ͦ·΄͔͙͔ͤ ͙͔͔͙͋ͪ͋ͦͨ͊ͫͤͦͫͭ͘͟ ͤ͊ ͍͔ͦͫͤͦ ˮˮ 
Åˮͫͨͦ͡Έ͍͙͔ͦ͊ͤ͘ ˮˮ ͒͡Ύ ͙͔͋ͪ͊ͭ͊͟͟ 
͙͔͔͙͋ͪ͋ͦͨ͊ͫͤͦͫͭ͘͟ 

Å̂Ύ͍͙͙ͣͦͫͭ͘ ͙͔ͫͫͭͣ ˮˮ ͟ ͊ͭ͊͊ͣ͟ 
Åˮͫͨͦ͡Έ͍͙͔ͦ͊ͤ͘ ˮˮ ͍ͦ ͍͔ͪ͒ͦͤͦͫͤ·ͻ 
͙ͤͺͦͪͣ͊ͼ͙ͦͤͤ·ͻ ͔ͦͨͪ͊ͼ͙Ύͻ 

Å˭͊͟͡Ό;͔͙͔ͤ 
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˴͊ͪͭ͊ ͙͍͔͎ͫͯͫͫͭͤͤͦͦ͟ ͙͔͔ͤͭͭ͊͟͡͡ 

[V.Osaulenko, 2020]  

John McCarthy 



˴͔͊ͫͭͪ͡· ͙͔͍͙͚ͫͫ͒ͦ͊ͤ͡ ˮˮ 



ˮ ,ˮ ͣ ͊΄͙͔ͤͤͦ ͦ͋ͯ;͔͙͔ͤ ͙  ͎͔ͯ͋ͦͦ͟͡ ͦ͋ͯ;͔͙͔ͤ 



͙̇͟͡ ͔͙ͪͦͫͭ͘͡ όHype Cycleύ ͒͡Ύ ˮˮ, 2022, Gartner 

AI TRiSM - AI 
trust, risk 
and security 
management 

ˮ͍ͤͤͦ͊ͼ͙͙ ˮˮ ͍ Hype 
Cycle ͦ ͭͪ͊͗͊Όͭ 
͙͙͔ͨͪͦͪͭͭ· ͍ ;͔ͭ·͔ͪͻ 
͍ͦͫͤͦͤ·ͻ ͔͎͙͊ͭͦͪ͟ΎͻΥ 
- ˮ ˮΣ ͙͔͙͍ͦͪͤͭͪͦ͊ͤͤ·͚ 
ͤ͊ ͒͊ͤͤ·͔ ˮˮ 
- ˸ ͔ͦ͒͡Έͤͦ-
͙͔͙͍ͦͪͤͭͪͦ͊ͤͤ·͚ ˮˮ 
- ˮ ˮΣ ͙͔͙͍ͦͪͤͭͪͦ͊ͤͤ·͚ 
ͤ͊ ͙͔͙ͨͪͦ͗ͤ͡Ύ 
- ˮ ˮΣ ͙͔͙͍ͦͪͤͭͪͦ͊ͤͤ·͚ 
ͤ͊ ;͔͍͔ͦ͊͟͡ 

˽͎͙ͦͪ͊ͤ;ͤ·͚ ˮˮ τ Ήͭͦ ͍͔ͪ͊ͪͭ͘·͍͙͔͊ͤ ͙͔͙͚ͨͪͦ͗ͤ͡ ˮˮ ͤ͊ ͚͍ͯͫͭͪͦͫͭ͊ͻ ͨͦ ͍͔ͫͣͯ ͺ͙͙͘;͔ͫͦͣͯ͟ ͙ͣͪͯΦ 
̏ͭͦ ͤ͊͘·͍͔͊ͭͫΎ ζ͎͙ͪ͊ͤ;ͤ·ͣ ˮˮηΣ ͨͦͭͦͣͯ ;ͭͦ ͍·;͙͔͙ͫͤ͡Ύ ˮˮ ͍·ͨͦͤ͡ΎΌͭͫΎ ͪΎ͒ͦͣ ͫ ͨͦ͡Έ͍͔͔ͦ͊ͭͣ͘͡ 
ͤ͊ ͪ͊͟Ό ͔͙ͫͭΣ ͪΎ͒ͦͣ ͫ ͔ͣͫͭͦͣΣ ͎͔͒ ͤ͊ͻͦ͒ΎͭͫΎ ͒͊ͤͤ·͔Σ ͊ ͔ͤ ͼ͔͙͍ͤͭͪ͊ͦ͊ͤͤͦ͘͡ ͍ ͦ͋͊͡;ͤͦͣ 
͍·;͙͙͔ͫͭ͡͡Έͤͦͣ ͼ͔͔ͤͭͪ ͙͙͡ ;͊ͫͭͤͦͣ ͼ͔͔ͤͭͪ ͙ͦ͋ͪ͊͋ͦͭ͟ ͒͊ͤͤ·ͻΦ 
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Åˤ͍͔͔͙͔͒ͤ 
Ǻ͔ͪͤ͒· ͍ ˮˮ  
Å˽͍ͦ·΄͔͙͔ͤ ͙͔͔͙͋ͪ͋ͦͨ͊ͫͤͦͫͭ͘͟ ͤ͊ ͍͔ͦͫͤͦ ˮˮ 
Åˮͫͨͦ͡Έ͍͙͔ͦ͊ͤ͘ ˮˮ ͒͡Ύ ͙͔͋ͪ͊ͭ͊͟͟ 
͙͔͔͙͋ͪ͋ͦͨ͊ͫͤͦͫͭ͘͟ 

Å̂Ύ͍͙͙ͣͦͫͭ͘ ͙͔ͫͫͭͣ ˮˮ ͟ ͊ͭ͊͊ͣ͟ 
Åˮͫͨͦ͡Έ͍͙͔ͦ͊ͤ͘ ˮˮ ͍ͦ ͍͔ͪ͒ͦͤͦͫͤ·ͻ 
͙ͤͺͦͪͣ͊ͼ͙ͦͤͤ·ͻ ͔ͦͨͪ͊ͼ͙Ύͻ 

Å˭͊͟͡Ό;͔͙͔ͤ 



˿ͺ͔ͪ· ͙͔͔͙ͨͪͣͤͤΎ ˮˮ ͍ ͙͔͔͙͋ͪ͋ͦͨ͊ͫͤͦͫͭ͘͟ 

- ˻ ͔͙͔͋ͤ͊ͪͯ͗ͤ ͙ ͔͎͙͍͙͔ͪ͊ͪͦ͊ͤ ͤ͊ ͙͔͙͋ͪ͊ͭ͊͟͟ 
- ˻ ͔͙͔͋ͤ͊ͪͯ͗ͤ ͣͦ΄͔͙ͤͤ;͔͍ͫͭ͊ ͍ ͙͔͋ͤͫ͘-ͨͪͦͼ͔ͫͫ͊ͻ 
- ̂ ͍͔͙͔ͨͪ͊ͤ͡ ͫͦ͋·͙ͭΎ͙ͣ ͔͙͋ͦͨ͊ͫͤͦͫͭ͘ 
- ˭ ͊΅͙ͭ͊ ͔ͦͤ͟;ͤ·ͻ ͭͦ;͔͟ 
  ˭ ͊΅͙ͭ͊ ͙͔͙͚ͨͪͦ͗ͤ͡Σ ͍͔͙͔ͯͨͪ͊ͤ͡ ͯΎ͍͙ͣͦͫͭ͘Ύ͙ͣ 
- ˴ ͦͤͭͪͦ͡Έ ͒ͦͫͭͯͨ͊ ͙ ͔͙͊ͯͭͤͭͺ͙͊͟ͼ͙Ύ 
- s ͙ͤ͊͘͡ ͍͔͔͙ͨͦ͒ͤΎ ͨͦ͡Έ͍͔͔͚ͦ͊ͭ͘͡ ͙ ͚͍ͯͫͭͪͦͫͭ 
- ˻ ͔͙͔͋ͤ͊ͪͯ͗ͤ ͍͔ͪ͒ͦͤͦͫͤ·ͻ ͎ͨͪͦͪ͊ͣͣ 
- s ͙ͤͭ-͙̅΄͙͎ͤ 



˸ͯ͡Έ͙͔͍͔͙ͭͨͪ͒ͫͭ͊ͤ͡Ύ ͙  ͣͯ͡Έ͙ͭͣͦ͒͊͡Έͤ͊Ύ ͙͙͊ͤ͊ͭ͊͟͡ 
Å ˴͡Ό;͔͍·ͣ ͔ͤ͒ͦͫͭ͊ͭͦͣ͟ ͫͯ΅͔͍ͫͭͯΌ΅͙ͻ ͙͔͍͙͚ͫͫ͒ͦ͊ͤ͡ ͙ ͪ͊ͪ͊͋ͦͭͦ͘͟ ͍ ˮˮ ͒͡Ύ ͙͔͔͙͋ͪ͋ͦͨ͊ͫͤͦͫͭ͘͟ 
Ύ͍͡Ύ͔ͭͫΎ ͙͙͍͔ͦͪͦ͊ͤͤͦ͘͡ ͙ͫͨͦ͡Έ͍͙͔ͦ͊ͤ͘ ͔ͦͭ͒͡Έͤ·ͻ ͍ͤ͊͋ͦͪͦ ͒͊ͤͤ·ͻΦ ̏ͭͦ ;͊ͫͭͦ Ύ͍͡Ύ͔ͭͫΎ 
͔ͪͯ͘͡Έͭ͊ͭͦͣ ͍͙ͦͭͫͯͭͫͭΎ ͒ͦͫͭͯͨ͊ ͟ ͔͍ͣͤͦ͗ͫͭͯ ͍ͤ͊͋ͦͪͦ ͒͊ͤͤ·ͻ ό͍ ͔͙͊͊͒ͣ͟;͔͙ͫ͟ͻ ͎ͪͯ͊͟ͻύ ͙κ͙͙͡ 
͎ͨͦͤͦͦ͡ ͙͙ͨͦͤͣ͊ͤΎ ͍͙͍͊ͣͦͫ͘Ύ͔͚͘ ͔ͣ͗͒ͯ ͔ͤͫͦ͟͡Έ͙͙ͣ͟ ͙ͤ͊͋ͦͪ͊ͣ ͒͊ͤͤ·ͻ.  

Å ̉ͭͦ͋· ͔ͪ΄͙ͭΈ Ήͭͯ ͔ͨͪͦ͋ͣͯ͡Σ ͋ͯ͒ͯ΅͙͔ ͙͔͍͙ͫͫ͒ͦ͊ͤ͡Ύ ˮˮ ͒͡Ύ ͙͔͔͙͋ͪ͋ͦͨ͊ͫͤͦͫͭ͘͟ ͫ ͔͔͒ͯͭ͡ ͍͙ͤ͊ͨͪ͊ͭΈ 
ͤ͊ ͔͔͋ͦ͡ ͼ͔͔ͦͫͭͤͦ͡ ͙ͫͨͦ͡Έ͍͙͔ͦ͊ͤ͘ ͻ͔͙͙͊ͪ͊ͭͪͫͭ͟͟ ͔ͤͫͦ͟͡Έ͙͟ͻ ͙ͫͭͦ;͙͍ͤͦ͟ ͒͊ͤͤ·ͻ.  

Å ˽͔͔͙͍ͪͫͨͭͤ͟·͔ ͨͦ͒ͻͦ͒· ͍͟͡Ό;͊Όͭ ͍͔͙͔ͫͦͨͦͫͭ͊ͤ͡ ͫͯ΅͔͚ͤͦͫͭ ͎͎ͯ͋ͦͦͦ͟͡ ͦ͋ͯ;͔͙ͤΎΣ ͍͔͙͔ͫͦͨͦͫͭ͊ͤ͡ 
͙ͦͪͦͭ͟͟ͻ ͔͍ͭͫͭͦ͟ ό͙͔ͤ͊ͨͪͣͪΣ ͤ͊ ͍͔ͦͫͤͦ ͎ͯ͋ͦͦ͟͡ ͙͍ͫͭͪͯͭͯͪͪͦ͊ͤͤ͟·ͻ ͔͙ͫͣ͊ͤͭ;͔͙ͫ͟ͻ ͔͔͚ͣͦ͒͡ύΣ 
ͨͦ͒ͻͦ͒· ͫ ͤ ͔ͫͦ͟͡Έ͙͙ͣ͟ ͔͍͔͙ͨͪ͒ͫͭ͊ͤ͡Ύ͙ͣ ό͙͔ͤ͊ͨͪͣͪΣ ͫ ͔ͤͫͦ͟͡Έ͙͙ͣ͟ ͙ͫͭͦ;͙͙ͤ͊ͣ͟ύ ͙ ͔͎͙͙ͫͭͪ͊ͭ 
͎ͣͤͦͦ͊͒͊͘;͎ͤͦͦ ͦ͋ͯ;͔͙ͤΎ.  

Å ˮͫͨͦ͡Έ͍͙͔ͦ͊ͤ͘ ͙͚ͤ͊ͤ͘ ͙͘ ͔ͤͫͦ͟͡Έ͙͟ͻ ͍ͤ͊͋ͦͪͦ ͒͊ͤͤ·ͻ ͫ ͨͦͣͦ΅ΈΌ ͭͪ͊ͤͫͺ͔͎ͪͤͦͦ ͦ ͋ͯ;͔͙ͤΎ (transfer 
learning ύ ͙κ͙͙͡ ͺ͔͔͙͍͎͒ͪ͊ͭͤͦͦ ͦ͋ͯ;͔͙ͤΎ ͔ͭ͊͗͟ ͔͔ͫ͒ͯͭ͡ ͙ͫͨͦ͡Έ͍ͦ͊ͭ͘Έ ͒͡Ύ ͍ͨͦ·΄͔͙ͤΎ 
͙͍͙͔ͨͪͦͦ͒ͭ͘͡Έ͙ͤͦͫͭ ͊͒͊͘;.  

Å ˴͊͗͒͊Ύ ͔ͣͦ͒͡Έ ͔ͣͦ͗ͭ ͋·ͭΈ ͪ͊ͫ΄͙͔ͪͤ͊ ͒͡Ύ ͯ;͔ͭ͊ ͟͡Ό;͔͍·ͻ ͔͍͊ͫͨͭͦ͟ ͔͔͚ͨͪ͒ͣͭͤͦ ͙ͦ͋͊ͫͭ͡ 
ό͙͔ͤ͊ͨͪͣͪΣ ͍͔͍͔͔͙ͫͦͪͣͤͤͦͫͭΣ ͙͔͔͙͔͙ͤͭͪͨͪͭͪͯͣͦͫͭ ͙ ͭΦ ͒Φύ ͙ ͍ͨͦ·΄͔͙ͤΎ ͙ͫͨͦͫͦ͋ͤͦͫͭ ͔͙ͣͦ͒͡ ͟ 
ͦ͋ͯ;͔͙ͤΌ.  

Å ͔̂ͫͨ΄͔ͤͦ ͦ͋Ά͔͙͔͙͔͒ͤͤ ͔ͤͫͦ͟͡Έ͙͟ͻ ͙ͫͭͦ;͙͍ͤͦ͟ ͒͊ͤͤ·ͻ ͔ͣͦ͗ͭ ͙͍͔͙ͨͪͫͭ ͟ ͍ͤͦ·ͣ ͙͍ͨͪͦͦ͒ͤ͘·ͣ 
͙͊ͭͪ͋ͯͭ͊ͣΣ ͯͯ͡;΄͔ͤͤ·ͣ ͔ͨͦ͊͊ͭ͘͟͡Ύͣ ͍͔͙ͯͨͪ͊ͤ͡Ύ ͙͙ͪͫ͊ͣ͟ ͙Σ ͍ ͔ͦͤ͟;ͤͦͣ ͫ;͔͔ͭΣ ͟ ͼ͔ͦͫͭͤͦͣͯ͡ 
͔͍͔͙ͨͪ͒ͫͭ͊ͤ͡Ό ͦ ͫͦͫͭͦΎ͙͙ͤ ͙͔͔͙͋ͪ͋ͦͨ͊ͫͤͦͫͭ͘͟ ͦ ͎͙ͪ͊ͤ͊͘ͼ͙͙Φ 



˻͋ΆΎ͙ͫͤͣ·͔ ͙ ͙͔͔͙͔ͤͭͪͨͪͭͪͯͣ·͔ ͨͦ͒ͻͦ͒· ͟ ˮˮ 
 
Å ˸͎͙͔ͤͦ ͍͔͔ͫͦͪͣͤͤ·͔ ͙͙͊ͤ͊ͭ͡;͔͙͔ͫ͟ ͨͪͦͼ͔͒ͯͪ· ͫ ͔͚ͨͦ͒͒ͪ͗ͦ͟ ˮˮΣ ͔ͦͫͦ͋ͤͤͦ 
͍ͦͫͤͦ͊ͤͤ·͔ ͤ͊ ͎ͯ͋ͦͦͣ͟͡ ͦ͋ͯ;͔͙͙ͤΣ ;͊ͫͭͦ Ύ͍͡ΎΌͭͫΎ ;͔ͪͤ·͙ͣ Ύ΅͙͙͊ͣ͟Σ ͦͭͦͪ͟·͔ ͔ͤ 
ͦ͋ΆΎͫͤΎΌͭΣ ͊͟͟ ͔ͣͦ͒͡Έ ͙͎͒ͦͫͭ͊͡ ͍͔͎ͫͦͦ ͔ͪͯ͘͡Έͭ͊ͭ͊Φ 

Å ˻͍͙͔ͭͫͯͭͫͭ ͦ͋ΆΎ͙͙ͫͤͣͦͫͭ ͔͙ͣͦ͒͡ ͔ͣͦ͗ͭ ͙͍͔͙ͨͪͫͭ ͟ ͔ͫͪΈ͔ͤ͘·ͣ ͔ͨͪͦ͋ͣ͊ͣ͡ ͫ ͍͔͙͔͒ͦͪͣ 
͟ ˮˮΣ ͚͚ͤ͊ͫͭͪͦͦ͟ ͔͙ͣͦ͒͡Σ ͙͍͙͔ͨͪͦͦ͒ͭ͘͡ΈͤͦͫͭΈΌ ͔͙ͣͦ͒͡ ͙ ͎͙͒ͪͯͣ ͔ͨͪͦ͋ͣ͊ͣ͡Φ 

Å ˽͔ͪͦ͋ͣ͡· ͫ ͫͯ΅͔͍ͫͭͯΌ΅͙͙ͣ ͨͦ͒ͻ͙ͦ͒͊ͣ ͟ ͙͙͔͊ͤ͊ͭ͟͡ ͫ ͔͚ͨͦ͒͒ͪ͗ͦ͟ ˮˮ ͙͙ͨͦ͋ͯ͒͡ 
͎͙ͣͤͦͻ ͙͔͍͔͔͚ͫͫ͒ͦ͊ͭ͡͡ ͪ͊ͪ͊͋ͦͭ͊ͭ͘Έ ͦ͋ΆΎ͙ͫͤͣ·͔ ͔ͣͭͦ͒· ˮˮ ό·!Lύ. 

Å ˤ ͼ͔ͦͣ͡ ͫͯ΅͔͍ͫͭͯΌͭ ͍͔͒ ͍ͦͫͤͦͤ·͔ ͔͎͙͙͊ͭͦͪ͟ ·!LΥ ͍͔͙͔ͤͯͭͪͤͤ όintrinsicύ ͙ 
͔͙͊ͨͦͫͭͪͦͪͤ·͔ όpost-hoc). 

Å ˤ͔͙͔ͤͯͭͪͤͤ ͨͦ͒ͻͦ͒· ͍͟͡Ό;͊Όͭ ͍ ͔ͣͦ͒͡Έ ͙͔ͭ͊͟ ͔ͣͭͦ͒·Σ ͊͟͟ ͍͙ͨͪ͊͊͡ ͙ͨͪͤΎ͙ͭΎ 
͔ͪ΄͔͙͚ͤΣ ͔ͣͻ͙͊ͤͣ͘· ͍͙͙ͤͣ͊ͤΎΣ ͙ͨͯͭ ͔͙͚ͪ͊ͫͫͯ͗͒ͤΣ ͙ͣ͊ͫ͟ ͙κ͙͙͡ ͎ͪ͊ͺ· ͙ ͎͙͔͒ͪͯΦ 
ˤ͔͙͔ͤͯͭͪͤͤ ͨͦ͒ͻͦ͒· ·!L ͪ͊͋ͦͭ͊Όͭ ͍ͦ ͍͔ͪͣΎ ͦ͋ͯ;͔͙ͤΎ ͙ ͍·͔͙ͨͦͤͤ͡Ύ ͔͙ͣͦ͒͡Φ 

Å ˢ͔͙ͨͦͫͭͪͦͪͤ·͔ ͔ͣͭͦ͒·Σ ͙͔ͭ͊͟ ͊͟͟ ͍͙͙ͯ͊͊͘͘͡ͼ͙ΎΣ ͦͤͭͪ͟-ͺ͙͊ͭ͟;͔͙͚ͫ͟ ͊ ͙ͤ͊͘͡ όcounter-
factual analysisύΣ ͎ͫͯͪͪͦ͊ͭͤ·͔ ͔͙ͣͦ͒͡Σ ͍͊͗ͤͦͫͭΈ ͦͤ͟ͼ͔ͨͼ͙͚Σ [La9 ͙ {I!tΣ ͦ͋·;ͤͦ 
͔͍ͨͪ͒ͫͭ͊͡ΎΌͭ ͚ͫͦ͋ͦ ͔͍͙͙ͤ͊ͫͣ͘·͔ ͦͭ ͔͙ͣͦ͒͡ ͨͦ͒ͻͦ͒·Σ ͦͭͦͪ͟·͔ ͦ͋ΆΎͫͤΎΌͭ ͙ͪ͊͘͡;ͤ·͔ 
͔ͦͣͨͦͤͤͭ͟· ͔͙ͣͦ͒͡ ͔ͨͦͫ͡ ͔͔ ͫͻ͔͙ͦ͗͒ͤΎΦ 



˾͊ͫ΄͙͔ͪͤͤ·͚ ͙͔͔ͤͭͭ͟͡͡ τ ͙ ͔ͤͭͪͺ͔͚ͫ· ;͔͍͔ͦ͟͡-ˮ  ˮ 
Å ˸͎͙͔ͤͦ ͔ͫͨͼ͙͙͊ͫͭ͡· ͨͦ ͙͔͔͙͋ͪ͋ͦͨ͊ͫͤͦͫͭ͘͟ ͍͔ͯͭͪ͗͒͊ΌͭΣ ;ͭͦ ͎͙͊ͦͪͭͣ͡· ͙ ͙͔ͫͫͭͣ· ͤ͊ 
͍͔ͦͫͤͦ ˮˮ ͔ͤ ͒ͦ͗ͤ͡· ͙ͫ͊ͣ ͙͙ͨͪͤͣ͊ͭΈ ͔ͪ΄͔͙ͤΎ ͍ ͙ͦ͋͊ͫͭ͡ ͙͔͔͙͋ͪ͋ͦͨ͊ͫͤͦͫͭ͘͟Φ 
˿͔͔ͦͪ͟Σ ͨͦ͒ͻͦ͒· ͤ͊ ͍͔ͦͫͤͦ ˮˮ, ͒ ͦ͗ͤ͡· ͋·ͭΈ ͔ͭͫͤͦ ͍ͫΎ͊ͤ͘· ͫ ͔͚͍͙͒ͫͭΎ͙ͣ ;͔͍͔ͦ͊͟͡ 
ό͙͔ͤ͊ͨͪͣͪΣ ͙͙͊ͤ͊ͭ͟͡ ͔͙͋ͦͨ͊ͫͤͦͫͭ͘ Ύ͍͡Ύ͔ͭͫΎ ͙͍͊ͭͤ͟·ͣ ͯ;͙͊ͫͭͤͦͣ͟ ͙͙͊ͤ͊ͭ͡;͔͎ͫͦͦ͟ 
ͨͪͦͼ͔ͫͫ͊ύΣ ;ͭͦ͋· ͍͍ͫͨͦͫͦ͋ͫͭͦ͊ͭΈ ͙ͨͪͤΎ͙ͭΌ Ήͺͺ͔͙͍ͭͤ͟·ͻ  ͔ͪ΄͔͙͚ͤΦ 

Å ͙̏ͭ ͨͦ͒ͻͦ͒·Σ ͔ͭ͊͗͟ ͤ͊͘·͍͔͊ͣ·͔ ͪ͊ͫ΄͙͔ͪͤͤ·ͣ ͙͔͔ͤͭͭͦͣ͟͡͡ ͙͙͡ ͙͔ͤͭͪͺ͔͚͙ͫ͊ͣ 
;͔͍͔ͦ͟͡-ˮ Σˮ ͎ͣͦͯͭ ͙͍͔͙ͨͪͫͭ ͟ ͤ͊͘;͙͔ͭ͡Έͤͦͣͯ ͍ͨͦ·΄͔͙ͤΌ ͙͍͙͔ͨͪͦͦ͒ͭ͘͡Έ͙ͤͦͫͭ ͨͦ 
͍͔͙ͫͪ͊ͤͤΌ ͫ ͙ͫͨͦ͡Έ͍͙͔ͦ͊ͤͣ͘ ͎͙͊ͦͪͭͣ͊͡ ͙͙͡ ;͔͍͔ͦ͊͟͡ ͨͦ ͔ͦͭ͒͡Έ͙ͤͦͫͭΦ 

Å ˿ͯ΅͔͍ͫͭͯΌͭ ͙ͭͪ ͦ͋΅͙ͻ ͨͦ͒ͻͦ͒͊ ͟ ͙͔ͤͭͪͺ͔͚ͫ͊ͣ ;͔͍͔ͦ͊͟͡ ͙ ˮˮΥ όмύ ͔͊ͣ͘΅͔͙͔ͤ όˮˮ 
͔͊ͣͤ͘Ύ͔ͭ ͡Ό͔͚͒ύΣ όнύ ͍͔͙ͯ͡;͔͙͔ͤ όˮˮ ͙ ;͔͍͔ͦ͟͡ ͙͔͎͔͙ͫͤͪͭ;͔͙ͫ͟ ͒ ͦͨͦͤ͡ΎΌͭ ͎͒ͪͯ 
͎͒ͪͯ͊ύ ͙ όоύ ͫ͋ͦͪ͊͟ ό͡Ό͙͒ ͙ ˮˮ ͙͙͒ͤ͊ͣ;͔͙ͫ͟ ͙ͫͦ͋ͪ͊ΌͭͫΎΣ ;ͭͦ͋· ͙ͫͦͭͪͯ͒ͤ;͊ͭΈ ͙ 
ͺͯͤ͟ͼ͙͙͍ͦͤͪͦ͊ͭΈ ͊͟͟ ͔͙͔͒ͤͦ ͙͔͎͙͍͔ͤͭͪͪͦ͊ͤͤͦ ͼ͔͔ͦ͡ύΦ 

Å ˿ͨͦͫͦ͋· ͍͙͔͚͍͙͊ͣͦ͒ͫͭ͘Ύ ;͔͍͔ͦ͊͟͡ ͙ ˮˮ ͒͡Ύ ͔ͪ΄͔͙ͤΎ ͙͙ͪͭ͟;͔͙ͫ͟ͻ ͙ 
ͺ͔ͯͤ͒͊ͣͤͭ͊͡Έͤ·ͻ ͊͒͊͘; ͙͔͔͙͋ͪ͋ͦͨ͊ͫͤͦͫͭ͘͟ ͔ͤ͒ͦͫͭ͊ͭͦ;ͤͦ ͙͔͍ͫͫ͒ͦ͊ͤ͡·Φ ͙͔́͊͟ 
͙͔͍͙ͫͫ͒ͦ͊ͤ͡Ύ ͒ͦ͗ͤ͡· ͙ͫͨͦ͡Έ͍ͦ͊ͭ͘Έ ͔͙ͣ͗͒ͫͼ͙͙ͨͤ͊ͪͤ͡·͚ ͨͦ͒ͻͦ͒Σ ͔ͦͫͦ͋ͤͤͦ ͫ 
ͯͨͦͪͦͣ ͤ͊ ͔͔͙͍ͨͪͫͨͭ͟· ͎͙͙͍͚ͦͤͭͤͦ͟ ͙ͤ͊ͯ͟Σ ͙ͨͫͻ͎͙͙ͦͦ͡Σ ͍͙͔͚͍͙͊ͣͦ͒ͫͭ͘Ύ ;͔͍͔ͦ͊͟͡ ͫ 
ͦͣͨ͟ΈΌ͔ͭͪͦͣ ͙ ͎͙͒ͪͯͻ ͔͚ͦ͋͊ͫͭ͡Φ 



ˮͫͨͦ͡Έ͍͙͔ͦ͊ͤ͘ ͍͋͊ͦ͘·ͻ ͔͔͚ͣͦ͒͡ ͣ͊΄͙͎ͤͤͦͦ ͦ͋ͯ;͔͙ͤΎ 

˴͙ͦ͡;͔͍ͫͭͦ ͪ͊͋ͦͭ ͫ ͙ͫͨͦ͡Έ͍͙͔ͦ͊ͤͣ͘ ͍͋͊ͦ͘·ͻ ͔͔͚ͣͦ͒͡ ͙͊ͫͫ͟͡ͺ͙͊͟ͼ͙͙  
͒͡Ύ ͙ͨͦͫ͊͟ ͍͔ͪ͒ͦͤͦͫͤ·ͻ ͙͔͙͚ͨͪͦ͗ͤ͡ ͤ͊ Android ͍  ͎ͦ͒  ώKouliaridis&Kambourakis, 2021] 



ˮͫͨͦ͡Έ͍͙͔ͦ͊ͤ͘ ͔͔͚ͣͦ͒͡ 5[ ͍ ͫͭ͊ͭΈΎͻ [M. Macas et al., 2022] 

DNN - Deep Neural Networks 
AE - Autoencoder 
CNN - Convolutional Neural Network 
DBN - Deep Belief Network  
RBM - Restricted Boltzmann Machine  
RNN - Recurrent Neural Network 
GAN - Generative Adversarial Network  
DRL - Deep Reinforcement Learning  
SNN - Siamese neural network  
TR - Transformer 
GNN - Graph Neural Network 



ʉʦʜʝʨʞʘʥʠʝf

ybt 

é 
é 

é 
é 

Åˤ͍͔͔͙͔͒ͤ 
Ǻ͔ͪͤ͒· ͍ ˮˮ  
Å˽͍ͦ·΄͔͙͔ͤ ͙͔͔͙͋ͪ͋ͦͨ͊ͫͤͦͫͭ͘͟ ͤ͊ ͍͔ͦͫͤͦ ˮˮ 
Åˮͫͨͦ͡Έ͍͙͔ͦ͊ͤ͘ ˮˮ ͒͡Ύ ͙͔͋ͪ͊ͭ͊͟͟ 
͙͔͔͙͋ͪ͋ͦͨ͊ͫͤͦͫͭ͘͟ 

Å̂Ύ͍͙͙ͣͦͫͭ͘ ͙͔ͫͫͭͣ ˮˮ ͟ ͊ͭ͊͊ͣ͟ 
Åˮͫͨͦ͡Έ͍͙͔ͦ͊ͤ͘ ˮˮ ͍ͦ ͍͔ͪ͒ͦͤͦͫͤ·ͻ 
͙ͤͺͦͪͣ͊ͼ͙ͦͤͤ·ͻ ͔ͦͨͪ͊ͼ͙Ύͻ 

Å˭͊͟͡Ό;͔͙͔ͤ 



̂ͣͤ͊Ύ ͊ͭ͊͊͟ κ ͊ͭ͊͊͟, ͯ ͍ͨͪ͊͡Ύ͔ͣ͊Ύ ˮˮ κ ͊ͭ͊͊͟ ͫ ͨͦͣͦ΅ΈΌ ˮˮ  

Å ̂ͣͤͯΌκ͙͔͔ͤͭͭͯ͊͟͡͡͡ΈͤͯΌ όsmartύ ͊ͭ͊ͯ͟ ͣͦ͗ͤͦ ͔͔͙ͦͨͪ͒ͭ͡Έ ζ͊͟͟ ͊ͭ͊ͯ͟ ͫ ͙ͫͨͦ͡Έ͍͙͔ͦ͊ͤͣ͘ ˮˮΣ ͍ 
͚ͦͭͦͪͦ͟ ͦͯͣ͘͡·΄͔͙͙ͤͤ͟͡ ͎ͣͦͯͭ ͙ͫͨͦ͡Έ͍ͦ͊ͭ͘Έ ͔ͭͻ͎͙͙ͤͦͦ͡ ˮˮ ͒͡Ύ ͙͊ͭ͊͟ ͤ͊ 
ό͙͔͔ͤͭͭͯ͊͟͡͡͡Έͤ·͔ύ ͔ͦͣͨͦͤͤͭ͟· ͍͙ͤͯͭͪ ͍͊ͭͦͤͦͣͤ·ͻ ͙͔ͫͫͭͣΦ ̂ͣͤ͊Ύ ͊ͭ͊͊͟ ͦ͋·;ͤͦ 
ͦͫͯ΅͔͍ͫͭ͡Ύ͔ͭͫΎ ͔͍ͨͦͫͪ͒ͫͭͦͣ ͨͦͫͭͦΎ͎ͤͤͦͦΣ ͭͦ;ͤͦ ͤ͊ͼ͔͔͎ͤͤͦͦ͡Σ ͙͙͍͎ͦͣ͋ͤͪͦ͊ͤͤͦͦ͟ ͙ 
͎͍͔͍͎ͣͤͦͦͯͪͦͤͦͦ ͙ͫͨͦ͡Έ͍͙ͦ͊ͤ͘Ύ ͔ͤͫͦ͟͡Έ͙͟ͻ ͦͤ͘ ͔͙͋ͦͨ͊ͫͤͦͫͭ͘ ͙͍͊ͣ͊ͫͪͦ͊ͤͤ͘͟·ͣ ͦ͋ͪ͊ͦͣ͘η 
[J.Li et al., 2018]. 

Å ζ͙ ͔͔ͤͭͭͯ͊͟͡͡͡ΈͤͦͫͭΈ ͦ͋·;ͤͦ ͍͟͡Ό;͔͊ͭ ͍ ͔ͫ͋Ύ ͔͔͋ͦ͡ ͫͦ͗ͤͯ͡Ό ͺͯͤ͟ͼ͙ͦͤ͊͡ΈͤͦͫͭΈ ͙ ͔͔͋ͦ͡ 
ͫͦ͗ͤ͡·͔ ͍͙͔͚͍͙͊ͣͦ͒ͫͭ͘ΎΣ ;ͭͦΣ ͍ ͍ͫͦΌ ͦ;͔͔ͪ͒ΈΣ ͍͔͙ͯ͡;͙͍͔͊ͭ ͔ͨͦͭͤͼ͙͊͡ΈͤͯΌ ͍͔ͨͦͪͻͤͦͫͭΈ 
͙͊ͭ͊͟ηΣ ͙ ͍ͤͦ·͔ ͯΎ͍͙͙ͣͦͫͭ͘ ͎ͣͦͯͭ ͋·ͭΈ ͫͦ͒͊ͤ͘· ͙͘-͊͘ ͦͻ͍͊ͭ͊ ͋ͦ͡Έ΄͔͎ͦ ;͙ͫ͊͡ ͨͦ͡Έ͍͔͔͚ͦ͊ͭ͘͡Φ 

Å ˤ͔͔ͪ͒ͦͤͦͫͤͦ ͙ͫͨͦ͡Έ͍͙͔ͦ͊ͤ͘ ˮˮ ͒͡Ύ ͔ͦͣͨͪͦͣͭ͊͟ͼ͙͙ ͼ͙ͺ͍͚ͪͦͦ ͔͙͋ͦͨ͊ͫͤͦͫͭ͘ ͙͍͔ͫͭͤͦ͘ ͊͟͟ 
͙͔͋ͪ͊ͭ͊͊͟͟ ͫ ͙ͫͨͦ͡Έ͍͙͔ͦ͊ͤͣ͘ ˮˮΣ ͙ͨͪ ͚ͦͭͦͪͦ͟ ͙͔͔͙͙͋ͪͨͪͫͭͯͨͤ͟͟ ͎ͣͦͯͭ ͦ͋ͯ;͊ͭΈ 
ό͎ͨͪͦͪ͊ͣͣͤ·ͻύ ͍ͪͦ͋ͦͭͦ ͫͦͼ͙͊͡Έ͚ͤͦ ͙͔͔͙͙ͤ͗ͤͪ ͼ͔͔͚͡ ό͙͊ͭ͊͟ύ ͫ ;͔͍͔ͦ͡;͔͙ͫͣ͟ ͙͙͡ 
͍͔ͫͪͻ;͔͍͔ͦ͡;͔͙ͫͣ͟ ͍͔ͯͪͦͤͣ ͙͍͙͔ͨͪͦͦ͒ͭ͘͡Έ͙ͤͦͫͭ [Brundage et al., 2018]. 

Å ˢ͙ͭ͊͟ ͫ ͨͦͣͦ΅ΈΌ ˮˮ ͣ ͎ͦͯͭ ͙͍͊͒͊ͨͭͪͦ͊ͭΈͫΎ ͟ ͔͔ͫͪ͒, ͟ ͦͭͦͪͯΌ ͙ͦͤ ͔͙ͦͣͨͪͦͣͭͪͯ͟Όͭ, ͦ ͋ͯ;͊ΎͫΈ 
ͤ͊ ͍͔ͦͫͤͦ ͔ͦͤͭͫͭͤ͟͟·ͻ ͒͊ͤͤ·ͻ ͒͡Ύ Ήͣͯ͡Ύͼ͙͙ ͍͔͔͒ͦͪͤͤ·ͻ Ή͔͔͍ͣͤͭͦ͡ ͙͔͍͋ͪͨͪͦͫͭͪ͊ͤͫͭ͊͟ ͙͙͡ 
͍·Ύ͍͔͙ͤ͡Ύ ͫ͊͋͡·ͻ ͔ͣͫͭ ώDarkTrace, 2020]. 

Å ˮ͙ͤ͒ͯͫͭͪΎ ͙ ͫͦͦ͋΅͔͍ͫͭͦ ͔͙͋ͦͨ͊ͫͤͦͫͭ͘ ͒ͦ͗ͤ͡· ͨͦͤΎͭΈΣ ͊͟͟ ˮˮ ͙͔ͨͪͣͤΎ͔ͭͫΎ ͒͡Ύ ͙͔͋ͪ͊ͭ͊͟͟ ͙ ͎͔͒ 
ͤ͊ͻͦ͒ΎͭͫΎ ͫ͊͋͡·͔ ͔ͣͫͭ͊Σ ;ͭͦ͋· ͚͙ͤ͊ͭ ͒͡Ύ ͙ͤͻ ͯ͡;΄ͯΌ ͍͊͟ͼ͙ͤͯ [D.Patterson, 2018] 



͙́ͪ͊͒ͼ͙ͦͤͤ͊Ύ ͎͙ͦ͊͟͡ ͙ͨͪͤΎ͙ͭΎ ͔ͪ΄͔͙ͤΎ ͦ ͼ͔͔͍͔͚ͤ͊ͨͪ͊ͤͤͦ͡͡ ͙͔͔͋ͪ͊ͭ͊͟͟ 
[Kirat, Jang, and Stoecklin, 2018] 

͙́ͪ͊͒ͼ͙ͦͤͤ͊Ύ ͼ͔͔͍͊͡Ύ 
͙͔͋ͪ͊ͭ͊͊͟͟ ͨ ͔͍ͪ͒ͫͭ͊͡Ύ͔ͭ ͚ͫͦ͋ͦ 
ͯͨͪͦ΅͔ͤͤͯΌ ͍ͯͫͦͤͯ͡Ό 
ͦͤͫͭͪͯ͟͟ͼ͙Ό ζ͔͙ͫ͡-ͭηͦΣ ͍ 
͚ͦͭͦͪͦ͟ ͔͊͒͊ͭͫ͘Ύ Ήͭͦͭ ͍ͦͨͪͦͫΤ 
Ήͭͦ ͼ͔͡ΈΚ ˮ ͔͙ͫ͡ ͍͔ͦͭͭ ζ˹͔ͭηΣ 
ͭͦ ͍͔ͪ͒ͦͤͦͫͤ͊Ύ ͎ͨͪͦͪ͊ͣͣ͊ 
͍͔͊ͪ͘΄͙ͭͫΎΣ ͊ ͔͙ͫ͡ ͍͔ͦͭͭ ζ˨͊ηΣ 
ͭͦ ͍͔ͪ͒ͦͤͦͫͤ͊Ύ ͎ͨͪͦͪ͊ͣͣ͊ 
͍·͙ͨͦͤͭ͡ ͍ͫͦΌ ͊ͭ͊ͯ͟Φ [Kirat, 
Jang, and Stoecklin, 2018].  



˽͙ͪͤΎ͙͔ͭ ͔ͪ΄͔͙ͤΎ ͦ ͙͔͔͋ͪ͊ͭ͊͟͟ ͤ ͊ ͍͔ͦͫͤͦ 5bb  
[Kirat, Jang, and Stoecklin, 2018] 

Å ˽ͦͫͦ͟͡Έͯ͟ ͙͔͔͙͙͋ͪͨͪͫͭͯͨͤ͟͟ ͨͦͤΎ͙͡Σ 
;ͭͦ Ή͔ͫͨͪͭ͟· ͨͦ ͙͔͔͙͋ͪ͋ͦͨ͊ͫͤͦͫͭ͘͟ 
͙ͫͨͦ͡Έͯ͘Όͭ ͔ͨͫͦ;͙ͤͼ· ͒ ͡Ύ ͙͊ͤ͊͊͘͡ ͙ 
͋ͦͪΈ͋· ͫ Ή͙͙ͭͣ ͙ͭͪ͊͒ͼ͙ͦͤͤ·͙ͣ 
ͼ͔͔͍͡·͙ͣ ͙͊ͭ͊͊ͣ͟Σ ͙ͦͤ 
ͭͪ͊ͤͫͺ͙ͦͪͣͪͯΌͭ Ήͭͯ ͯͨͪͦ΅͔ͤͤͯΌ 
ͺͦͪͣͯ ͍͚ͯͫͦͤͦ͡ ͦͤͫͭͪͯ͟͟ͼ͙͙ ζ͔͙ͫ͡-
ͭͦη ͍ ͎͙ͦͯ͟͡ ͙ͨͪͤΎ͙ͭΎ ͔ͪ΄͔͙͚ͤ ͫ 
͙ͫͨͦ͡Έ͍͙͔ͦ͊ͤͣ͘ ͎͙ͯ͋ͦ͟͡ͻ ͔͚ͤͪͦͤͤ·ͻ 
͔͔͚ͫͭ ό5bbύΦ 

Å ˿ ͦͤ͟ͼ͔ͨͼ͙͔͚ 5bb ͦͯͣ͘͡·΄͔͙͙ͤͤ͟͡ 
͎ͣͦͯͭ ͔ͪ΄͙ͭΈΣ ͍͊ͭ͊ͦ͊ͭ͟Έ ͙͙͡ ͔ͤͭΦ 
˽͔ͪͦ͋ͣ͊͡ ͒͡Ύ ͊͘΅͙͙ͭͤ͊͟ ͊͘͟͡Ό;͔͊ͭͫΎ 
͍ ͭͦͣΣ ;ͭͦ ͔͋ͯ͒ͭ ͚͔ͪ͊ͤ͟ ͫͦ͗ͤͦ͡ 
͍·Ύ͙ͫͤͭΈΣ ;ͭͦ Ύ͍͡Ύ͔ͭͫΎ ͺ͙͊ͭ͟;͔͙ͫͣ͟ 
͍͔ͪ͒ͦͤͦͫͤ·ͣ ͦ͒ͦͣ͟Σ ͊ ;ͭͦ τ ͍ ͔͚ͪͤͦ 
ͼ͔͡ΈΌ ώKirat, Jang, and Stoecklin, 2018]. 

https://www.blackhat.com/us-18/briefings/schedule/index.html#dee%20plocker 
%E2%80%94concealing-targeted-attacks-with-ailocksmithing-11549 
https://github.com/CyberWarefare/DeepLocker 



ˢ͙ͭ͊͟ ͔ͣͭͦ͒ͦͣ ͔͔ͨͪ͋ͦͪ͊ ͔͚ͨ͊ͪͦ͡ ͤ͊ ͍͔ͦͫͤͦ ˮˮ [Trieu and Yang, 2018] 

 
˽͔͙ͦ͊͊ͭ͘͟͡ ͔ͯͫͨ΄͙ͤͦͫͭ ͔͔ͨͪ͋ͦͪ͊ 
͔͚ͨ͊ͪͦ͡ ͫ ͨͦͣͦ΅ΈΌ ˮˮ ͙͍ͨͪͦͭ 
͙ͭͪ͊͒ͼ͙͚ͦͤͤͦ ͙͊ͭ͊͟ ͎͚ͪͯ͋ͦ ͙ͫ͡· 


