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HayuHbiin dbyHpaameHT

HayuHbili dpyHaameHT

© P 1323565.1.042-2022 «WNHpopmaumoHHas TexHonorus. Kpnntorpaduyeckas 3awmra uH-
dopmauun. Pexum paboTsl 6104HbIX WNPOB, NpefHa3HAYEHHbIV ANS 3aLNTbI HOCUTENel
nHdopMaunm ¢ 6NOYHO-OPNEHTUPOBAHHOI CTPYKTYpoii». 2022.

@ Bodganov D. Nozdrunov V. Some properties of one mode of operation of block ciphers //
10th Workshop on Current Trends in Cryptology (CTCrypt 2021). 2021.

© Isobe T., Minematsu K. Plaintext Recovery Attacks Against XTS Beyond Collisions. 2020.

@ Firsov G.V., Koreneva A.M. On One Block Cipher Mode of Operation Used to Protect Data
on Block-Oriented Storage Devices. Modern Information Technologies and IT-Education.
2022; 18(3):691-701. DOI: 10.25559/SITIT0.18.202203.691-701

@ Cwmbiwnsies C. B. MatemaTtudeckue metogbl 0bOCHOBaHMS OLEHOK YPOBHSI MHAOpMaLm-
OHHOl 6e30MacHOCTN MPOrpaMMHbIX CPEACTB 3aluThl MHPOPMaLMK, OYHKLUOHNPYOLLMX
B cnabogoBepeHHOM OKpy>xeHuun. JuccepTaumsi Ha COMCKaHUe CTEneHU JOKTOpa (hU3MKo-
MaTeMaTnyeckmx Hayk. 2022.

O AxmetssiHosa J1. P. KombunatopHble cBolicTBa cxem obecrneyeHusi KoHOUAEHLNANBHOCTY
U uenoctHocTu uHdopMauun. Jucceptaumsi Ha COMCKaHME CTEMeHM KaHamaaTa husmko-
MaTeMaTmyeckmx Hayk. 2022.

Kopenesa A.M., Pupcos I'.B. 23 mapra 2022 3/23


https://doi.org/10.25559/SITITO.18.202203.691-701

MpuHsiTele cokpalueHnst

[MpuHATbIE COKpaLLEHUS

B —  WHdopmaunorHas besonacHocTb
naLwl (FDE) — MMonHopnckoBoe wmndposaHmne
CPA —  Chosen plaintext attack (ataka no nogobpaHHOMY OTKpbLITOMY TEKCTY)
DEC — Pexwum Disk encryption with Counter
XEH —  Pexum Xor-Encrypt-Hash
XTS —  Pexum XEX-based Tweaked codebook with ciphertext Stealing
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AKTyanbHOCTb nccnenoBaHus

AKTya)'I bHOCTb NCCNefOBaHUA

@ HeobxognmocTb obecneueHnsi KOHPUAEHLMANBHOCTI XPAHUMBIX AAHHBLIX MPU YrPO3e KPaXku
HOCUTENs MHpopMaLMn.

o [na NALL B cywecTByloWwNX peLeHnsx UCNosb3yoTCs CrneuuaibHble peXkKumsl paboTbl
6104HbIX WNdpPOB.

@ B 2022 rogy B Poccum yTeepxaeH nepsbili pexxuM paboTel 6104HbIX WwWindpos, npefHasHa-
YeHHbIl ANst 3awmTbl HocuTenelt nHdopmauun (pexum DEC) [1].

@ Pexxum DEC unmeeT orpaHuyeHns no NpUMEHEHUIO npu WNPOBaHUN CUCTEMHBLIX HOCUTE-
nen...

[1] P 1323565.1.042-2022 «ViHhopmayuorHHas TexHonorus. Kpuntorpaghudeckas 3aynta nHgpopmaymu.
Pexxum pabotbi 671049HbIX WNhPOB, NpeaHA3HAYeHHbINR A1 3aLNTbl HocuTenel nHgpopmauynm ¢ 6104Ho-
OpUEHTUPOBAHHO CTpyKTypoiiy. — M. : CraHngaptuxgopm, 2022.

Kopenesa A.M., Pupcos I'.B. 23 mapra 2022 5/23



AKTyanbHOCTb nccnenoBaHus

AKTya)'I bHOCTb NCCNefOBaHUA

o Pexum DEC umeeT orpaHuyeHnsi no NpUMEHEHUIO MpU WNGPOBAHUN CUCTEMHBLIX HOCUTE-

nen...

B pexume DEC ¢ KaXabiM CEKTOPOM 1 KaXKAbIM Pa3gesioMm acCouMUpYOTCS COOTBETCTBYIOLMNE

CHETHNKWN, paBHbIE NO AJINHE NOJIOBUHE 6noka.

Windows 10/11 x64 tpebyet B cpegHem 32 6 anckoBoro npocTpaHcTBa.

OnvHa 6noka

Pazmep cekTopa

Tpebyemblii 06bem
AOMNONHUTENBHBIX AaHHbIX

64 but 512 6aiit 256 M6
64 but 4096 banT 32 M6
128 but 512 6aiit 512 M6
128 but 4096 baiiT 64 M6

CranpgapTHblii 0bbem cuctemuoro pasgena EFI cocraenser 100 M6.
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LleneBble xapaKTepUCTUKN NpeasiaraeMoro pexxvma

3KCI'IJ'IyaTaLI|I/IOHHbIe OrpaHNYeHnA N BOSMOXHOCTWN HapPYyLNTENA

3KCﬂﬂyaTaLl,l/lOHHble OorpaHn4eHus
o LLII/ICprBaHI/Ie [OJ/DKHO COXPAHATH OJINHY;

@ OTCYTCTBYET MECTO nof AOMNONHUTENbHbIE AAHHbIE.

Ncnonb3sosaHue <(HaCTpOI7IKI/I>> ANA BHECEHUNA KHEAETEPMUHUPOBAHHOCTU»

BosmoxxHoCTu HapywuTens
@ npownsBosbHaa 3anuck 4Yepes uHtepdeinc MALL;

@ NPON3BOJIbBHOE HYTEHNE HANPAMYHO C OUCKaA.

Ataku Ha ocHoBe MoAobpaHHbIX oTKpbITbIX TekcToB (CPA)
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LleneBble xapaKTepUCTUKN NpeasiaraeMoro pexxvma

LllefleBble SKCNNYATAUNOHHBIE XaPaKTEPUCTUKW MpPeasiaraeMoro pexxrnma

MNoBbIweHHbIe TPEOOBaHUST K NMPOU3BOAMTENLHOCTN.

BoYHbIA Wngp — OTHOCUTENBHO HaKagHast onepauus.

MwuHuManbHOE KOIMYeCTBO ObpalueHuii K BnovHomy wndpy

(]

Mpy wudpoBaHUmM CUCTEMHOrO ANCKA MECTO MOA SOMOJHUTENbHbIE AAHHbIE OTCYTCTBYET.

OTCyTCTBI/Ie AOMNONHNTENbHbBIX AAHHbIX, XPAHUMbIX Ha HOCUTENE

@ Pexum XTS wupoko pacnpocTpaHeH B cyliecTytowux pewwenunsx gns MALL.

CoxpaHerue BHewwHero nHTepdeiica pexuma XTS (kntoumn, HacTpolika, BXOAHbIE AaHHBbIE...)
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LleneBble xapaKTepUCTUKN NpeasiaraeMoro pexxvma

LllefleBble KpI/II'ITOFpaCbI/I‘-IeCKI/Ie XAPAKTEPUCTUKIN NMpeAaraeMoro pexxmma

o ObecneueHne KOHPUAEHUNANBHOCTU HA YPOBHE CEKTOPA.

CToliKOCTb K yrpo3e pasnn4yeHns WnpTekcTa n CaydailHol CTPoKM
(mogens RND-fdeCPA-sector [2]).

@ Ha PeXNM XTS B0O3MOXHbI dTaKW, OCHOBAHHbIE Ha KOJIJTN3NAX ONpeaeseHHOro smaa [3]

HeBo3MOXXHOCTL NOCTpOeHMst aTak, K KOTOPbIM ys3BUM pexum XTS.

[2] Firsov G.V., Koreneva A.M. On One Block Cipher Mode of Operation Used to Protect Data on
Block-Oriented Storage Devices. Modern Information Technologies and IT-Education. 2022.
[3] Isobe T., Minematsu K. Plaintext Recovery Attacks Against XTS Beyond Collisions. 2020.
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MpuHsTble 0603HaYeHUA

[MpuHATbIE 0DO3HAYEHNS

MRS ~
|
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anuvHa 6noka B buTtax

KonmuecTso b61okos B cektope (0 < n < 2!)

MHOXECTBO OTKPbITbIX TEKCTOB

MHOXECTBO LUNPTEKCTOB

KJIIO4YEBOE MHOXECTBO

CUMMETPUYHBIT BAOYHBIR Wndp

byHKUMA 33N poBaHAA CUMMETPUYHOrO bnoyHoro wudpa &
MHOXXECTBO BUTOBLIX CTPOK ANUHBI [

none GF(2)[z]/p(z), rae p(z) = 2'® + 2" + 22 + o + 1 ana | = 128,
pr) =2 2t 4+ a3+ +1pnal =64

oTODpaXkeHne, COMOCTABNSIOLLEE INEMEHTY T = Z;;B ;27 konbua Zsy
3NEMeHT 7 = Zé;}) ajx’ nons F

oTobparkeHune, conocrasnsitoLee CTpoke a = (ag, ..., a;—1) U3 Vj
anement @ = 3_\_( a;27 nons F

oTobparkeHne, obpaTHoe K 4\;
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Onpepenenne pexuma XEH

Onpegenerne pexuma XEH

B npeanaraemom pexume ncnonbsyercs PyHKUUSA gr, 7, @ F* — F*, o, 13 € F:

972,7'3 (y17 "‘7y’rl) = (yl + Y7'3 + T2 - a07 (RS y”l—l + Y7'3 + T2 an727 Y;'g + T2 anil)
n ) n—1
Voo = (D wi-m |+ | D&l |
i=1 i=1

rpe ¢ =xr — I'IpVIMVITVIBHbIVI snemeHT nonsa F.

Takxke BBEgeM 0bO3Ha4eHMe:
fT3<y17 ey yn) = (yl + Y7'37 ey Yn—1 + YT37YT3) )

TO €CThb.:
972,7'3(}’) - f7—3(Y) +ar,

a,, = (mn- .y oz"_l)
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Onpegenerne pexuma XEH

/13 Homepa cekTopa SN npu nomowwm asyx kmodeii K, K’ € K soipabaTbiBatoTcs Tpu
noakstoYya:

71 = A(Ex(SN))
72 = N(Err (Vi(11)))
T3 = AI(EK/(SN))

VpasHeHue 3awundposanus B pexxume XEH:

c=(Vi(21),..., Vi(zn))
(Zlv ) Zn) = 9;2}73(}’) = g;z%rg(yb 7yn)
yj = M(Eg(Vi(Ai(mg) + 11 -0?71))), i =Ton

rae ¢ = (ci1, ..., ¢,) — wndpTekcT, m = (Mmy, ..., My,) — OTKPLITLIA TekeT, mj,¢; € V}, j =1, n.
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Onpegenerne pexuma XEH
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VpoBeeHb nHdopmaumoHHoli 6esonacHocTu pexxuma XEH

VpoBeHb nHGOpMaLnoHHoh besonacHocTn pexuma XEH

Teopema 1.

MNycTe ™ — cayyaiiHas noacTaHoBka mHoxecTBa V). [pu dukcmpoBaHHbIX Lenbix Yncnax [,
N U ¢ BEPHA CNEAYIOLLAs HUKHAS OLieHKa YPOBHSA MH(OPMaLMOHHON Be30nacHOCTI peXxxuma
XEH:

(n+1)%°

2! ’
rae | — nnuHa 6oka B butax, n — KOAMYECTBO BJIOKOB B CEKTOPE, ¢ — KOJIMYECTBO 3aNpoCcoB
K aKcnepumeHTaTopy [2].

RND-fdeCPA-sector
Advygri- (q) <

RND-fdeCPA-sector — mogesnb HepasimunmMocTu LndpTeKCTa U CayyaiiHoii butosoii cTpokn [2].

[2] Firsov G.V., Koreneva A.M. On One Block Cipher Mode of Operation Used to Protect Data on
Block-Oriented Storage Devices. Modern Information Technologies and IT-Education. 2022.
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VpoBeeHb nHdopmaumoHHoli 6esonacHocTu pexxuma XEH

VpoBeHb nHGOpMaLnoHHoh besonacHocTn pexuma XEH

Teopema 2.

Mycts £ — cummeTpuyHblii 6ao4Hbli wudp. Mpy dukcnposaHHbix Yncnax I, n n ¢ sepHa
OLeHKa:

1
Adv )R;Eﬁ fdeCPA-sector(t’q) < (n +2 )

rae t' =t + O(nqg + q), ¢ — 0o, t — Bpems paboTbl HapywuTens g skcnepumerte RND-
fdeCPA-sector, t' — Bpemsi paboTbl HapywuTens B skcnepumenTe PRP.

+ AvaRP( ,ng—+q),

PRP — mogenb HepaznnummocTyn 61o4Horo wudpa n cnyyaiiHon noactaHosku [4].

[4] Boneh D., Shoup V. A Graduate Course in Applied Cryptography. 2023.
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VpoBeeHb nHdopmaumoHHoli 6esonacHocTu pexxuma XEH

VpoBeHb nHGOpMaLnoHHoh besonacHocTn pexuma XEH

Pexum pabotsl (Mode) Adv,F\{/lNodDégdecpA'seCtor( A)
XTS 1— 2—l
XEH < P 1 AR (¢ ng + q)

Ons wndppa «KysHeunk» (anuna bnoka [ = 128, gnuHa kntoda k = 256), cektopa pasmepom
4096 6aiit (n = 2%) n konuuecTsa 3anpocos g = 26:

XTS Adv)l?_l}l_DéfdeCPA—sector(A) -1 2_128 ~1

S

RND-fdeCPA-sector
XEH | AdvEND;

Kopenesa A.M., Pupcos I'.B.
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CpaBHeHME C CyLLLECTBYIOLNMY PELUEHUSIMU

CpaBHeHVIe C CYLLECTBYROLLMMWN pELLEHNAMMN

CyLecTBYIOT HECKONBKO 060bLYEHHBIX NOAXOAOB K MOCTPOEHUIO «LLUMPOKOBIOUHBIX>
NOACTAHOBOK, B 4aCTHOCTW:

e Encrypt-Mix-Encrypt (npumepsi: CMC, EME, EME¥*);
e Hash-ECB-Hash (npumepsi: HEH, TET, PEP).

CpaBHVIM npep,naraeMbll‘/'l PEXNM C BblIAENEHHBIM KPACHbIM.
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CpaBHeHE C CYLLECTBYOLVMY pPelleHnsiMu

Mpon3sBoanTeNbLHOCTL € Ucnosb3oBaHueM windpa «KysHednk»

B 512-byte sector encryption

L4 4096-byte sector encryption

I 512-byte sector decryption

1.0 4 W 4096-byte sector decryption

o
£ 1.0
F o [lpenmywecteo bonee 40% no
= 081 cpasHeHuto ¢ pexumom CMC.
£
£ o [lerpapjauusi npou3BOAUTENLHO-
;“g ' ¢t He bonee 6% no cpaBHeHUIO
04 ] ¢ pexumom XTS.
0.2 A
0.0 -

XTS XEH CMC HEH
Intel(R) Core(TM) i7-9750H (2.6 ITy), DDR4 (8 ['6), macOS 13.1 (64-6ut)



CpaBHeHE C CYLLECTBYOLVMY pPelleHnsiMu

Mpon3sBoanTeNbLHOCTL € Ucnosb3oBaHueM windpa «KysHednk»

Direct I/O (read)

7 70 4
60 60
£ 50 A
2 40
0]
20 4 201

Direct 1/O (write)

=)

a

@
=

Transfer rate (MB/s)
=
Transfer rate (MB/s)

B Not encrypted W Not encrypted
10 4 . XTS 10 4 . XTS
e XEH

g L O D & $ QRSN DD O & > P Y >

IR %'\> S VO P P F RGO, C D L S S 2P

® 0"9"9*\@“' S “'\%“"»»@q'\\q‘;*b‘& Q'\'\c“@@@b& %\Q"Q”’Q*’x\@@"\ \Qé" Y "’b%%<§’<\‘”b%%>@b@%
FEFEFEFESE TSI G

1/0 chunk size (bytes) 1/0 chunk size (bytes)

Mpsimoii BBOA/ BbIBOA

Intel(R) Core(TM) i7-3630QM (2.4 ITy), DDR3 (6 '6), Windows 10 (64-6ut)



CpaBHeHE C CYLLECTBYOLVMY pPelleHnsiMu

Mpon3sBoanTeNbLHOCTL € Ucnosb3oBaHueM windpa «KysHednk»

Indirect I/O (read) Indirect 1/O (write)

3500
B Not encrypted BN Not encrypted
4000 1 mmm XTS
e XEH 3000 1w XEH
3500
2500
2 3000 =
g a
< 2500 <2000
2 2
g H
2 20009 £ 1500
K] ]
£ 1500 A &
1000 A
1000 A
500
500
L | -
0
© > 1» N > N O N o9 > N
NSNS x‘*' S \m("% é’ S S D P S A S F S L P S S S S S S S
R é‘\"*#o’%'\'\\“@%‘»’& NSRRI E WD F L NE S S
RN ARSI NEN WINPT ST

1/0 chunk size (bytes) 1/0 chunk size (bytes)

BydepunzosanHbiii BBOg/BbIBOA

Intel(R) Core(TM) i7-3630QM (2.4 ITy), DDR3 (6 '6), Windows 10 (64-6ut)



PesynbTaTh!

PesynbTathl

@ [Mpeanoxen pexuma paboTbl 6AOYHBIX WNGPOB AN 3aLWUTEI NHPOPMALNN HA CUCTEMHBIX
HocuTensix — pexunm XEH.

@ [Ins npeanoxxeHHOro pexkxmma Obina NosyyYeHa HUXKHSAS OLEHKA YPOBHS WHOPMaLMOHHON
6e30MacHOCTM, NPEBOCXOAALLAS AaHANOMMYHYIO OLUeHKY Ansi pexuma XTS.

o [MpepnoxerHblli pexxum yctynaet pexumy XTS B nponssogutensHocTn He bonee 6% n nos-
BONISIET JOCTMYb npeuMyLiecTsa bonee 40% B cpaBHeHnu ¢ nogxogom Encrypt-Mix-Encrypt.
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HanpaeneHve panbHenumnx nccnepgosaHmii

HanpaBneH ne aoan bHEW LLNX I/ICCﬂeAOBaHVII7I

@ llccnenoBaHne BO3MOXKHOCTM 0bECNEYEHNsT HUXKHUX OLEHOK YPOBHSI MHpOPMaLMOHHO bes-
OMacHOCTMW 3a rpaHunueli 3afla4n O AHSX POXKAEHUS.

o OI'ITI/IMI/I33LI,VIF| NPON3BOANTENBHOCTU BbIHNCNEHNA NOJIMHOMMANBHON noACTaHOBKMN.
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Cnacnbo 3a BHUMaHME!

KoHTakTHast nHopmauus
o Kopenesa Anuca MuxaiinosHa: A.Koreneva@securitycode.ru

@ Dupcoe leopruii BanentuHosny: G.Firsov@securitycode.ru
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