
˩͔͎͗ͦ͒ͤ͊Ύ ͔ͣ͗͒ͯͤ͊ͪͦ͒ͤ͊Ύ ͤ͊ͯ;ͤͦ-͙ͨͪ͊ͭ͟;͔ͫ͊͟Ύ ͦͤ͟ͺ͔͔ͪͤͼ͙Ύ 
ζ˾ ͯͫ˴͙ͪͨͭͦΩнлн1η

͙̊ͺ͍͙͔ͪͦ͊ͤΣ ͫͦͻͪ͊ͤΎΌ΅͔͔ ͺͦͪͣ͊ͭ:
͊͒͊͘;͙Σ ͨͦ͒ͻͦ͒·Σ ͫͻ͔ͣ·

ˢ͔͔͔͍ͫ͟͡ ˩Φ˴ΦΣ ͟ΦͺΦ-ͣΦͤΦΣͤ͊;͊͡Έ͙ͤ͟ ͔ͦͭ͒͊͡ ͙͎ͪͨͭͦͪ͊͟ͺ͙;͔͙ͫ͟ͻ ͙͔͍͙͚ͫͫ͒ͦ͊ͤ͡Σ ˴͙ͪͨͭͦ˽ͪͦ
ˢͻ͔ͣͭ͘Ύ͍ͤͦ͊ ˶Φ˾ΦΣ ͊ͣ͘Φ ͤ͊;͊͡Έ͙ͤ͊͟ ͔ͦͭ͒͊͡ ͙͎ͪͨͭͦͪ͊͟ͺ͙;͔͙ͫ͟ͻ ͙͔͍͙͚ͫͫ͒ͦ͊ͤ͡Σ ˴͙ͪͨͭͦ˽ͪͦ
˩͙͍ͫͭͪ͊ͭͦ͡ ˢΦˢΦΣ Ή͔ͫͨͪͭ͟Σ́˴ нс
˹͙͙͟ͺ͍ͦͪͦ͊ ˶Φ˻ΦΣ ͙͔͔ͤ͗ͤͪ-͙͙͊ͤ͊ͭ͟͡Σ ˴͙ͪͨͭͦ˽ͪͦ
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˻͍͔͙ͭͭͣ ͤ͊ ͍ͦͨͪͦͫ·Υ
Á̉ͭͦ ͔ͭ͊ͦ͟ FPE-ͫͻ͔ͣ· ͙ ͊͘;͔ͣ ͙ͦͤ ͤͯ͗ͤ·?
Á˴͙͔͊͟ ͙͎ͪͨͭͦͪ͊͟ͺ͙;͔͙͔ͫ͟ ͍͚͍ͫͦͫͭ͊ ͔ͭͪ͋ͯΌͭͫΎ ͦͭ FPE-ͫͻ͔ͣ·Κ
Á˴͙͔͊͟ ͍͋͊ͦ͘·͔ ͨͦ͒ͻͦ͒· ͟ ͔͙ͨͦͫͭͪͦͤΌ FPE-ͫͻ͔ͣ· ͫͯ΅͔͍ͫͭͯΌͭΚ
Á˴͙͔͊͟ FPE-ͫͻ͔ͣ· ͫͯ΅͔͍ͫͭͯΌͭ?

͙̊ͺ͍͙͔ͪͦ͊ͤΣ ͫͦͻͪ͊ͤΎΌ΅͔͔ ͺͦͪͣ͊ͭ ςFormat Preserving Encryption (FPE)

ˮ͔͍͙͔ͫͫ͒ͦ͊ͤ͡ ͍͔͔ͨͪͦ͒ͤͦ ͍ ͪ͊ͣ͊͟ͻ ˹ˮ˾ ζ͔͔̏ͣͤͭ͡ηΣ ͍͔͎ͨͦͫͭ͊ͤͤͦͦ͡ ˢ͔͙͔͚͊͒ͣ͟ ͙͎ͪͨͭͦͪ͊͟ͺ͙͙ ˾̅
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̉ͭͦ ͔ͭ͊ͦ͟ FPE?

FPEÁFPE-ͫͻ͔ͣ͊ ςΉͭͦ ͔͔͚͍ͫͣͫͭͦ 
͔͔͍ͨͪͫͭ͊ͤͦͦ͟ ͤ͊ ͙͍ͨͪͦͦ͘͡Έͤͦͣ 
 ͔͔͙͔͙ͦͣͯͪͫ͒ͤ͟ Σיִ͔͍͔ͭͫ͗ͦͤͣ
͟͡Ό;ͦͣ ὑ

&0%ȡִי ᴼִי

Åx ͦ͡;ͤ·͚ ΄͙ͺͪ ς;͊ͫͭͤ·͚ ͫͯ͡;͚͊ 
FPE-ͫͻ͔ͣ·Σ ͒͡Ύ ͚ͦͭͦͪͦ͟       
יִ πȟρ Σ ͎͔͒ ὲς͒ ͙ͤ͊͡ ͋ͦ͊͟͡
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˭͊;͔ͣ ͤͯ͗ͤ· FPE-ͫͻ͔ͣ·?

1. ͙̊ͺ͍͙͔ͪͦ͊ͤ ͋͊͘· ͒͊ͤͤ·ͻΣ ͨͦ͡Ύ ͚ͦͭͦͪͦ͟ ͙͔ͣΌͭ ͺ͙͙͍ͫͪͦ͊ͤͤ͟·ͻ  
ͺͦͪͣ͊ͭ

2. ͙̊ͺ͍͙͔ͪͦ͊ͤ ͔͍ͤͦͣͪͦ ͍͙͋͊ͤͦͫ͟͟ͻ ͊ͪͭ͟ όͺ͙͍ͤ͊ͤͫͦ·͔ ͔ͦͨͪ͊ͼ͙͙ύ

3. PAKE-ͨͪͦͭͦͦ͟͡·Σ ͊͘΅͙ͭ͊ ͦͭ ͨͦΎ͍͔͙ͤ͡Ύ ͙͔͙ͪͭͪ͟Ύ ͒͡Ύ ͟͡Ό;͊ όͫͣΦ ώAAOS16] ˾ ͔͊͒͘͡ пΦрύ

[AAOSмсϐ ˢ͔͔͔͍ͫ͟͡ ˩Φ˴ΦΣ ˢͻ͔ͣͭ͘Ύ͍ͤͦ͊ ˶Φ˾ΦΣ ˻΄͙ͤ͟ ˮΦˣΦΣ ˿ͣ·΄͡Ύ͔͍ ˿ΦˤΦ Ϧ˻͋ͦͪ͘ ͯΎ͍͙͔͚ͣͦͫͭ͘ ͔ͤͦͭͦͪ͟·ͻ ͍ͨͪͦͭͦͦͦ͟͡ ͍·͙ͪ͊͋ͦͭ͟ ͦ͋΅͔͎ͦ ͟͡Ό;͊ͫ 
͔͙͊ͯͭͤͭͺ͙͊͟ͼ͙͔͚ ͤ͊ ͍͔ͦͫͤͦ ͨ͊ͪͦ͡Ύ ͙ ͙ͨͪͤͼ͙ͨ· ͔͙ͨͦͫͭͪͦͤΎ ͨͪͦͭͦͦ͊͟͡ {9{t!Y9ϦΦ ˸͔͊ͭͣ. ͍ ͦͨͪ. ͟ ͙͎ͪͨͭͦͪ., 2016, ͭ ͦ7ͣ, ͍ ·ͨͯͫ͟4, 7ς28.
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˽͙ͪͤͼ͙ͨ ͔͙ͨͦͫͭͪͦͤΎ ͫͻ͔ͣ·

ζ˿ ͤͯ͡Ύη ˹͊ ͍͔ͦͫͤͦ ͙͙͙͍͍ͨͪͣͭͦ
όζ͙͘ ͙͙ͪͨ͟;͙͍ͦ͟ηύ

˨͡Ύ FPE-ͫͻ͔ͣ ζ͙͙ͪͨ͟;͙ͦͣ͟η ͦ͋·;ͤͦ Ύ͍͡Ύ͔ͭͫΎ ͋ͦ͡;ͤ·͚ ΄͙ͺͪ
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˭͍͙͙͊ͫͣͦͫͭΈ ͦͭ ͣͦ΅͙ͤͦͫͭ ͔͍ͣͤͦ͗ͫͭ͊ ִי ͍ ͫ͡ ͯ;͔͊ ͔͙ͨͦͫͭͪͦͤΎ FPE-ͫͻ͔ͣ· ͤ͊ ͍͔ͦͫͤͦ͋ͦ͡;͎ͤͦͦ 
΄͙ͺͪ͊ ͫ ͙͚͒ͤͦ͡ ͋ͦ͊͟͡ ὲ

יִ ͍͔ͦͭͫ͗ͦͤ˸

˸͔͊ͦ͡ όάǘƛƴȅέύΥ

יִ ς

˿͔͔͔ͪ͒ͤ όάǎƳŀƭƭέύΥ 

יִ ς

ˣͦ͡Έ΄͔ͦ όάƭŀǊƎŜέύΥ 

יִ ς

Full disk encryption (FDE)˸ͦ͗ͤͦ ͻ͙ͪ͊ͤͭΈ ͨͦͤͯ͡Ό ͙ͭ͊͋͡ͼͯ ͔͙͚ͦͭͦ͋ͪ͊͗ͤ 
/͙͙͙͡ ͙͔ͦͭͤͦͫͭ͡Έͤͦ ͋·ͫͭͪͦ ͔͔ ͍·;͙ͫ͡ΎͭΈ
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˴͙͔͊͟ ͙͎ͪͨͭͦͪ͊͟ͺ͙;͔͙͔ͫ͟ ͍͚͍ͫͦͫͭ͊ ͔ͭͪ͋ͯΌͭͫΎ 
ͦͭ Ct9-ͫͻ͔ͣ·Κ
ÁPRP-CPA ςPseudoRandomPermutation under Chosen Plaintext Attack

͔̇͡Έ ͙͍͙ͨͪͦͭͤ͊͟Υ ζ͙ͦͭ͡;͙ͭΈη ͦͭ ͫͯ͡;͚͚͊ͤͦ ͔͔͍͙ͨͪͫͭ͊ͤͦ͟

ˤ͙ͦͣͦ͗ͤͦͫͭ͘ ͙͍͙ͨͪͦͭͤ͊͟Υ͙͍ͤ͊͊ͨ͊ͭ͟͡Έ ͨ͊ͪ· (ͦͭͪ͟·ͭ·͚ ͔ͭͫͭ͟, ́ ͙ͺ͔ͪͭͫͭ͟)
͙ͨͪ ͙͍͊͒͊ͨͭͤͦͣ ͍·͔͋ͦͪ ͦͭͪ͟·͎ͭͦͦ ͔ͭͫͭ͊͟

ÁPRP-CCA ςPseudoRandomPermutation under Chosen CiphertextAttack
͔̇͡Έ ͙͍͙ͨͪͦͭͤ͊͟Υ ζ͙ͦͭ͡;͙ͭΈη ͦͭ ͫͯ͡;͚͚͊ͤͦ ͔͔͍͙ͨͪͫͭ͊ͤͦ͟

ˤ͙ͦͣͦ͗ͤͦͫͭ͘ ͙͍͙ͨͪͦͭͤ͊͟Υ͙͍ͤ͊͊ͨ͊ͭ͟͡Έ ͨ͊ͪ· (ͦͭͪ͟·ͭ·͚ ͔ͭͫͭ͟, ́ ͙ͺ͔ͪͭͫͭ͟)
͙ͨͪ ͙͍͊͒͊ͨͭͤͦͣ ͍·͔͋ͦͪ ͦͭͪ͟·͎ͭͦͦ ͔ͭͫͭ͊͟                    

͙́ ͙ͺ͔ͪͭͫͭ͊͟

˴͙ͦ͡;͔͍ͫͭͦ ͨ͊ͪ (ͦͭͪ͟·ͭ·͚ ͔ͭͫͭ͟, ́ ͙ͺ͔ͪͭͫͭ͟ύ ͔͔ͦͨͪ͒͡Ύ͔ͭͫΎ ͙ͦ͟͡;͔͍ͫͭͦͣ ͍͊ͨͪͦͫͦ͘ ͙͍͙ͨͪͦͭͤ͊͟ 
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̉ͭͦ ͔ͭ͊ͦ͟ ͚ͤ͊ͫͭͪͦ͊͟ ͙ ͊͘;͔ͣ ͦͤ͊ ͤͯ͗ͤ͊Κ

יִ ͚ͣ͊ͦ͡ ͣͦ΅͙ͤͦͫͭ ᵼ
ᵼ͙ͤ͊ͦͨͭ͟Έ ͍͔ͫ ͨ͊ͪ· (ͦͭͪ͟·ͭ·͚ ͔ͭͫͭ͟, ́ ͙ͺ͔ͪͭͫͭ͟) ᵼ

ᵼ͍͍͙ͦͫͫͭ͊ͤͦͭΈ ͔͔͍ͨͪͫͭ͊ͤͦͯ͟

˽͔ͪͦ͋ͣ͊͡Υ

˾͔΄͔͙͔ͤΥ

Å˾͙͊ͤ͒ͦͣ͊͘ͼ͙Ύ ͫ ͨͦͣͦ΅ΈΌ ͙͔͒ͦͨͦͤͭ͡͡Έ͎ͤͦͦ ͔͔͔͎ͤͫͪͭͤͦͦ͟ ͔ͨ͊ͪ͊ͣͭͪ͊ς
͚͙ͤ͊ͫͭͪͦ͟  όtweak)

Å˽͍ͦͦ͘͡Ύ͔ͭ ͍ͨͦ·͙ͫͭΈ ͚ͫͭͦͦͫͭ͟Έ ͫͻ͔ͣ· ͤ͊ ͔͍͔ͣͤͦ͗ͫͭ ͚ͣ͊ͦ͡ ͣͦ΅͙ͤͦͫͭ

×˹͙͍͔͊ͫͭͪ͊͊ͣ͊Ύ FPE-ͫͻ͔ͣ͊Υ כ יִ ᴼִי
×˚̜́̒̓̑́̉̃́̆̍̊ tweakable) ̂ ̘̜̌̏̎̊ ̙̉̑̕ ̃̃̆̅̆̎ ̃ ̑́̂̏̓̆[LRW02]

[LRW02] LiskovM., RivestR., Wagner D. "Tweakable block ciphers". Advances in Cryptology ςCRYPTO 2002, LNCS vol. 2442, Springer, pp. 31ς46, 2002.
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˴͙͔͊͟ ͙͎ͪͨͭͦͪ͊͟ͺ͙;͔͙͔ͫ͟ ͍͚͍ͫͦͫͭ͊ ͔ͭͪ͋ͯΌͭͫΎ ͦͭ 
͙͍͔͚ͤ͊ͫͭͪ͊͊ͣͦ FPE-ͫͻ͔ͣ·?

Á PRP-CPTA ςPseudoRandomPermutation under Chosen Plaintext and Tweak Attack

Á PRP-CCTA ςPseudoRandomPermutation under Chosen Ciphertextand Tweak Attack

˿͙͡Έͤ·͔ ͔͙ͣͦ͒͡

Á SPIςSingle Point Indistinguishability 
Á MPςMessage Privacy
Á MRςMessage Recovery

ˤ͍͔͔͒ͤ· ͍ ͔ͪ͊͋ͦͭΥ
BellareM., RistenpartT., RogawayP., StegersT. "Format-Preserving Encryption". In: Jacobson Jr., M.J., Rijmen, V., Safavi-Naini, R. (eds.) 
SAC 2009. LNCS, vol. 5867, pp. 295ς312. Springer, Heidelberg (2009).

ˣ͔͔ͦ͡ ͔͎͙͔͟͡ ͼ͔͙͡ ͙͍͙ͨͪͦͭͤ͊͟Υ
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˴͙͔͊͟ ͍͋͊ͦ͘·͔ ͨͦ͒ͻͦ͒· ͫͯ΅͔͍ͫͭͯΌͭ?
˴͔ͪ͊ͭͤͦ ΄͙ͺ͍͙͔ͪͦ͊ͤ όcycle walking)

יִ πȟρ
˻ͭͪ͟·ͭ·͚ ͔ͭͫͭ͟

͙̊ͺ͔ͪͭͫͭ͟

%

%
% %

˿͚ͭͦͦͫͭ͟Έ ͍ ͔ͣͦ͒͡Ύͻ PRP-CPA ͙  PRP-CCA ͫ ͍͔ͦͨ͊͒͊ͭ ͫͦ ͚ͫͭͦͦͫͭ͟ΈΌ ͋ͦ͡;͎ͤͦͦ ΄͙ͺͪ͊ % ͍ ͒͊ͤͤ·ͻ ͔ͣͦ͒͡Ύͻ

Prefix-cipher

̏ͺͺ͔͙͍ͭͤ͊͟ ͒͡Ύ ִי ᴼς

˻ͭͪ͟·ͭ·͚ ͔ͭͫͭ͟

π ρ יִ ρὭ

ȣ

ȣ

ȣ

ȣ

ȣ

ȣ

% % %%

Sort

π ρ יִ ρὮ

ȣ ȣ

͙̊ͺ͔ͪͭͫͭ͟

̏ͺͺ͔͙͍ͭͤ͊͟ ͒͡Ύ ͣ͊͡·ͻ ִי
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˴͙͔͊͟ ͍͋͊ͦ͘·͔ ͨͦ͒ͻͦ͒· ͫͯ΅͔͍ͫͭͯΌͭ?
ζ˭ ͊͋·͍;͙͍·͔η ͔͔͍͙ͨͪͫͭ͊ͤͦ͟ (obliviouspermutations)

ˤ ͔͙ͭͪͣͤ͊ͻ ͦͦ͒͟͡· ͊ͪͭ͟

Áζ˭͊͋·͍;͙͍·͚η ͫͨͦͫͦ͋ ͔͔͔ͨͪͣ΄͙͍͙͊ͤΎ ςͯ ͤ͊ͭ͘Έ ͍ͤͦ·͚ ͔ͤͦͣͪ ͊ͪͭ͟·Σ 
͔ͤ ͤ͊͘Ύ ͨͦͪΎ͒ͦ͟ ͊ͪͭ͟ ͍ ͔ͦͦ͒͟͡ ͔ͨͦͫ͡ ͔͔͔ͨͪͣ΄͙͍͙͊ͤΎ

Á̂ ͊ͪͭ͟· ͍ ͔ͦͦ͒͟͡ ͔ͫͭΈ ͨͦͪΎ͍͒ͦ͟·͚ ͔ͤͦͣͪ
Á˽͔͔͔ͪͣ΄͊ͭΈ ͦͦ͒ͯ͟͡ ςͨ ͙͍͙ͪͫͦͭΈ ͚͊͗͒ͦ͟ 
͔͊ͪͭ͟ ͍ͤͦ·͚ ͔ͤͦͣͪ
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˴͙͔͊͟ ͍͋͊ͦ͘·͔ ͨͦ͒ͻͦ͒· ͫͯ΅͔͍ͫͭͯΌͭ?

ζ˭͊͋·͍;͙͍·͔η͔͔͍͙ͨͪͫͭ͊ͤͦ͟ όobliviouspermutationsύ ͍ͨͦͦ͘͡ΎΌͭ ͍ͯͤ͊͊ͭ͘Έ ͔ͪͯ͘͡Έͭ͊ͭ ͙͔͔͙ͨͪͣͤͤΎ 
͔͔͍͙ͨͪͫͭ͊ͤͦ͟ ͟ Ή͔͔ͣͤͭͯ͡ ͔͍ͣͤͦ͗ͫͭ͊Σ ͔ͤ ͍ͯͤ͊͊͘Ύ ͔ͪͯ͘͡Έͭ͊ͭ ͙͔͔͙ͨͪͣͤͤΎ ͚͒͊ͤͤͦ ͔͔͍͙ͨͪͫͭ͊ͤͦ͟ ͟ 
͎͙͒ͪͯͣ Ή͔͔ͣͤͭ͊ͣ͡ ͔͍ͣͤͦ͗ͫͭ͊ 

ζ˭͊͋·͍;͙͍·͔η ͔͔͍͙ͨͪͫͭ͊ͤͦ͟:

Á ˸͔ͭͦ͒· ͔͔͔ͨͪͣ΄͙͍͙͊ͤΎ(shuffling)

Á ˿͔ͭΈ ͔͚͔̅ͫͭ͡Ύ
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˸͔ͭͦ͒· ͔͔͔ͨͪͣ΄͙͍͙͊ͤΎ
Swap-or-Not (SoN)

Á ˸͎͍ͤͦͦͪ͊ͯͤ͒ͦ͊Ύͫͻ͔ͣ͊

͔́ͯ͟΅͔͔ ͫͦͫͭͦΎ͙͔ͤ ͦͦ͒͟͡·˴͊ͪͭ· ͍ ͔ͦͦ͒͟͡ ͙͍ͪ͊͋͊͘ΌͭͫΎ ͤ͊ ͨ͊ͪ· ͫͯ͡;͚͊ͤ·ͣ ͦ͋ͪ͊ͦͣ͘
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˿ͯ͡;͚͊ͤ·͔ ͨ͊ͪ·˿ ͯ͡;͚͊ͤ·ͣ ͦ͋ͪ͊ͦͣ͘ ͔͔ͦͨͪ͒͡Ύ͔ͭͫΎ ͔͔͍ͨͪͫͭ͊͡ΎΌͭͫΎ ͔͙ͣͫͭ͊ͣ 
͍ ͔ͦͦ͒͟͡ ͊ͪͭ͟· ͙͘ ͚͊͗͒ͦ͟ ͨ͊ͪ· ͙͙͡ ͔ͤͭ   

˸͔ͭͦ͒· ͔͔͔ͨͪͣ΄͙͍͙͊ͤΎ
Swap-or-Not (SoN)


