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Ïîëåçíûå èíòåðôåéñû



Íåñåêðåòíîå çàñåêðå÷èâàíèå

J. H. Ellis (GCHQ/CESG Report, 1970) The Possibility Of Secure

Non-Secret Digital Encryption
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Øèôðîâàíèå ñ îòêðûòûì êëþ÷îì
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X � îòêðûòûé òåêñò

Y � øèôðòåêñò
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Øèôðîâàíèå ñ îòêðûòûì êëþ÷îì
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X � îòêðûòûé òåêñò
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Ïîëåçíûé èíòåðôåéñ:

Decr(Encr(X , pk), sk) = X ∀X , (sk , pk)← KeyGen(1l)
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Øèôðîâàíèå ñ îòêðûòûì êëþ÷îì

PKE = Public Key Encryption
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Ðåàëèçàöèÿ èíòåðôåéñîâ

Øèôðîâàíèå ñ îòêðûòûì êëþ÷îì

� Êîíöåïöèÿ: Di�e, Hellman (1976) // Ellis (1970)

� Ðåàëèçàöèÿ: Rivest, Shamir, Adleman (1977) // Cocks (1973)

Èäåíòèôèêàöèîííîå øèôðîâàíèå

� Êîíöåïöèÿ: Shamir (1984)

� Ðåàëèçàöèÿ: Cocks (2001), Boneh, Franklin (2001)

(Ïîëíîñòüþ) ãîìîìîðôíîå øèôðîâàíèå

� Êîíöåïöèÿ: Rivest, Adleman, Dertouzos (1978)

� Ðåàëèçàöèÿ: Gentry (2009)
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Ñîáñòâåííûé îïûò



Øèôðîâàíèå áëîêà (Belt, 2001)
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Y ∈ {0, 1}128 (øèôðòåêñò)
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Øèôðîâàíèå áëîêà (Belt, 2001)
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Øèôðîâàíèå áëîêà (Belt, 2001)
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Ðåæèìû øèôðîâàíèÿ
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Èíêàïñóëÿöèÿ
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Èíêàïñóëÿöèÿ
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Èíêàïñóëÿöèÿ
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Øèôðîâàíèå + èìèòîçàùèòà

{belt-cbc | belt-ctr | belt-cfb}+ belt-mac

Ïîñòðîåíèå êëþ÷åé:
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KI ,1 7→ KI ,2 7→ . . .

Äèâåðñèôèêàöèÿ

K 7→ (Kctr,0,Kmac,0, . . .)
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Øèôðîâàíèå + èìèòîçàùèòà
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Àóòåíòèôèöèðîâàííîå øèôðîâàíèå
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Àóòåíòèôèöèðîâàííîå øèôðîâàíèå � II

×òî äåëàòü ïðè îáðàáîòêå áîëüøîãî òåêñòà X?

• Ôðàãìåíòèðîâàòü, ñâîÿ ñèíõðîïîñûëêà äëÿ êàæäîãî ôðàãìåíòà:

T1

...S1 I Y1 S2
Y2 Sm

Ym

T2 Tm

• Ñöåïëåííûå ôðàãìåíòû:

S1 I Y1 Sm
Ym

Tm

Tm-1

T1

S2
Y2

T2

T1
...

• Ïðîìåæóòî÷íûå èìèòîâñòàâêè (áåç ñìåíû S):

Y1

Tm

...

T2

S I

T1

Y2 Ym

Áåçîïàñíî? Äà.
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Y1

Tm

...

T2

S I

T1

Y2 Ym

Áåçîïàñíî? Äà.
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Àóòåíòèôèöèðîâàííîå øèôðîâàíèå � II

×òî äåëàòü ïðè îáðàáîòêå áîëüøîãî òåêñòà X?

• Ôðàãìåíòèðîâàòü, ñâîÿ ñèíõðîïîñûëêà äëÿ êàæäîãî ôðàãìåíòà:

T1

...S1 I Y1 S2
Y2 Sm

Ym

T2 Tm

• Ñöåïëåííûå ôðàãìåíòû:

S1 I Y1 Sm
Ym

Tm

Tm-1

T1

S2
Y2

T2

T1
...

• Ïðîìåæóòî÷íûå èìèòîâñòàâêè (áåç ñìåíû S):

Y1

Tm

...

T2

S I

T1

Y2 Ym

Áåçîïàñíî?

Äà.

10



Àóòåíòèôèöèðîâàííîå øèôðîâàíèå � II

×òî äåëàòü ïðè îáðàáîòêå áîëüøîãî òåêñòà X?

• Ôðàãìåíòèðîâàòü, ñâîÿ ñèíõðîïîñûëêà äëÿ êàæäîãî ôðàãìåíòà:

T1

...S1 I Y1 S2
Y2 Sm

Ym

T2 Tm

• Ñöåïëåííûå ôðàãìåíòû:

S1 I Y1 Sm
Ym

Tm

Tm-1

T1

S2
Y2

T2

T1
...

• Ïðîìåæóòî÷íûå èìèòîâñòàâêè (áåç ñìåíû S):

Y1

Tm

...

T2

S I

T1

Y2 Ym

Áåçîïàñíî? Äà.
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Àëãîðèòìû ÑÒÁ 34.101.31-2020

belt-block (øèôðîâàíèå áëîêà)

belt-wblock (øèôðîâàíèå øèðîêîãî áëîêà)

belt-compress (ñæàòèå)

belt-ecb, belt-cbc, belt-cfb, belt-ctr (ðåæèìû øèôðîâàíèÿ)

belt-mac (èìèòîçàùèòà)

belt-dwp, belt-che (àóòåíòèôèöèðîâàííîå øèôðîâàíèå)

belt-kwp (àóòåíòèôèöèðîâàííîå øèôðîâàíèå êëþ÷à)

belt-hash (õýøèðîâàíèå)

belt-bde, belt-sde (äèñêîâîå øèôðîâàíèå)

belt-fmt (øèôðîâàíèå ñ ñîõðàíåíèåì ôîðìàòà)

belt-keyexp (ðàñøèðåíèå êëþ÷à)

belt-keyrep (ïîñòðîåíèå êëþ÷à)
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Àâòîìàò bash-auto (ÑÒÁ 34.101.77-2020)

состояние

bash-auto

start

restart

absorb

squeeze

encrypt

decrypt

ratchet

start � çàïóñê

restart � ïåðåçàïóñê

absorb � çàãðóçèòü äàííûå

squeeze � âûãðóçèòü äàííûå

encrypt � çàøèôðîâàòü

decrypt � ðàñøèôðîâàòü

ratchet � íåîáðàòèìî èçìåíèòü
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Ïðîãðàììèðóåìûå àëãîðèòìû

bash-auto

bash-prg-hash

start
absorb
squeeze

bash-prg-ae

start
absorb

squeeze
encrypt

bash-prg

bash-prg-hash � õýøèðîâàíèå (XOF)

bash-prg-ae � àóòåíòèôèöèðîâàííîå øèôðîâàíèå
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Ïðîòèâíèê êàê ðàñøèðåíèå

èíòåðôåéñà



Îáîñíîâàíèå ñòîéêîñòè. . .

Ïóñòü òðåáóåòñÿ îáîñíîâàòü ñòîéêîñòü ïðîòîêîëà (êðèïòîñèñòåìû) P:

P

Åñëè P íå ÿâëÿåòñÿ ñòîéêèì, òî ñóùåñòâóåò ïðîòèâíèê (àëãîðèòì) A,
êîòîðûé ðåøàåò íåêîòîðóþ êðèïòîàíàëèòè÷åñêóþ çàäà÷ó

îòíîñèòåëüíî P.

Ìîæíî ñ÷èòàòü, ÷òî A � ýòî ðàñøèðåíèå èíòåðôåéñà P:

P
A
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Îáîñíîâàíèå ñòîéêîñòè. . .

Ïóñòü òðåáóåòñÿ îáîñíîâàòü ñòîéêîñòü ïðîòîêîëà (êðèïòîñèñòåìû) P:

P

Åñëè P íå ÿâëÿåòñÿ ñòîéêèì, òî ñóùåñòâóåò ïðîòèâíèê (àëãîðèòì) A,
êîòîðûé ðåøàåò íåêîòîðóþ êðèïòîàíàëèòè÷åñêóþ çàäà÷ó

îòíîñèòåëüíî P.

Ìîæíî ñ÷èòàòü, ÷òî A � ýòî ðàñøèðåíèå èíòåðôåéñà P:

P
A
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Îáîñíîâàíèå ñòîéêîñòè. . .

Ïóñòü òðåáóåòñÿ îáîñíîâàòü ñòîéêîñòü ïðîòîêîëà (êðèïòîñèñòåìû) P:

P

Åñëè P íå ÿâëÿåòñÿ ñòîéêèì, òî ñóùåñòâóåò ïðîòèâíèê (àëãîðèòì) A,
êîòîðûé ðåøàåò íåêîòîðóþ êðèïòîàíàëèòè÷åñêóþ çàäà÷ó

îòíîñèòåëüíî P.

Ìîæíî ñ÷èòàòü, ÷òî A � ýòî ðàñøèðåíèå èíòåðôåéñà P:

P
A
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. . . îò ïðîòèâíîãî

Ïðîòîêîë P ñ (ãèïîòåòè÷åñêèì) ðàñøèðåíèåì A ìîæåò èñïîëüçîâàòü

ñèìóëÿòîð S äëÿ àòàêè íà ïðîòîêîë P ′:

P’
P

Симулятор S

A

Åñëè ïðîòîêîë P ′ ïðèçíàåòñÿ ñòîéêèì (ñîîòâåòñòâóþùèå

âû÷èñëèòåëüíûå çàäà÷è òðóäíû), òî A íå ìîæåò áûòü ýôôåêòèâíûì!

Ñëåäîâàòåëüíî, P � ñòîéêèé ïðîòîêîë.
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. . . îò ïðîòèâíîãî

Ïðîòîêîë P ñ (ãèïîòåòè÷åñêèì) ðàñøèðåíèåì A ìîæåò èñïîëüçîâàòü

ñèìóëÿòîð S äëÿ àòàêè íà ïðîòîêîë P ′:

P’
P

Симулятор S

A

Åñëè ïðîòîêîë P ′ ïðèçíàåòñÿ ñòîéêèì (ñîîòâåòñòâóþùèå

âû÷èñëèòåëüíûå çàäà÷è òðóäíû), òî A íå ìîæåò áûòü ýôôåêòèâíûì!

Ñëåäîâàòåëüíî, P � ñòîéêèé ïðîòîêîë.
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. . . îò ïðîòèâíîãî

Ïðîòîêîë P ñ (ãèïîòåòè÷åñêèì) ðàñøèðåíèåì A ìîæåò èñïîëüçîâàòü

ñèìóëÿòîð S äëÿ àòàêè íà ïðîòîêîë P ′:

P’
P

Симулятор S

A

Åñëè ïðîòîêîë P ′ ïðèçíàåòñÿ ñòîéêèì (ñîîòâåòñòâóþùèå

âû÷èñëèòåëüíûå çàäà÷è òðóäíû), òî A íå ìîæåò áûòü ýôôåêòèâíûì!

Ñëåäîâàòåëüíî, P � ñòîéêèé ïðîòîêîë.
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Ðåñóðñû

� http://apmi.bsu.by/resources/std

� https://github.com/bcrypto/belt

� https://github.com/bcrypto/bash

Ñïàñèáî çà âíèìàíèå!

Äî âñòðå÷è îôëàéí!

http://apmi.bsu.by/resources/std
https://github.com/bcrypto/belt
https://github.com/bcrypto/bash


Ðåñóðñû

� http://apmi.bsu.by/resources/std

� https://github.com/bcrypto/belt

� https://github.com/bcrypto/bash

Ñïàñèáî çà âíèìàíèå!

Äî âñòðå÷è îôëàéí!

http://apmi.bsu.by/resources/std
https://github.com/bcrypto/belt
https://github.com/bcrypto/bash

	 
	 
	   

