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Ñòðóêòóðà äîêëàäà

1 Î ìîäåëÿõ Q1 è Q2. Êâàíòîâûå àëãîðèòìû ïîèñêà è ïåðå÷èñëåíèÿ.

2 Î êâàíòîâîì ðàçíîñòíîì ìåòîäå.

3 Î êîìáèíàöèè êâàíòîâûõ àëãîðèòìîâ ïåðå÷èñëåíèÿ è ïîèñêà.
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Ìîäåëè Q1 è Q2 êâàíòîâûõ âû÷èñëåíèé [5, 6, 7, 8]

Q1

Standard security: a block cipher is standard secure against quantum adversaries if no
e�cient quantum algorithm can distinguish the block cipher from PRP (or a PRF) by
making only classical queries.

Quantum circuit for classical values.
Example: breaking RSA with Shor's algorithm.

Q2

Quantum security: a block cipher is quantum secure against quantum adversaries if
noe�cient quantum algorithm can distinguish the block cipher from PRP (or a PRF) even
by making quantum queries.

Superposition queries access quantum circuit implementing the primitive with a secret key.
Example: breaking CBC MAC with Simon's algorithm.
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Êâàíòîâûå àëãîðèòìû. Àëãîðèòì Ãðîâåðà.

Ïóñòü N = 2n, òðåáóåòñÿ ¾íàéòè¿ êàêîå-ëèáî èç M , M < N/2 âîçìîæíûõ
ðåøåíèé.

|0〉
H⊗n

Uf
H⊗n 2 |0n〉 〈0n| − In H⊗n

· · ·
· · · · · ·

|0〉 · · ·

|1〉 H · · ·

Ðèñ. 1: Èòåðàöèÿ Ãðîâåðà ¾G¿ îòíîñèòåëüíî áóëåâîé ôóíêöèè f .
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√
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|ψ〉 = cos( θ2 ) |α〉+ sin( θ2 ) |β〉, ïðè èçìåðåíèè |ψ〉 âåðîÿòíîñòü ïîëó÷èòü
êàêîå-ëèáî èç M âîçìîæíûõ ðåøåíèé ðàâíà sin2( θ2 ).

Ïîñëå k èòåðàöèé Ãðîâåðà ïîëó÷èì ñîñòîÿíèå
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Êâàíòîâîå ïåðå÷èñëåíèå (QC)

Çàäà÷à: äàíà ñëó÷àéíàÿ áóëåâà ôóíêöèÿ f : Vn → V1, òðåáóåòñÿ îöåíèòü
M =

∣∣f−1(1)∣∣ � êîëè÷åñòâî àðãóìåíòîâ, íà êîòîðûõ ðàññìàòðèâàåìàÿ
áóëåâà ôóíêöèÿ ïðèíèìàåò çíà÷åíèå 1.
Ñ ïîìîùüþ êâàíòîâîé ñõåìû íà ðèñ. 2 ìîæíî îöåíèòü θ = 2arcsin

√
M/N .

|0〉 H •

QFT−1

...
· · ·

|0〉 H •

|0〉 H •

|0〉 H •

|0〉 /n H⊗n

G20 G21 G22 G2m−1

|1〉 H

Ðèñ. 2: Êâàíòîâàÿ ñõåìà äëÿ àëãîðèòìà îïðåäåëåíèÿ óãëà ïîâîðîòà θ èòåðàöèè
Ãðîâåðà G. Ðåãèñòð óïðàâëåíèÿ ñîäåðæèò m êóáèòîâ.

Ïðè m ≈ n/2 ïîëó÷èì îöåíêó |f−1(1)| c çàäàííûì óðîâíåì ïîãðåøíîñòè è
âåðîÿòíîñòüþ óñïåõà íå ìåíåå 4/π2 = 0.405285.
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Êâàíòîâîå ïåðå÷èñëåíèå (ïðèìåð èç [12])

f(x1, x2, x3, x4, x5, x6) = x1x2x3x4x5, M = ||f || = 2, N = 26,
θ = 2arcsin

√
M/N = 0.355421. Â âåðõíåì ðåãèñòðå 5 êóáèòîâ, ò.å. m = 5.

Â áàçèñå |α〉 , |β〉 G =

(
cos θ − sin θ
sin θ cos θ

)
, ñîáñòâ. ÷èñëà ðàâíû eiθ è ei(2π−θ).

Çíà÷åíèå ïåðâîãî

ðåãèñòðà |x〉
Âåðîÿòíîñòü

ïîëó÷èòü |x〉 θ̃ |θ − θ̃| M̃ |M − M̃|

01011 0.000480423 0.34375 0.0116712 1.87208 0.127919

01100 0.000480423 0.375 0.0195788 2.22376 0.223756

01010 0.00128371 0.3125 0.0429212 1.54983 0.450174

01101 0.00128371 0.40625 0.0508288 2.60451 0.604507

01001 0.444656 0.28125 0.0741712 1.2573 0.742696

01110 0.444656 0.4375 0.0820788 3.01396 1.01396

01000 0.000331911 0.25 0.105421 0.994803 1.0052

01111 0.000331911 0.46875 0.113329 3.45172 1.45172

00111 0.000378872 0.21875 0.136671 0.762577 1.23742

10000 0.000321445 0.5 0.144579 3.91736 1.91736

00110 0.00391337 0.1875 0.167921 0.560854 1.43915

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

11100 0.000568263 0.875 0.519579 11.4881 9.4881

11101 0.00091356 0.90625 0.550829 12.2655 10.2655

11110 0.0264812 0.9375 0.582079 13.0622 11.0622

11111 0.000321445 0.96875 0.613329 13.8774 11.8774

Òàáëèöà 1: Åñëè t = 2, òî ñóììà âåðîÿòíîñòåé ïî òåì ñòðîêàì ó êîòîðûõ
ïîãðåøíîñòü |θ − θ̃| < 0.25 ðàâíà 0.930373 (ñ 1 ïî 16 ñòðîêó). Åñëè t = 3, òî

ñóììà âåðîÿòíîñòåé ïî òåì ñòðîêàì ó êîòîðûõ ïîãðåøíîñòü |θ− θ̃| < 0.125 ðàâíà
0.893504 (ñ 1 ïî 8 ñòðîêó).
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Êâàíòîâûé ðàçíîñòíûé ìåòîä

Ïîèñê ðàçíîñòíûõ(è ëèíåéíûõ) ñîîòíîøåíèé � êâàíòîâûå àëãîðèòìû
Áåðíøòåéíà-Âàçèðàíè è Ñàéìîíà (ñì. [1], [2], [3]). Ïîèñê èòåðàöèîííûõ
êëþ÷åé îïèñàí â [4], [5].

Äëÿ E : Vn × Vm → Vm, C = E(key, P ), èçâåñòíî ðàçíîñòíîå
ñîîòíîøåíèå (a, b) ñ õàðàêòåðèñòèêîé p(a,b). Ïðåäïîëàãàåòñÿ, ÷òî íà
èñòèííîì êëþ÷å key:

P (E(key, P )⊕ E(key, P ⊕ a) = b) = p(a,b), p(a,b) = max
a,b∈Vm\

−→
0

p(a,b).

Èçâåñòíî N ïàð (Pi, Ci), ïîëó÷åííûõ íà êëþ÷å key. Íåîáõîäèìî ïî
çàäàííîìó ðàçíîñòíîìó (ëèíåéíîìó) ñîîòíîøåíèþ (a, b) è
èìåþùåìóñÿ ìàòåðèàëó âîññòàíîâèòü key.

Ñîãëàñíî [4], òðóäî¼ìêîñòü ïîèñêà èòåðàöèîííûõ êëþ÷åé ñîñòàâëÿåò
O(
√
N) +O(

√
K), â òî âðåìÿ êàê òðóäîåìêîñòü êëàññè÷åñêîãî

ðàçíîñòíîãî ìåòîäà àâòîðû [4] îöåíèâàþò âåëè÷èíîé O(N) +O(K),
ïðè ýòîì äëèíà èòåðàöèîííîãî êëþ÷à ðàâíà log2K áèò.
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Âîññòàíîâëåíèå èòåðàöèîííûõ êëþ÷åé [4]

Ðèñ. 3: Schematic circuit for the quantum di�erential cryptanalysis
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Âîññòàíîâëåíèå èòåðàöèîííûõ êëþ÷åé [4]

Ðèñ. 4: Circuit for calculating R(x)

Äåíèñåíêî Ä.Â., Íèêèòåíêîâà Ì.Â., Ðóäñêîé Â.È. ÒÊ 26, ÌÃÒÓ èì. Í.Ý. Áàóìàíà 9 / 12



Êîìáèíàöèÿ àëãîðèòìîâ ïåðå÷èñëåíèÿ è ïîèñêà

1. Êîððåêòíàÿ ñõåìà ðåàëèçàöèè îäíîé èòåðàöèè Ãðîâåðà ïðåäñòàâëåíà
íà ðèñóíêå 5.

|K〉 /10 • • H⊗10 2
∣∣010〉 〈010∣∣− I10 H⊗10 |K〉

|P 〉 /8 E(K,P ) • E(K,P )† |P 〉

|q〉 CNOT (C) |q〉

Ðèñ. 5: Ðåàëèçàöèÿ îäíîé èòåðàöèè àëãîðèòìà Ãðîâåðà â çàäà÷å ïîèñêà
êëþ÷à ó÷åáíîãî àëãîðèòìà øèôðîâàíèÿ SDES (ñì. [9]).

2. ×òîáû ¾èíâåðñèÿ îòíîñèòåëüíî ñðåäíåãî¿ óâåëè÷èëà àìïëèòóäó
âåðîÿòíîñòè èñêîìîãî ñåêðåòíîãî êëþ÷à, íåîáõîäèìî íà êàæäîé
èòåðàöèè àëãîðèòìà Ãðîâåðà ðåàëèçîâûâàòü E(K,P ) è E(K,P )†.

|K〉 /10 • H⊗10 2
∣∣010〉 〈010∣∣− I10 H⊗10 H⊗10 2

∣∣010〉 〈010∣∣− I10 H⊗10

|P 〉 /8 E(K,P ) • • · · ·

|q〉 CNOT (C) CNOT (C)

Ðèñ. 6: Íåïðàâèëüíàÿ ðåàëèçàöèÿ èòåðàöèé Ãðîâåðà íà ïðèìåðå ïîèñêà
êëþ÷à SDES.
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Êîìáèíàöèÿ àëãîðèòìîâ ïåðå÷èñëåíèÿ è ïîèñêà

3. Ñëåäîâàòåëüíî, äëÿ ïðèãîòîâëåíèÿ
∑
K1

1√
2k
|K1〉

∣∣∣θ̃K1

〉
êâàíòîâîå

ïåðå÷èñëåíèå è åãî îáðàùåíèå äîëæíû âûïîëíÿòüñÿ íà êàæäîé
èòåðàöèè Ãðîâåðà!

|K1〉 /k • • H⊗k 2
∣∣0k〉 〈0k∣∣− Ik H⊗k |K1〉

|ψ〉 QuantumCounting(g) • QuantumCounting(g)† |ψ〉

|q〉 θK > θcurrent |q〉

Ðèñ. 7: Ðåàëèçàöèÿ îäíîé èòåðàöèè àëãîðèòìà Ãðîâåðà ñ èñïîëüçîâàíèåì
êâàíòîâîãî ïåðå÷èñëåíèÿ â êà÷åñòâå ¾ïîäïðîãðàììû¿.

Âûâîä

Êâàíòîâîå ïåðå÷èñëåíèå â êà÷åñòâå ¾ïîäïðîãðàììû¿ àëãîðèòìà
Ãðîâåðà íèâåëèðóåò êâàíòîâîå óñêîðåíèå, ò.ê.

O(
√
K) ·O(

√
K) ≈ O(K).

Âåðîÿòíîñòü óñïåõà àëãîðèòìà Ãðîâåðà ñëåäóåò óìíîæèòü íà(
4
π2

)[π
4

√
K
M

]
.
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