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Share of sales to end users
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= Android =@= i0OS

Microsoft =@= RIM =@= Bada*

Symbian =@= Other



Android Compatibility Definition Document

Android version data storage encryption by default | hardware-backed keystore
Android 4 NOT not supported
Android 5 SHOULD MUST*

Android 6 SHOULD MUST*
Android 7 MUST MUST*
Android 8 MUST MUST
Android 9 MUST MUST

oy ,
A MoGUnbHbII
KMMMHANHCT

*) If the device provides a hardware-backed keystore
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Android Full Disk Encryption
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Disk Encryption Key (DEK)
Key Encryption Key (KEK
Intermediate Key # ( IK#
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SCRYPT

256 bits
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[loaxonbl K paciiMPPOBbIBAHUIO

> YaszsumocTtum OC
> BHegpeHue B NpoLecc 3arpys3ku

> 13BnevyeHne hw-bound key
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Ya3pumoctu OC

> [MonyyeHue goctyna Linux shell
> [NoBbILWEHNE NPUBUAETUN

> YTeHne NaMAaTu
=
—Ed — &8
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I Ya3pumoctu OC

> CVE-2014-3153 (TowelRoot)

> CVE-2015-3636 (PingPong Root)
(
(

> CVE-2016-5195 (DirtyCow)

> CVE-2018-9445 (Smart adb)
o — 3
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Ya3pumoctu OC

OrpaHuyeHusa nogxopaa:
> Heobxoanmo pa3b1oKMpoBaHHOE YCTPOUCTBO

> Mocne nybnmkaunm ya3aBMMOCTU ONepaTUBHO
3aKpbIBaAlOT

> CpefHee oTCTaBaHMe NopsgKa roga
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BHeapeHue B Ipoliecc 3arpy3Ku

[TpnHuMn paboTbl OCHOBAH Ha aKCAAyaTauuu
YSI3BUMOCTEN B MPOMNPUETAPHbIX MPOTOKOAX,
npegHa3HavYeHHbIX ana obHoBneHua O wu
anarHoctukn Qualcomm, MTK, Spreadtrum,

Kirin ycTponcTts
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BHeapeHue B Ipoliecc 3arpy3Ku

> [No3BonsaeT nonyyuntb root shell po BBOAA

> ECNn n3BecTeH naposb UM BbIKIKOYEHA
onuwusa Secure Start-Up, To no3Bonget
pacwudpoBaTb userdata
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Secure Start-Up

L Joo) O3Rlc~® " 4 @ 11:55

ﬁ ? A9 pas6 oy,
'PoBKY
Secure start-up 30/ 30

You can further protect this device by requiring
your PIN before it starts up. Until the device starts
up, it can't receive calls, messages or notifications,
including alarms

This helps protect data on lost or stolen devices.

a Require PIN to start device

~ No, thanks
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Secure Start-Up

¢ = RO B @727

BesonacHblit 3anyck

Bbl MOeTe HaCTPOUTE AONONHUTENBHYIO
3awuTy TenedoHa, o6aBKB 3aNpoc Ha BBOA,
Napons Npu ero BKIKOYEHUH.

Moka Bbl He BBEAETE Naposb, Ha TenedoHe
HeNnb3aA GyAeT NPUHUMATE 3BOHKH, NONy4aTh
COOBILEHWA UMK YBEOMNEHHS, a TaKKe
MCNONb30BaTh €70 B KayecTse GyaMNbHUKA.
3Ta Mepa NOMOXET 3aLUMTUTL JaHHbIE Ha
MOTEPAHHbIX UK YKPAAEHHbBIX YCTPONCTBAX.
Ecnu Bbi 3abyfeTe Naponb, BCe faHHbIe Ha
TenedoHe 6yayT 6e3B03BPAaTHO NOTEPSHDI.

SEI'IDHUJVIBETI: naponbe AnA BKNKYEHUA...

Her, cnacnéo

¢ = RO B @727

BesonacHblit 3anyck

Bbl MOXETe HACTPOUTE AONONHUTENBHYHO
3aWuTy TEHE¢OH8, nobasue 3anpoc Ha BBOA
Napons Npu ero BKIKYEHUH.

Moka Bbl He BBEAIETE NApPONb, Ha TenedoHe
Henb3ast ByfleT NPUHUMATL 3BOHKM, NONy4aTh
COOBILEHNA UMW YBEAOMNEHNS, @ TAKKe
WCNONb30BaTh €0 B KaYeCTBE BYANNbHMKA.
9Ta Mepa NOMOXET 3aLUMTUTL JaHHbIE Ha
MOTEPAHHbIX AU YKPaZieHHbIX YCTPOACTBAX.
Ecnu ebi 3a6yfeTe Naponb, BCe faHHbIe Ha
TenedoHe 6yayT 6e3B03BPaTHO NOTEPSHBI.

3anpalwmeaTte Naponb ANA BKAKYEHUS. ..

Hert, cnacuéo

1 NOHMMaI0, YTO eCNK A 3abyaly CBOM
naponk, BCe AaHHbIe Ha MOeM TenedoHe
GynyT 6e3B03BPaTHO yTEpPAHbI

OTMEHA OK

< O O @=

¢ = RO B G727
Be3onacHbiit 3anyck

Bbl MOXeTe HACTPOUTE AONONHUTENEHYHO
3awuTy 'reneqaoua, Aobasue 3anpoc Ha BBOA
Napona Npu ero BKNOYEHUH.

lMoka BbI He BBEAETE Naponb, Ha TenedoHe
Henb3as 6yfeT NPUHUMaTh 3BOHKW, NONyYaTh
COOBLEHNS WK YBEAOMIEHUS, @ TaKkxKe
WCNONB30BaTE €ro B KauecTee BYAUNbHUKE.
3Ta Mepa NOMOXKET 3aLUTUTE JaHHbIE Ha
NOTEPAHHbIX MW YKPaZIeHHbIX YCTPOACTBAX.
Ecnu Bbl 3a6yaeTe napons, BCe fJaHHbIe Ha
TenedoHe 6yayT 6e3B03BPaATHO NOTEPSHBI.

3anpalureaTtb Naponb ANA BKNKOYEHUS...

HeT, cnacut6o
fl NOHUMALD, YTO €CNK A 3abyay CBOM

naponb, BCe fiaHHble Ha MoeM TenedoHe
6yayT 6e3B03BPaTHO YTEPAHbI

OTMEHA OK

< o O =
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I Qualcomm Decrypting Bootloader

> Ya3BuMble SoC:
Msm8909, msm8916, msm8939, msm8952,
Msm8924, msm38994, msma8996, msm8976,
Msm8917, msm8937, msm8940, msm8953

> Ya3Bumble Bepcuun Android:
0o Android 7.1 BKNOYUTENBHO
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Qualcomm Decrypting Bootloader

> Heobxoanmo nepeBecTn yCTPOUCTBO
B pexxum EDL (9008)

> HeobxoamMm NoANMCaHHbIN NPON3BOAUTENEM
firehose bann

> alephsecurity.com/2018/01/22/qualcomm-edI|-1/
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I MediaTek Decrypting Bootloader

> Ya3pumble SoC:
MT6757, MT6755, M
MT6750, MT6737, M]

6797, MT6T735,
6753, MT6580

> [1N9 HEKOTOPbIX YCT
nognncaHHble NPon3Bs

DONCTB HEOOXOQMMDbI
ogntenem DA n auth dpannbl
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Huawei Decrypting Bootloader

> Ya3pumble SoC:
HiSilicon Kirin 92x, 93x, 95x, 96X
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N3Bsieuenue hw-bound key

[TpnHuMn paboTbl OCHOBAH Ha aKCAAyaTauuu
YSI3BUMOCTEN B MPOMNPUETAPHbIX MPOTOKOAX,
npegHa3HavYeHHbIX ana obHoBneHua O wu
anarHoctukn Qualcomm, MTK, Spreadtrum,

Kirin ycTponcTts
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N3Bsieuenue hw-bound key

> [Mo3BonseT nogbupatb NAPO/b BHE
YCTPOWNCTBA

> Ecnm nogobpaH Nnaposb AM BbIKIKOYEHA
onuwusa Secure Start-Up, To no3BongeTr
pacwnppoBaTh userdata
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[loaxonbl K paciiMPPOBbIBAHUIO

BHegpeHue B N3BneyeHue hw-bound
NpoLecc 3arpys3Kku key
Qualcomm + +
MediaTek + +
Spreadtrum * *
EXynos + *
Kirin + *

Y 7 v
A MoGUnbHbII
KMMMHANHCT

*) Ha gaHHbIM MoMeHT oTcyTeTByeT 10O peanusytowme noaxon
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Jlonst ppiHKa SoC cMapTPOHOB

Spreadtrum
6,0%
HiSilicon
8,0%

Samsung
10,0%

Qualcomm
42,0%

MediaTek
17,0%

Apple
17,0%

Mnﬁ“nb“bm © OkecunpxeH CodTeep, 2000-2019
“I]“M““an“c]‘ http://WwWw.MOBWABHBIN-KPUMUHANUCT. PP




Jlonst ppiHKa SoC cMapTPOHOB

Spreadtrum
7.2%
HiSilicon
9,6%

Samsung
12,0%

Qualcomm
50,6%

MediaTek
20,5%
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[TonBeneMm MToru

> Ha ntobom coBpemeHHoM Android cmapTdoHe no
YMOJIYAHMIO BK/IKOYEHO WM pOoBaHMe
NO/Ib30BaTENbCKNUX OAHHbIX

> Ecnn BKNoYeHa onyua Secure Start-Up, To
nyyulee 4To MOXHO cgenaTtb — n3Bnedb hw-backed
key n nblTaTbCst NogobpaTtb Napo/ib BHE YCTPOMUCTBA
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‘MoGunbHblii KpMMHHANHCT

Cnacu60o 3a BHUMaHUe!

Bonpochbr?

KapoHaeeB AHapen MnxannoBuy
karondeev@oxygensoftware.com
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