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Öåëè ðàáîò â IETF

IETF è ðîññèéñêîå ó÷àñòèå

XVII çàñåäàíèå ÒÊ 26, 26.04.2016

Î âàæíîñòè ïðåäñòàâèòåëüñòâà ýêñïåðòîâ ÒÊ 26 â
ìåæäóíàðîäíûõ ïðîôåññèîíàëüíûõ ñîîáùåñòâàõ
ðàçðàáîò÷èêîâ ñòàíäàðòîâ.

Â òîì ÷èñëå, â IETF.

Öåëè ó÷àñòèÿ â IETF

Îïðåäåëåíèå àëãîðèòìîâ è ïîðÿäêà ðàáîòû ñ íèìè â
ïðîòîêîëàõ â RFC � ñòàíäàðòàõ îäíîé èç îñíîâíûõ
îðãàíèçàöèé ïî ñòàíäàðòèçàöèè.

Îáåñïå÷åíèå ïîëíîöåííîé ñîâìåñòèìîñòè ñòàíäàðòîâ ïî
ïðîòîêîëàì ñî âñòðàèâàíèåì ðîññèéñêîé êðèïòîãðàôèè.

Ïîâûøåíèå ñòàòóñà ðîññèéñêèõ ìåõàíèçìîâ.
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Öåëè ðàáîò â IETF

Íåîáõîäèìûå óñëîâèÿ äëÿ âîçìîæíîñòè èñïîëüçîâàíèÿ ÃÎÑÒ
â ìåæäóíàðîäíûõ ïðîòîêîëàõ

Ñîáñòâåííî ìåæäóíàðîäíûå äîêóìåíòû,
ñïåöèôèöèðóþùèå àëãîðèòìû è ïàðàìåòðû.

Âàðèàáåëüíîñòü àëãîðèòìîâ è ïàðàìåòðîâ �
�crypto agility�.

Îáùàÿ àðõèòåêòóðà ïðîòîêîëîâ íå äîëæíà ïðîòèâîðå÷èòü
ðîññèéñêèì òðåáîâàíèÿì ïî áåçîïàñíîñòè.

Âêëþ÷åíèå â äîêóìåíòû IETF

Íå âëå÷åò ôîðìàëüíûõ îáÿçàòåëüñòâ ïî ïîääåðæêå â ÏÎ.

Çà÷àñòóþ òðåáóåòñÿ äëÿ ôàêòè÷åñêîé ñîâìåñòèìîñòè è
ïîääåðæêè (ïðèìåð: AppStore).

Îòêðûòûå ñòàíäàðòû � âëå÷åò âîçìîæíîñòü ïîääåðæêè â
îòêðûòûõ ñîîáùåñòâàõ.

Íåîáõîäèìî äëÿ ïîëó÷åíèÿ èäåíòèôèêàòîðîâ IANA.
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Öåëè ðàáîò â IETF

Íåîáõîäèìûå óñëîâèÿ äëÿ âîçìîæíîñòè èñïîëüçîâàíèÿ ÃÎÑÒ
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Âêëþ÷åíèå â äîêóìåíòû IETF
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Íåîáõîäèìî äëÿ ïîëó÷åíèÿ èäåíòèôèêàòîðîâ IANA.
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Öåëè ðàáîò â IETF

Ñîñòîÿíèå â íà÷àëå 2016 ãîäà

Íàðàáîòêè â IETF: ïðåäûäóùèé íàáîð êðèïòîãðàôè÷åñêèõ
ñòàíäàðòîâ (ÃÎÑÒ 28147-89, ÃÎÑÒ Ð 34.11-94, ÃÎÑÒ Ð
34.10-2001)

Ïåðåâîäû ñòàíäàðòîâ: RFC 5830, RFC 5831, RFC 5832.

Èñïîëüçîâàíèå ðîññèéñêèõ êðèïòîãðàôè÷åñêèõ
ñòàíäàðòîâ â ïðîòîêîëàõ: RFC 4357, RFC 4490, RFC 4491,
RFC 5933.

Íàðàáîòêè â IETF: íîâûé íàáîð êðèïòîãðàôè÷åñêèõ
ñòàíäàðòîâ (ÃÎÑÒ Ð 34.11-2012, ÃÎÑÒ Ð 34.10-2012)

Ïåðåâîäû ñòàíäàðòîâ: RFC 6986, RFC 7091.
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Ðàçðàáîòàííûå äîêóìåíòû

RFC 7801
Vasily Dolmatov. ¾GOST R 34.12-2015: Block Cipher
�Kuznyechik�¿.

RFC 7836

Stanislav Smyshlyaev (Ed.), Evgeny Alekseev, Igor Oshkin,
Vladimir Popov, Serguei Leontiev, Vladimir Podobaev, Dmitry
Belyavsky.
¾Guidelines on the Cryptographic Algorithms to Accompany the
Usage of Standards GOST R 34.10-2012 and GOST R
34.11-2012¿.

RFC 8133

Stanislav Smyshlyaev (Ed.), Evgeny Alekseev, Igor Oshkin,
Vladimir Popov.
¾The Security Evaluated Standardized Password-Authenticated
Key Exchange (SESPAKE) Protocol¿.
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Ðàçðàáîòàííûå äîêóìåíòû

RFC 7836

Íà îñíîâå Ðåêîìåíäàöèé ïî ñòàíäàðòèçàöèè ÒÊ 26

¾Èíôîðìàöèîííàÿ òåõíîëîãèÿ. Êðèïòîãðàôè÷åñêàÿ
çàùèòà èíôîðìàöèè. Êðèïòîãðàôè÷åñêèå àëãîðèòìû,
ñîïóòñòâóþùèå ïðèìåíåíèþ àëãîðèòìîâ ýëåêòðîííîé
öèôðîâîé ïîäïèñè è ôóíêöèè õýøèðîâàíèÿ¿

¾Èíôîðìàöèîííàÿ òåõíîëîãèÿ. Êðèïòîãðàôè÷åñêàÿ
çàùèòà èíôîðìàöèè. Ïàðàìåòðû ýëëèïòè÷åñêèõ êðèâûõ
äëÿ êðèïòîãðàôè÷åñêèõ àëãîðèòìîâ è ïðîòîêîëîâ¿

¾Çàäàíèå ïàðàìåòðîâ ñêðó÷åííûõ ýëëèïòè÷åñêèõ êðèâûõ
Ýäâàðäñà â ñîîòâåòñòâèè ñ ÃÎÑÒ Ð 34.10-2012¿

¾Çàäàíèå óçëîâ çàìåíû áëîêà ïîäñòàíîâêè àëãîðèòìà
øèôðîâàíèÿ ÃÎÑÒ 28147-89¿
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Ðàçðàáîòàííûå äîêóìåíòû

RFC 8133

Ïðîòîêîë SESPAKE, ââåäåííûé â Ðåêîìåíäàöèÿõ ïî
ñòàíäàðòèçàöèè ÒÊ 26 Ð 50.1.115-2016, ðàçðàáîòàí
Ðàáî÷åé ãðóïïîé ïî ñîïóòñòâóþùèì êðèïòîãðàôè÷åñêèì
àëãîðèòìàì è ïðîòîêîëàì ÒÊ 26.
Ýêñïåðòèçà â IETF ïðîâîäèëàñü ïðè ó÷àñòèè
Éîðíà-Ìàðêà Øìèäòà � àâòîðà òðåáîâàíèé ê ïðîòîêîëàì
PAKE â CFRG.
Ïðîòîêîë îïðåäåëåí äëÿ ïðîèçâîëüíîé ýëëèïòè÷åñêîé
êðèâîé, õýø-ôóíêöèè è ôóíêöèè HMAC, âñå ïðèâåäåííûå
ïðèìåðû, êàê è â Ðåêîìåíäàöèÿõ ÒÊ 26, â èòîãîâîé
âåðñèè RFC 8133, ñîçäàíû äëÿ ÃÎÑÒ Ð 34.11-2012, à
òàêæå HMAC è ïàðàìåòðîâ ýëëèïòè÷åñêèõ êðèâûõ,
îïðåäåëåííûõ Ðåêîìåíäàöèÿìè ïî ñòàíäàðòèçàöèè ÒÊ 26
Ð 50.1.113-2016 (è ðàíåå óòâåðæäåííûì RFC 7836).
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Äîêóìåíòû â ðàáîòå

Äîêóìåíò CFRG ïî ìåõàíèçìàì ñìåíû êëþ÷åé
Íà çàñåäàíèè CFRG íà âñòðå÷å IETF 97 ïî ïîðó÷åíèþ
ðóêîâîäèòåëåé CFRG áûëî ïðèíÿòî ðåøåíèå î ðàçðàáîòêå
äîêóìåíòà CFRG ïî ìåõàíèçìàì ñìåíû êëþ÷åé.
Ïîñëå äîêëàäà íà IETF 97 ïðåäñåäàòåëÿìè CFRG áûëî
ðåøåíî ïîðó÷èòü ðóêîâîäñòâî ðàçðàáîòêîé äîêóìåíòà
Ñ.Â. Ñìûøëÿåâó.
Ê ðàáîòå áûëè ïîäêëþ÷åíû, â òîì ÷èñëå:

Ìèõèð Áåëëàðå (University of California);
Ðàññ Õàññëè (Vigil Security);
Ñêîòò Ôëþðåð (Cisco);
Äýíèåë Ôðàíêå (Akamai);
Øåé Ãåðîí (University of Haifa);
Äîðîòè Êóëè (ÀÍÁ ÑØÀ);
Éîàâ Íèð (Checkpoint);
Äæèì Øààä (August Cellars);
Ïîë Õîôôìàí (ICANN).
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Äîêóìåíòû â ðàáîòå

Äîêóìåíò CFRG ïî ìåõàíèçìàì ñìåíû êëþ÷åé

Êðîìå ïðî÷åãî, äîêóìåíò îïðåäåëÿåò ìåõàíèçìû ñìåíû
êëþ÷åé, ââåäåííûå â óòâåðæäåííîì íà XX çàñåäàíèè ÒÊ
26 ïðîåêòå Ðåêîìåíäàöèé ïî ñòàíäàðòèçàöèè.

Â ðàìêàõ IETF 98 ðóêîâîäèòåëÿìè CFRG áûëî
îðãàíèçîâàíî îòäåëüíîå ñîâåùàíèå CFRG, ïîñâÿùåííîå
ðàáîòàì ïî äîêóìåíòó, ïðîäîëæèòåëüíîñòüþ îäèí ÷àñ.

Äîêóìåíò â êîíöå 2017 ãîäà óñïåøíî ïðîøåë ýòàï
ýêñïåðòèçû ñî ñòîðîíû ÷ëåíîâ ñîâåòà Crypto Review Panel.

Äîêóìåíò â ôåâðàëå 2018 ãîäà óñïåøíî ïðîøåë ýòàï
îáñóæäåíèÿ â ðàìêàõ CFRG (RG Last Call).
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Äîêóìåíòû â ðàáîòå

Âàæíîñòü îáñóæäåíèÿ îáùèõ àðõèòåêòóðíûõ ðåøåíèé ñ
ó÷åòîì, â òîì ÷èñëå, è ðîññèéñêèõ òðåáîâàíèé

Ñòðîãèå òðåáîâàíèÿ ê îãðàíè÷åíèþ íàãðóçêè íà êëþ÷
(ïðèìåð: NIST, îãðàíè÷åíèå ìàòåðèàëà íà 3DES äî 8 ÌÁ
òîëüêî â 2017 ãîäó) � ïðîöåäóðû ñìåíû êëþ÷åé.
Ðåçåðâíûé èñòî÷íèê ñëó÷àéíîñòè íà ñëó÷àé ñáîåâ
îñíîâíîãî ïóëà (Ñ.Â. Ñìûøëÿåâ).
Ñòðàòåãèè ðàçâèòèÿ ïîñòêâàíòîâîé êðèïòîãðàôèè (Ã.Á.
Ìàðøàëêî, Ñ.Â. Ñìûøëÿåâ).
Îïòèìèçàöèÿ ðàáîòû IPsec (Â.À. Ñìûñëîâ).
Ïîäõîäû ê ðàáîòå ñ PKI (Ä.Ì. Áåëÿâñêèé).
Ñîîòâåòñòâèå ïðîòîêîëîâ è èõ ìîäåëüíûõ âåðñèé â
îáîñíîâàíèÿõ � ïðèìåð ñ TLS, âëèÿíèå íà
ðàçðàáàòûâàåìûå â CFRG PAKE (Å.Ê. Àëåêñååâ).
Ýêñïåðòèçà äîêóìåíòîâ ïî êðèïòîãðàôèè � âûðàáîòêà
îáùèõ ïîäõîäîâ, ñîãëàñîâàííûõ ñ ïîçèöèåé ÐÔ.
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Äîêóìåíòû â ðàáîòå

Ðàáîòû ïî IPsec (Â.À. Ñìûñëîâ)

Àêòèâíîå ñîäåéñòâèå Ñêîòòó Ôëþðåðó ïî òåìå äîïîëíåíèÿ
ïðîöåññà ñîãëàñîâàíèÿ êëþ÷åé â IKEv2 ñèììåòðè÷íûìè
êëþ÷àìè, ðàñïðåäåëåííûìè ïî êâàíòîâîìó êàíàëó,
äîêóìåíò ¾Postquantum Preshared Keys for IKEv2¿ �
àäàïòàöèÿ IPsec äëÿ îáåñïå÷åíèÿ ñòîéêîñòè â ñëó÷àå
ïîÿâëåíèÿ ïîëíîìàñøòàáíîãî êâàíòîâîãî êîìïüþòåðà.

Ðàáîòû íàä äîêóìåíòîì ¾Group Key Management using
IKEv2¿, ïîñâÿùåííûì ïðîòîêîëó óïðàâëåíèÿ êëþ÷àìè â
ãðóïïå, ñîïðÿæåííîìó ñ IKEv2 � ïðîòîêîë ðàñïðåäåëåíèÿ
êëþ÷åé íà áàçå IKE äëÿ ìíîãîàäðåñíîé ïåðåäà÷è.

Àäàïòàöèÿ IPsec äëÿ ðåñóðñîîãðàíè÷åííûõ óñòðîéñòâ
(IoT).

Â.À. Ñìûñëîâ: ñîðóêîâîäñòâî ÐÃ uta.
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Äîêóìåíòû â ðàáîòå

Ðàáîòû â ïðîöåññå: ïî ëèíèè IPsec (Âàëåðèé

Ñìûñëîâ)

RFC 7791

Daniel Migault (Ed.), Valery Smyslov. ¾Cloning the IKE Security
Association in the Internet Key Exchange Protocol Version 2
(IKEv2)¿

IPSECME IETF 97, 15 íîÿáðÿ 2016

Äîêëàä Âàëåðèÿ Ñìûñëîâà ¾Compact representation of IKEv2
payloads¿ (draft-smyslov-ipsecme-ikev2-compact).

IPSECME IETF 97, 15 íîÿáðÿ 2016

Äîêëàä Âàëåðèÿ Ñìûñëîâà ¾PSS vs PKCS1 v1.5 interop issues¿.
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Äîêóìåíòû â ðàáîòå

Ðàáîòû ïî CLP (Ä.Ì. Áåëÿâñêèé)

Íà÷àòà ðàáîòà íàä ïðîåêòîì äîêóìåíòà ïî îãðàíè÷åíèþ
èñïîëüçîâàíèÿ ñåðòèôèêàòîâ (CLP) ïîñëå èíöèäåíòà ñ
Google è Symantec.

Ðàçðàáîòêà ìåõàíèçìîâ òîíêîé íàñòðîéêè äîâåðèÿ ê
ñåðòèôèêàòàì îò òåõ èëè èíûõ ÓÖ.

Öåëü: ïîëó÷èòü âîçìîæíîñòü êðèïòîãðàôè÷åñêè
çàùèù¼ííîãî îò÷óæäàåìîãî ïðåäñòàâëåíèÿ ñïèñêà
îãðàíè÷åíèé.
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Crypto Review Panel

Crypto Review Panel
CFRG IETF 95 (8 àïðåëÿ 2016), CFRG IETF 96 (20 èþëÿ 2016)

Îáúÿâëåíî î ñîçäàíèè öåíòðàëèçîâàííîãî ýêñïåðòíîãî
ñîâåòà ïî êðèïòîãðàôèè â IETF.
Öåëè: êâàëèôèöèðîâàííàÿ ýêñïåðòèçà êðèïòîãðàôè÷åñêèõ
ìåõàíèçìîâ â RFC, åäèíûå ðåãëàìåíòû è êðèòåðèè.
Îïàñåíèÿ: óñóãóáëåíèå ïðîáëåì ñ ïðîäâèæåíèåì ðîñ.
êðèïòîãðàôèè (çàáëîêèðîâàííûé TLS ñ ÃÎÑÒ; òðóäíîñòè
ñ RFC 7836...).
Îòáîð íà êîíêóðñíîé îñíîâå.
Òðåáîâàíèÿ:

Ïóáëèêàöèè â ìåæäóíàðîäíûõ ðåöåíçèðóåìûõ æóðíàëàõ.
Àâòîðñòâî â óòâåðæäåííûõ ñòàíäàðòàõ IETF.
Øèðîêèé îïûò â îáëàñòè ïðèêëàäíîé êðèïòîãðàôèè.
Îïûò ýêñïåðòèçû â îáëàñòè êðèïòîãðàôèè.
Íàëè÷èå ðåêîìåíäàöèé îò êðèïòîãðàôîâ ñ
ìåæäóíàðîäíûì ïðèçíàíèåì.
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Crypto Review Panel

Crypto Review Panel

CFRG IETF 97 (14 íîÿáðÿ 2016, Ñåóë)

Êîíêóðñíûé îòáîð çàâåðøåí, óòâåðæäåí ñîñòàâ ñîâåòà.

Ñðîê ïîëíîìî÷èé � 2 ãîäà.
Ñîñòàâ:

Scott Fluhrer
Pierre-Alain Fouque
Russ Housley
Tibor Jager
Yaron She�er
Stanislav Smyshlyaev
Bjoern Tackmann

Ñîãëàñîâûâàíû ïðèíöèïû ýêñïåðòèçû è ïîðÿäîê ðàáîòû.

Íà÷àëî ôóíêöèîíèðîâàíèÿ ñîâåòà � äåêàáðü 2016.
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Crypto Review Panel

Òåêóùèé ñòàòóñ ýêñïåðòíîãî ñîâåòà IETF ïî êðèïòîãðàôèè
Ñ äåêàáðÿ 2016 ãîäà íîâûå ïðîåêòû äîêóìåíòîâ IETF â
îáëàñòè êðèïòîãðàôèè íàïðàâëÿþòñÿ â ýêñïåðòíûé ñîâåò.
Ïðîâåäåíû ðàáîòû ïî ýêñïåðòèçå 9 äîêóìåíòîâ â îáëàñòè
êðèïòîãðàôèè, ïîñòóïèâøèõ â IETF.

½Schnorr NIZK Proof: Non-interactive Zero Knowledge Proof
for Discrete Logarithm�;
½J-PAKE: Password Authenticated Key Exchange by
Juggling�;
½ChaCha20 and Poly1305 for IETF Protocols�.
½The memory-hard Argon2 password hash and proof-of-work
function�;
½Hash-Based Signatures�;
½SCA Extensions For OpenPGP�;
½SM2 Digital Signature Algorithm�;
½SM3 Hash function�;
½The SM4 Block Cipher Algorithm And Its Modes Of
Operations�.
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Íàïðàâëåíèÿ ðàçâèòèÿ ðîññèéñêîé ñèñòåìû

ñòàíäàðòèçàöèè

Ïîñëå ïðèíÿòèÿ CMS ñ ÃÎÑÒ � ôîðìèðîâàòü RFC íà
çàìåíó RFC 4490 (CMS ñ ÃÎÑÒ Ð 34.10-2001).

TLS 1.3 ñ ÃÎÑÒ, TLS 1.2 ñ ÃÎÑÒ â IETF.

Ðàçâèòèå àíàëèçà â ñîâðåìåííûõ ìîäåëÿõ áåçîïàñíîñòè.

Óñòðàíåíèå îáëàñòåé îòñòàâàíèÿ (ïðèìåð: AEAD),

Òðåáóåòñÿ ôîðìèðîâàíèå RFC ïî IPsec ñ ÃÎÑÒ � âàæåí
AEAD.
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Ïåðñïåêòèâû, çàäà÷è

Ïîñòêâàíòîâàÿ êðèïòîãðàôèÿ: àëãîðèòìû è ìîäèôèêàöèè
ïðîòîêîëüíûõ ðåøåíèé.

Ïðèëîæåíèÿ êðèïòîïðîòîêîëîâ: DNSSEC, DPRIVE,
ACME.

Ðàçðàáîòêà AEAD-ðåæèìà � MGM.

Ïðîäâèæåíèå MGM â IETF, íåñìîòðÿ íà òðóäíîñòè èç-çà
CAESAR (çàïëàíèðîâàí äîêëàä íà IETF 102 â Ìîíðåàëå).

TLS 1.3 è DTLS 1.3 � ïîðÿäîê èñïîëüçîâàíèÿ ðîññèéñêèõ
àëãîðèòìîâ.

IPsec � MGM êàê âîçìîæíûé ïóòü ïðîäâèæåíèÿ.
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Èòîãè

Ïîëíûé ñïåêòð ðîññèéñêèõ áàçîâûõ àëãîðèòìîâ èç
ðàçðàáîòàííûõ â ÒÊ 26 ñòàíäàðòîâ � â RFC.

Âñå îñíîâíûå ìåõàíèçìû è ïðîòîêîëüíûå ðåøåíèÿ èç
ðàçðàáîòàííûõ ÒÊ 26 Ðåêîìåíäàöèé ïî ñòàíäàðòèçàöèè �
â RFC.

Âûñîêèå øàíñû íà ñòàíäàðòèçàöèþ ðåøåíèé èç
óòâåðæäåííîãî ïðîåêòà Ðåêîìåíäàöèé ïî ñòàíäàðòèçàöèè
ïî ñîïóòñòâóþùèì àëãîðèòìàì äëÿ ÃÎÑÒ Ð 34.12-2015.

Äëÿ TLS 1.3 äîëæíà áûòü âîçìîæíîñòü êàê ìèíèìóì
ñïåöèôèöèðîâàòü ðîññèéñêèå êðèïòîíàáîðû.

Ðîññèéñêèé ýêñïåðò â ñîñòàâå Crypto Review Panel.

Ó÷àñòèå â ðÿäå ðàáîò, îïðåäåëÿþùèõ àðõèòåêòóðíûå
ðåøåíèÿ.
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Ñïàñèáî çà âíèìàíèå!

Âîïðîñû?

Ìàòåðèàëû, âîïðîñû, êîììåíòàðèè:

svs@cryptopro.ru
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