' CTaHAapTV3MPOBaHHbIE PeLLEHMS
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KPMNTOAJArOPUTMOB B NJIATEXHbIX
cucTemMax: Bonpochl 6e30nacHOCTM

EnnctpatoB AHgpen AnekceeBuy

Yactb |



HCTK

e AO «HauMoOHa/ibHaa cucTemMa NAaTeEXHbIX KapT»
CO3/,aHO 23 UIO/IAl 2014 roAa.

e C1anpend 2015 roaa njartexwm sHyTpu Poccum
No BCEM NAACTUKOBbIM KapTaM, Bk/to4ana Visa 1
MasterCard, npoxoanat yepe3s HCIK.

* 15 Aekabpsa 2015 roga baHkom Poccum n HCTIK
6b1/710 06BABIEHO 0 Havasie SMUCCUM NNATEXKHbIX
KapT «Mup».



HCTK

1 Man 2017 lNpe3ngeHT PO nognuncan 3akoH o
nepeBoge 610AXXEeTHbIX BbINAAT HA KapTbl «Mup».

3aKOHOM NMpPeAyCMOTPEHbI TPW 3Tana:

° C1 M0/ 2017 roja — A/151 HOBbIX COTPYAHUKOB
roCyA,apCTBEHHbIX OIOAXKETHBIX YUpPEeXAEHUN K
MEHCNOHEPOB;

* OCTa/ibHble COTPYAHUKUN OIOAXKETHbIX
OpraHu3aLunm Noay4vaT KapTbl «Mup» A0 1 UIONS
2018 roaa;

° AN NEHCMOHEPOB NpesyCMOTPEH NOCTENMEHHbIN
nepexo Ha KapTbl «Mup» 40 1 NIOAA 2020 roja.



HCTK

* B HacToAwee Bpema HCTIK
OYHKLMOHMPYET C NCNONb30BAHMNEM
3aKynJieHHOro ob6opys0BaHUS
MHOCTPAHHOIO NPON3BOACTBA.

* Mo cyTn B3ATa MHPPACTPYKTYypPa O4HOU
MeXAYHapOAHOW NJIATEXHOU CUCTEMDBI
(MMC), koTopas bblna pasBepHyTa U
BBEZ,EHA B SKCMJyaTaLMIO HA
Tepputopumn Poccnmnckom Qegepauymu.



TpeboBaHMa no besonacHOCTH
HCTK

 [lonoxeHne baHka Poccnm 382-T1

e Payment Card Industry Data Security
Standard (PCI DSS)

[locneaHasa peaakuns 4aHHOIO AOKYMEHTa — 3.2 — 4aTUPOBaHa
2016 rogom

« EMV 4.3



TpeboBaHus K
KpMNTOorpagpumyecknm

npeobpaszoBaHnam HCIK
e PCI DSS

B PCI DSS B siBHOM BuAe He NnpuBoanTCcA TpeboBaHUM K
KpunTorpapuyecknm NpMMUTMBAM, KOTOPbIE A0/KHbI
MCNO/Ib30BaTbCA A5 PeLleHNa KOHKPeTHbIX 3a4ay. [1pu aTom
BBOAWNTCS MOHATME CTOMKOU (CUABHOW) KpunTOorpadum (OT aHrA.
Strong Cryptography). Moa cTOMKMM NOHNUMAETCA HEKOTOPbIM
Habop kpunTorpadpuyecknx NPUMUTUBOB (KaK CUMMETPUYHBIX TaK
M aCMMMETPUYHbIX), MUHMMa/IbHas CTOMKOCTb KOTOPbIX
oueHMBaeTcs 112 butamm (4aHHbIN YPOBEHb CTOMKOCTU, MO BCEN
BUAMMOCTM, B MEPBYIO O4epeb onpeaensietcs He
KpunTorpapuyecknmm, a 3KCNayaTaLMOHHbIMU NPUYNHAMMN).



TpeboBaHus K
KpMNTOorpagpumyecknm
npeobpaszoBaHnam HCIK

« EMV 4.3

AHanus pewweHnn, 3admMKCMpPOBaHHbIX B cneumdukaumnax EMV 4.3,
K HACTOSILLEMY MOMEHTY BbISIBU/ PSIJ CEPbe3HbIX YIPO3,
CBSI3aHHbIX C MCMOJIb30BaHMEM 3apybexxHbIX KpunTorpapuyeckmx
MEXaHM3MOB B laHHbIX peLleHNsAX. DTN Yrpo3bl, ABAAIOTCS
CNeACTBMEM TPAANLMOHHOWN AN 3apyDeXXHbIX MEXAHU3MOB
«CTAPOCTU» UCMOJb3YEMbIX MOAXOA0B. VIcTOpUA CO34aHNA MHOMUX
M3 NCNOJ/Ib3YEMbIX MEXaHM3MOB BOCXOAMT K HaYaly pa3BuTuUS
MaccoBon Kpuntorpadum (9o-e rogbl XX Beka).



TpeboBaHus K
KpMNTOorpagpumyecknm
npeobpaszoBaHnam HCIK

NTor

NHoCTpaHHble KpunTorpapumueckme peweHns 405 NAaTEXHbIX
CUCTEM UMEIOT C/leAytoLme HeJOCTaTKW:

-HEBO3MOXHOCTb NPOBeAEeHMS OLEeHKM KayecTBa GOPMUPYEMBbIX
K/toYew;

- BO3MOXHOCTb MCMO0JIb30BaHMA C1abbix KpunTorpadpumyeckmx
anropmutmoB (TDES 112 6ut, RSAun 1.n.);

- OTCYTCTBME A40Ka3yeMOM CTOMKOCTU KpunTorpadmyeckmx
pPeLueHnN.

-npu ceptudpukaunm HSM mogyner no EMV ceptudmkauymm
NOANeXWUT TO/IbKO annapaTHas 4acTb 1 3arpy3ymk. [lporpaMmHble
MOZY/N, peannsytoLine Kpuntorpadpuyeckme airopuTMbl
N1IaTEXHOWN CUCTEMbI HE PUKCUPYIOTCS.



Y10 AenaeTcs B Poccnun

e C2015ro4a B COOTBETCTBMU C MNJIAHOM
MeponpuaTnm no BHegpenmto CK3U ¢
POCCUNCKMMM KPUNTOrpadpriecKkmmm
anropuTMamMm B 65aHKOBCKOW MHAYCTPUM
Poccun Begetcs paboTa, HanpaBaeHHas Ha
obecneyeHme HeOHXOAMMOrO YPOBHS
6esonacHocTm B HCTIK.

* YTBEpPXAEH NJaH MEPONPUATMI MO
HanpaBaeHuto «/IHPOpMaLNOHHaS
be3onacHoCTb» Nnporpammsbl «Llndpposas
sKoHoMMKa Poccunckom Qegepaummny.



Y10 AenaeTcs B Poccnun

* B nporpamme «Llndppoas skoHomumka Poccminckon Qeaepauymmn»
05.02.009.004.004:

Pa3spaboTka 1 yTBEpXAeHME peKOMeHAaL MM NO CTaHAAPTM3aL UK,
onpeAensatowmx oTe4eCcTBEHHbIE KpUNTOrpadpmnyeckme MexaHM3Mmbl
B KOMMOHEHTaX NJIaTeXHOW MHPPACTPYKTYPbl, B TOM YNC/IE:

1. OTeyecTBeHHble KpUNTOrpapumyeckme MexaH13Mbl B
MexaHu3max EMV, ncnonbsyembix B naatexHbIX KapTax;

2. YHuepcanbHoe APl gns
BcTpamBaHusa HSM B 6aHkosckoe 10, POSn ATM u
TpeboBaHMIN NO NpoBEpPKaM KOPPEKTHOCTM BCTPaUBaHUS;

3. AMCTaHLMOHHYIO 3arpy3Ky U CMeHY KJ/Ito4YeBbIX
nocaeA0BaTe/IbHOCTEN B YCTPOMCTBAX CaMOObCYyKMBAHUS
(POS, ATM, MobuabHbIe TEPMUHANDI);

4. Kpuntorpaduuyeckmne anropmtmbl B «<3/1€KTPOHHOW TOProBae».



Y10 caenaHo B Poccunum

* Ha 6a3e TexHMYyeckoro kommTeTa no
CTaHAapTm3auum TK26 bbin cosaaH MNMogkomuteT
Ne3. B pamkax AeATenbHOCTV YKa3aHHOro
NnoAgKOMUTETA pa3paboTaH KOMNIEKT
MeToAMYeCcKMx pekoMeHgaummn (8 6asoBbix
NMPOTOKO/I0B CUCTEMbI NJIaTEXXHbIX KapT)
aHA/IOMMYHbIX CTaHAAPTY MeXAYHAPOAHbIX
nnaTeXxHoix cnctem EMYV 4.3.

* YKa3aHHbIWN KOMMJIEKT PEKOMEHAALNN ABNISETCS
AOCTaTO4YHbIM A4 peannsaumm B HCIK
CTAHAQPTHOro Habopa cepBUCOB C
CNO/Ib30BaHMEM POCCUNCKMX
KpMNTOrpadmnyecknx aJiIropmMTMOB.



Y10 AenaeTcs B Poccnun

e PocctaHpaapToM

yTBep>XAeHbl 6
peKkoMeHAauum no
CTaHAapTU3sauum B chepe
NPMMeEHEHMS OTeYeCTBEHHbIX
KpunTorpadpuyeckmnx
MeXaHM3MOB B
HaLMOHa/IbHOM CUCTEME
MIATEXHbIX KAPT:

[ oKyMeHTbl BBOASTCA B
AEVUCTBUE AN1F MTPUMEHEHUSA B
Poccumnckon Qeaepaynm

C 1 UIOHA 2018 T.

P 1323565.1.009-2017 «/IHpOpMaLMOHHas
TexHonorus. Kpuntorpaduyeckas 3awmra
nHdopmaumn. icnonbzoBaHne aNropuTmMoB
6104HOrO WndpoBaHMa Npu GopMUPOBaAHUK
MPUKAAAHBIX KPUNTOrPaMM B MAATEXHbIX
cucTemMax».;

* P 1323565.1.007-2017 «MIHpopMaLnoHHas
TexHonorus. Kpuntorpaduyeckas 3awmra
nHdopmaumn. icnonbsoBaHne anropuTmMoB
6104HOrO WndpoBaHMa Npu GopMMpPOBaHUK
MPOBEPOYHOro NapameTpa NiaTexXHOM KapTbl
npoBepoYHOro 3HayeHus PIN»;

* P 1323565.1.010-2017 «MHpOpMaLnOHHas
TexHonorus. Kpuntorpaduyeckas 3awmra
nudopmaumn. NcnonbsoBaHne GyHKL MM
AavBepcndmrkaumm ans opmmnpoBaHus
MPOM3BOAHBIX K/HOYEN NNATEXHOrO
MPUIOXKEHUSAY;

e P 1323565.1.008-2017 «/HbOpMaLMOHHas
TexHonorus. Kpuntorpaduyeckas 3awmra
nHdopmauun. icnonboBaHne pexmmoBn
anroputma 6104Horo WrdposaHUs B
3auLeHHoM obMeHe coobLeHAMU MeX Ay
SMUTEHTOM M MAATEXHbIM MPUIOXKEHNEMY;

* P 132365.1.011-2017 «MHbOpMaLMOHHasn
TexHonorus. Kpuntorpaduyeckas 3awmra
nHdopmaumn. icnonbsoBaHne anropuTMoB
cornacoBaHms katoya n 6104Horo WwrdpoBaHus
npu odnariHoson nposepke PINy.

* P 132365.1.013-2017 «VHbOpMaLMOHHasn
TexHonorus. Kpuntorpaduyeckas 3awmra
nudopmauun. icnonbsoBaHne pexrmoBn
anropvtma 6104HoOro WrdpoBaHMs B NPOTOKOIE
3aluiLeHHoro obmeHa coobuieHnamu B
npoLecce 3MUCCUM NAATEXHBIX KapT».



YTO Hago caenaTb

* YTBepAUTb B PoccTaHAapTe oCTaBLIMeCH
2 peKkoMeHAauunn no cTaHaapTusaymu.

» ObecneunTb BHeApPEHME CTAHAAPTOB B

NpoLLeCC SIMUCCUM U MPOLLECCUHT KapT
«MUNP».



YTO Hago caenaTb

Pa3spaboTatb pekoMmeHgaumu:

* 1) POPMMPOBAHME N UMUTO3ALUTbI COODLLLEHMN
npwn NpoBejeHnM onepaummn no npotokony 3-D
Secure (aHanor MAC/HMAC ansa coobweHunm
AAV/CAVV),

* 2) BbIpaboTKM 04HOPA30BbIX MAapoaen
(texHonorun CAP/DPA),

* 3) popmmpoBaHma noagnmcu coobuweHnm PARes
3aKpbITbIM Kto4OM ACS,

* 4)ycTaHoBneHue TLS-coegnHeHMM C B3AaUMHOM
ayTeHTUPMKaLmen cepeepa 1 KIMEHTA.

N yTBepanTb nx B PocctaHgapTe.



YTO Haao caenaTb

AKTMBHbIe y4aCcTHUKM [1ogkommnTeTa N23
TK26:

1.CIb.

2. Kpuntollpo.
3. MHpoTeKC.



Cnacmbo 3a BHUMaHUe
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