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UccnepyeMble MeXaHU3MbI

« OMAC

« HMAC

« ACPKM-CTR-Kuznyechik

« KDF_GOSTR3411 2012 256

« KDF_TREE GOSTR3411 2012 256
 Solo Hash




Ky3Heuuk n Ctpubor

Anroputm 3awmndgppoBaHuUs:
Ex (a) = X[K,oJLSX[K¢]...LSX[K,]LSX[K,](a),

PyHKUUA cxKaTuA: Ve, X Voo = Vi

gy (h,m) = E(LPS(h @ N)m)® h @ m,

E(K,m) = X[K,3]LPSX[K,]...LPSX[K,]LPSX[K ](m).
Ki=K; Ki=LPSX(Ki_; & Ciyy 1=2,..,13.
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CNnoXHOCTb:
* Onepauun Bbibopa 64-x

BUTHOro BEKTOpa No agpecy
n3 Tadbnuubl;

[TobuToBOE CnoXeHne 64-x
6uTHBIX BekTOopoB (XOR);

OcTarnbHbIMKX onepaunsamMmm
npeHebperaem

LS «Ctpnbor»(5126ut) LS «Ky3HeUYUK» (1286wur)

[Mo3nunoHnpoBaHue 64 32
XOR 56 30
Bcero 120 62




KoppeKkTHOCTb Mogenu

«CTtpubor» «Ky3He4unk»

cxatue «KysHeunk» 4 6bnoka oeEas
(512 6uT) (1286u) (5126mT) pasBepTka
103MLMOHIMPO 1600 288 1152 1024
BaHune
XOR 1400 270 1080 960
Bcero 3000 558 2232 1984
CKkopocTb 92 Mb/cek 125 Mb/cek

2232 93 92
3000 125 125



HMAC n OMAC

K - Kinrwu;
X = X,||X,|] ...||Xq — DaHHbIE, X; € Vn.

HMAC:
HMACZ (X) = Hash™((K @ opad)||Hash™((K @ ipad)||X) ),

opad, ipad € Vs1,, Hash™— «Ctpnbor», n = 256 unnn = 512.

OMAC:
C,=0% C=EX,®C ) i=12.,q9-1
OMACE (X) =T(Ex(X,BC, DK,

npu BbluncreHun K - ncnonb3yeTca 3amngposaHue E,(0m).
Ona «KysHeunka» n = 128.



Anroputm
Co =0;
zog = 1V;
Ci = Ci—l + 1;

= MACyk (zi—1]|C;||P);
K = (zillz2|l .- [1z[Lmy)-

HMAC vs OMAC

MK — macTep Knov;
n — pasmep Bbixoga pyHkumn MAC;

IV — BEeKTOp UHuumanumsauuuy,;

L — butoBas anvHa Npon3BoaHOro

KIoua;

P -conyTCcTByHOLLINE OAHHbIE;

MAC], (X) — ogHa 13 aByx (oyHKUUN
HMAC? . (X) unn OMACE . (X).

OMAC c pa3BepTku

OMAC 6e3 pa3BepTKu

PyHKUMN Brokos Briokos
cxatud Obuuee «Ky3sHeunka» Obuee «Ky3Heuunka» Obuee
9,5+
Knioy 3350 ’ 5300
. 8 24000 6 (+1) (+558) pasgg(pg)l;a(”f (+558)
15,5 +
Knioy 6700 ’ 8650
£19 Gy 9 27000 12 (+1) (+558) pa3BepTka (+558)

(E"(0))




AJNNMTOPATMbI
ACPKM-CTR-Kuznyechik
K, =K, 1 €{0,1,..,1—2};
Kiy1 = Ei(D5) || Ei(D6). D5,D6 € const Vy,g.

KDF GOSTR3411 2012 256

KDFZ32(l,s) = HMACZHE (0x01 || 1]] 0x00 || s || 0x01 || 0x00).
[, s — conyTcTByoLaa nHpopmauma

KDF _TREE_GOSTR3411 2012 256

KDFTREEZS (I,s,R) = K1) || K@) ||KB) || ..
K (i) = HMACg ([i]p 11 111 0x00 || s || [L] ).

[, s — conyTcTBylowaa nipopmauuns; i — cHeTYMK Yncna ntepaumn,
[i], — BaniToBOE NpeacTaBneHne cuyeTUnKa Yncna ntepaumm

Solo _Hash

SOZO_HaShn(MK, IV, X) — Hashn(MK| |IV| |X), V- BEKTOP MHUUMnanmn3auunm,
X— conyTcTeyloLas nHdpopmawms.



infotecs

KnroueBas
pa3BepTKa

OMAC

OMAC +
pa3BepTKa

HMAC

ACPKM-CTR-
Kuznyechik
+pa3BepTKa

KDF_GOSTR3411
2012 256

KDF_TREE_GOS
TR3411 2012 256

Solo_Hash

UTorosas Tabnuua

256 ouTt 512 6uT
F Bnokos OBLLMX F Brokos T
cxatna | «KysHeymnkar cxatna | «KysHeyuka»
0 ~3,5 1984 - = g
3350 6700
0 6 (+1) (+558) 0 12 (+1) (+558)
5300 8650
0 9,5 (+1) (+558) 0 15,5 (+1) (+558)
8 0 24000 9-10 0 27000
0 5,5 3100 0 ~11 6200
8 0 24000 16 0 48000
8 0 24000 16 0 48000
3-4 0 12000 4 0 12000




NIST SP 800-108

CTR-cxema CBC-cxema
Fixed Input data Fixed Input data
K, Ki
i=1 i=2 i=n {i=1} {i=2} {i=n}
K(0) —

§ v : - [ % 4 by v bl §
PRF PRF PRF PRF PRF PRF

v y v — — — &
K(1) Ki(2) | s e K(n) K(1) K(2) | euscsns K(n)

¥ Ko, L-bits ] 3 Ko, L-bits k

1. N.B. JlTaBpukos, B.U. Pyackon «O BO3MOXHbIX NOAXo4ax K MOCTPOEHMIO MEXaHN3MOB
BbIpaboTKM NPOM3BOAHbBIX KNKOYEN U MEXAHN3MOB BbipabOTKN NceBaocnyyYanHbIX

nocnegosaTtenbHocTeny, PycKpunto 2016;
2. PexomeHpauunsa TK26 «KpunTtorpadgunieckme anroputmbl, COMyTCTBYOLNE NPUMEHEHMIO

anropnTMOB 3JIEKTPOHHON LIMPOBOM NOAMUCU U (PYHKLUU XILLMPOBAHUA Y.



Cnacunbo 3a BHuMaHue!




