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Pentunr Doing Business

"lMpednaearo 3anycmume macwmabHyr0 npo2pammy pas3eumus
9KOHOMUKU  HO0B8020 MEXHO/02UYeCKo20 HAnpasneHus, mak
Ha3bisaemol yugpposol 3KOHOMUKU. B ee peanusayuu 6yoem
onupamecs UMEHHO Ha pocculickue KOMMAHUU, Ha
uccniedosamesnbCKUe U UHMCUHUPUH208ble UeHmMpbl CMpaHel. 3mo
80MpPOC HAUUOHANbHOU 6e3onacHocmMu U  MexHos02u4YecKol
He3a8ucuUMOoCmMu CMPAaHbI»

(Mocnanne B.B. TMytnHa depepanbHomy cobpaHuio, 2016)
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PentuHr Doing Business

PelATUHr cocTaBNAETCA Ha OCHOBaHUMU
10 MHAMKATOPOB Pery1npoBaHus
npeAnpUHUMATE/NIbCKO AeATENIbHOCTM:

Pervctpauma npeanpusaTmmn.
MonyyeHune paspelleHnin Ha CTPOUTENLCTBO.

Peructpaumna cobcTBeHHOCTW.
KpeagutosaHue.

3awmTa MHBECTOPOB.
HanoroobnoxxeHue.

MexayHapoaHaAa TOprosaA.

. ObecneyeHne UCNONHEHMSA KOHTPAKTOB.
10. /lInkBngaumna npegnpusatTun.

O Nk WNE

[MogkntoyeHme K cucteme 3ﬂ€KTp0CHa6)-KeHVIFI.

150

Mo nokasatento perucTpaums npeanpuaTun B

2017 ropy Poccua 3aHumaer 26e mecTo.
Heobxogmmo CKopenwee AanbHenwee
yayylleHue AaHHOro MHAMKaTopa ans
AOCTUXEHMA  3aNNaHMPOBAHHOTO  CYMMAPHOro

nokKasatena Kk 2018 r.

Peructpauusa npegnpuartmia, Poccua
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~ 60% cTapTanoB B MMpe OTKPbIBAIOTCA C y4aCTUEM POCCUMUCKUX MHBECTOPOB. M3 HMX TONbKO 3 TbIC. B
Poccum (0,5%). Mperkae Bcero 3To CBA3aHO CO CAOXKHOM perncrpaumen brusHeca, OTKPbITUEM CYHETOB U

TPYAHOCTAX NPU BEAEHUM NIATEKHON MEXKAYHAPOAHOM AeATenbHOCTU B Poccum ,,,\}T]_\‘J";v[?
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CxeMa cepBMucCa perucrpaumm m oTKpbiTUSA CYETOB
HOJ1 n UN

KnueHT 3axoguT Ha ogHy 13
nnoLaaoK, UHTErpUpoBaHHYo C

PEMOOC
KnueHTbl

Mnowapka yepes API
nepegaeT per. AaHHble B
PBnOOC nnatdopmy
Kanan
3 MoaTeepxaeHne NacnopTHbIX
OaHHbIX W naeHTudukauua eJl
yepes AC baHka (MHTepHeT-
GaHKkuHr OJ1)

Cepka co CM3B 3arpyXeHHbIX
nonb3oBaTenieM AaHHbIX

@—®
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Mnatdopma
PBnOC

dopMuMpoBaHue nakeTa yCTaBHbIX
OOKYMEHTOB , onnaTta
rOCMOLUINHBI, BbIMYCK U
nognucaxve UM du3 nuua un
otnpaeka no API B ®HC Poccuu

S

Mony4yenne ot PHC
NoATBEPXKAEHUSI O perncTpaumm
on

L]

H dopmMupoBaHue 1 oTnpaeka B
' BaHk nakeTa JOKYMEHTOB Ha
! @ OVCTaHUMOHHOE OTKpbITUE
L]
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Z

®HC/BAHK

7

OHC Poccun

AC BaHka gns HOJ1 c4yeTa, BbIiNyCK 1 nognncaHune

aun Kop. Nnua
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Mony4yeHne knMeHTOM OT GaHka

3MNEeKTPOHHOTO NMCbMa C HOMEpPOM
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NMoctaHoBneHue lNMpaButenbcrea N21104 ot 29.10.2016

Llenb 3KcnepumeHTa: obecneyeHne AUCTAHLUOHHOTO HAMPaBNAEHUA 3/IEKTPOHHbIX
NOKYMEHTOB A5 FOCYAAPCTBEHHOM PErncTpaumu IpUaAnNYeckUx Aul, U1 MHAMBUAYANbHbIX
npeaAnpUHUMATENIEN, A TaKKe OTKPbITUE UM CYETOB B KPEAUTHbIX OpraHu3aumnax
Peanunsyetca c nomoLubio:

CneunannsmpoBaHHOM 3aWMLLEHHOWN aBTOMATMU3UPOBAHHOM CUCTEMDI (C3AQ),
npeAHa3HayYeHHOMN ANA LEeHTPaZIM30BaHHOrO CO34aHUA U XPaHEHUA KAlOYeil YCUNEeHHOMN
KBaAMPUUUNPOBAHHOMN 3/IEKTPOHHOM NOAMUCK, 3 TaKKE UX AUCTAHLUOHHOIO NPMMEHEHUA
BNaAeNbLUaMM  KBAaNUPUUMPOBAHHbLIX CEPTUDUKATOB KAKOYA TMPOBEPKU 3INEKTPOHHOM
noanucu

3apgaum nepepn y4aCTHUKAMM SKCNepUMEHTa:

» Pa3paboTtaTtb mogenb yrpos nHpopmaumnmoHHon 6esonacHoctn C3AC (CobepbaHk, BTB);

» Pa3paboTtatb ¢uHaHcOBYIO Mogenb W busHec-mopenu Hanpasnenwus I ans
rocygapcrBeHHon peructpauum KOJT n UM n OTKPbITMA MM CYETOB B KPeAMUTHbIX
opraHusaumax nocpeactsom mcnosnb3oBaHua C3AC (CoepbaHk, BTB);

» Ha ocHoBe moaenu yrpos nHbopmauMoHHOM be3onacHOCTM pa3paboTaTbh U yTBEPAMUTD
BpemMeHHble (Ha nepuopa akcnepumenTa) TpebosaHums K C3AC (PCB Poccun);

» Co3pgaTb aBTOMAaTU3MPOBAHHYKD CUCTEMY B COOTBETCTBMWM C  BPEeMEHHbIMU
TpeboBaHMaMHU, yTBEPKAEHHbIMU PCB PO (CHbepbaHk, BTB);

» 0O6ecneuntb 3Kcnayatauuto C3AC B COOTBETCTBMM C 3aKoHoAaTenbcteBom P u
BpemMeHHbIMU TpeboBaHMAMMU, yTBepKAeHHbIMU PCB PO (CHbepbaHnk, BTB);

» [poBecT OLEHKY pe3y/ibTaTOB 3KCNepuUMeHTa W NpeacTaBuUTb COOTBeTCTByI-OIJ.I,MIT;l
Aoknag B MpasutenbctBo Poccuiickon dPegepaunm ¢ HeobxoaMmbIMU NpeAnoKeHnAMI § §CST
(MMHKOMCBA3M COBMECTHO C ApyrMmu Begomctsamu , CobepbaHkom u BTB). - 5



NoctaHoBneHue NMpasutenncrea N21104 ot 29.10.2016

TpeboBaHua 6e3onacHocTn PCB cornacHo NMocraHoBneHuIo NMpaBUTENbCTBA NPEALABAAIOTCA K:

a) cpeacTBam U MOPSAAKY XPaHEHUA KAouver YCUNeHHON KBanupuUMPOBaAHHOM 3N1EKTPOHHOM
noanucu (YKIM);

6) cpeactBam M NOPAAKY AUCTAHUMOHHOU uaeHTUPUKauum (ayTeHTUPUKALUK) BnagenbLes
KBaMPUUMPOBAHHbBIX CEPTUPMKATOB KAtoHa NPOBEPKU 31eKTpOoHHOM noagnucu (KCKM3M);

B) cpeacTBam M NopsaaKy 3awuTbl MHGOpMaLMKU, nepeaaBaemMoi No KaHaay AUCTaHLMOHHOrO
B3anmoaencTeua mexxay snagenouammu KCKMNIIM n akkpeantoBaHHbIM YLI;

r) cpeacTeam M NOPsAAKY AOKa3aTenbcTBa HeoTKadyemocTtu Bnagenbues KCKMAM or nopyyeHus
Ha aBTOMAaTU3MPOBAHHOE co34aHne akkpeamToBaHHbIM YL YKII Taknx Bnagenoues;

[) cpeActBam M NOPSAAKY aBTOMaTU3MpOBaHHOro co3gaHua YKIM, wucnonbsyembim
aKKpeautoBaHHbiM YL B uenax co3gaHma YKII snagenbues KCKIM3M no wux nopyyvyeHwuto,
NONYYEHHOMY AUCTAHLMOHHO.



CxeMbl TEXHOJIONrMM 3alMUTbl cepBUca «06s1a4uyHON »

3JIEKTPOHHOM NOANUCH

BapuaHT cxembl

OnucaHue

3a

Mpotus

«Cneu.bpaysep»

«SIM-KapTa»

«ToKeH»

«MobunbHoe
NPUIoMKeHne +
NBAHM»

«buomeTpua»

«MaeHTndmKaum
A 4epe3
UHTepHeT-
GaHKUHT anna
1

KnueHT B odumce nonyyaet

cneu,. bpay3ep U KOHTeWHep ¢

C K/1l04amMm

KnneHty Bblgaetca SIM-
KapTa C yCTAaHOBNEHHOM
CK3U n nakeTom ycnyr

Tunosaa cxema 6e3 O3

KnneHt ncnonbsyer
MOb6UNbHOE npunoxeHume, *

naeHTUdUKauma

BbICOKMIA YPOBEHb 3aLUMTbI

* [lepcnekTtuea ncnonb3osaHmAa SIM-KapTbl
B rocycnayrax

MpoBepeHHan cxema paboTbl
PernameHTMpPOBaHHbIM NpoLecc

Busut B odpuc He TpebyeTtca

ocywectenaetca no MNBAHTI

Ncnonb3oBaHue candum ¢
noc/nesyouym CpaBHeHnem
CO CKaH-Konmuen nacnopTa

NpoeHTudUKauma KnmeHTa o
npou3BoAMUTCA NyTEM BXOAa
B MHTEepHeT-6aHKUHT ans

)

* YnobctBo
MHHOBALMOHHOCTb

e Bu3uT B oduc He TpebyeTca

BbICOKMIN ypOBEHb FOTOBHOCTU K 3aMyCKy

cepsuca

* BbICOKMIM ypoBeHb BOoCcTpeboBaHHOCTH

» Pabotaet 1 Ha MK, © Ha MOBUNBHBIX
yCcTpoMncTBax

AOKYMeHTOB/NoyyeHuns 1
[oCTyna K
03MN/dpanbcudmkaumm

Bu3nt B odpuc

BblCOKaA CTOMMOCTb peanm3aLnm
He cywecTtByeT o6opyaosaHme HSM
HYXXHOro Knacca KA

CNnOKHOCTb YCTAaHOBKU ANA KAMEHTA
3arpy3Ka pecypcos opucos
TpebyeT TexnoaaepKKN KAMEHTOB

Bu3nTt B odpuc

JnvtenbHOCTb BbIBOAA NPOAYKTA HA PbIHOK
He cywecTtByeT o6opyaoBaHme HSM
HYXHOro Knacca KA

Hu3Kaa KnmeHTOOTAQYa

Bu3nt B odpuc

He paboTaeT c MOHGUAbHBIMM YCTPOICTBAMM
CNOMKHOCTb YCTAaHOBKM ANA KAWEHTA
3arpyska pecypcos opuca

TpebyeT Texnoanep’KKN KANEHTOB

Hu3Kas KniMeHTooTAaua (He Bce metoT
NBAHM n cmapTdoH ¢ NFC)

Busut B oduc
CNnoKHOCTb A0PaboToK

Puck nogmeHbl

AAHHbIX




I Perncrpauma 6MsHeca m AUCTaHUMOHHOE OTKpbITUE cuyeTa:
MHAWKATOPbI pelleHun

Cxema MpoHukHo | KO3abu- | dpdekTus- | Time-to- |besonac-|MepcneKTus-
BEeHue nUTH HOCTb market HOCTb HOCTb
1% ® o o

«Cneu.bpaysep»

«SIM-kapTa» 1% O O

«ToKeH» 1% O O

«MobunbHoe o . .

npunoxxexHue + MNBAHM» >% . O

«bnomeTtpuar» 10% O O

«peHTndunKauma yepes 0

NHTepHeT-6aHKNHT PJ1» 5% . .

JlereHpa:

MNpoHMKHOBEHMe —  [0/NA  K/IMEHTOB,  3apernucTpupoBaBlMX  OM3HEC,  NOTeHUMaNbHO

BOCNO/Ib30BaBLWanAcAa cepsncom PbuJOC

K03abunutn — yao6cTBO MCNONb30BaHMA CepBUCa, BKIOUYAA BM3UTbI B BaHK/YL],

9¢$PeKTUBHOCTb — OLLEHKA CTOMMOCTM peanunsaumnm u noaaepKKu cepsmca K otgade oT npmsieyeHun

KAMEHTOB ?rj)?é)
Be30nacHOCTb — yPOBEHb 3aLLMULLEHHOCTM KaHANOB U corslacoBaHue cxembl PCH g SCST
MepcneKTMBHOCTb — BO3MOXKHOCTb Pa3BMTMA cxembl paboTbl ¢ O3 Ha npouue (roc)ycnyrmn gna Kopn(g—OJ 1
KIMEeHTOB $ 8



Cxema «SIM-kapTa»

e 3anonHsaer AOKYMEHTDI,
NPUKNAObIBAET CKAHbI
AOKYMEHTOB

l
> &
o MonyuaeT SIM-KapTy o\b@:\d‘
C KpmnToannneToméoQ SE
U KAtoYamm Q

SNyTHUK ’

Bokpyr cTpaHbl

KpunTtobpaysep

9 MNopgaya AOKYMeEHTOB
Ha peructpaumio ¢ KM

9 3anpoc Ha noanuch
nakeTa gokymeHtos KIrl

e 3anpoc Ha BbINyck
ceptudmKaTa

Knto4va nposepku KM

HSM ¢
Katoyamum K3,
Knacc CK3U - KA

MoanucaHme
AoKkymeHTOB K3l
Kpuntoannnaet Ha SIM

G CsepkKa x3LW-Kntou4a,
noATeepaeHune 3anpoca
Ha BbINYyCK cepTnudmrKaTa OTA
nnatpopma j ﬁ
G CBepKa X3LW-40KYMEHTOB, ? ?
noATeepXaeHue %
BOJIEN3bABNEHMUA 1 SCST
2o 9

Ha NoANUCb LOKYMEHTOB
Kpunmobpaysep CnymHuk cyujecmsyem 011 OC Windows (XP, 7, 8, 10); MacOS, Android, iOS —4Q2017




Cxema «MobunbHoe npunoxxexHue + NBAHM»

9 3anonHAeT AOKYMEHTbI,
NPUKNaAbIBaeT CKaHbl
JLOKYMEHTOB
o YcTaHaBAvBaeT
MobunbHoe
NPUAOKeHMe C
CK3U

o Nopaya
JIOKYMEHTOB

Ha peructpaumio ¢ KIM

e 3anpoc Ha nognuch
nakeTa OKYMEHTOB

K3an

e 3anpoc Ha BbIMycK
ceptuduKaTa

KAtoYa ayTeHTUdMKaLMM,
AaHHble MBAOHI ¢ 3N

L[ BYXCTOPOHHM

e =
<

MmapTooH ¢ nogaepkkoi NFC, e 3anpoc Ha BbINycK

MobunbHoe npunoxeHue ceptuduKarta
Kntova nposepku KIM

XpaHunuuwe

Kawouei wudppoBaHus
Knwouei K3N,

Knacc CK3U - KC

e . ?r???
OATBEPKAEHNE BONEN3bABIEHUSA
K/NMeHTa Ha noAnucb o—% SCST

AOKYMeHTOB, nognmcaHme K3r (g% 10



Munot LB P® n MMHKOMCBA3M NO yaa/sIeHHOM
L maeHtTudpmkauyunm (1/3)

SNEKTPOHHOE

EAuMHaA yyeTHaA 3anuchb NPABUTENLCTBO

i
BeaomcTseo
[TACIIOPT rocycnyru
?ﬁ??
! SCST

LUl 11



I Munot LUB P® n MMHKOMCBA3M NO yAANIeHHOM
naeHTndmnkaumm (2/3)

SNEKTPOHHOE

I'IepBuqHaa OAHOKPATHAaA MAGHTM(I)MKB uumAa NPABUTENLCTBO

0 OpHOKpaTHOCTbL 0 JloCTOBEPHOCTb AaHHbIX

obasarenbHoM 7 :
JINMHOM ABKM © 1 _0O
lMpoBepKa AaHHbIX
B roCyAapCTBeH HbIX
cncremax rocycnyru
Aoctyn & copamcam
= I y pac NOATEEPKACHHAA yMeTHaR 3anuck. @
A—‘- V Bam AOCTYNHL! BCE cepenchl AneKTPOHHbIE yCrym
- - MHOPACTPYKTYPA
baHK » JNEKTPOHHOIO
nPAB“TEanTBA MoGunsHeit Tensdos nnu novTa

(ana nonyyeHuna GuHaAHCOBbLIX yenyr)

S SCST

1% 12



I Munot UB P® n MMHKOMCBA3M NO yAaJIeHHOM
naeHTndmnkaumm (3/3)

YaaneHHaa naeHTuduKauma

@ nNpocrora ana @ Opuanueckasn
nonb3oBarenei 3HAYMMOCTb

' 3anABKa

Ha OKa3aHue

[ W -
baHK

OHNaNH-baHKUHT

ycnyru n

(Hanpumep
OTKPbITHE CHeTa)

Nonb3oBaTenb Ha canTe
H6aHKa Bblbupaet ycayry
W nNony4vyaer
npeasioXeHue NpouT
MAEHTUPUKALUMIO

g 00—

SNEKTPOHHOE
NPABUTENLCTBO

Ycnyra
npepocrasneHa

=) v
> i .
baHK

esia.gosuslugi.ru

[Nonb3oBaTesb
npoxoauT
NAEHTUDUKALMIO B
ECUA, B TOM yucne
brMomeTpuYecKyHo.
Ero npaHHble
nepenatoTca B OaHK.

OHNaNH-6aHKUHT

[Monb3oBaTenb
nony4aer
NHTEpPEeCYIOLLYHO
GUHAHCOBYHO YCNyr

?ﬁb?

% SCST
Lo 13



NMpepnoxxeHne Cé6epbaHka

e YaaneHHas MaeHTUPUKaUnMa KANEHTa,
BK/Il0Yan BMOMETPUYECKYIO

BepudmKaumio,
NoJlydYeHMEe AAHHbIX O K/IMeHTe

3anonHAEeT AOKYMEHTDI,
NPWKNAAbIBAET CKaHbl
AOKYMEHTOB

o YcTtaHaBnueaer

MobunbHoe
npuaoXeHne c g
CK3un

EguHas cuctema

®
\® MAeHTUUKALUM

1 ayTeHTU(DMKaLnK

a e 3anpoc Ha
3anpoc Ha BbINyCK

noAnuch
cepTMdmKaTa nakeTa e MNopava
KNtoYa ayTeHTUGUKaumm OKYMEHTOB
y pukay, HOKymeHTOoB K3l AOKY
Ha
perncrpaymto

ﬂ,BYXCTOpOHHrIﬁ c Kan

<

CmapTtooH/nnaHwer, 3anpoc Ha BbINycK
MobunbHoe npunoxeHue ceptuduKarta
Kntova nposepku KIM

XpaHunuuwe
KAoueii wudpposaHus
Knwouei K3N,

Knacc CK3U - KC
o MNoarteepxaeHUe BoNen3bABAEHUA

KAMEeHTa Ha noanuch
OOKYMeHTOB, noanmcaHme K3rl



EBpOnencKknm onbIT NpuMeHeHunna «obnauHon» 3M (1/4)

Trustworthy System Overview SSA — Server Signing
Application
Policies SCDev - Signature Creation

Database

Certificates Device

P\
() ﬁ ﬁ SCD - Signature Creation
>

Remote Data (0b6bl4HO 3TO 3aKpbiTble
Signer 3N ! PerT
K/TH04M
SSA S Server )
Z; «— os
Signed @ @
Document

Cryptographic
Suites

SCDev
scD

B oktabpe 2013 ropa EBponenckuit Komuter no CraHgaptmsauum (CEN) opobpun
TEXHMYECKYIo cneumndukaumio Security Requirements for Trustworthy Systems supporting Server
Signing; DIN CEN/TS 419241, SPEC 91126, B aekabpe 2016 roga 6blna yTBep)kAeHa HOBas
peaakumna cneumdpmkaumm

B ceHTabpe 2014 roaa B cuny BCTynuao HoBoe [ocTaHoBNeHWe EBponapaameHTa
N2910/2014 (elDAS), koTopoe 3ameHseT agupektuey 1999 roga Ne1999/93/EC, pa3peluaeT ?r??r?
XPaHEHME M UCNOMb30BaHME KNtoYa KBanndumumposaHHom Il Ha cepBepe akKKpeaAUTOBaHHOIO ﬁg SCST
NOCTaBLLUMKa AOBEPEHHbIX YCAYr, Tak HasbiBaemoro TSP (Trust Service Provider), Hanpumep,
aKKpegmtoBaHHoro YL ég 15



EBpOnencKknm onbIT NpuMeHeHuna «obnauHon» 3 (2/4)

CornacHo Aupektuse 1999/93/EC Level 1: functional example
OAHUM u3 CBOWMCTB YCU/IEHHOWM
3NEeKTPOHHOW NoAnucK ABAAETCA TO, YTO

oHa dopmMmMpyeTCcA C NOMOLLbI CPEACTB,
Y Signer authentication /
KOTOpble HaxoAATCA  WUCKNOYUTENIbHO Signer id .
noa, cobCcTBEHHbIM KOHTpo/iEM M 'y Signer id /
Signer pTBS SSA SCED id
B/lage bl noanucum bindings
( -

Mostomy cneumdpumKauma DIIEI Signod DTES + ssA
CEN/TS 419241 pnAa cnyyaa cepBepHOM document scD id authentication
3/1EKTPOHHOM MOAMNUCK TaKXe Tpebyet A
cobnoaeHNsA YKa3aHHOroO CBOWMCTBA U SCDev

Signer’s Signer’s
Bblaenaer ABa YPOBHA Een B
NMCKNOYUTE/IbHOIO COb6CTBEHHOrO

KOHTPOA no4nnUcum:

YpoBeHb 1. [ucTtaHUMOHHaA  ayTeHTUOUKAUMA  NOANMCAHTA  OCyLlecTBaseTca
NPUNOXKEHMEM CEPBEPHON NoanumcH

YpoBeHb 2. lucTaHUMOHHAs ayTeHTUDMKaLMA NOANMUCAHTA OCYLLECTBASETCA YCTPOMUCTBOM ﬁ
bopmMUpoBaHMA NOANUCK C MOMOLLBIO AAHHbIX aKTUBauMu nognucu (Signer’s activation data).
Mpn 3TOM [OMKHA MCMNONb30BaTbCA MHOrodakTopHaa ayTeHTUOMKauMa (KaK MUHUMYM, g SCST

AByxdaKTopHas) Oi% 16

?Fé



EBpOnencKknm onbIT NpuMeHeHuna «obnauHon» 3 (3/4)

Level 2: functional example

A Signer authentication /
Ha ypoBHE 2 WCKAKOUYUTENbHOrO Signer id .
CcObCTBEHHOrO  KOHTPO/IA  MOAMUCU “ ' s Signer id /
TpeboBaHue MYNbTUPAKTOPHOM g DTBS | bindings
ayTeHTUPMKaLmm MOKeT 6bITb 2 factors SAD to commit
peann3oBaHo pa3HbIMK cnocobamu:
- DTBS + SSA
Signed SCD id authentication
document A %
SCDev
Signer’s Signer’s
SCD SCD
BapuaHT 2.1: MynbTMdaKTOpHAA ayTEHTUDUKALMA NPUMEHAETCA MeXAY NOANMUCAHTOM U
yCcTpoiicTBOM co3gaHua noanucu (SCDev) ¢ Mcnosib3oBaHMEM AaHHbIX aKTUBauum nognucu (SAD)
(cm. cxemy gaHHOro BapuaHTa Ha PUCYHKe)
BapmaHT 2.2: MynbTndaKtopHaa ayTeHTUOUKALMA MeXay NOoANUCAHTOM U YCTPOMUCTBOM
ayTeHTMPMKALMKM, KOTOpOe Janee W3BNEKAET W nepedaer AaHHble aKTMBaUMKM Mognucu um
nepeaaeT UX Ha YCTPOWMCTBO CO3A4aHMA NO4NMUCK ?ﬁ?r?

BapuaHTt 2.3: MynbTudaKTOopHaA ayTeEHTUOMKALMA NPOUCXOAUT MeXKAY NOAMNUCAHTOM U [ig SCST
NPUIOXKEHMEM CEPBEPHOM MOAMNUCK, A 3aTeM MOAMWCAHT MO 3alMLIEHHOM KaHany nepepaet
AaHHble aKTUBaLMKM NOAMNCU HA YCTPOMUCTBO GOPMUPOBAHUA NOANUCH O_u)}) 17



EBpONEnCKMMN onbiT NpMMEeHeHuns «obnauHon>» 3N (4/4)

Mpumep BapuaHTa 2.3:
MynbTndaktopHaa  ayTeHTUdUKaALMA
NPOUCXOAUT MeXKay NOoAMUCAHTOM W
NPUIOXKEHMEM CEepBEPHOM NOANUCH, A
3aTemM nNoAMMCAHT MO 3alMULEeHHOM
KaHany nepegaeTr AaHHble aKTUBALUMU
noAanucu Ha YCTPOWNCTBO
dbopmupoBaHMA nognmcu

Takol BapuaHT Aaet
onpegeneHHyto csoboady, TaK Kak
MY/IbTUDAKTOPHYIO  ayTeHTUDMKaLMIO
MOXHO  He  peasn3oBbiBaTb B
YCTPOWCTBE reHepauum noanucu.

Level 2: functional example 2

PN

Signer

Signer authentic{tion
with 2 factors
| ;\ SSA
nonce
Hash (nonce + 1 factor SAD)
+ DTBS
Signed
document 4
SCDev
Signer’s
SCD

Signer id /
sCDid
bindings

SSA
authentication

Signer’s
SCD

OTmeTMM, 4YTO ypOBEHb 1 4ONYCTUM TONIbKO ANA YCUAEHHOM NOAMNUCK, ECNIN Ke Mbl TOBOPUM
0 KBanuduumposaHHOM noanucu, To 3gaecb Cneumdukauma DIN CEN/TS 419241 Ttpebyet
06a3aTenbHOro BbINO/IHEHMA YPOBHA 2 TpeboBaHWUI K ayTeHTUUKaLNK
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