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White-box-kpuntorpadus

v'Habop TexHuK, Mo3BonArLWmMx Nnpeobpa3osaTtb CUMMETPUYHbIA BAOYHbBIN WNP

B aCMMMETPUYHbIM MOCPEACTBOM COKPbLITUA KAOYA B peanusaumm aaropmtma
lWndpoBaHUS

v'TpeaHasHayeHa [Aa8 CO34aHMA  ObICTPbIX  aCMMMETPUYHbLIX  LWNPPOSB,
Nno3BosIAOWMX U WndpPoBaTb, U NOANUCLIBaTbL CO0bLLEHNA

v'B c/lyuae CTOMKOM 1 BbICTPOI peannsaumm No3BoNT CYLLECTBEHHO YNPOCTUTb U
caenatb 6onee 6He30nacHbIMW  MPOTOKObI obmeHa 3awnPpPoBaHHOM

nHpopmaumen (B 4aCTHOCTM, OTNAAET HEOOXOAMMOCTb MCNOAb30BaTb aJATOPUTM
Onddun-Xennmana)

v BbicTpblA  6e30nacHbIi  0bmeH mexay 3-ma 1 bonee aboHeHTaMM C
NoATBEPKAEHMEM aBTOPCTBA COOOLEHNI
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ATakM Ha white-box-peanm3aumnm

MpakTuyeckn Bo Bcex white-box-peannsaumnax nssectTHol AMHEeNHan
U HeNMHEeMHaA 4YacTU UCXOAHOro aaroputma ANaA KaXXAaoro us
payHaoB. Heobxoaumo «otaenutb» white-box-npeobpasosaHus

v OnddepeHumnanbHblI KpuntoaHanms (B8 Tom ymcne fault injection)
v Anrebpanyecknii KpMNToaHa U3

v'U3BneueHune HenuHeiriHou yactu (Olivier Billet, Henri Gilbert, and
Charaf  Ech-Chatbi. Cryptanalysis of a White-Box AES
Implementation)




MeToa COKpbITUA TMHENHOM
3aBUCMMOCTU

x, = ((a-b)mod p,)-c)mod p,) 1
1, = (a- (b-c)mod p,))(mod p,) L)

P,, P, — HENPUBOAUMEIC MTOJIMHOMEI N-i cTeneHw, a a,b,C, X, X, - TOJTMHOMBI
CTEIICHEU, MCHBIIIHX N.

X, # X,
P




MeToa COKpbITUA TMHENHOM
3aBUCMMOCTU

J y,(x) = (s(x)-a(mod p,))-b(mod p,)
Y2(X) =(s(x)-c(mod p,))-d(mod p,)
0., P,, P; — Henpusooumvie nonapHo HepasgHbvle NOJUHOMBL
nao GF (a)

X,a,b,c,d —npoussonrvuvie nonunomvi nao GF ()

(2)

p11 p21 p31 X, d, b, C, d HeU36€CNMHbl

Y, (X), Y, (X) 3a0anbt mabauuro




MeToa COKpbITUA TMHENHOM
3aBUCMMOCTU

; y1(X) — (S(X)'a(mOd pl))‘b(mOd pz)
Y2 (X) = (s(x)-c(mod p,))-d(mod p;)

(2)

3aoaua : HaUMuU JUHEUHYIO 3A8UCUMOCTIb MENCOY

S(x)-a(mod p,)us(x)-c(mod p,)




MeToa COKpbITUA TMHENHOM
3aBUCMMOCTU

; yl(X) = (s(x)-a- Py ql)'b(mOd pz) (3)
Yo(X) =(s(x)-c—p;-q,")-d(mod ps)
<KY1(X):S(X)'a'b_pl'CIl'b_pz'qz (4)
KY2(X) — S(X)’C'd — P 'Q1"d —P;-0;

" :{s(x).aJ;ql,zLS(X).CJ;OI2 =LS(X).a.b_ pl.ql.bJ;q3 {S(X)'C'd _ pl,ql-,dJ
b P P, D,

3aoaua : no oannwim Y, (X)u 'y, (X) Heobx00uMmo Hatimu au C

RLWE?
P




MeToa COKpbITUA TMHENHOM
3aBUCMMOCTU

YcnoxXHum dopmyny (2)

110 = (.(s(9)-a(mod p,))-b (mod p{)..)-b®(mod p) o
Y, (X) = (.(s(x)-c(mod p,))-d® (mod p{)...)-d* (mod p®)

pi(0:) + pga)

CrosxHocTh : min(22"* ). (Zn !)2)
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Co3aaHume S-box-0B C MOMOLLbIO
XaOTUYECKNX OTODPaKEHNIA

v Xopolwmne Kpuntorpaduyeckme cBOMCTBA MO
pe3yabTatam Lenoro psaaa uccnegoBaHmm

v TpocTble anropmuTmbl

v CnyyamHOCTb OTOBpaXKeHu B coyeTaHun C
XOPOLMMMN KPpUNTOrpadpmuyeckMMmm CBOUCTBAMMU
NoBbIWaeT ypoBeHb 6€30MNacHOCTU




KOAbl C MAKCUMaNbHOW ANCTaHLUMNEWN.
MDS-maTpmua

MDS-matpuua (Maximal Distance Separable matrix) — npoBepo4Has
MaTpPULLA IMHEMHOTro 610KOBOro KoAa C MAaKCMMA/ZIbHOW ANCTaHUUEN

> Obecne4ynBaeT MaKCMMaIbHOE paccemBaHUE 33 CYET CBOEN CTPYKTYPbI

c Ucnonb3yetca npu co3naHum SPN-wndpoB B KayecTBe JMHEWUHbIX
paccemBatoLLmMx npeobpa3zoBaHNI

© V]HTepECHbIe TUMNbl MAaTPWUL,:
° MaTpuua BaHaepmoHAa

° UHBONOTUBHAA MaTpuua (oaHa M Ta ke MDS-maTtpuua ana wudpoBaHUA U
pacwmndpoBaHmA)

> MaTtpuua Kowu
o UnpkynapHas matpuua (Kak B Rijndael)




MaTpuiua Rowwn

a, :(xi+yj)‘1;xi+yj #0,0<i<m;0< j<nx,Y;,a; c GF(2)

v AABnaetca MDS-maTpuuei

v' JIErKUiM anropmuTm co3gaHuma He3aBMCMMO OT Pa3MEPHOCTH

v CBOWMCTBO LUMPKYNAPHOCTM He npuHUmMnuanbHo ana white-box-peanmsaumm
v'CBOWCTBO MHBONOTMBHOCTU BpeaHo aAna white-box-peanunsaumm

v'CnepoBaTenbHO, Bbibupaem matpuuy Kowwu




PayHa 6104Horo SPN-wuopa

[lobaBneHme payHA0BOro KAtoya

s
—
P

HennHenHasa yactb (S-box-bi)

JInHenHana yactb (MDS-maTpuua + caBuru)




PayHa SPN-wmopa n T-box-bl

(Ha npumepe AES-128)

Paynn AES-128
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Xa0TUYHbIM aCMMMETPUYHbIN
white-box-wnop

v Tabnuubl NoacTaHOBOK (8x8 6MT) cO30al0TCA XaOTUMYECKM ANA KaXKAOoro U3
BXOAHbIX 6aNTOB KaXa0ro payHaa

v'MDS-maTpuua (16x16 6aiT) cospaérca xaotmyeckn (matpumua Kowm)

v Ina white-box-peanusaumm wucnonvsyetca peanmsauma SPN-wmbpa ¢
nomoltubto T-box-oB

v JInHeHaa 3aBUCMMOCTb MeXay 3n1emeHTamm T-box-oB cKkpbiBaeTca ¢
MOMOLLbIO BbILLEONMCAHHOIO MeToAa COKPbITUA IMHEMHOMN 3aBUCMMOCTHU

v'Habop moauduumposaHHbix Tabauy, (T-box-oB) —  OTKPbLITBIA  KJtOY
wundposaHmA. 10 HUM CNOXKHO BOCCTAHOBUTb 3aKPbITbIN KAOY — Habop Tabau,
ANnAa pacwmdpoBaHuA




PayHa wmnopa

0
Ly

y(') -0aiiT BEIXOJHBIX JTaHHBIX M3 Ipeabiaymero payaga. Ecau j =0, To Yia
COOOIIECHUA. S(- )

t( “) - yMHOXEHHe Ha NIEMEHT CTPOKH cooTBercTByIomei MDS-marpus: B GF(28). mix;

mIX(O) (t(O 0) (S(O) (y(O) ))

mIX(15) (t(15 ,0) (S(O) (y(O) ))_

mIX(O) (t(O 1) (S(l) (y(l) ))

mIX(15) (t(15 1) (S(l) (y(l) ))_

mIX(O) (t(O 15) (5(15) (y(15) ))
mlx(l) (t (115) (5(15) (y(15) ))

m |X(15) (t (315,15) (S (15) (y§15) ))

(1)

3alyThIBAIOIIME TPEOOpPa30BaHUs Ha 0a3€ METO/1a COKPHITUS JTUHEMHON 3aBUCHMOCTH

(6)

- 0aliT UICXOOHOTO

- 3TO Ta0JIMIA MTOJICTAHOBOK, COOTBETCTBYIOIIAS KaXJOMY BXOIHOMY OauTy.




MacKnpoBKa TMHENHOW 3aBUCMMOCTU
MeXay anemeHTamum T-box-a

_(("'(ti(O) (a)'bi(o’o))(mOd pi(o’o))'bi(o’l) (mOd pi(o’l))---)'bi(o'kO)(mOd pi(o’kO))Gavalo_
(("'(ti(l) (a)'bi(l’o))(mOd pi(l’o))'bi(l’l) (mOd pi(l'l))---)'bi(l’kl) (mOd pi(llkl))@vall

(("'(ti(Z) (a)’bi(z’o))(m()d pi(2,0)).bi(2,1) (mOd pi(z’l))---)'bi(z’kZ)(mOd pi(zikZ))@Valz
(.2 (@) b ) (mod p)-bC? (mod p?)...)- b (mod p{**)) @ val,

_(("'(ti(n) (a)'bi(n’O))(mOd pi(n'O))'bi(n'l) (mOd pi(nll))---)'bi(n’kn)(mOd pi(n’kn))@valn_

t') - snement T-boX-a 10 MpUMeHeHHUS 3ayTHIBAIOIIUX ITpeodpasoBanuii (Mix), bl —

crydaitno BeIOpanHbIi monuaoM B GF(2"), pU*

— CJIy4aiiHO BBIOpaHHBIM HEMPHUBOIUMBII
nonuHOoM h-it crenienu Hag GF (2)

(0,v) 1v) (n,v)
P, = P, .7 P




EVHEN. XaoTU4HbIM aCMMMETPUYHbIN

white-

00X-

nop

v'Ha3BaH B yecTb ABYX BenuMyanlumx matemaTukos: dsapucta lanya v AHpwu

[yaHKape

v Obnapaet CKOPOCTbIO CUMMETPUYHOro wundpa

v'To3sonsaeT u wudposaTtb, U NOANUCLIBATb

v'Pasmep OTKpbITOro kawo4a: 640 Kb

v'Huskne TpeboBaHMA K BbIYMCAUTENbHBIM pecypcam: oauH payHa — 16
onepaunm cnoxenma no moaynro 2 16-u 6amtoBbix uymcen. HyxkHo Bcero 3
onepaunmn: BbiIbOpKa N3 NamaATHU, CI0XKEHUE NO MOAYNI0 2 U 3aNUCb B NaMATb




[TpMeHeHKne

vioT
v'DRM
vBe3spe, rae HyXHa ©6bictpas M He
TpeboBatenbHan K BbIUUCUTENIbHbIM

pecypcam acMuMmmMmeTpU4HaA Kpuntorpadpua




Cnacmnbo 3a BHUMaHue

NcxoaHbin Koa peann3aumm EVHEN:
https://github.com/dmschelkunov/EVHEN

Bnor asTopa: http://dschelkunov.blogspot.com

E-mail aBTopa: d.schelkunov@gmail.com
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