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o Texumyeckuil KOMUTET [0 CTAHIAPTU3AINI

cucreme Poccuiickoit @enepanuns.

e Paborsr npoBoasrcs ¢ 2016 rozaa.

«Kpunrorpaduyeckast 3amura nadopmanuny (TK 26).

o ITonkomurer 3 (ITK 3 TK 26) «Kpunrorpadudeckue
AJITOPUTMBI M MEXaHU3MBI B HAIIMOHAJILHOM ILIATEKHOI

N
P CRYPTOPRO
e FFTITATRT salav

OcHoBHasd 1€/
Onpene nTh MOPSII0K UCIOJB30BAHUS POCCUNCKUAX

KpUITOrpaduIecKoi 3aluTe.

KpUNITOTPaUIECKUX AJTOPUTMOB BO BCEX CEIMEHTAX ILIATEYKHOI
cucrembl ¢ yaerom jaeiicteyomux Tpebosannit PCH Poccun mo

Cwupimnsies C.B. (KPUIITO-ITIPO)
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N
P CRYPTOPRO
e FFTITATRT salav

CdopmupoBarh HAOOP IPOTOKOJBLHBIX PEIIEHU HA POCCHACKIX
KPHUITOAJTOPUTMAX, B IMOJHOH Mepe 00eCIIeanBaOIINil 3aIUTy
undopMaly B IJIATEXKHON cucTeMe.

TpeboBanne HamMYUst B CHCTEME CTAaHIAPTU3AINU BCEX
KOHCTPYKTHBHBIX OJIOKOB

e Ncronb3yer mMupokuii creKTp 0a30BBIX U COIMYTCTBYIOIIMX
KpUIITOTpaUIECKUX AJTOPUTMOB.

e Jlo 2016 roxa npu ompejie/ieHNN TJIAHOB Pa3paboOTKN
nokyMenToB B TK 26 naTe:kHble cucTeMbl He
paccMaTpUBAJINCH KaK OJHA U3 00J1acTell IpUMeHEeHHs.

o [lepeuenn JeiCTBYIONINX AJTOPUTMOB U IMPOTOKOJIOB
co3jtaBaJjicsa 6e3 MpuIesa Ha ILIaTeKHbIe CHCTEMBI.
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[Tepexo/1 B pa3yMHbIe CPOKH C JOMYCTUMON HAJIEZKHOCTHIO

@ HeBo3MOKHOCTH BHOCHTD pPaauKaJIbHbIC U3MEHCHUA B
IIPOTOKOJIBI, IIPUBOAAIIINE KO BHCIITHUM U3MEHEHUAM B
CTPYKTYpPe HPOTOKOJIA.

e HeolxouMOCTh B OTHOIIEHHN ANIAPATHBIX KOMIOHEHT
HCIIOJIb30BATD y7Ke CyILIECTBYIOILHEe Pa3paborku (Ipumep:
peanuzaruu [OCT 28147-89 B unnax).
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[Tepexoj B pa3yMHbIE CPOKH C JOIYCTUMON HA1€2KHOCTHIO
o HeBo3MOKHOCTH BHOCHTH pa/iMKajbHble U3MEHEHUS B
MPOTOKOJIBI, TPUBOJMIINE KO BHEIITHUM W3MEHEHUSAM B
CTPYKTYP€e IPOTOKOJIA.
e HeoGxoauMocTh B OTHOITEHHH AlIAaPATHBIX KOMIOHEHT

HCIIOJIb30BATD y7Ke CyILIECTBYIOILHEe Pa3paborku (Ipumep:
peanuzaruu [OCT 28147-89 B unnax).

HeobxoaumocTh obecrieduTh BHICOKHI YPOBEHDb 6€30IMacHOCTH
o Cymectsytomieit cucteme nporokosioB EMV 6omee 20 Jtet.
o Heobxo/uM0 yuuThIBaTH OTJIMYUS POCCUMCKUX CTAHIAPTOB.
@ Heobxoaumo coorBeTcTBOBaTH JIEfiCTBYOMNIEH cUcTEME
tpebosanunit PCH Poccun.
e Teoperuueckue y43BUMOCTH PAHO WM MO3IHO MPHUBOIAT K
npakrudeckuM (npumep: POODLE, BEAST, Lucky13).
@ B03MOXKHOCTH OPraHU30BBIBATH MHOTOJIETHHIT MTOUCK
1 ystapumocredi (mpumep: Ctpubor) Her.
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N
P CRYPTOPRO
Nia IR ool

esb: mogyauTh HAOOP 0OOCHOBAHUN B IMapajgurMe J0Ka3yeMoit
CTOMKOCTH.

TpeboBanuga K mpoBejieHNI0 000CHOBAHMIT

o Awnaju3 CTOWKOCTH B MOIE/IAX HAPYIIUTE s, PEJTEBAHTHBIX
AJId TIPaKTUKH UCITOJIB30BaHUA pa3pa6aTBIBaeMbIX
nporokosos — Koucynbranun ¢ HCIIK (I1.M. TongoBckuit).

o Moaucdukaiys nmopsgjika UCIOIb30BaAHNS KPUITOAITOPUTMOB
B MeéXaHU3MaX IJIATCZKHBIX CUCTEM B HEJIdX HOJIYyYCHUA
Habopa MeXaHU3MOB, /I KOTODPBIX MOJIYYeHbl 0OOCHOBAHUS B
TEPMUHAX JIOKA3YEeMOU CTOUKOCTH.

e Bribop mapameTpoB MeXaHU3MOB JIjII COOTBETCTBUS UTOTOBBIX
HUYKHUX OTEHOK CTOWKOCTH JIeHCTBYIONMIMM TpeOOBAHUAM K

CK3U.
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N
P CRYPTOPRO

o Cosmanne cuermudurarmii: «CIIB».

e Kpunrorpaduyeckuii ananus (7 u3 8 J0KyMEHTOB):
«Kpunrollpo».

o @opMupoBaHHe TIPOEKTOB JTOKYMEHTOB [IJIs Iepeladn Ha
skcneptnsy: «NuadpoTeKC».
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N
P CRYPTOPRO

Cozpanne cuemudurarmii: «CIIB».

Kpunrorpaduyeckuii ananus (7 u3 8 J0KyMEHTOB):
«Kpunrollpo».

QopMupoBaHUe MIPOEKTOB JTOKYMEHTOB IS Iepeaadn Ha,
skcneptnsy: «NuadpoTeKC».

«cnonbzoBanue GyHknun auBepcuOUKaIMK 115
dhopMHUPOBaAHUS MPOU3BOIHBIX KJIIOYEH MJIATEXKHOTO
OPUTOZKEHU ST »

«HMcnonp30Banme aJropuTMOB COTVIACOBAHUS KIIOYA U
ostounoro mudgpoBanusd npu oduiaitnosoit mporepke PIN»

«Hcnonb3oBanue pexkuMa MMUTO3AIIUTHI &/ ITOPUTMA
Ostounoro MU pPoBanusd nNpu GOPMUPOBAHUN TPUKIATHBIX
KPUTITOTPAMM B TIJIATEYKHBIX CUCTEMAX »
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/N
» CRYPTOPRO

o «lcnosp3oBaHme aarOPpUTMOB OJOYHOTO MUMPOBAHUS TPU
dopMupoBaHUHT TPOBEPOYHOTO MapaMeTpa MIATeXKHON KapThl
n mpoepouHoro 3uadenus PIN»

o «llcmosp30Banne PEKUMOB ATTOPHTMA OJIOTHOTO
mudPOBAHUA U HUMUTO3AIIUTHL B 3AIMUIEHHOM 0OMeHe
coobmenusivu (30C) MezK Ly SMUTEHTOM U ILIATEZKHBIM
IPUTIOKCHIEM >

@ «3ajaHue MapaMeTpoB AJITOPUTMOB TEKTPOHHON TOIIUCH U
dYHKIMU X3MUPOBAHUS B POdUIe CepTruduKaToB
OTKPBITBIX KJIIOYEHl TJIaTeKHbIX CHCTEM

o «lcnonp3oBanne pe:KUMOB AJITOPUTMa OJIOUHOTO
mudpoBaHus, aJIrOPUTMOB JIEKTPOHHOM MOIIUCH U
GYHKIMN X3MUPOBAHUS B NpoIeype o IaiiHoBOM
ayTeHTU(HUKAINH [LJIATEKHOTO TTPUIOKEHUS >
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xaHU3MbI (DOPMHUPOBAHUS IPOU3BOAHBIX KJIO9Ieit

N
P CRYPTOPRO
Nie AT o

@ Mexanusmbr (hOpMEPOBAHNS TPOMZBOIHBIX KIIOUCH

‘mpimasies C.B. (KPUIITO-ITPO) 8 / 41



Mexaunusmbl (hOPMHUPOBAHUS IPOU3BOAHBIX KJIOUeit

L N L

«Mcnosb3oBanne pyHkiuu JuBepcuduKkanuu i (hOPMUPOBAHUS
MPOU3BOIHBIX KJIIOYEH TJIATEKHOTO TTPUIOKEHH ST »

[Topoxkerne Ka09el, NCITOIB3yeMbIX Ha dTalle MPOIECCHHTA:

(] IMKAC @) MKAC @) SKAC

o IMKsur 25 MKavn 225 SKau

o IMKsyc 25 MKave 225 SKeyc

o IMK[DN @) MK[DN

[Topoxkaerne Kro4eil, HCIOIb3YEMBIX Ha 3Talle MePCOHAJNZAIIN:
o KMC KDF(-,labell)
o KMC
o KMC

KENC

KDF(-,label2)
— KDEC

KDF(-,label3) Kya
—— KMac
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Mexaunusmbl (hOPMHUPOBAHUS IPOU3BOAHBIX KJIOUeit

N
P CRYPTOPRO
e FFTITATRT salav

OcHoBHast (pyHKIHSA

[Mpumensiercss pyukmuma KDF  GOSTR3411 2012 256,
ompejiesieHHasd B PekoMeHIAUAX MO cTaHIapTU3ANNN

P 50.1.113-2016 «Kpunrorpacpudeckue aaropuTMbl,
COILY TCTBYIONIUE ITPUMEHEHUIO aJITOPUTMOB 3JIEKTPOHHOM
1 poBoil moAIuCH U (PYHKIIUU XIMTUPOBAHUS .

Omnenknu croiikoctu KDF B obmem ciiygae

E.K. Anekcees, I.B. Omkun, B.O. Tlonos, C.B. Cmbinuisie, «O
KpunTorpadpuIecKux CBOWCTBAX aJTOPUTMOB, COMYTCTBYONNX
npumenennio crangapros OCT P 34.11-2012 u TOCT P
34.10-2012», MaremaTudeckue Bopockl Kpunrorpaduu, 7:1
(2016), 5-38.
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Mexaunusmbl (hOPMHUPOBAHUS IPOU3BOAHBIX KJIOUeit

Vcnomb30BaHue MOPOKIEHHBIX KJTIOYel
BripabaTeiBaeMble KJIIOUH UCIOIb3YIOTCS I PEIIeHUs
CTaH/IAPTHBIX NMPUKJIAIHBIX 3a/1a4 00eciedeHust
KOH(UIEHITUATBHOCTH U MEJTOCTHOCTH.

PaccmarpuBaemast yrposa
e "Kitaccuyeckasi” yrpo3a BCKPBITUS MacTep-KJIOYeH CIAUIITKOM
caabas.
e PaccmarpuBaercs 6ojiee CUIbHAS U YHUBEPCAIbHAS yIpo3a —
yIpo3a OTJINYCeHUd HOPOZKIAEMBbIX KJIUYEH 0T KJII0YeH,
MOPOXKICHHBIX CIydaiino u Hesasucumo (Mogens PRE).

Moty/ibHOCTD aHaJIM3a

JlomomHuTeIbHOE TPEUMYIIIECTBO — TPHU aHAIN3€e TPOTOKOIOB, B
KOTOprX HCHOJ’IbSyIOTCH HOpO}K,ZLeHHbIe KJ'IIO“II/I7 ,ZLOHyCTI/IMO 6y,ZLGT
CUNTATh UX HOpO}K,ZLeHHbIMI/I CﬂyqaﬁHO 1 HE3aBUCHUMO.

11 / 41
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Mexaunusmbl (hOPMHUPOBAHUS IPOU3BOAHBIX KJIOUeit

N
P CRYPTOPRO
Nie AT o

OcHOBHOIT pe3y/IbTaT

N OTPaHNYEHUAX u), HaKJIaJbIBaA€MbIX IMOPAJIKOM
I T,q,u), A i
DYHKIIMOHUPOBAHUS TIATEZKHBIX CHCTEM, CTORKOCTH
HCIIOJIB3YEMBIX MEXaHU3MOB:

Advie (T, q,u) < 1074,

12 / 41
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Odanaiinosas nposepka PIN

N
P CRYPTOPRO
Nie AT o

© Odmaitnosas nposepka PIN
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Odanaiinosas nposepka PIN

A

«Mcnonp3oBanne aJropuTMOB COIVIACOBAHUS KJIIOYA M OJIOYHOTO
mudpoanud npu odiaiinosoit nposepke PIN»
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Odanaiinosas nposepka PIN

A

«Mcnonp3oBanne aJropuTMOB COIVIACOBAHUS KJIIOYA M OJIOYHOTO
mudpoanud npu odiaiinosoit nposepke PIN»

[Iporoko

Tepmunast: BBog PIN

ICC Unpredictable Number(ICCUN)EVe4, Certy
Tepmunaut < Kapra

Tepvunast: generate x, UKM, K = VKO(x, Y, UKM)
xP, E%BC(ICCUNHPIN—block)\

TepMuna apra

Kapta 610KHpyeTcs Moc/Ie HEKOTOPOTo THCJIA HEYTATHbIX
uposepok PIN-kozna (nmoxpsii/Beero).

Vrposa

[IporuBHUK (BO3MOYKHO, ¢ HOMOIIHIO COOCTBEHHOTO TePMHHAJIA)
ybexKmaeT KapTy B TOM, 4T0 oH 3HaeT PIN.
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Odanaiinosas nposepka PIN

N
P CRYPTOPRO
Nie AT o

B EMV npeanonaraercsd mudpoBanue ¢ OTKPBITHIM KJIIOYOM C
momotkio RSA. B P® mer 6a30Boro aaropurma, OnpeIe/siomniero
KPUITOCUCTEMY C OTKPBITBIM KJTIOYOM.
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Odanaiinosas nposepka PIN

N
P CRYPTOPRO
e FFTITATRT salav

B EMV npeanonaraercsd mudpoBanue ¢ OTKPBITHIM KJIIOYOM C
momotkio RSA. B P® mer 6a30Boro aaropurma, OnpeIe/siomniero
KPUITOCUCTEMY C OTKPBITBIM KJTIOYOM.

Permmenne
[To ananorun ¢ CMS B coorBercTBuu ¢ Pekomenpanuavu TK 26:

o VKO ma monroBpeMeHHOM KJIIOUe KapThl U peMepHOM
KJII0Y€e TePMUHAJIA,;

e mudporanue ¢ momorisio [OCT 28147-89.

['OCT 28147-89 ucnosin3yercsa B pexkume CBC — pexxum
g poBaHKs, BHIOPAHHBIA ¢ YIETOM aTaK, YUMTHIBAIOIINX
CbOpMaT OTKPbLITOI'O TEKCTa, B OTCYTCTBHE UMHUTOBCTAaBKH.
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Odanaiinosas nposepka PIN

N
P CRYPTOPRO
e FFTTaTRT salav

Mosenb co caydaitHbIM OOIAM KJII0YOM

Metosbl, He ocHOBanHBIE Ha cBoiicTBax VKO — mockobKy
TepMmunas ncnobp3yeT 3eMepHBIil K0, TO /IJId BOCCTAHOBIEHUA
PIN y nporuBHuka ecth Juirb 2 0J10Ka Janubix. Hawmyqrmmit
MeTOoJ, e PoBaHUs I TAKOT0 00beMa MaTepuaaa — MTOJTHBIH
1epebop, KOTOPbI HEOCYIECTBUM Ha MPaKTHKeE Jijsi 256-0uTHOIO
KJTIOYA.

[loBTOpHAY MEepechbLIKA

Hanmmuane ICCUN He mo3Bo/isieT TpOTUBHUKY IEPEIATDH JI/IsI
noaTBep:kieHnss PIN ToT ke OJI0K JaHHBIX, 9TO IIepeIaBaJiCs
paHee decTHBIM oOpa3oM. HakormaeHne g0CTaTOYHOTO KOJIMYECTBA,
"HpaBUWIbLHBIX  OJIOKOB HEBO3MOXKHO LIPU OI'DAHUYEHUIX,
BOBHUKAIOIINX IIPHU KCIOJb30BAHUE ILIATEKHBIX KapPT.
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Odanaiinosas nposepka PIN

N
P CRYPTOPRO
e FFTITATRT salav

Onenku croiikoct VKO OTHOCHUTESIBHO aTaKU 110 OTKPBITHIM
KJIIOYaM B ODIIEM cJIydae

E.K. Anekcees, I.b. Omkun, B.O. Ilonos, C.B. Cmbiuiges, «O
KpUNTOrpahUIeCKUX CBOUCTBAX AJTOPUTMOB, COMYTCTBYIONTUX
npumenennio crangapros [OCT P 34.11-2012 u TOCT P
34.10-2012», MaremaTudeckue Bonpochl Kpunrorpacdpuu, 7:1
(2016), 5-38.

CTolKOCTh OCHOBaHA HA CJOXKHOCTH PEIleHUs] PACIO3HABATETbHOM
sagaun Tuddbu-Xemwmvana (DDH). Poccuiickue siunrudeckue
KPUBBIE BLIOPAHBI ¢ YYETOM BCEX M3BECTHBIX METO/OB PEIleHUsT
3ajtaun DDH Ttakum 06pazom, 4T0 HaMIYUIIHil METOJ, €€ perieHns
— p-meton [lostapaa.
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Odanaiinosas nposepka PIN

N
P CRYPTOPRO
Nie AT o

OcHoBHOIT pe3ysbTaT

[Ipu orpanumveHusax, HaKJIa/IbIBAEMbIX HOPSJIKOM
GYHKITHOHUPOBAHUS ILIATEXKHBIX CHCTEM, BEPOSATHOCTH BCKPBITHS
PIN vl n nudp nacCUBHBIM MPOTHBHUKOM HE TTPEBOCXOJIUT:

107"+ 1072 + 10743,
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 POPMHUPOBaHHUA Hgl!l a.JIHbI X]
< TOTPaMM

Kpu

N
P CRYPTOPRO
Nie AT o

© Mexanusmbl bOPMIPOBAHIA TPUKIATHEIX KPHITOTPAMM
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1€XaHU3Mbl (DOPMHPOBaHHA 1PN

Kpu

VR
«Mcnosb3oBanne pexKiuMa UMATO3AIMUTHL aJITOPATMa OJIOTHOTO
mudpoBanus Mpu (POPMUPOBAHUU TPUKJIAIHBIX KPUIITOTPAMM B
TLJIATEXKHBIX CUCTEMAaX»

QopmupoBaHue KPUIITOIPAMM IS ay TEHTUMUKAIIUN JaHHBIX,
nepenaBaeMbIX MEXKJy KapToil W 3MUTEHTOM.

['OCT 28147-89 B pe:xkume BoIPAOOTKH UMHUTOBCTABKH.

Pexxum BeipaboTkn nmuToBcTaBku mo 'OCT 28147-89 — 310
pexkxum TCBC paborsr 16-paysaosoit Bepcun mudpa 'OCT
28147-89. Obmas onenka croiikoctu: P. Gazi, K. Pietrzak, S.
Tessaro, Tight Bounds for Keyed Sponges and Truncated CBC,
Cryptology ePrint Archive: Report 2015/053.

JlonotHuTeIbHAST MEPa, 3alllUThl: TPeOOBAHNE JTOMOJTHEHUS
<+ coobienuit crporo a0 72 6ait.
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 POPMHUPOBaHHUA HgI!KJ‘[a_;LIII;IX

Kpulirorpamm

N
P CRYPTOPRO
Nie AT o

OcHOBHOI pe3yJIbTaT

[Ipu orpaHmYeHUAX, HAKJIAIBIBAEMBIX HOPSIIKOM
(GYHKIMOHHPOBAHUS ILIATEKHBIX CHCTEM, BEPOATHOCTH YCIIEITHOTO
HaBA3bIBaHUAd JIOZKHOI'O COO6H_[eHI/IH HeE HpeBOCXO,ZLI/IT

10763,

Cupmmases C.B. (KPUIITO-IIPO) 21 / 41



DopMupoOBaHKME MPOBEPOYHBIX 3HAYEHUH KapThl u PIN

N
P CRYPTOPRO
Nie AT o

@ Dopmuposanue nposepounbix 3nadennii kKaprsl 1 PIN

‘mpimasies C.B. (KPUIITO-ITPO) 22 / 41



DopMupoOBaHKME MPOBEPOYHBIX 3HAYEHUH KapThl u PIN

VR
«Mcnospb3oBanue aaropuTMoB 0JI09HOrO MuMPOBAHUS ITPU

npoBepounoro 3uHavennsa PIN»: CVV

GOPMUPOBAHUH ITPOBEPOTHOrO IMApaMeTpa IJIATeKHON KapThl 1

Bxoanble mapaMeTpsl

12-16 tudp).

dbopmare YYMM).

@ SVC (Service Code) — ceppucabiit koa (3 1udpsbl, MokeT
npuHUMaThH ToaLKO 6 3Hadenwnii: 000, 999, 200, 201, 220, 221).

e CVK — kutou ms serancienns CVV (32 Gaiira).

@ PAN (Personal Account Number) — nomep xapThl (Kak mpasuio,

e ExpDate (Expiration Date) — cpox meficrBus kaprh (4 mudpsr B

Brixo/

| p——

Cwupimnisies C.B. (KPUIITO-IIPO)

CVV (Card Verification Value) — mpoBepounslii mapaMeTp KapThl (3

y
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DopMupoOBaHKME MPOBEPOYHBIX 3HAYEHUH KapThl u PIN

kaptel CVV
@ B, = (PAN|[0...0) — 64 6ura;
© B, = (ExpDate||SVCI|0...0) — 64 6ura;
@ C =Ecvi(Ecvk(B1) ® B2), roe Ecvi(-) —«Marmay;

@ CVV = C mod 10® — momysmbHas rermmam3ams.

[Tponeaypa popMupoBaHus MPOBEPOUHOIO MapaMeTpa MIaTeKHOM

N
P CRYPTOPRO
Nie AT o

ﬂGHHMaﬂHSaHHH B SaPY6e}KHI)IX [MJIaTe2KHBIX CHCTEeMaX

paspaboTtannas koMmmnauuei VISA.

Ha Illare 4 ncnonmb3yercd ABYXIPOXOAHAS AETUMATN3AIAI,

Cumpmmases C.B. (KPUIITO-IIPO)
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DopMupoOBaHKME MPOBEPOYHBIX 3HAYEHUH KapThl u PIN

N

P CRYPTOPRO
Mojiesib TPOTUBHUKA: TOUCK KOppekTHOro 3nadenus CVV s
HEKOTOPOU TEJIEBOU KapThl

M3BECTHBI 3HAYECHNS MTapaMeTpoB g < 107 KapT, BBIMYIIEHHBIX
SMUTEHTOM C TIOMOIIBIO OgHOro 1 Toro ke Kiarda CVK, T.e. q Habopos
(PANy, ExpDate;, SVCy), ..., (PANg, ExpDatey, SVCy); ama stux
KapT M3BeCTHEI cooTBeTcTByomue 3Hadennd CVVy, ..., CVVy; xmod
CVK He usBecreH.

Yrposa

OPOTUBHUK HAXOUT KoppekTHoe 3Hadenue CVV jyist HEKOTOPOit
eJieBoit KaprTel ¢ m3ectHbiMu mapamerpamu (PAN ExpDate,SVC),
JUTIsT KOTOpOIi He u3BecTer coorsercTryrommuii CVV.

Hpe)mono)KeHne O BBIYUCJJHUTEJIBHBIX pecypcCax IMPpOTUBHUKA

~ 228 onepanuit mudposanus anropurma «Marmay B TO.
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DopMupoOBaHKME MPOBEPOYHBIX 3HAYEHUH KapThl u PIN

N
B npeamnosioxkenun croiikoctu mudpa «Marmay B cTanRa RO
mozenn PRP-CPA mMetomaMm mokasyemoi CTOMKOCTH IOy YeH
CJACIYIOMUN Pe3yJIibTaT.
OcHOBHOIT pe3yIbTaT

BeposgTHOCTH OCyIIIEeCTBACHUS YTPO3bl HAXOXK/IEHUST KOPPEKTHOTO
3Havennd CVV 1ia HeKOTOpOil 1mesieBoil KapThl He MPEBOCXOIUT

10—3 4 10—4.36 4 10—9.69'

Sameuanue

g nByxnpoxomHoi germumasm3anun VISA Mmerozamu
JIOKA3yeMoil CTOMKOCTH He YIAeTCs MOJIYUIUTh COAEPKATEIbHYIO
OLICHKY.

[TpuunHa: CTaTUCTUYECKOE PACCTOAHNE MEXK/Y Pacipe/ieieHueM
MOJYJILHON JeNMAMaII3aIAl 1 paBHoMepHBIM B 10'2 pas menbire
CTAaTHCTUYIECKOTO PACCTOSAHHUS MEXKIY PacIpe/ieIeHHeM

+ JIBYXIIPOXOJIHOMN JAeIUMaTU3AINT 1 PABHOMEPHBIM.
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DopMupoOBaHKME MPOBEPOYHBIX 3HAYEHUH KapThl u PIN

Van
«Mcnospb3oBanue aaropuTMoB 0JI09HOrO MuMPOBAHUS ITPU
GOPMUPOBAHUH ITPOBEPOTHOrO IMApaMeTpa IJIATeKHON KapThl 1
npoepounoro 3uadenuss PIN»: PVV

Bxosabie mapameTpb

@ PAN (Personal Account Number) — Homep KapThl (Kak mpaBmiio,

12-16 1udbp);
@ PVKI — unnekc koua nposepku PIN (nudpa B uaTepBae
0...6);

@ PIN — 4 uudpwr (ecrm PIN Gosee 4 mudp, To 4 neswie);

@ PVK — kntou g Beraucaenns PVV (32 Gaiira).

Brixon
PVV (PIN Verification Value) — nposepounoe 3na4uenne PIN-koma (4
+ tndpsr).

)
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DopMupoOBaHKME MPOBEPOYHBIX 3HAYEHUH KapThl u PIN

N
P CRYPTOPRO
Nie AT o

[Iponeaypa dopmupoBanus nposepounoro sunadenus PIN-koma
PVV

© TSP = (PAN|;1||PVKI||PIN), rme PAN|;; — mepssie 11 mudp

HOMEPa KapThI,
e C= EPVK(TSP), rae EPVK(') —<<MarMa>>;

@ PVV = C mod 10* — moay/IbHast ZenuMaIn3alms.

Jenumasnsanus B 3apy0ezKHBIX ILJIATEZKHBIX CUCTEMaX

Ha IMlare 3 ucnosb3yercs JBYyXIPOXOHAS JACHUMAJIUBAIUS,
paspaborannass kommnaaueit VISA.
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DopMupoOBaHKME MPOBEPOYHBIX 3HAYEHUH KapThl u PIN

N

P CRYPTOPRO
Mogenp nporusanka I: monck koppektHoii mapsl (PIN, PVV) mis
HEKOTOPOH IEeJICBON KapThl

M3BECTHBI 3HAUEHNsT mapaMeTpos ¢ < 107 KapT, BBITYIEHHBIX
SMUTEHTOM C TIOMOIIIBIO OJHOr0 U TOTo ke Kiawda PVK, T.e. q Habopos
(PAN,PVKI), ..., (PANg, PVKI,); mist 9Tux KapT n3BeCTHL
koppekrusle mapsl (PIN,PVVy), ..., (PINy, PVV,); xmoa PVK me

n3BECTECH.

Vrposa

nporuBHUK HaxoauT Koppekrayto napy (PIN, PVV) nua wekoropoii
neseBoit kKaprel ¢ u3secrubivm mapamverpavu (PAN, PVKI), nna
KOTOPOIit TaKast KOPPEKTHas Mapa He M3BECTHA.

Hpeﬂno.nome}me O BBIYHUCJIUTE/JIbHBIX pecypcaX IIPOTUBHUKA

~ 2'?8 onepanuit mudposanug «Marmay B TOJ
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DopMupoOBaHKME MPOBEPOYHBIX 3HAYEHUH KapThl u PIN

PN NTARD A

Mogenns mporusauka II: nouck koppexkruoro 3uadenus PIN s
HEKOTOPOI 1eJ1eBOi KapThl Ipu u3BecTHoM PVV

M3BECTHBI 3HAUCHMS] TAPAMETPOB HecKoIbKuX ¢ < 107 xapr,
BBIMYIIEHHBIX SMUTEHTOM C MOMOIIBIO OIHOTO W TOro ke Kaoda PVK,
T.e. q Habopos (PAN;, PVKLy), ..., (PANy, PVKI,); st stux xapr
usBectbl KoppekTable mapsl (PINy, PVVy), ..., (PINg, PVVy); nna
HEKOTOPOIi TeIeBoit KapThl ¢ m3BectHbIME napamerpamu (PAN, PVKI)
n3BecTHO KoppekTHoe 3HaueHne PVV; kmaoa PVK He m3secren.

Vrposa

OPOTUBHUK HAX0AuT KoppekTHoe 3uadenne PIN maa meneBoit kapre! ¢
m3sectHbIME apamerpaMu (PAN, PVKI) n u3BecTHBIM 3HATEHHEM

PVV.

[Ipejmo/ioykenne 0 BEIYUCIUTEIBHBIX PECYPCax MPOTUBHUKA

~ 228 onepanuit mmdposanus «Marmas B TO
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DopMupoOBaHKME MPOBEPOYHBIX 3HAYEHUH KapThl u PIN

N\

P CRYPTOPRO
Mogenn mporusauka I11: nouck koppexrnoro 3uadenust PIN s
HEKOTOPOI 1eJIeBOit KapThl Ipu HeuzBecTHOM PVV

M3BECTHBI 3HAUCHNS] HAPAMeTPOB HecKoabknx ¢ < 107 xapr,
BBITYIIEHHBIX SMUTEHTOM C MOMOIIBIO OHOTO W TOro ke Kjoda PVK,
T.e. q mabopos (PAN;,PVKILy), ..., (PANy, PVKI,); s stux xapr
usBectbl KoppekTable mapsl (PINy, PVVy), ..., (PINy, PVVy); kmou
PVK ne uzBecren.

Vrposa

OPOTUBHUK HAX0AuT KOppekTHoe 3uadenne PIN g meneBoit kaprel ¢
ussecrubivu apamerpamu (PAN, PVKI) u HeusBecTHBIM 3HAYCHEEM

PVV.

[Ipejmo/iozkenne 0 BEIYUCIUTEIBHBIX PECYPCax MPOTUBHUKA

~ 2'28 onepanuit mmdposanus «Marmas B TOJ
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DopMupoOBaHKME MPOBEPOYHBIX 3HAYEHUH KapThl u PIN

N
P CRYPTOPRO
e FFTITATRT salav

B upeanosioxkennn croiikocru mudpa «Marmay B crangapTHOi
mozean PRP-CPA meromamu gokaszyeMoii ¢TORKOCTH IOy YeH
CJICIYIONAN Pe3yIbTaT.

OcHOBHOIT pe3y/IbTaT

BeposiTHOCTH OCYIIECTBACHUST YIPO3bl HAXOKICHUS KOPPEKTHOI
napbt (PIN, PVV) ns HeKoTOPOI# 1e/1eBOit KapThl HE TPEBOCXOIUT

1074 + 1074.96 + 1078.63.

BepogTHOCTH OCYyIIIECTBACHUS YTIPO3bl HAXOXK/IEHUST KOPPEKTHOT'O
snadenud PIN g mekoTopoii meaeBoil KapThl KaK IpHU
W3BECTHOM, TaK W Ipu HemsBecTHOM PVV He mpeBocxomuT

21071 4+ 107496 4 107863,
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HUTEHTOM ¥ KapToM

N
P CRYPTOPRO
Nie AT o

© 30C mexay sMHTEHTOM U KapToii
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30C mexay SMUTEHTOM M KapTOit

N
P CRYPTOPRO
e FFTITATRT salav

«Vcnonp3oBanne pe;KIMOB aJIrOpPUTMa 0JI0YHOrO MUu(POBaHUd U
IMHUTO3AIIMTHL B 3armuieHHoM obmene coobmenusmu (30C)
MEXKIy SMATEHTOM W ILIATCKHLIM TPUIOKEHTEM»>

o Obecmeuenne menoctHOCTH 30C MKy TLIATEIKHBIM
MPpUJIO2KEHUEM KapPThl U 9MUTEHTOM.

o Oobecneuenne koudugennnaabrocTn 30C Mex Ty
IIATEKHBIM [IPUJIOKEHUEM KapThl U SMHTEHTOM.

o Illudposanue 3HaUEHUN CUCTUMKOB NPH Iepeade IMUTEHTY.
v

Cupmmases C.B. (KPUIITO-IIPO) 34 / 41



30C mexkay SMHUTEHTOM M KapTOH

N
P CRYPTOPRO
e FFTITATRT salav

Jlnsa obecieuenns neoctaoctn — ['OCT 28147-89 B pexume
BBIPAOOTKN MMUTOBCTABKHU C MCIOJIH30BAHUEM OJIOKA MOICTAHOBOK

w3 [OCT P 34.12-2015 («Marmay ).

s obecrieuenns kouduaennuaasbnocta — 'OCT P 34.12-2015
(«Marma») B pexKuMe MPOCTOi 3aMEHBbI.

Cwupimnsies C.B. (KPUIITO-ITIPO)
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30C mexay SMUTEHTOM M KapTOit

N
P CRYPTOPRO
e FFTITATRT salav

OcHOBHOIT pe3y/IbTaT

BepogTHocTh ycrexa TPOTUBHUKA MPH PEATU3AINN YT PO3bI
noaesnku B crangapTHoit mogean MAC-CPA onenuBaercs Kak

AdVMAC—CPA(A) S 1074.95'

IMrocT

Bepogrraocts ycnemnnoro Boccranosjienns PIN-kona mo
Pe3yABTATY €ro 3alu@pOBAHAA OTIHIALTCS OT AllPUOPHO
nMeroleficss BEPOITHOCTH ero yraJblBaHUus He Oosiee, YeM Ha
BEJIMYHUHY TTPEUMYIITECTBA TPOTUBHUKA B CTAHAAPTHON MOJIe/n
PRP-CPA, koropas omneHnBaeTCst Kak

AdVPRP—CPA(A) < 2—138‘

Eroct
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Odnailinosas ayreHTH(hUKALUST KAPThHI

N
P CRYPTOPRO
Nie AT o

O Odnaitnosas ayTenTHGUKAIIA KAPTH
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Odnailinosas ayreHTH(hUKALUST KAPThHI

N
P CRYPTOPRO
MNin _FRCATHRT <l

«3ajlaHnue MapaMeTpoB aJITOPUTMOB JIEKTPOHHONR MOAIKUCH K
GYHKIUN XIMUPOoBaHus B Ipoduie cepTudUKATOB OTKPHITHIX
KJIIOYEH IJIATEeZKHBIX CUCTEM» )

«cnonp30Banmne peyKUMOB aaTopuTMa OJOYHOTO (M POBAHUS,
AJITOPUTMOB JIEKTPOHHOM MOANHNCH U (DYHKITUU XIMTUPOBAHUS B
nponeype odaaitHOBON ayTeHTU(DUKAIMY [1L1aTEXKHOTO
IPUJIOZKCHU A»

38 / 41
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Odnailinosas ayreHTH(hUKALUST KAPThHI

N
P CRYPTOPRO
MNin _FRCATHRT <l

«3ajlaHnue MapaMeTpoB aJITOPUTMOB JIEKTPOHHONR MOAIKUCH K
GYHKIUN XIMUPOoBaHus B Ipoduie cepTudUKATOB OTKPHITHIX
KJIIOYEH IJIATEeZKHBIX CUCTEM»

«cnonp30Banmne peyKUMOB aaTopuTMa OJOYHOTO (M POBAHUS,
AJITOPUTMOB JIEKTPOHHOM MOANHNCH U (DYHKITUU XIMTUPOBAHUS B
nponeype odaaitHOBON ayTeHTU(DUKAIMY [1L1aTEXKHOTO
IPUJIOZKCHU A»

Kpunroananus mporeayp odaaliHOBON TUHAMUYECKO
ayrentudukanuu (Dynamic Data Authentication — DDA) u
koMbGuHupoBanHoii ayrenrudukanuu (Combined Dynamic Data
Authentication/Application Cryptogram Generation — CDA)
HAXO/INTCS HA 3aBEPIIAOIIEH cTaun.
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Baksaouenue

N
P CRYPTOPRO
Nie AT o

@ 3Baxiouenue
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Baksaouenue

Pesynbrarst
o [IpoBenennl nepepaboTka 1 0OOCHOBAHHE CTOMKOCTH JI1sI
7 I'PylIl MEXaHU3MOB IIJIATE€2KHbIX CUCTEM.
e /Iyist BoIpaDOTAHHBIX PEIICHUiT TOJIYYeHbl 3aKOHUYCHHBIE
pe3yJbTaThl B HapagurMe M10Ka3yeMOR CTONKOCTH.
o IIpumMenenune MoTy4IeHHBIX PE3YJIBTATOB MO3BOJSET CEIATH
BBIBOJ| O COOTBETCTBHUH JEHCTBYIONIUM TPEOOBAHUSIM.
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Baksaouenue

Pesynbrarst
o [IpoBenennl nepepaboTka 1 0OOCHOBAHHE CTOMKOCTH JI1sI
7 I'PylIl MEXaHU3MOB IIJIATE€2KHbIX CUCTEM.
e /Iyist BoIpaDOTAHHBIX PEIICHUiT TOJIYYeHbl 3aKOHUYCHHBIE
pe3yJbTaThl B HapagurMe M10Ka3yeMOR CTONKOCTH.
o IIpumMenenune MoTy4IeHHBIX PE3YJIBTATOB MO3BOJSET CEIATH
BBIBOJ| O COOTBETCTBHUH JEHCTBYIONIUM TPEOOBAHUSIM.

[IpoMesKyTOUHBIE BHIBOIBI

e Habop cramgaproB u pekoMeHaInii mo craH/apTu3aum,
paszpaboraHHbIX 33 Bpewms cyiiecTBoBannsg TK 26,
JIOCTATOYeH Jj1sd O€30IIacHOT0 IMOCTPOCHHS BCEX OCHOBHBIX
MEXaHH3MOB ILIATEKHON CHCTEMEI.

o Crporue TpeboBanus K mpoekram pokymerToB B TK 26 no
00OCHOBAHUAM ITO3BOJIMINA MOJIYyYUTH 63y ONEHOK CTOWKOCTH
AJITOPUTMOB, HJ1arojiaps KOTOpoit TPoBeJIeHNE KPUIITOAHATI3A
KazKJIOr0 U3 MEXaHU3MOB ILIATEXKHOI CHCTEeMBI OKa3aJIoCh

BO3MOZKHBIM B CXKaTbhl€ CPOKH.
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SaKJII0YIeHUuEe

N
P CRYPTOPRO
Noin SRR enlm

Cnacubo 3a BHuManue! )

Bompocer? ]

o MarepuaJibl, BOIIPOCH, KOMMEHTAPUU:

e svs@cryptopro.ru
e alekseev@cryptopro.ru
e karpunin@cryptopro.ru
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