KrneTtouHble aBTOMaThI B Kpuntorpacpum txt (v. 1.1)

KnetouHble aBTomathbl (KnA) — ogHa u3 cTapenwux Mogenen BblYUCIIEHUNR,

HacuuTbIBaloLas yxe 6onee 60 ner.

CraHnncnas Ynam, pabotas B Jloc-Anamocckon HaumoHanbHow nabopartopuu B
1940-e roabl, M3y4yarn pocT KPUCTAIMOB, UCMOMb3ys MPOCTYlo peluéToyHyto Mogens. B
310 e Bpemsa [koH ¢oH HewnmaH, konnera Ynama, pabotan Hag npobrnemon
CaMOBOCIMPOU3BOAALLUNXCA CUCTEM. Ynam npennoxun ¢oH HenmaHy wmcnonb3oBaTb
B6onee abCcTpakTHYO MaTeMaTUYECKY0 Mogenb, NOgOBHY0 TOW, YTO YNam ncnonb3oBarn
ANA M3y4eHus pocta KpuctannoB. Takum obpas3om, BO3HMKIIA MNepBasi KIETOYHO-

aBTOMaTHadaA cucrtema.

KoHpag Llyse, n3BecTHbI Kak co3gaTerib NepBoro AencTBMTenbHoO paboTarowero
nporpaMMmpyemMoro  KomnbtoTepa Z3 3aHMMarncs  KneTodHbiM  aBTomMaTamMuM  Ha

HeperynapHbiX pelleTKax

Takke B 1940-e rogbl, Hopbept BuHep un Aptypo Po3eHbGnioT paspaboTtanmu
KNeTO4YHO-aBTOMATHY0 MoAenb Bo3byaumon cpenpl. Llenbio Oblno matemartmyeckoe

onncaHue pacnpocTtpaHeHuna nMnyrbcCa B cepaeyHblX HEPBHbIX y3raxX.

B 1969 rogy Hemeukuin nHxeHep KoHpag Llyse onybnukoBan KHUMy «Bbluncrmbin
KOCMOC», rae BbIABWHYIT MPeAnonoXeHne, 4YTo pu3NYeckme 3aKOHbl AUCKPETHbI Mo
CBOeW npupoge, u 4YTo Bcs BceneHHas sABNSETCA MraHTCKUM KIeTOYHbIM aBTOMAaToM.

9710 Gbina nepBasi kHMra n3 obnactu, HasbiBaemou cenvac umgpoBon prnsnkon.

Knaccuyecknin KneToyHbln aBToMaTt npeacrasnseT cobon ynopsiaoveHHbIn Habop
A4eek namaTn, 0bpasyroLLMX HEKOTOPYIO PErYNSPHYIO N-MEPHYI0 PELLETKY (Ha NpakTuke
Hanbornbllee pacrnpoCTpaHeHne npuobpenn KNeToYHble aBTOMaTbl HebonbLIOon
pasMEpPHOCTM — C OOHO- MM ABYXMEPHbIMM peweTkamu). Kaxgaa sadenka namsaTtu
KNeToOYHOro aBToMata MOXET XpaHuTb OAHO 3HayeHMe U3 HEKOTOPOro KOHEYHOro
MHOXecTBa (kak npasuno — 1 6uT). Bpems gna kneTto4yHOro asTomaTa WM3MeEHsIeTCA
ANCKPETHbIMK Wwaramn (Taktamu). CMeHa 3Ha4YeHu BCeX SIYEEK peLleTKn NpoucxoauT
CUHXPOHHO W OOHOBPEMEHHO MNpPWU YBENNYEHUM HOMepa TakTa, B COOTBETCTBUU C
npasunamMn nepexoga, onpeaensarowyMmm HOBOE 3HaYEeHME KaXKaoN siYerkn NnamMsaTh Kak

C*)yHKLI,I/II-O OT TEeKYLLUX 3Ha4YeHNn APYrnx a4eek.

CTpykTypa NpOCTPaHCTBEHHOW peLLeTKM 3aBUCUT OT (DOPMbl BXOAALUUX B Hee
Ayeek. Tak, Hanpumep, B [OBYMEPHOM Crlydae MOXHO paccMaTpuBaTb SYENKM

npﬂmoyroanoﬁ, Tpeyroan0|7|, LLIeCTI/lyFO.I'IbHOIZ CbOprI, a TakKkKe W UHbIX
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kOHurypaumin. Hanbonbluee BHUMaHWE MOMYYMnM KINEeTOYHble aBTOMaTbl, B KOTOPbIX

SIYEeNKN UMEIOT KBaapaTHY0 (hOpMYy, a CaMUn PeLUETKU — NPSIMOYTOSbHYIO.

KnA obGnapaet HeckonbkMMK yHOAMEHTanbHbIMWU CBONCTBAaMU (OU3NYECKOro
MMpa, a UMEHHO: MAacCOBbIM NapannenMsmomM, OQHOPOAHOCTbLIO U NTOKanbHOCTbLIO.
e [lapannenbHoCTb — OBHOBNEHMSA BCEX KIETOK MPOMCXOOAT HEe3aBUCUMO OpYyr
OT apyra.
e JlokanbHOCTb — HOBOE COCTOSIHME KNEeTKM 3aBUCUT TOSIbKO OT CTaporo
COCTOSHUS KIETKN U HEKOTOPOUN €€ OKPECTHOCTH.

° Oﬂ,HOpO,D,HOCTb — BCe KNeTKn oGHOBMSATCSA NO OOHMM U Te Xe npasunam.

Apyrne dwmsnyeckne CBOWCTBA, TakMe, Kak obpaTMMOCTb MU 3aKOHbl COXpPaHeHUs
MoryT ObiTb ob6ecneyvyeHbl BbIOOPOM COOTBETCTBYHOLUMX NpaBusi oOHOBRNEHNA. B aTton
CBA3M He yaumBuTenbHO, 4TO KnA no3BonAlT YCNELWHO MOLENMPOBaTb pasfuyHble

(*)I/I3I/I‘-I€CKI/I€, Buonornyeckme n gaxe coumarnbHble CUCTEMbI U ABIEHUA.

B nocnegHue 2 pgecatuneTtus ata matematmyeckas mogenb nonyyuna 6onbluioe
KONMMYeCTBO MpuUnoXeHun B KayecTBe. OCHOBHble MNPUIIOXEHUS — WMWUTAUMOHHOE
MoLenupoBaHue (U3NYecknx npoueccoB M CUCTEM, MOCTPOEeHMEe OBMOonornyeckmx
MOAEenen, BKNKYass MOLENN CaMOBOCMNPOM3BOACTBA, 06paboTka wn3obpaxeHun,
pacno3HaBaTenb A3bIKOBbIX KOHCTPYKUMA U Apyrne MOLenn CTPYKTYPHOW NMHIBUCTUKM,
apxXuMTeKTypa BbIYMCIUTENbHbBIX CUCTEM, TEOPUS MOMEXOYCTOMYMBOIO KOAMPOBAHUSA,
Teopusi xaoca, Teopusi ppakTanoB W, HAKOHeL, MNPUIOXeHUa K Kpuntorpadpuun. YTto
KacaeTca nocnegHen, KreToyHble aBTOMaTbl HaLWMM CBOE MNPUMEHEHUEe Kak B
CMMMETPUYHOW, Tak U B aCUMMETPUYHON KpunTorpadun, B cxemax ayTeHTMdukauum mn

pa3geneHna cekperta.

Mocne nepsoro npunoxenus Teopun KnA k kpuntorpadum (1985 r.) n BOnHbI
nyGnukauum B 9TOM HanpasneHun, nocriegoBaBlUEn B nepuog KoHel 80-x — Hadano
90-x rogoB, nocrnegoBano HEKOTOPOE OXNaXdeHue K 3TON TeMaTuke U, Kak cneacrteue,
OTHOCUTENbHOE 3aTulbe B yucre nybnuvkaunn. OB6bACHAETCA 3TO TeM, YTO B NepBbIX
Kpuntorpaduyecknx anroputMmax, ncnonb3oBaslmnx mogenb KnA, Obinn obHapyXeHbl
cnaboctn. Yacte paboT, Kak 3TO nNopon GbiBaeT C HanpaBfeHUAMU, CTaBWMMWN BAPYr
«MOOHbIMMY», OKasanoCb MPOCTO 3fieMeHTapHoO 6e3rpaMOTHBIMM U coaepXano

prGGIZLIJI/Ie owmnbkn. Bce 3TO HE MOINIO HE ckasaTbCs «aBToputeTe» 3TON TEMATUKM.

OpgHako, B nocregHee Bpemsi BHOBb Habnogaetca pocT  MHTepeca

KpunTorpagonyeckoro coobLlecTBa K UCMONb30BaHUIO KIIETOYHO-aBTOMATHbIX MoAenen
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B kpuntorpacdumn. KonumyectBo paboT, nNOCBALWEHHbIX npunoxeHno KnA
Kpuntorpadum 3a nocnegHue rodbl pes3ko Bbipocno. Bce ato obbscHseTcss camou
npypogon KnA, nx HeoTbeMfemMbIMKU AOCTOMHCTBAMMU W, Npexae BCero, CBOMCTBaMMU
napannenbHOCTM M fiokanbHOCTU. OHM NO3BOSISIET OpPraHM3oBaTb OOHOBPEMEHHYH
06paboTKy CyLLECTBEHHbIX MOPUMA MHGOPMALMM C MOMOLLLI AOCTAaTOYHO CKPOMHbIX
BblYMCIIMTENBHBIX pecypcoB. Bce 31O COOTBETCTBYET COBPEMEHHOW TEHAEHUUN B
pasBUTMM  MHAOPMALMOHHBLIX  TEXHOMOrMW, KOrda OrpOMHbIA  MOTOK  CaMou
pasHooOpasHon MHOpPMaLMM M3 CaMbIX Pas3HbIX UCTOYHMKOB TpebyeT obpaboTku
NMOpPoON B YCIMOBUSAX BeCbMa OrpaHW4YeHHbIX BbIMUCIUTENbBHBLIX pPecypcoB (Kak To,
HanpuMmep, cMapT-KapTbl NN PpagModacTOTHbIE METKU, UMeoLne BbiXxod B IHTEPHET) 1

obpasytowme cepy Tak HasbiBaemoro NHTepHeTa Bellen.

MepBble nccnegoBaHns B 0651acT NPUMEHEHUS KNETOYHbIX aBTOMATOB B
Kpuntorpaduu, npuHaanexat C. Bonbgpamy n 0THOCATCA K 1-MepHbIM KNeTOYHbIM
aBToMaTam. Bonbgpamom 1 psgom apyrnx aBTopoB bbina pacCcMOTpeHa BO3MOXHOCTb
NPUMEHEHNA OQHOMEPHbIX KNEeTOYHbIX aBTOMATOB B KA4YeCTBE reHepaTopoB raMMbl

NOTOYHOrO LWN(POBAHUA.

B HacTosiwee BpeMsi 1-MepHble KNeTOYHble aBTOMAaTbl UCMOMb3YHTCA B COCTaBe
reHepatopa nceBAOCNyYanHbiX NocnefoBaTeNbHOCTEN B MaTeMaTUYECKOM nakeTe
Wolfram Mathematica, paspabotaHHom komnaHuen Wolfram Research, ogHako B

ocTanbHOM He MOSyYWsIv LMPOKOro pacnpoCTpaHeHus.

Bo3MOXHOCTb npuMeHeHnA 2-MeprIX KNeTo4yHbIX aBTOMAaTOB B KayecCTBe

reHepaTtopoB raMmbl MOTOYHOIO LLII/lepOBaHI/IFI Obina paccMmoTpeHa B pa60Tax

Machhout Mohsen, Guitouni Zied, Zeghid Medien, Tourki Rached «Design of
reconfigurable image encryption processor using 2-D cellular automata generatory,
International Journal of Computer Science and Applications, Vol. 6, No, 4, pp. 43 - 62,
2009

Ho HanbonbLmnx ycnexoB 370 HanpasreHne nony4unno B pabotax b. CyxmHuHa:

e CyxvmHmH bB. M. PaspaboTka reHepaToOpoB MNCEBAOCHYYaANHbIX [OBOUYHbIX
nocnefoBaTeNibHOCTEN Ha  OCHOBE  KMNEeTOYHbIX aBTomatoB //  Hayka un
obpasoBaHmne: 9NEeKTPOHHOe Hay4vyHO-TexHudeckoe wu3gaHme. 2010. Ne9. URL:
http://technomag.edu.ru/doc/159714.html



http://technomag.edu.ru/doc/159714.html

e CyxHnH B. M. O BnuaAHUM napameTpoB FOKanbHOW (QYHKLUMMA CBA3N Ha
pacnpegeneHne 3HavYeHum a4eek ABOUYHbIX KNneTo4yHbix aBToMmatoB // O6beanHeHHbIN
Hay4HbIN XXypHan. 2010. Ne8. C. 39 — 41.

e CyxvumH B. M. O naBuHHOM 9addekTe B KIMETOYHbIX aBToMaTax //
O6beanHeHHbIN Hay4HbIn XypHan. 2010. Ne8. C. 41 — 46.

e CyximH B. M. BbICOKOCKOPOCTHbIE reHepaTopbl  MCeBAOCNYyYaNHbIX
nocnegoBaTesflbHOCTEN Ha OCHOBE KNeTOYHbIX aBToMatos // [NpuknagHas auckpeTHas
maTematumka. 2010. Ne2. C. 34 — 41.

e CyxmumH B. M. WccnepoBaHue xapakTepuCTUK naBUHHOIO addekta B
ABOMWYHBIX KNETOYHbIX aBTOMaTax C paBHOBECHbIMU (PyHKUMAMKU nepexonos // Hayka u
obpasoBaHune: 9NEeKTPOHHOEe Hay4dyHo-TexHuveckoe wu3gaHme. 2010. Ne8. URL:
http://technomag.edu.ru/doc/159565.html

e CyxuHuH, B.M. PaspaboTka n nccrnegoBaHne BbICOKOCKOPOCTHbIX reHEpPaTopoB
nceBgoCsyYarHbIX PaBHOMEPHO pacnpefenieHHbIX OBOWYHBIX MnocrefoBaTesibHOCTEN
Ha OCHOBE KNeToYHbIX aBToMaTtoB. // [uccepTtauusi Ha COUCKaHUE YYEHOW CTeneHu

KaHguaaTa TexHumyeckux Hayk. — Mocksa, 2011. — 224 c.

[Ons xapakTepucTtuknm Kpuntorpauyecknx CBOWUCTB 2-MEPHbIX KNeTOYHOro
aBTomata b. CyXnHUHBLIM BbISTIO NPUMEHEHO NOHATUE NABUHHOTO adhekTa, BBEAEHHOE
B 1973 rogy X. ®encrenem ana 6noyHbix wundgpoB. C KpuntTorpauyeckon TOYKM
3peHnss — 3TO CBOWCTBO npeobpasoBaHMA MNpU KOTOPOM HebonblIMe W3MEHEHUS
BXOLHbIX AaHHbIX BNEKYT 3a cOO0M 3HaUMTENbHbIE N3MEHEHUSA BbIXOAHbIX AaHHbIX. OHO

urpaeT BaXKHENLLYIO pOSib NPU U3y4eHUU CBONCTB BNOYHbIX LWNMPOB U X3L-GYHKLINA.

,D,J'IFI KOJIN4eCTBEHHOIo ornncaHma naBmMHHOIoO SQ)CbeKTa B KNnacCU4eCKMX KNneTo4YHbIX
aBToMaTtax CyXI/lHI/IHbIM Obinu BBEOEHbI MOHATUA UHmeapaanoEl n

rpocmpaHcmeeHHoU XapakTePUCTUK NaBUHHOIO adpdekTa.

MHumeepanebHasi xapakmepucmuka naBUHHOTO addekTa (n(t)) onpenensieT

BpeMeHH}'/IO 3aBUCMMOCTb  pacnpocTpaHeHnsa J1iaBUHHOIoO SQ)Q)GKTa, n paBHa
OTHOLWUEeHNIKO 4ucna U3sMeHmMmBLINXCA K JaHHOMY MOMEHTY BpPeMEHU dAYeeK K 06u_|,emy

yncny siveek 0600LLEHHOrO KNETOYHOrO aBToMaTa:

N
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http://technomag.edu.ru/doc/159565.html

B cBow o4epenb rnpocmpaHcmeeHHas Xxapakmepucmuka u(t) nokasbiBaet
CKOPOCTb C KOTOPOM W3MEHEHUS1 pPaCnpOCTPAHATCA MO peELUeTKE KIEeTOYHOro

aBToMarta.

Tak e OblIO0 BBEOEHO TMOHATME ONMUMarsibHO20 J1a8UHHO20 ahhekma:

onTuManbHbIM NaBUHHBLIM 3 dEKTOM Ha3biBaeTCcs NaBUHHbIM 3EKT MPU KOTOPOM

M3MEHEHUSI PaCMNpPOCTPaHSAIOTCA MO pelueTKe KMeTOYHOro aBTomarta paBHOMEPHO BO
BCEX HarpaBIieHUsIX C MaKCUMarbHO BO3MOXXHOW CKOPOCTbIO M MpU 3TOM 3HauyeHue

KaXon S4erKN U3MEHAETCS C BEPOATHOCTbLIO 1/2.
B utore ans 2-mepHbIX KNeTOYHbIX aBToMaToB B pabotax CyxuHuHa 6bino

e UCCredoBaHO BrMsiHME Beca foKanbHOM (DYHKLUMW CBA3M Ha pacnpegeneHuve
3HaYeHUN sgYeeKk MnaMATU KIEeTOYHbIX aBTOMAaToB; C(OPMYNUPOBaH, AoKasaH WU
NoATBEPXOEH AIMMUPUYECKN KPUTEPUIN COXPAHEHUS PABHOMEPHOCTU pacrnpeneneHus;

e OSIy4EHO OMNUCaHWEe XapakKTEPUCTUK ONTUMANbHOrO JaBuMHHOrO addekta u
SMNUPUYECKME 3aBMCMMOCTU XapaKTEPUCTUMK MNaBUHHOIO 3adpcekta oOT Bblbopa
OKPEeCTHOCTEN s4YeeK; MOKa3aHOo, YTO KIMeTodHble aBToMaTtbl 0bnagatoT CBOMCTBOM
pa3MHOXEHUA U3MEHEHWUI;

e paspaboTtaHbl HOBblE mMeToAbl reHepauum nceBaoCny4YanHbIX
nocrnefoBaTeNibHOCTEN; OCYLLECTBIIEH CUHTE3 CTPYKTypbl reHepatopa u o6ocHoBaH
BbIOOp ero napameTpoB; yka3aH crnocob obecneyeHus 3agaHHOro nepuoga BbIXOOHOW
nocnenoBaTenbHOCTY;

e UcCcCredoBaHbl CTAaTUCTUYECKME CBOMCTBA BbIXOOHLIX MOCedoBaTeNlbHOCTEN
pa3paboTaHHbIX reHepaTopoB; onpeaerieHbl KOHKPETHbIE noKasibHble (PYHKLMKN CBA3U U
OKPEeCTHOCTM  d4YeeKk  KMeTOYHbIX  aBTomaTtoB, obecneyuBawwme  xopolune
CTaTUCTMYECKME CBOWCTBA  BbIXOAHbIX  MOCNeOoBaTENbHOCTEW;  MOATBEPXAEHO
COOTBETCTBME CTATUCTUYECKMX CBOWCTB COBPEMEHHbIM TpeboBaHuaM; paspaboTaH
NporpaMMHbIN KOMMEKC aBToOMaTM3auumn npoLecca CTaTMCTUYECKOro TECTUPOBAHUS;

e paspaboTaHa n nsrotoBneHa B Buae yctponctea Ha MNJIMC BbicokockopocTHast
annapaTtHas peanu3aums npennoXeHHbIX reHepaTopoB Ha 6a3e 2-MepHbIX KNeTOYHbIX

aBTOMaATOB, npeBocxoasdLlad aHanorn no 6bICTp0,D,eI7ICTBI/II-O.



O600LIeHHbIe KNeToYHble aBToMaTbl

O6006LLEeHHbIN KNeTOYHbIM aBToMaT 6bin NpeanoxeH B pabote b. CyxuHuHa [5],
roe OoH Oblnl Ha3BaH «HEOO4HOPOAHbLIM KIETOYHbIM aBToMaTtom» (B AaHHOW paboTe
TEPMUH «HEOOHOPOAHbIN KMNETOYHbIN aBToMaT» OygeT ucnonb3oBaTbCs B APYroMm

cMmbicne). MatemaTtnyeckm 0606LeHHbIN KnA MOXHO onucaTb crieayrowmm obpasom:

MycTb 3agaH opueHTupoBaHHbIn rpad A = (V,E), rae V = {v4, ...v,,} — MHOXeCTBO
BepLUNH rpada, E — MHoxecTBO ayr. MNyctb d; — nonycrteneHb 3axoAa ANs BEPLUUHbI
v;, MPU 3TOM BXOAsLLME B BEpLUMHY AyrM NpOHyMepoBaHbl Yucnamu 1,...,d;. bynem
cunTaTb, YTO C KaXKOOW BEPLUMHOM v; acCouMMpOBaHa siyerika namsiTi, CoAepallas
6yneBy nepemeHHyto m;, u 6ynesa dyHkums f;(x;, ""xdi) — NnokanbHasi PYHKLNS CBA3N

i~ BEPLUWHBI.

O606LEeHHbIN KNEeTOYHbIN aBTOMAT — 3TO aBTOHOMHbIA aBTOMAaT, ero BHYTPEHHUM
COCTOSIHUEM B MOMEHT BpEMEHU t Ha3blBaeTcH 3anofiHeHune qa4yeek

(m,(t), my(t), ..., m,(t)). Toraa pabota o606LieHHOro KnA onnceiBaeTcs ypaBHEHUEM:

m;(t) = f; (mn(i,l)(t — 1), My 2y — 1), ., My ap (E — 1)),

roe m;(t) — cocTosiHMe I-M SA4erikn namMsaTu B MOMEHT BpemeHu t, n (i,j) — HOoMep
BEPLUMHbI, U3 KOTOPOM UCXOAWT Ayra, BXOAAWAs B BEPLUMHY | M MMetowas HoMep j.
PyHKUMA NepexonoB SABMSETCS OTOOpaXXeHMeM MHOXeCTBa COCTOsSiHUM B cebsa wm

onpeaensieT cneayouee cocTosHMe aBToMaTa Kak (oyHKLUIO OT TEKYLLIEro COCTOSIHUS.

OOHOPOOHbIU O06OOLLEHHBIN KNETOYHbIA aBTOMAT — 3TO OOOOLLEHHbIN KNETOYHbIN
aBTOMaT, rpad KOTOPOro SABMASIETCS perynsipHbiM MO BXO4y WM Npy 3TOM fOKanbHas
byHKUMSA CBA3N N1 BCEX A4eeK oauHakoBa u paBHa f, T.e. Vi € {1,..,N} = f; = f, roe

N — 4yncro g4yeek aBrTomarTa.

O606weHHbIU KnA MOXeT MMEeTb BXOAHYIO NOCNeAoBaTENIbHOCTb, 3arpy>Kaemyto B
ero siYerkM NamaTM U 3aJalollylo BHYTPEHHee COCTOsiHME aBToMata B HavanbHbIv
MOMEHT BpemMeHun. BbixoOom ogHopoaHoro o6obuieHHoro KnA Ha ware ¢ Homepom t
Oyoem cuntatb 3HAYeHUA NepBbiX r SA4YEeeK B ITOT MOMEHT BPEMEHMU:

my(t), my(t), ... ,m,(t). MNocnenoBaTenbHOCTb:
mo(to), mq(to), . , My_q (o), Mo(to + 1), ... ,mp_q(t + 1), mp (£ + 2) ...

6yp,eM Ha3blBaTb BbIXOAHOM NOCHEeA0BaTENIbHOCTLIO KIETOYHOIo aBTomara.



Mepexoa Kk 06OOLEHHOMY KNEeTOYHOMY aBTOMaTy MO3BOMSIET HE TOJbKO
COXpaHUTb Bce npeumyllecTBa knaccuyeckoro KnA, HO M ynyywuTb MHOMME €ero

XapaKTEPUCTUKN. ans 0606LeHHOro KnA BbINONHAKTCA cneagywume CBOWNCTBA:

e [MapannenbHOCTb BbIYMCNEHUA. OTO AUCKPETHaa OUHaAMU4Yeckas cuctema c
napannenbHbIMU BblYUCTIEHNSMU 3HAYEHUIN S4YeeK NamMATu;

e CBOMCTBO noOKanbHOCTW. B oTnnuMe OT KNAcCMYeCcKOro KneTo4vyHoro
aBToOMara, f4enkn namaTn moryt 6biTb coeauHeHbl NbbiM cnocobom, NoaxoaaLmUM
ANs peLleHns NocTaBneHHoN 3agayu;

e CBoMcTBO HeogHopoaHocTu. B o6wem cnyyae, @QyHKUMM WU3MEHEHUS
COCTOSIHUSI fiYeeK TaK e MOryT OblTb pasnuyHbl U obnagaTtb nobbiMu TpebyeMbiMu
ceorctBamu. OgHaKo nokanbHble (YHKUUW CBA3M MOryT ObiTb U OAMHAKOBBI, Kak B

crny4yae C KitaCCU4eCKMMU KneTovYyHbiIMn aBTOMaTaMn.

CBoncTBa 0600LEeHHbIX KNneToOYHbIX aBTOMaToB

CTpykTypa opgHOpoAHOro OOOGLEHHOrO KMEeTOYHOro aBTOMaTa MOSIHOCTLHO
onpegensieTca  CTPYKTypow  cooTBeTcTBylowero rpaga. CoOOTBETCTBEHHO, U
Kpuntorpadmyeckne  cBomctBa  OOOOLLIEHHOro  KMNETOYHOro  aBTOMaTa  Kak
npeobpa3oBaHns, peanusyloLllero HEKOTOPYH OAHOHAMNPaBIEHHY (PYHKLMIO, W
CBONCTBO ObITb «yA06HO 1 9hPEKTUBHO peanndyemMbiM» Tak e HanpsiMyto 3aBUCSAT OT

CTPYKTYpbI rpacha n CBOMCTB NOKanbHON OYHKLMK CBA3MN.

WHTerpanbHass M NpPOCTPAHCTBEHHAs XapaKTepUCTUKM Obinn nepeHeceHbl Ha

cnyyan_o006LLEHHbIX KITETOYHbIX aBTOMAaTOB.

WHmeeparnbHolU xapakmepucmuKkol naBWUHHOIO addekta B HEOAHOPOOHbIX
KNeTOYHbIX aBTOMaTax Mbl HA30BEM BPEMEHHYI0 3aBUCUMMOCTb 1n(t) 4ucna
N3MEHUBLLMXCA SiYeeK K 00LeMy NX KONUYeCTBY:

) 1 .
nit) = = Z (77151_,] @ mr,z:) ,

<

0<a<X
rge Y —00OblYyHOE apmcbmeTquCKoe CImoXeHune, a @—CJ’IO)KeHl/Ie no moayno 2.

MHmeepanbHol  xapakmepucmukol  naBWHHOTO  adpdpekTa  HasblBaeTcs
3aBUCMMOCTb OT HOMepa TakTa [ONM HecoBnadawLlMX fdyeek AnA OABYX UOEHTUYHbIX
KNeTOYHbIX aBTOMaTOB, paboTaloLWmUX Ha Nape HavyanbHbIX 3anoNHEHUA, OTNMYaOLLNXCS

OQHUM 3Ha4YeHunem nepemeHHon:



w(t) = %Z (m®Oem@®).
=1

[MpocmpaHcmeeHHOU xapakmepucmuKkol NaBUHHOMO ad)dekTa HasbliBaeTcs
3aBUCMMOCTb OTHOLLEHUS PacCTOSAHUS OT BepLlUMHbl C HOMepoMm 1 [0 caMon fanbHen
BEPLUMHbI, 3HaYeHWe SYEenKNn KOTOpoWM Yy [OBYX aBTOMATOB He coBnagaer, K

OKCLUEHTPUCHUTETY BEPLLINHBbI C HOMEPOM «1»:

u(® = =5 - (max (m, 2 ©@mP©) - 81.0),

roe A(i,j) — AnvHa MWHUMAanNbHOroO NyTWM U3 BepWKMHbI i B BepwuHy j, a e(i) —
9KCLIEHTPMCUTET BepLumMHbI i. (QKkcueHTpucuTeToM (eccentricity) e(V) BeplumHbl V rpada
G HasbiBaeTcs Hanbonbllee M3 PacCTOAHUIA OT BEpLUNHBI V [0 APYrvX BepLuvH rpada.
Paguyc r(G) ecTb HaMMeHbLIMIA U3 SKCLLEHTPMCUTETOB BeplumH B rpade G, a anameTp

d(G) — HanbonbLUNi N3 SKCLIEHTPUCUTETOB.)

'MCIMN Ha ocHOBe 0006LEeHHbIX KNeTOYHbIX aBTOMaToB

B paborte [10], Hapsagy ¢ IMICIT Ha oCHOBE KnacCUYeCKMX KNeTOYHbIX aBTOMAaTOB,
Obinn paccmoTpeHbl [TICIT Ha ocHoBe OBGOOLLUEHHLIX KIETOYHbIX aBTOMAaTOB. bbino
npoaeMOHCTpMpoBaHO 3ameTHoe npeumywectso [TICIT Ha ocHoBe 0OOBLLEHHBIX
KNEeTOYHbIX aBTOMATOB MO CPABHEHUIO C KNacCUYEeCcKMMM B ObICTPOOENCTBUN W
0cobeHHO B addeKkTUBHOCTM annapaTtHon peanusauumn Ha MNMJIMC (FPGA). lNony4eHHbIn
pe3ynbTat OOBbACHAETCA NyYWUMU XapaKTepPUCTUKaMM OBOBLLEHHBIX  KNEeTOYHbIX
aBTOMATOB.

MpeonoxeHHbin B [10] [TICH npeactaBnser cobow pgABa napannenbHo
paboTaoLwmx ob6obLLEeHHbIX KNeTovHbIX aBTomaTta C; n C,. Ha kaxgom TakTe paboThbl
KnetoyHole aBtomatbl C; W C, BblpabatbiBaloT nNo 256 OUT OBOWYHbLIX
nocrnenoBaTeNlbHOCTEN, KOTOPbIE NOYIEHHO CKNadblBaOTCA MO MOAYINIO 2, a pe3ynbTaT
CNOXeHNss nodaeTcsl Ha BbiIxoh reHepartopa. [lockonbKy nocnefoBaTenbHOCTY,
BblpabaTbiBaeMble  KMNEeTOYHbIMM  aBTOMaTaMu, MOryT  paccMaTpuBaTbCA  Kak
He3aBMCUMbIE, CIOXEHWEe MO3BOMSET Yy4lMTb CTaTUCTUYECKME CBOMCTBA BbIXOLHON

nocnenoBaTesibHOCTU reHepartopa.



Ons uccnenoBaHWs CTaTUCTUYECKUX CBOWCTB reHepaTopoB Obif MCMOnb3oBaH
Habop  cneuuanuMaupoBaHHbIX  TecToB, pa3paboTaHHbli U peanu3oBaHHbIN

HaunoHarnbHbIM MHCTUTYTOM cTaHgapToB U TexHonoruu CLUA.

XapaKTepucTUKMU NPOTOTUMNOB annapaTHOW peanusauum

Bbinn  paspaboTaHbl NPOTOTMMbLI  annapaTHOM  peanu3aumm  reHepaTopa
ncesgocryyanHblx nocriegosatenbHocTen KKnA Ha OCHOBe KIacCUYecKUX KneTOYHbIX
aBTOMAaTOB M reHepatopa nceBaocryvyanHbix nocnegosatensHocten HKNA Ha ocHose

00600LLIEHHbIX KNETOYHbIX aBTOMAaTOB.

ana npakTUyYecKomn peanuaauum reHepaTtopoB nceBaoCnyYanHbIX
nocrnegoBaTeNlbHOCTEN Ha OCHOBE KNETOYHbIX aBTOMaToOB Obina BbibpaHa MUKpocxema
FPGA Cyclone Il (EP2C35F672C6) kopnopauun Altera, oTHOcALWAsACa K CEMEWNCTBY

Hegoporux MIMNC HavYanbHOro ypoBHS.

Bbino npoBegeHo cpaBHEHWE MOMyYeHHbIX peanu3aumi C  COBPEMEHHbIMU
annapaTHbIMM peanu3auusamm NOTOYHbIX WKNEPOB (Kak reHepaTopoB NceBaoCy4anHbIX
nocnefoBaTeNibHOCTEN, K KOTOpPbIM MpeabaBnalTcA Hambonee crporve TpeboBaHWs
Kak no ObICcTpOAenCTBMIO, Tak M MO CTAaTUCTUYECKMM CBOWCTBAM  BbIXOAHbIX
nocnegosaTenbHocTen). CpaBHeHWe nokasano, 4To oba npoToTuna CyLleCTBEHHO (B
HECKONbKO pa3) MNpPeBOCXOO4AT aHanorm no CKOPOCTU  BblpaboOTKM  BbIXOLHOM
nocrnegoBaTenbHOCTM (puc. 7); Kpome Toro, peanu3auusi reHepatopa KKnA He
yctynaet, a HKnA 3HauuMTenbHO nNpeBOCXOAUT aHanorm no 3PgEKTUBHOCTY,
BblpaXX€HHON B ObICTPOAENCTBMM Ha eAMHULY annapaTtHbix pecypcosB (puc. 8). Tak,
Hanpumep, peanu3auus anroputma HKNA  no nokasatento  abCconoTHOroO
ObICTPOAENCTBMA NPEBOCXOAUT Hambonee ObICTPbIN M3 NPeaCTaBfEHHbIX Ha KOHKYPC
eSTREAM anroputm Trivium B 1,96 pa3, a no nokasaTteni npuBeaEHHOro

obicTpogencTeus — B 4,10 pas.

OTn nokasatenn ObIIM JOCTUMHYTLI 3a CYET WUCMonb3oBaHUSA 06006 EeHHbIX
KNeTOYHbIX aBTOMATOB C JIOKanbHOM (PYyHKUMEN CBA3N OT 4 nepeMeHHbIX, MOCKOMNbKY
ANSA Taknx PYHKUUM OOCTUraeTcd OonTUMYyM MO 3aTtpaTte Nornmvyeckmx anemeHToB (LE)
Mukpocxembl FPGA. B aTom cnydae gnsi peanu3aumm OOHOM SIYEWKU KNEeTOYHOro

aBToMmaTta notpebyetcs Bcero 1 LE.

Wcnonb3oBaHune gpyrux mogenen MNIIMC no3sonut ¢ Takon xxe apHEKTUBHOCTbIO

peanu3oBblBaTb 0606LLEHHbIE KNETOYHbIE aBTOMATbI C JTOKanbHON (OYHKLMEN CBS3N OT
9



O6nbLero 4yucrna nepemMeHHbIX (Y4TO BedeT K YMyuleHU0 UX Kpuntorpadunyeckmnx
ceoncte). Takum obpasom, maTpuuya LE aBnsetca ogHonm u3 Haubonee yaaudHbiX

I'IJ'IaT(*)opM ana  peann3admm  arropuytMoB Ha OCHOBeE 0OOOLLEHHBIX  KITETOYHbIX

aBTOMAaTOB.
108 | |
m HBHa MakcuMaibHON TAKTOBOH uacToTe |
- J §8Ha raxkrosoit yacrore 100 M,
= 34180
E %
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Grain Trivium VEST  ZK-Crypt  KKuA

Puc. 7 — CpaBHeHne GbiCTpoaencTBUSA pa3paboTaHHbIX annapaTHbIX peanusauumn

N reHepaTopoB, NpeAcTaBeHHbIX Ha KOHKYpc eSTREAM
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Mickey Grain Trivium KKinA HKnA

Puc. 8 — CpaBHeHue ahheKkTMBHOCTM pa3paboTaHHbIX annapaTHbIX peanus3auum m
reHepaTopoB, NpeAcTaBfieHHbIX Ha KOHKYpc eSTREAM
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KneTo4yHble aBTOMaTbl B KOHCTPYKLMUMU GNOYHBIX WKcpoB

[o cux nop nomnbITKK WUCNOJIb30BaTb KIETOYHble aBTOMaATOB B KOHCTPYKUUA
BGroYHbIX LIJI/I(prB HaTbIKalinCb npexge BCcero Ha BOMNpocChl O6paTl/IMOCTl/I KnA. B T0O Xe
BpemMa nmeeTcd 3Ha4YnTeribHoe 4YUCro pa60T, NOCBSILLEHHbIX Ucnosb3oBaHmio KnA gna

nocTpoeHust S-6noKoB.

SPK-6nok — I'IpG,EI,J'IO)KeHHbII7I aBTopamMn n noteHuunalribHoO HepCHeKTMBHbIVI y3es B
Gasnce 3nNemMeHTOB, KOTOpbIE MOIYyT UCMNOMb30BaATbCA AJ1IA NMOCTPOEHUA arropntmMmonB

6ro4Horo WwndgpoBaHus.

Mpy NOCTPOEHUN COBPEMEHHbLIX OMOYHLIX LUMAPOB MPUMEHSAOTCA KOMMO3ULUN
npeobpasoBaHun, peanuaylowmx npeobpasoBaHNa paccemBaHUs U NepemMeLlnBaHus,
4YTO AOCTUraeTcs C MOMOLLBbIO UCMONb30BaHUA Tak HasblBaeMblx P-6nokos (P-box) u
S-6nokoB  (S-box). CmelweHne C  Kno4eBOW MHopmMauMen, Kak npaBuno,
OCYLLEeCTBNAETCA UMM C NOMOLLBbI0 NOBUTOBOrO CNOXEHUS MHAPOPMAaLMOHHOIO 6rioka ¢
LUUKITOBbIM KITHOYOM, KOTOpbIA BblpabaTbiBaeTCA M3 CEKPETHOro Kr4va C MOMOLLbIO
crneumnanbHOro anroputMma, HasblBaeMoro anroputMoM BbipaboTku knova unu (Kak,
Hanpumep, B anroputme FOCT 28147-89) ux cnoxeHusas no mogymo 2". Ysen,
OCYLLECTBNAOLWNA CMeLLEHNE NHOPMaLMOHHOrO 6noka ¢ Kn4eBon nHpopmaumen, B

AanbHenwem 6ynem HasbiBaTb K-6510KkoM.

Oco60 oTmeTnM, 4YTO B crydae OnoYHbIX LWNGPOB, UMEKLLMX CTPYKTYPY CXEMbI
dernictens, He Tpebyetca obpaTuMocTb npeobpa3oBaHui, BXOOAWMX B COCTaB

OCHOBHOM (PYHKLNKN LMD POBAHUS.
KoHuenuusa SPK-6noka

B nouckax Hamboriee 9SKOHOMHOW peanusauumM OCHOBHbIX Mpeobpa3oBaHum,
3a4eNCTBOBaHHbIX B pabote Ono4vHoro wwudpa, Obina npeanoxeHa KoHuenuust
SPK-6noka, TO €eCTb Yy3na, KOTOpPbIA OCYLLUECTBNSAET HEKOTOPbIE€ HENUHENHbIE
npeobpasoBaHMst Hag  BXOAHbIM  MHMOPMAUMOHHbIM  ONMOKOM, Mpu  3TOM
OCYLLIECTBNAETCA CMeLLeHne BMT MHOPMALMOHHOIO Grioka € Kn4YeBbIM Matepuanom

C ogHOBpeMEHHbIM paccenBaHMeEM N nepemMeLllnBaHNEM.

K ogHom 13 nepBbiX (BO BCAKOM cCryvae, U3 OnybrmMKOBaHHbIX B OTKPbITOM
nuTepaTtype) nonbIiTok co3gaHms SPK-y3na MoXXHO OTHECTU KOHCTpYyKUMto J1las n Meccn,
KoTopas bbina npumeHeHa B anroputme 6no4vHoro wngposanusa IDEA. Astopamun IDEA
6bin npegnoxeH MA-ysen (Multiplication-Addition), ocywiecTBnsAwWMA paccemBaHue,

nepemMmelinBaHmne N cMelleHne C KrryesbiM MaTepmnasioMm BXoaHOro VIHCbOpMaLI,VIOHHOFO
11



BEeKTopa W NpeacTaBnsaAloWwmnin OCHOBHYK (PYHKUMIO LWMGPOBAHUS, UCNOMNb3yeMy B

npeanoXeHHOM anropmuTtmMme.

16 16

\

A
9

16 16

v v

" v

Puc. 9 — MNpumep SPK-y3na B anroputme IDEA

MA-y3en wu3obpaxeH Ha puc. 9. 3pgecb X, — k-A 4acTb BXOAHOrO
MHOPMALMOHHOIO BeKTopa, Y; — k-9 4acTb BbIXOOAHOrO MHEOPMALMOHHOIO BEKTOPA,
K,, — m-A 4acTb LMKMOBOro knoya, F — onepaums cnoxeHus no mogynio 216, & —
onepauusa yMHOXeHusl no moayno 216 + 1. Mpu 3TOM KOHCTPYKLUMSA AaHHOro anroputMa
lWwndpoBaHna npeanonaraetT odpaTtMMoCcTb BCEX UCNOMb3yeMblX onepauui (04eBuaHo,
3TO 0BGCTOATENLCTBO B OCHOBHOM KacaeTcsl onepauumn YMHOXeHMs no moayno 216 + 1).
XOoTa Ans ykasaHHbIX NapaMeTpoB 00paTMMOCTb onepaumm YMHOXEHUSA BbIMOSHAETCS,
SICHO, 4YTO [AaHHbIN y3en He roguTcsa ANns Npou3BOSIbHOrO Habopa napamMeTpos,
MOCKOMbKY Aaneko He Bceraa vncno suaa 2% + 1 sensietca npocTbiM (MpocToTa Moayns
ABNAeTca HeobXxoauMbIM M AOCTAaTOYHbIM  YCNoBMEM 0BpPaTMMOCTM  MOAYSbHOrO

YMHOXEHNS).

Byoem HasbiBaThb yanbl gaHHoro Tuna SPK-yanamu, Tak Kak OHW BbIMOMHAT Ty Xe
YHKUMIO, 4TO W KOMMO3MUMM Knaccuyeckux S-6roko, P-6nokoB € onepauuven

CIOXXeHuaA C UMKNOBbIM KIMKOYOM, KOTOPYH Mbl 4OrOBOPUSTUCb Ha3bliBaTb K-6rokom.
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SPK-6noku Ha 6a3e KneTo4yHbIX aBTOMaToOB

OTNMYHbIM KaHOMOATOM Ha npuMmeHeHne B kadecTBe SPK-Gnoka sensotcs
0606LeHHbIe KNeToYHble aBToMaTbl. [laHHbIN noaxod 6bin BnepBble peann3oBaH B [13]

n pas3suT B [14].

Odpyrumn  cnoBamu, pesynbTaToM npeobpasoBaHus SPK-6noka Ha 6ase
0600LeHHOro KNneTo4YHoro aBTomarta byaeTt pesynbTaT 3BOMOUMM 3TOr0 aBToMara, npu
KOoTOponM OydeT OCYyWeCTBNEHO W CMELEeHMEe C KIN4YEBbLIM MartepuanoMm, U
nepemMeLLMBaHne U paccenmBaHue BxogHom nHdpopmaumn. MNpu atom, onsa obecnedeHus
XOpOLUEro paccemBaHnsi, MUHUManbHOE YNCIO TakToB paboThl 0606LeHHOro asBTomaTa
OOMKHO OblTb HEe MeHblle, YeM d — guameTp rpada 3Toro aBTomarta, a uUCIo
NepeMeHHbIX, OT KOTOPbIX AOSMPKHA CYLLECTBEHHO 3aBUCETb DYHKLMS FIOKANbHOW CBSA3MN,

AOJTKHO BbITb paBHbIM g — CTeneHn 3axona 0606LEeHHOro KNeTo4yHoro asTomara.
X
{ n

SPK-y3en [~ K

{n

Y

Puc. 10 — Cxema SPK-y3na

B pesynbTtate Ha OCHOBaHMM LENOro psga NpoBeAeHHbIX UCCredoBaHUN MOXHO
yTBEpPXAaTh, YTO peanusauuun wmndpos, mcnonbayowmx SPK-6rnokn Ha ocHoBe KA,
analTca  6onee  appeKTUBHBIMKW, YeM peanu3auun  WKMAGPOB, MCNOMb3YHLWMX
knaccuyeckue S-, P-, K-6roku, BHE 3aBUCMMOCTW OT apXMUTEKTYpbl NOCTPOeHUs wndpa:

NerkoBeCcHou UM Npon3BoanTENbHON.

JlerkoBecHas kpuntorpadms. [lpoBegeHHble WUCCnegoBaHUA Mnokasanu, 4To
npeanoxeHHasa koHuenuua SPK-6noka xopolwo nogxoauTt AN pelleHns 3Tux 3agad.
OpHako, pgna Toro, 4tobbl npegnaratb SPK-6noknm kak akTyanbHyl 3aMeHy
Knaccn4eckmum S-, P-, K-6nokam TpebyeTcs npoeegeHne rnybokoro
Kpuntorpadpuyeckoro aHanuM3  MNpeafioKeHHON  KOHCTPYKLMKM, YTO  CTaHOBUTCH

BaXKHeunwWwen 3agadven bnuxanwero dygyuiero.

13



