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KombunHMpoBaHHbIM aHann3 BUHAPHOro KoAaa

* [lporpammHble SMYyAATOPbI

— oTnajgKa, cbop Tpacc

* MHTerpMpoBaHHaA cpeda aHanmn3a
— I'Iocnep,OBaTeanoe noBbliWeHNE YPOBHA NMNpeacrtaB/jieHUA
— nOCTpOEHI/le CTaTUKO-AUHaMUYECKOTIO npeacrtaBieHnA

— ﬂ,manorosaﬂ Pa3MeETKa

* [MocTpoeHne moaenen
BblAeNeHHbIX GYHKLMIA
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B \trace\trace

Tpacca Awanws  [paska [owck Bwag  Haswrauwa  Trace ‘
TV E DA
=
pe = £E£F0008 rd) = 002ee000 rl = 4004c474 ox1.73u901c1; pR——— |
r4 = 002ed000 r5 = 4004c320 r6 = 00222000 P i
r9 = 4004c474 rl0 = 485a07b4 rll = 0000001a s —> c":;—;: C:%Qé@
=) ril4 = 4001d3af rl3_sve = d493bifs rl4 sve = 40010274 = -
ZL rl3 und = c02f68f8 rl4 und = c0023bcO rl3 irqg = c02f&8e0 -
r3_fiq = 00000000 rlo_fiq = 00000000 rll fiq = 00000000 . C::—::_‘)
rl4 fig = 00000000 cp=sr = 00000093 spsr_sve = 00000010 ) 5 3
spsr_irg = 80000193 spsr_fig = 00000000 cpacr = 00£00000 ‘0!1730901:7: MOV R7, R14, LSR #5 C7——> < Tem{oxe0 133575, 0
fecseidr = 00000000 contextidr = 0000013b tpidrprw = 00000000 - e
0x1730901c8: MOV R2, R14, LSL #8 |
™ pid = 00000000000000e0 zid = 00000000000000e0
< (k0103580 T >
; b
C?:D 0x1730901c9: BIC R14, R2, uxuuuuu#ul
Momym HCHK OnroOI Huorpykoms, Coenkm, Kom
4 |j |j lDS BC 2 4 68 LDR R4 , 0x1730901ca: AND R7, R7, Ox000007E0 |
4001D38E 2068 LDR RO,
4001D350 10BS CBNZ Ox4 AN
4001D35%8 0D4D LDER R5,
4001D35%A TD44 ADD R5,
4001D39C ZDe8 LDR R5,
4001D35%E 2Ce8 LDR R4,
4001D3A0 1F34 ADDS R4,
4001D3A2 1F04Z24F0 BIC R4,
4001D3A6 RE1Y9 ADDS RG,
4001D3A8 3046 MOV RO,
4001D3AR SEEFFZ2F7 BLX 0x3: =
40010268 S000ZDES STMDE R13| |4 - W ,
400102eC ZDT70RAO0E3 MOV R, =sccvoov=c
40010270 000000EF SVC 0x00000000
FFFFO008 10F49FES LDR pC, [BC, 0x00000410] ; [FFFF0420]
1 C0023ECO 48D04DEZ SUB R13 svC, R13_svC, 0x00000048
4 C0023EC4 FF1FBDES STMIA R13 svc, {rRO, R1, RZ, R3, R4, R5, R6é, R7, RE, RS,
4 CO0Z3ECE 3CEBO0OEBDEZ ADD EE8, R13_sVvC, 0x0000003C
4 CO0Z3ECC 006048E9 STMDE RE8, {R13, R14}"
4 CO023EDO 0O0B04FEL MRS RE, SPSR_SVC
4 C0023ED4 3CEOQBDES STR R14 svC, [R13_svc, 0x0000003C] ; [D453BFEC]
4 C0023EDE 40808DES STR R8, [R13_svc, 0x00000040] ; [D493BFFO]
4 C0023EDC 44008DES STR RO, [R13_svc, 0x00000044] ; [D493BFF4]
4 CO0023EEQ OO0BOAROES MOV R11, 0x00000000
4D0A CO0Z3EE4 S4CO0OSFES LDER R12, [PC, 0x00000094] ; [CO0Z3FE0]
4D0B CO02Z23EEE 00COSCES LDR R12, [R12] ; [COZD7D08]
4D0C CO023EEC 10CFO1EE MCR prls, 0, R12, c1, c0O, O
4D0D CO023EF0 B00008F1 CPSIE I
4DOE C0023EF4 ADSGROEL MOV RS, RI13_5VC, LSRR #13
4DOF CO0023EFE B89%5%6RA0OEL MOV RS, RS, LSL #13 2
1 [ + 6
Tpacca 4 |




= About phone

Status

Phone number, signal, etc.
Legal information

Model number
sdk

Android version
4.0.4

Baseband version
Unknown

Kernel version

2.6.29-g46b05b2
vchtchetkine@vc-irv #28

Build number
sdk-eng 4.0.4 MR1 302030 test-keys

o] S

Basic Controls

Hardware Buttons

DPAD not

=

Hardware Keyboard
Use your physical keyboard to provide input

Qemu-Android
peanunsyet
BUPTYa/IbHYIO
nnatdopmy goldfish
PacnpocTpaHAaeTca
cneuymanbHaa cbopKa
Android ana
BbINO/IHEHUA B
3IMyNATOpE

Bepetca pa3paboTka
bonee ceexen
nnatpopmbl ranchu
(64-pa3paaHbii ARM)

HeT BO3MOXHOCTU
BbINO/HATb
N3B/IEYEHHbIE
NPOLWMBKN peanbHbIX
YCTPOWUCTB
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Yctponcrtso amynatopa Qemu
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ObpalleHne K nepmdepmmnHbIM YCTPONCTBAM

- Ob6paulleHure K nopTy BBoAa/BLIBOAA ALpecHble NpocTpaHcTBa
[flocTeBOn Ko MMIO 1 PMIO (npumep)
_ MamaTb I/O
O6palleHre K rocTeBow namsaTu
BcrnomoratenbHas yHKUMSA BcrnomoratensHas s ' [opt
[OCTYNa K naMsT dyHkumna PMIO I rlopr
=)

O6palleHne CoOOTBETCTBYET PETNCTPY o P

HEeKOTOpPOro yCTPOoNCTBa = 8
YHUPULMPOBAHHbIN opT

“ = ]
O6p86OT‘-IMK MMIO Hy>XHbI NOPT 3aperncTpuposax nay |N MopT
l HangeHo KOHKpeTHoe YCTPOWCTBO YcTp. MopT
Y MopTt
CneumarnbHbIi oervon JCTp. :
I Mopt
0b6paboTyuK namaTy [ Yem.

yCTpoWcTBa MMIO — |[Topr
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amynatop QEMU:
cbop AaHHbIX ANA AMHAMUNYECKOro aHa/IN3a

BupTtyanbHasa mawunHa Qemu

Ly

OnepaTtusHasna (pM3myeckan)
namaTb

KoHTponnep namaTtu ¢ >
A A
Yuncet/CuctemHas WKHa

| v '

Y
CeTeBoM

Knasuatypa MbiWwb

aganTep

A

T

|

«DMA» ycTpoKncTsa

NHTepdemnc

OTNaA4UNKa
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ANHaMUYECKMMN aHann3 nnatdpopmbl i0S

[MpoeKkT IEMU:

HMCIIZY]

* [ToAHOCMCTEMHbBIM NPOrPaMMHbIN SMYNATOP ANA aHaNMN3a
ncnonHAaemoro koaa ioS (M npunoxeHunn)

— Kopg smynatopa ocHoBaH Ha Qemu 0.14
— Pa3pabotumk — Chris Wade (cmw, Niacin)

e 3aABJ/IeHHble BO3MOMXHOCTH

iPhone

— C6opkKa Ha Windows u Linux IBoot
— BbinonHeHMe BCcTpoeHHoro MO un —
agpa i0S AApo i0S
— BO3MOXHOCTb NoAKAO4YeHUA OpeniBoot
OT/Iag4nKa Bootrom
e gdb, IDA Pro

* [ocneaHne onybanKoBaHHbIE Pe3yNbTaTbl —
nekabpb 2013. NpoeKT octaHOBNEH U3-3a cyaebHoro

npecaenosaHUA.
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5 (01{PAH!

AnnapaTtypa

iPhone

iPad

ARM1176JZF-S
(ARMV6)

ARM Cortex-A8
MMU (ARMv7-A)
PowerVR MBX Lite 3D TrustZone
MMU
PowerVR SGX 535
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* Kaxabin 3Tan 3arpy3ku Bootrom — iBoot

[lpouecc 3arpys3sku

Boot ROM —»<_ DFU?\:_‘;::—{

I

~—

Recovery
Ramdisk
*
Pex¥mum BoccTaHOBNEHMA
I
g LLB —> iBoot —» AppoiOS
HET |
O6HoeneHne OC yepes iTunes T
i : Updat
Lyl iBss —>»  BEC — _POE
Ramdisk

YcTtaHaBinBaeT 06paboTunKkm npepbiBaHNM

MpoBepaeT uenoCTHOCTb KoAa CNeAyIoLEero 3Tana 3arpysKu

KonupyeT B onpeaeneHHble agpeca namaTu caeayoLmim
3arpysymK u nepeaaeT emy ynpasaeHue
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N3BnevyeHne Koaa 3arpy3yvmKoB

iDevice PC
ROM
/I_DFu—‘\’ Bootrom
Bootloader <\‘—USB—V dumper
Mac
IPSW
IMG3
—> Xpwn —>» IMG3




[lobaBneHHas B Qemu BUPTYyasibHaA annapaTypa

* BwupTtyanbHbie nnatpopmsbl iPhone2G n iPadl1G
(SoC s5I8900 n s518930)

— KoHTponnep npepbiBaHun PL192
— LWwnHa Serial Peripheral Interface (SPI)
— LWwuHa Inter-Integrated Circuit (12C)
— NOR namaTtb
— NAND namaTtb
— UART
— AnnapaTtHaa Kpuntorpadua: AES, SHA1
— Yacbl n Tanmepsbl
* KoHTponnep LCD ancnnen
* KOoHTponnep annapaTHbIX KHOMOK
e USB-TCP agantep
* KoHTponnep anektponutanna PCF50633
* M3meHeHMA B CKpunTax COOPKN, CKUHHUHT

* WNcnonb3yeTca yrKe CyLWecTBYOWMNIA Moaynb apxuTekTypbl ARM



File Edit Source Refactor Navigate Search Project Run Window Help
,='<Jv (1= §:*va010 \\A Ei\lLEJVCchVGV '%:S.VOVQVQV@L:—}

BRI SRR ® % Debug |Ec/ce+

Ly Project Explorer £3 =2 -8 [€] iphone2g.c &2 |n ‘ 5189 f f ?, == m) -
= & . 574< static void iphone2g_register_keyboard(void) e 8=
. Al 575 {
1 ghex iphone2gKeyState s *kp = g_malloc@(sizeof(iphone2gKeyState s));
[J ghextest 577 kp->map = map;
@ glib-2.40.0 ):o ; gemu_add kbd event handler((QEMUPutKBDEvent-*)-iphone2g keyboard event, kp);
2/9
3 glib-valgrind 580

O gtk_examples 31~ static-void-iphone2g_init(MachineState- *m) o
582 {
U
y gt 583 5518900 state-*cpu;
UiEMU 584 DriveInfo-*dinfo;
v %> qemu [srciEMU_new] 585 uint32 t-vrom size, iboot size, 1lb size;
> > Binariés - 586 hwaddr-vrom base -=-VROM BASE ADDR;
foge ) 587 hwaddr-iboot base = IBOOT BASE ADDR;
> B Archives 588 MemoryRegion- *mr, - *mr2;
> & Includes 589 hwaddr-entry point-=-IBOOT,

> =, - : >
& arm-softmmu 4SS UL ORI RER | Daiin lMNpaska Bua Mouck TepmuHan Crnpaska

> gyaudio pcf50633 send byte: addr=73 val=28

» ¢y backends g_debug_fp = stderr; pcf50633_receive byte: addr=0x73 cmd=0x28
3 pcf50633 write data: @ o o = EMU

> Gy block cpu-=-| pcf50633 send byte: : Q

pcf50633_receive byt¢ mammua Bua

x x " 1 pcf50633 write data: .. . .
iboot size = 0x140000; pcf50633 send byte: (115 _init()

>y bsd-user
» zx default-configs

- 2 i }CY"' “T()

> 2 devices N g M pc 50633 receive byteSpl 1nit
908 e R a P< 50633 send byte: iotf clock divisor 5

e s if(vrom size !=0) pg{gggga receivetht fps seE t4s 39,977

> L i S _gp1lo write: (... o ; dr- 0xfef0NOE Size: BOx VA1 el hc
&y docs { BRS¢ ©x600, Addr: 81208908, Slze: 6x14601e6,
L_:?dtc mr-= g_mallocﬁ(sizeof( 5518900 ng:-OVWF-'!.tEZ mer lot init() -- Universal code sion 05-16-07

B~ Feas ' N T P IR T e Y 15518900 gpio write: ¢

i s518900_gpio write: (DVT testing - display pclk running now
pcf50633 write data . ) -
SlNENS LSS b 50633 write data:

pcf50633 write data:

pcf50633 write data:

pcf50633 send byte: : :

pcf50633_receive bytiClcdInstallGammaTable: 3 table 0x0000c200

Writable

» pcf50633 send byte: I
" . cf50633_receive byt

~



% IDA - C:\Documents and Settings\loabaosare ns\PaGouuii cronliphone1\iphone1-2.idb (<GDB remote

File Edit Jump Search View Debugger Options Windows Help
FEie - e & J @A @ F FeXiip OOk

® - 0 QEMU

14 while ( vb );
C» setup_virtual_memory();
16| sub_180001F4(3);
17| sub_180001FC(p_first_descriptor);
18| invalidate_unified_TLB();
19] sub_18003E8A(v1);
20, invalidate_unified_TLB();

-4 N

Library function Data B Regular Function Unexplored BN Instruction r -
Lt] IDA View-PC Ltl Pseudocode-D Lt] Pseudocode-E \'audocnde

1void _ fastcall sub_18004244()

2

3| char =v@; // ri@1

4 int v1; // r0@3

5

6 vb = 0;

7| /7 initialize virtual memory

8| p_first_descriptor = descriptors;

9/ do

18| ¢

11 something_with_TLB(v6, vo, 8, 8);

12 vl += Bx100000;

13| 3




3aKkn4yeHune

[porpaMmHble aIMyNATOPbI 06ecnevynBatoT 3HAYUTENIbHO
6onee WMPOKMEe BO3SMOXKHOCTU A1 KOHTPONA MU aHANM33
MCNOJIHAEMOrO KoAa

— Honeypot + BO3MOXXHOCTb BOCnpounsseageHmA
* nowuck 0-day-ysizBumocTeu

— ®a33uHr benoro sawmKa
— OTnaaka ycnoBHoO pabotocnocobHoro Koaa
— ABTOMAaTM3aUMA aHaAM3a cobpaHHbIX Tpacc

PoC—-IEMU

PUCKKM noaxoaa
— OTCVTCTBMe AOKYMeHTauun AnAd BMpTyaﬂbHOﬁ darfnnapatypbl
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Cnacubo 3a BHMMaHue!

Bonpochb!?
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