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Ucropusa
o Ilepssrit anorc — PycKpunro 2010
o Hammonasibasriit crangapr — [OCT P 34.11-2012
@ OTKpBITHIIT KOHKYPC paboT

o Crammapruzamnus B ISO

OcHOBHBIE HAIIpABJIEHNUS UCCIEI0BAHTIT
o CaoiicTBa (DYHKINU CKATUS

o CpoiicTBa KOHCTPYKITUU X3IM-(MDYHKIUH B IIEJIOM

e Bompocs! peasmsarm
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Uccnemoanus cBOCTB (OYHKINN CXKATHA

AlTawy R., Youssef A. M. — Preimage Attacks on reduced-round Stribog
AlTawy R., Kircanski A., Youssef A. M. — Rebound attacks on Stribog

Kazymyrov O., Kazymyrova V. — Algebraic aspects of the russian hash
standard GOST R 34.11-2012.

Ma B., Li B., Hao R., Li X. — Improved cryptanalysis of reduced-round
GOST and Whirlpool hash function

Zou J., Wu W., Wu S. — Cryptanalysis of the round-reduced GOST hash
function

AlTawy R., Youssef A. M. — Integral distinguishers for reduced-round
Stribog

AlTawy R., Youssef, A. M. — Watch your Constants: Malicious Streebog

Asropckuit komnextus (PycKpunro) Crpubor — pato 18.03.2015



AlTawy R., Youssef A. M. — Preimage Attacks on

reduced-round Stribog

e 3aJiaua MOCTPOEHMS TICEBIO-IIPO0oOpa3a

o HUcmonb3syercsa momxon Sasaki Y. et. al. giua Whirlpool u AES B pexume
X3MUPOBAHUS

o Mero BcTpeun mocepeinHe

[TceBo-1poobpas st YHKINNA CXKATHSA

o 5 mu3 12 paynmos — 244® pynxmmit cokatna u 264 mamaTn

e 6 u3 12 payunos — 2%°% dyuxnmit cxxkarua u 212 mamaTu

OyHKIMS XIMUPOBAHUS C YCEICHHON (DYKHITHEH cxKaTust

e Meto1 mocTpoeHnst MyIbTUKOJIA3UI

2481 " 2256

@ 5 u3 12 payHIOB — IIAMATH

2505 u 2256

e 6 u3 12 payHjaoB — IIaMATH

@ Ilo cpasuenuro ¢ Whirlpool — 6osbire Tpy10eMKOCTD U OOJIBIIIE TAMSITH

Asropckuii komnextus (PycKpunro) Crpubor — 0630p pabor



AlTawy R., Kircanski A., Youssef A. M. — Rebound

attacks on Stribog

o IIpumeHsieTcst M3BECTHBIN MeTo cToaKHOBeHUsI (rebound attack: Mendel,

Rechberger, Schliffer, Thomsen, FSE 2009)
e PasnocrtabIe cooTHOMMEHUs /715 O109HO0TO T pa — inbound-outbound
o Komnmmsus jyist 5 payHI0B U MIPOU3BOJIBHOIO HAYAJIBHOIO 3HAYCHUST
o Jlna 7.75 payHIOB — CBOGOTHAS KOLIM3US i (PYyHKITHH CXKATHS 3a 2184

o Jla1 8.75 payH/IoB — cBOGOHAS HOUTH-KOJLIN3U (BYHKIUH CKaTHs 32 2128

Asropckuit komnextus (PycKpunro) Crpubor — 0630p pador 18.03.2015



Kazymyrov O., Kazymyrova V. — Algebraic aspects of the

russian hash standard GOST R 34.11-2012

o lccnenyiorcst asnrebpantieckne XapaKTePUCTHKH

o HpeﬂﬂO)KeHO 9KBUBaJIECHTHOE IIpEJICTaBJICHUE OJIOYHOTO mI/I(bpa

Asropckuit komnextus (PycKpunro) Crpubor — 0630p pador 18.03.2015



Ma B., Li B., Hao R., Li X. — Improved cryptanalysis of

reduced-round GOST and Whirlpool hash function

@ ll3BecTHBIE METO/IBI TOCTPOEHUS MYJIBTHUKOJUIN3HIA U CyTep S-OJIOKOB

e Bcerpeua nmocepenne 6e3 6OBITIX 00HEMOB TAMSITH

2125 264

o Koumsust Ctpubor-256, 6.5 payHmioB — d.c., mamsaThb

o Kommsusa Crpubor-512, 7.5 paynmos — 281 d.c., mamars 264
e IIpoo6pas Crpubor-512, 6 paynmos — 249 ¢.c., mamars 264

2504

e IIpoo6pas Crpubor-512, 6 paymmon — d.c., mamsars 21

o Pazmumunrens Ctpubor-512, 9.5 paynmos — 2441 ¢.c., mamars 2136

Asropckuit komnextus (PycKpunro) Crpubor — 260 18.03.2015



Zou J., Wu W., Wu S. — Cryptanalysis of the

round-reduced GOST hash function

o ll3BecTHBIE METO/IBI IOCTPOEHNS MYJIBTUKOJLIN3UN 1 CcyTiep S-0JI0KOB

o Kosmsusa Crpubor-256/512, 5 payuaos — 2122 d.c., mamars 264

Asropckuit komnextus (PycKpunro) Crpubor — 260 18.03.2015



AlTawy R., Youssef, A. M. — Watch your Constants:

Malicious Streebog

@ Meron CTOJIKHOBEHUS

Moaudukanust payHI0BbIX KOHCTAHT (6 n3 12)

o Ilonmywena KomIu3us It MOTAMDUITUTPOBAHHON (DYHKIINN 32 MIPAKTUTECKOE
BpeMs

KonctanTsl — puKCHpOBAHHBIN 3/TEMEHT

o Kommmsng-«3akmagkay

Asropckuit komnextus (PycKpunro) Crpubor — 0630p pador 18.03.2015



Kaxk reHepupoBaJiiCb KOHCTaHTbI

o ['emepamus mceB10-CydaitHbIM 00pa30M

o Crpubor-tiojodbHast X31-hyHKIHS
("] Cl :CQZ...:C12:0512

e Marpuna npeobpasoBanus | nMeeT OOPATHBIA MOPSIIOK CTOJIOIOB

e2ebedelebf0c3

{7e8e2eef0e8eceledelebe220e9e5e3f0e5d 1

f5f3eccd

f7e8e2eeflededelfleacsebc020e9e5{0ededcO

ede8e3fbc4

{7e8e2eeebe9e0f5e8cc20f1e8ededcd

ede8fbHfef2e0cc

O[O O | W DN+
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e9eeeafledf3d0

f7e8e2e5f0eece3c820f0e8ece8edelebe2

ede8eaf8e8d8

f7e8e2ebebfleaedebc020e9e8ebe8f1e0c2

ABTOpPCKUH KOJIJIEKTUB

(PycKpunro) Crpubor — 0630p pador
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VccneioBanus cBOMCTB KOHCTPYKINN XATI-(DYHKIINN B

11EeJIOM

@ Cenos I'. — Croiikocts 'OCT P 34.11-2012 k arake Ha mpoobpa3 u arake
IIOUCKA KOJIJIU3UI

@ Guo J., Jean J., Leuren G., Peyrin T., Wang L. — The Usage of Counter
Revisited: Second-Preimage

Asropckuit komnextus (PycKpunro) Crpubor — 0630p pador 18.03.2015



Cenos I'. — Croiikocts 'OCT P 34.11-2012 k aTake Ha

mpoobpas3 n aTake MONCKa KOJIITU3UIT

o lccnenyrorcst obmume cpoiicrBa kKoHcTpyKiuu (yukiuiit TOCT P
34.11-2012

o Crpourcst cemeiicTBO hyHKIIUN

@ JleMOHCTPUPYIOTCS CHEIMAIbHBIE CBOWCTBA ITOTO CEMeNCTBA:

o CroMKOCTh ceMelicTBa K MeTO/JaM IIOCTPOEHUsI Tpoobpasa
o CTO#KOCTh ceMeicTBa K MEeTO/IaM MOCTPOEHUST KOJLIM3UI

o CBI/IﬂeTeJIbCTByeT B IIOJIb3Y CUHTE3HbBIX peH.[eHI/Iﬁ

Asropckuit komnextus (PycKpunro) Crpubor — 0630p pador 18.03.2015



Guo J., Jean J., Leuren G., Peyrin T., Wang L. — The

Usage of Counter Revisited: Second-Preimage Attack on
New Russian Standardized Hash Function

@ MeTo/1pI TOCTPOEHNS BTOPOrO IPOOOpPa3a B CTAHJAPTHBIX
TIPE/IITOIOKEHIAX

e Crocob 06paboTKM cUYeTdYnKa

e DKBHUBaJIEHTHOE IIpejicTaBienne — «cderdnk» A(i) =i ® (i + 1)
o Kommnosunus meronos:

o Merox mysbrukosumsun Gauravaram-Kelsey
o JlpeoBuanasi myabruxosmnsus («diamond-structures )
e Merox Kelsey-Schneier

Ucnonbaytores cpoiicTa nociemoBarenbHocT A ()

2342 nna coobmenns mymmHbr 2170 (6710K0B)

2266 11g coobmenus mHbL 2259 (6510KOB)

s xkiaccuteckoit koucTpyknuu Mepxkis-Jlamrap/ia TpygoeMKocTs 2™~ 7
111 coobmenust 2% 6JI0KOB

o Jlns Crpubor-256 TpymoeMKOCTh BBIIIE€ YHUBEPCAIBHOTO METO/IA

Asropckuit komnextus (PycKpunro) Crpubor — 0630p pador 18.03.2015



UccnetoBanus BOIIPOCOB peam3allim

e Borodin M., Rybkin A., Urivskiy A. — High-Speed Software
Implementation of the Prospective 128-bit Block Cipher and Streebog
Hash-Function.

e Bopogun M., Priokun A. — DddexTuBnas peanusanus 6a30BbIX
KPUITOrpanduecKnx KOHCTPYKIIWIA: TECPIEKTHBHOIO aJrOpUTMa
6s104uHOrO MUGPBOAHUS ¢ AIHHON Os0Ka 128 6uT, DyHKIHMH XIITHPOBAHUI

I'OCT P 34.11-2012 u SLII TT'OCT P 34.10-2012.

e Lebedev P.A. — Comparison of old and new cryptographic hash function
national standards of Russian Federation on CPUs and NVIDIA 196
GPUs

o Kasumuposn A., Cubiisie C. — O cozmannn 3 ek TUBHBIX
POrPAMMHBIX PEATU3ANUI OTEYECTBEHHBIX KPUIITOIPAN(DIECKUX
CTaHIAPTOB.
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Borodin M., Rybkin A., Urivskiy A. — High-Speed

Software Implementation of the Prospective 128-bit Block
Cipher and Streebog Hash-Function

OddeKTUBHBIE TPOrPpAMMHbBIE PEATU3AIMHA aJITOPUTMOB

Tabauunoe 3amanne LS-1ipeobpaszoBanms
e lcmonb3osanue SSE4
@ 92 MB/c — core i7-2600 @3.4 GHz

Asropckuit komnextus (PycKpunro) Crpubor — 260 18.03.2015



Lebedev P.A. — Comparison of old and new cryptographic

hash function national standards of Russian Federation

on CPUs and NVIDIA 196 GPUs

o Cpasuupatorcst craggaptel OCT P 34.11-94 u TOCT P 34.11-2012
o Hccnenosanuga Ha x86-64 u NVIDIA CUDA

o Crpubor ObICTpee Ha Ipolieccopax OOINEero Ha3HAUYEeHUs, HO MeJJIeHHee Ha
GPU u lightweight-margopmax
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Kasumupos A., Cubiisies C. — O cozjanun

3(1)(1)eKTHBHbIX IIPOrpaMMHBIX peaJH'ISaHHf’I

OT€e4YCeCTBECHHDbIX KpIIHTOFpaCl)I'ILIeCKHX CTaH1apPpTOB

e I'OCT 28147, TOCT P 34.11-94 u I'OCT P 34.11-2012

IIpomeccopnt 001IEr0 HA3HAYEHUST

o OyHKINA CKATUSA U MMOJTHBIA TTHKJT

CpaBHeHue ¢ 3apyOeKHbIMY (DYHKIASIMU
Crpubor npepocxoautr 'OCT P 34.11-94, Ho ycrynaer SHA-2

Crpubor comocrasum ¢ Keccak mo dyHKIMM cxkaTusi, HO B 2.5 pasa
YCTyIaeT Ha MOJHOM IUKJIe

Asropckuit komnextus (PycKpunro) Crpubor — 0630p pador 18.03.2015



SakJIoueHne

Oyukiua 'OCT P 34.11-2012
e 3a 5 JyleT ¢ MOMEHTa aHOHCA MOSIBIJIOCHh MHOYKECTBO paboT

@ BoJbIIMHCTBO CYIIECTBYIONIX OAXOA0B OBLIH PACCMOTPEHEI

HO‘ZLTBep}K)Ia.eTCE{ HpaBI/IJILHbIﬁ BI)I60p CHUHTE3HbIX peH.IeHI/Iﬁ

o Xoporre KCILTyaTAIIMOHHbIE XaPAKTEPUCTUKI

AsTOpCcKE (PycKpunro)
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