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PesteBaHTHBIE pabOTHI
BusyasibHasi Mozenb
MeTpurKH 3a1UILLEeHHOCTHU
Peanuzanusa
JKCIIepUMEHThI

3aKJIIOUeHue
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RYA
[elalel

KapTa puckoB oTtobpaxaet nHdopmaumio o coctosiHum pucka (R),

yassmumocTten (V) u gocTtynHocTr (A) Kaxxgoro ceteBoro obbekTa,
pacnonoXeHHoro Ha KapTe B Buae cBeToopoB
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- TS A
MeTacpopa npeacTaBneHusMeTPUK 3allullieHHOCTH

 Ha ocHoBe uudep6nata [Erbacher, 2012]

Kaxxgasa meTpuka npeacTtaBnsaeTcsa ¢ ucnonb3oBaHneM Lndgepbnara,
n ee 3HadeHue "ycunmneaetcs" LUBeETOM, YTOObI caenaTb bone
ObICTPbIM BOCpuATUE. HapyXHOE KOmnbLIO COOTBETCTBYET Doree
Nno3gHeMy (TeKyLiemy) s3HadeHuto

Habop MeTpuK npeactaBnseTcs ¢ NOMOLLbIO MHOXECTBA pasfnyHbIX
undpepobnatoB (cyber command gauge cluster ) ansa nogaepxku
NPUHATUSA KOHTPMEP U BbIMOMTHEHUA OPYrMX 3aga4 3auuThbl

MHopmaLun

(v

Older Time
Periods

Angle
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> onepart
 [Matuszak et al., 2013]

——

noBepus

B omHOM MHIMKAaTOpe oTOOpaXkaeTcs TPU THUIIA AOBEPHSI,
LIBET UCIIO/Ib3YeTCA 1 3alaHNs 3HAYeHUsI 10BepUsl

OTH IapaMeTPhI MPeICTaB/ISIOTCA B BUIe YaCTH HAPY)>KHOTO
KosbIla Kpyra. Kpyr B 1ieHTpe 0603Ha4YaeT o01iee ToBepHe,
pacCcYMThIBaeMOe KaK B3BellleHHasi CyMMa JIPyT'HMX BUIOB

False Alarm
Trust

Availability
Trust

|

B Trust<0.3333

0.333 < Trust < 0.6666

Trust > 0.6666

Detection Trust
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|IpennaraemnpeACTaBneHue MEeTPUK

e

3dlUMLLIeHHOCTHU

Il 151 IipeoCTaBIeHUS TT0Ib30BaTe/ISIM BO3MOYXXHOCTHU
aHAIM3HUPOBATh HECKOIBKO METPHUK IIPe/I0KeHa MOZEe/Ib
BH3ya/M3anuu (rird) Ha OCHOBE KPYroB, CITOCOOHAsI 0TOOPaXKaTh
IpeapIayliire 3HAYeHUsI MEeTPUK

Kpyr paszgesnsieTcst Ha n CeKTOPOB, KOTOPbIe OTOOPAXKAIOT 3HAYEHUS
N MeTpUK. BHellIHWe Koblia MPeCTaB/sIOT TPeAbIAyLve 3HAYeHU S

Il st oToOpaXkeHUsI KPpUTUYHOCTH 3HAYEeHHSI HCITOIb3YeTC S IIBET

Monudukamnus 3To MoZe/T — OT KPpUTUIHOCTH 3HAaYeHUSI MEeTPUKHU
3aBUCUT PaJUyC CEKTOPA

TeKkylwee
7y 3Ha4YeHune

[Mpegblayuiee
M4 M1 3HaYeHue

A
A

M3 | M2 \

Y
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OTo6paxeHue rnudOB Ha TONONOrUU CeTH

, [ [

, massif—z( massif-3
I \ — (n1)Print server

W
massifi {n1)Wireless access point
. / (n1)internal router 1
) (N1)DB server 1 I

(n1)Firewall
e '

Inte

| user with ffotdipRike devices

(n1)internal users

( ob server (n1)External router (n1)DB server 2

(n1)Proxy server (n1ysdministrator

(n1)ysateway
(n1)Mail server

(n1)Application server

(n1)External mobile users (n1)External users (n1)External user with notebook
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MOZICETH PACIIOIOXKEeHBI Ha OCH OPAWHAT, a OTAEeIbHbIE XOCTHI
PACITIOJIOXKeHbI Ha OCH abCIIMCC

1711 TOAAEPYKKU HAaBUTALIUHM YU aHATH3a JAHHBIX 00eCTieqnBar0TCs
QYHKIIMHM 3yMMHPOBAHUS WJTH CITeIIUATbHBIX MEXaHU3MOB

MacIITabMPOBAaHUS, TAKKX KaK BOIIIeOHbIM 00beKTHB (magic lens)
vy peiomii a3 (fisheye)
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OCHOBHEIC

CTOMMOCTHbIE

Mogagenb cucTembi
(BKNOYAA 3aBUCMMOCTH
cepBucoB)

Knaccundunkaumsa meTpmuk 3allunily

C

~

08

YassumocTu/
Mpadbl aTak Mpodunb atakytoLLero CobbITna 6esonacHocTH
cnabble mecTa pad pod yiow

/ \ //ﬂoauqun amaxyroLe20

- YAsgumocme xocma - AuHamuyeckull yposeHb HaBbIK

- Cnabocms xocma - Kpumuqucmb amakyrowux - YpoeeHb HOBbIKOB amakyruw,e2o amakyruwezo

- BHympeHHAA Kpumu4HoCMb delicmauti - MpoghuneHeblli nomeHyuan amaxu - Bepoam+ocmHeiii yposeHsb

- BHewHAA kpumuyHOCMe - [lomeHyuan amaku HOBbIKO8 AMAKYOW,e20

- llpoyeHm cucmem 6e3 uzeecmHbix - Yuep6 om amaku - AuHamuyeckuli nomeHyuan

| kpumuyHbix yAseumocmed 5 e I P ] Alamaku

- Yazsumocmes xocma K amakam - MomeHyuan amaxu ¢ - MpoghuneHelli nomeHyuan amaxu - JuHamuyeckuli nomeHyuan

________________________________________ ‘ _,’i’f’,’??f’?ﬂ‘?ﬁ"ﬂ,,,,,,,,,,,,,,,,,,,,,,,/ |yuemom0-0wa | | |cysemom0-Ona |, _|amaku c ysemom 0-0HA
-CmoumocmHoil yusep6 om -MpocpunbHeIii cmoumocmHoli -uHamuyeckuli cmoumocmHolii
- LleHHocms xocma 014 6u3Heca amaku ywepb om amaku |\, | ywep6 om amaku
- 3ampamel Ha peazuposaHue - MpocpuneHele 3ampamel Ha - JuHamuyeckue 3ampamel Ha
j k j X’&GZUDOBGHUG j \pweupoeaHue
[MoKa3aTenn
MokasaTenun ypoBHsA Moka3aTenun ypoBHs MokasaTenun ypoBHsA
TOMO/10rn4yecKoro o
rpada artak aTaKyoLero CobObITUN
YPOBH#A
\l/ ~ YposeHs pucka
\l/ - YposeHs 3awuujeHHocmu

P Y

MHTerpanbHble NoKalzaTenu

< [TosepxHocmb amaku
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”op,cwcmma BuayanusaunnmVisSecAnalyzer: -

-4-""-'-——_

LueJyin U 3aa4ium

VisSecAnalyzer - nogcucrema Busyanusauum gns
SIEM-koMnoHeHTOB, BKIO4Yasa cCUctTemy

MoAaeNnmnpoBaHuUAa atak U oueéHnBaHUA 3alUUMLLLIEHHOCTU
(AMSEC)

3apadm VisSecAnalyzer:
Buayanusauusa rpadoB atak , creHepupoBaHHbix AMSEC

Buayannsauus MeTpuk 3almnLLEHHOCTU, BbIYUCTTEHHbIX
AMSEC

KoHdurypmpoBaHue CeTeN U XOCTOB CETU

3arpyska n coxpaHeHue KoHdourypauum cetn ns/s dann
nnn 6asy gaHHbIX

3arpyska oT4eToB 06 YA3BMMOCTAX, CDOPMUPOBAHHbIX
ckaHepamu ys3BMMOCTEN

Peanusauunsa aKCrepumMmeHToB “YTo-ecnn” A5 OLLEHKU
nocreacTBuUn aKcnnyaTaunum yasBMmMocTen
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XUTEKTYP

: VisSecAnalyzer
= KomnoHeHT SIEM-cuctemsl
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1)Proxy serve

(n1)internal router 1

(A1) External router {n1)Firew all
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lpeactaBneHue xocTa ¢ UCnosib3oBaHUEM rnnca

CxeMa KoapupoBaHUs IIBeTa:

e Jlns pallMoHA/IbHBIX K UHTEPBATbHBIX TAPaMeTPOB OIpee/IeHO MSTh
MHTEePBaI0B, 0003HaueHHbIX KaK {None, Low, Medium, Above Medium,
High}. DTy 3HaueHMst KOOMPYIOTCS C UCIIOIb30BAHHEM IIIKAJIbI “YKe/IThIH
— KpacHbIN , 3a UCKIIOYeHeM 3HaueHUs None, KoTopoe 0003Ha4YaeTcst
C MOMOIIBIO 3€/IeHOTO 1IBeTa.

* Jlnst KompOBaHMS YPOBHS KPUTHUIHOCTH XOCTA UCTIOAb3YeTCS IPyTrast
CXeMa, TaK KaK 3Ta MeTpHKa JI0/DKHA TIPUMEHSTHCS /ISl TPUOPUTE3AIUH
OeMCTBUU aHAJIMTHUKA U He TIPegHA3HAYeHa /I OMIOBEeIIeHUS O
BO3MO)XXHOM OTIACHOCTH, KaK APYTrUe MeTPUKHU.

Host Vulnerability Level

NONE Host Criticality Level
LOW
MEDIUM UNDEFINED
ABOVE MEDIUM LOW

. HIGH Ml
‘/ (m1internal users _

Attack Probability

Attack Impact
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I'mnd ans oroopakennsirmerpuk RORI

OXXNIA€MBbIC ITIOTEPU

/I

RORI - Return On Response Investment

OHa y4uThIBaeT CTOUMOCTb KOHTPMEPHI, CBI3aHHOE C
KOHTPMEPOU CHIDKEHHE PUCKA, IIEHHOCTb XOCTa Jis Ou3Heca U

C1 - Huuero e nenats (RORI = 0.0%).

C2 - brokupoBaHue MTOAO3PUTETBHBIX
yueTHbIx 3amnuceii (RORI = 400.36%).

C3 - AkTuBanus crcrteM oOHAPY)XeHU ST
BropykeHwuii (IDS) B cTpaTernyeckux Mecrax
(RORI = 308.96%).

C4 - Usmenenue nmopra (RORI = 163.64%).
C5 - AKTHBaIMst MHOTO(PAKTOPHOM
ayrentudukaimu (RORI = 386.07%).

FA — AU'T'T/TD‘)TTT/T(‘I’ TTNADIATT f\ﬁU‘)T‘\‘T\IfDUT/T(T
VU 4 LI\ll’l.DCll_l‘l’lll llthlDlljl UUHCLI_}] JIN\_11¥Y171

anomanbHOTO TToBeZeHus: (RORI = 411.52%).
C7 - BpeMeHHas AeaKTUBaL s yYeTHOMU
sanucu (RORI = 259.40%).
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- "=
MapaMeTpbl CeTW ARS3KCNEePUMEHTOB

—
» ~massif-1 and massif-2: Red Hat JBoss Community Application Server 5.0.1;

Windows Server 2008 R2 for x64-based Systems;

* massif-3: NetlQ eDirectory 8.8.6.0; Novell SUSE Linux Enterprise Desktop
12ServicePack 1;

« massif-i: Novell Suse Linux Enterprise Desktop 11 Service Pack 1 and Citrix Ica
Client For Linux 11.0;

e (m1) Firewall: Linux Kernel 2.6.27.33, Citrix Ica Client For Linux 11.0;

* (m1)External mobile users: Google Android Operating System 4.1.2;

e (m1)External users and (n1)Internal users: Microsoft Windows 7 64-bit; Apple
iTunes 9.0.3;Microsoft Office 2007 SP1; Microsoft Internet Explorer 7;

* (m1)Proxy server: Linux Kernel 2.6.27.33; Gnome KDE;

* (n1)Web server: Windows Ftp Server 2.3.0; Windows Server 2008 for 32-bit
Systems; Sun iPlanet Web Server 4.1 SP1o Enterprise;

* (m1)DB server1and (n1) DB server 2: Apache Software Foundation; Derby
10.1.3.1; phpMYAdmin 3.5.2.2; Oracle MySQL 5.5.25; Linux Kernel2.6.27.33;

e (m1)Administrator: VMware vCenter Server Appliance (vCSA) 5.1;Ubuntu linux
10.04; Gnome KDE;

e (m1)Mail server: Windows Server 2008 for 32-bit Systems; Microsoft Exchange
Server 2007 Service Pack 1; Microsoft Sharepoint Server 2007 sp1x64;

e (m1)Mobile devices: Apple iPhone OS 4.0.
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[lepBOHa4YanbLHbIM YPOBEHb 3aLLULLEHHOCTHU
XOCTOB CETU

massif—T/ massif-3

I —\ (n1)Print server
it-i

massiE (n1)Wireless access point
.1 / (n1)internal router 1
) (n1)DB server 1 '

(n1)internal users

(N1 )Firewall
s .

Inte
W > (n1)External router (n1)DB server 2

(n1)Administrator

(n1)Proxy server
(n‘I}G wa].r
(n1iMail server

(n1)Application server

(n1)External mobile users (n1)External users (n1)External user with notebook

PycKpunto’2015, 17-21 mapta 2015 r.




PekoHcpurypaumnsa XxoctoB

AHaJTMTUK MOYKET HA)KAaTh HAa MHTEPECYIOMNN TN} U
MTOTYYHUTh ITOAPOOHYI0 HHPOPMAIIHIO 00 YI3BUMOCTSIX
Hampumep, a1st massif-1 1 massif-2 ys13BUMOCTH — B
Windows Server 2008 R2 for x62-based systems, u
BO3MO)XHOE pellleHHe — B MHCTAJIISIIIUH COOTBETCTBYIOILIETO
service pack gyt Windows Server 2008 R2 SP1 for x62-based
systems

Ysa3BuMocTH, 0OHapykeHHbIe Ha (paiiepBosie massif-i
cBsi3aHbI ¢ Novell SUSE Linux Enterprise Desktop 11 Service
Pack 1 u Citrix Ica Client For Linux 1.0, Bo3Mo)xHOe
penreHre — 06HOBUTH [10

710 X peaIn3allvy 3a CYeT U3MeHeHHUsI KOHPUTYPAIUH
XOCTOB U IepecyeTa MeTPUK 3alULLeHHOCTU
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YpoBeHb 3alULLIEeHHOCTU XOCTOB CEeTU nocne
pekoHdUrypauumm

massif-2
massif-2 .
Nﬂternal us TWiTM?FﬁEﬁP&deuices
massi= ’\

massif
H‘"""—-._________.-—"""r
(n1)Wireless access pnil;ﬁ”'jri”t sSener
n1)internal router 1

(N1)DB server 1 J (n1jinternal users

(n1)External router '
(n1)WVeb server (n1)DB server 2

(n1}administrator
1y eway
(n1)Froxy server (n1)4pplication server  (n1)Mail server

(n1)External user with notebook

(n1)External mobile useFEﬂEﬂemal HUSErs
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M XOCTOB ceTM oo
U-ROCIne peKoHduUrypauum ——

massif-3

’ massif—z( masfit-3 (n1)intethal user with FHtddpRle devices massit-2 -
'\ }\\mema\us T With AR devices
Xﬂ% ’ massiF g\ /
--_-/

—_—
\ (n1)Print sernver I Q—\
B

massg (n1)Wireless access point (n1)Wireless access poift FTint server

/ (n1)internal router 1 \ \@nem
(n1)DB server 1 ' S

(n1)internal users (n1)internal users

\) (n1)Firewall ) ZEISEE
(rdyinte er2 /___ (n1)Firewall M

( eb senver (n1)External router (n1)DB server 2 (n1)External router

\ (n1) senver \ (n1)D0 server 2

- Tpadministrat .
(n1)Proxy server \ LR T (n1)Administrator
(NG way (ny ewWay
(n1)Mail server P T (n1)Application server  (n1)Mail server

(n1)Application server

(n1)External mobile users (n1)External users (n1)External user with notebook (n1)External mabile sl 1/EMemal users (n1)External user with notebook

Host Vulnerability Level

NONE

\/'\ Host Criticality Level
LOW
UNDEFINED
MEDIUM SR 2 \ UNDEFINED
ABOVE MEDIUM LOW

O HGH MEDLW

Attack Probability

Attack Impact
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3aKnwieHne

[IpoaHann3MpoBaHbl METOAUKH BU3yaIU3alluy, UCIIO/Ib3yeMble
IJIST TIpeICTaB/IeHUsI BBICOKOYPOBHEBOM MHPOPMAIIUU JIJIsI
CUTYAaLLMOHHOMW OCBEJOMJIEHHOCTHU, U IPEeAJIOXKEH TOAXO0T, K
BU3Ya/IN3all1 MEeTPUK 3alLIULIEHHOCTU, KOTOPBIX MTO3BOISIET
IIPOBOAUTH CPABHUTEJIbHBIN aHA/IN3 TeKYILIWX U MPEeAbIAYLIUX
3Ha4YeHUU

PaspaboTaHHast BU3yajbHAsI MOZE/Tb MOXKeT OBITh MCITOJIb30BaHa
IJ1s1 TpeICTaB/IEeHUS JAaHHBIX Pa3HbBIX TUIIOB U 0003HAYATh KaK
MEeTPUKHU HU3KOTO YPOBHS, TaK U MeTa-MEeTPUKU, TaKHe KaK
YPOBEHb BO3ZAENCTBUSA aTaKU

I ns oueHku 3PpPEKTUBHOCTH MPEIIOKEHHOTO MOAX0/IA
peann3oBaH cueHapui Onumnunickux Hrp, B mponecce
BBITIOJIHEHH S KOTOPOT'O OLI€EHUBAJICSA YPOBEHbD 3alUIIEHHOCTU CETU

/laHa nmosoXuTenbHasi OLEHKA CO CTOPOHBI aIMUHUCTPATOPOB U
OTMe4YeHa KOMITAaKTHOCTb MpeACTaB/IeHUSI METPUK
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e e

byayuwiune nccnepoBaHus

JlanmpHeMIIas pa3pab0TKa ¥ aHAJIU3 TIPeIIOKeHHOM
BU3ya/IbHOU MOZE/IU U €€ IIPUMEHUMOCTHU JJ151 Pa3/INYHbIX
3a/1a4 3aIIATHI THPOPMAILIUH

OneHka 3 PeKTUBHOCTH ITPeII0KeHHOU MTOICHCTEMBbI
BU3ya/IU3AI[UY, B TOM YHCJIe OlleHKa y1oO6CcTBa paboThI
(usability) rpaduueckoro moab3oBaTenbCKOro HHTEpdeiica

PycKpunto’2015, 17-21 mapta 2015 .




KoHTakTHasa nHdopmMmauua —

KoteHko Uropb Butanbesud (CITTUNPAH)
ivkote@comsec.spb.ru
http://comsec.spb.ru/kotenko/

bnarogapHocTu

« Pabota BbinonHeHa npu puHaHcoson nogaepxke POOU (13-01-00843,
14-07-00697, 14-07-00417, 15-07-07451), nporpammbl
dyHaameHTanbHbix nccrnegosannn OHUT PAH, npoekta ENGENSEC
nporpammbl EBponenckoro Coobuiectea TEMPUS n MuHucrtepctea
obpasoBaHusA U Haykn Poccuimnckom ®egepaumm (cornatueHmne Ne
14.604.21.0033, yHUKarbHbIN UOEHTUMUKATOP cornalleHus
RFMEFI60414X0033; cornaweHue Ne 14.604.21.0137, yHUKasbHbIN
noeHtudukartop cornaweHmna RFMEFI60414X0137; cornaiwieHne Ne
14.604.21.0147, yHMKanbHbI OEHTUPUKATOP cornallueHnd
RFMEFI60414X0147).
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