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@ ) CtaHpapTbl U TEXHONOrUMU
BOCXOAO

= [OCTPWCO/M3K 7816
= [OCTP UCO/M3K 14443
= |SO/IEC 10536

= |SO/IEC 15 693

= |SO/IEC 10373

= |SO/IEC 7810

= [OCT 18725-83

= [OCTP34.10,TOCT P 34.11, TOCT 28147-89

= TECHNICAL REPORT. RF PROTOCOL AND APPLICATION TEST STANDARD FOR
E-PASSPORT - PART 2. TESTS FOR AIR INTERFACE, INITIALISATION,
ANTICOLLISION AND TRANSPORT PROTOCOL. Version: 1.02. Date — Feb 20,
2007
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CTpyKTypa AaHHbLIX U PYHKUNN

BunomeTtpuyeckoe
NpUNoXeHune

=  JaHHble
3arpaHnacnopTa

= ¢oTo Bnagenbua
=  OTneyvyaTKku nanbLues.
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lNMpunoxeHue
3NEKTPOHHOro
yAOCTOBEpPEHUN
JINYHOCTHU

NaHHble
obLlerpa)kgaHcKoro
nacnopra

VHH
CHWUNC

lNMpunoxeHue
3NIeKTPOHHOM noanucu

CKMarl

bYHKLUMS BblYMCNEHUS
Kan

JYKHLUMNA CMEHbI
Knroyen



=\ YTeHUe npunoxeHus ePassport

BOCXOAO

L N @

( (# NFC Passport Reader

IDRUSBAKAOAKA10<<<<<<<<<<<<<<<
8612124M2501291RUS<<<L<<<<<<<0

KUZNETSOV<<VLADIMIRKL<L<<<<<<<<<
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Nl 2% 12:27

\\‘
@ eorm

Document number:
DI2922979

Date of birth:
Unknown

Expiration date:
Unknown

NGE 36 4l 7o%m 12:31

#° NFC Passport Reader

OVERVIEW SECURITY

PHOTO

PERSONAL INFO

Full name: KUZNETSOV VLADIMIR
Surname: KUZNETSOV
Given names: VLADIMIR

Gender: MALE

Reading data group 2...

Do not remove document until reading completes!




@\ YTeHUe npunoxeHus ePassport
BOCXOAO

NG 36 ,ds5%0 10:20

NFC Passport Reader <:

OVERVIEW SECURITY

PHOTO

PERSONAL INFO

Full name: KUZNETSOV VLADIMIR
Surname: KUZNETSOV
Given names: VLADIMIR
Gender: MALE
Nationality: Russian
Date of birth: 12.12.86

Personal number:

DOCUMENT INFO

Document number: BAKAOAKAT
Document code: ID
Issuing state: Russia

Expiration date: 29.01.25
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HH.I/I \
@so;}xan Cxema pgocTtyna

Oomas npoueaypa ayreHTudukauuu (OI1A):
1. YcraHoBieHue COEIUHEHUS Ha OCHOBE
ayreHTu(uuupoBanHoro mnapoiass — MRZ, CAN, PIN wmm

PUK (PACE):

2. Ayrentudukanus TepmuHajla Ha ocHoBe CV-ceprudukaton

(Terminal authentication);
3. [MaccuBnas ayrentuduxarus (Passive authentication);

4. Aytentuduxaius mukpocxeMsl (Chip Authentication).
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@g&.‘:xm Password Authenticated Connection
Establishment

MRTD Chip (PICC) Terminal (PCD)

static domain parameters D pjc

choose random nonce s €z Dom (E )

z=E(K,, s) %} s=D(K,;z)
additional data required for Map( ) {—} additional data required forMap( )
D:NIaP(DPICC:S) D:l\IaP(DPJCCJS)
choose random ephemeral key pair choose random ephemeral key pair
( SKPICC’ PKPICC’ D) ( SKPC'D 2 PKPCD 2 D)
check that PK ,qp# PK picc < PK pep \ check that PK pjec# PK pcp
P K PICC '
K=KA (8K ;ces PR yciseD ) K=KA(SK 1 PR s D)
(\@ T pcp=MAC(K s, PK pec)
T prec=MAC(K yyc, PK pepy) ﬁ‘)



@'\:m Terminal Authentication

Chip : TERMINAL AUTHENTICATION Terminal :

pke 4. 1Dc, ske, pky, ceric vk g, cerip  IDe, skr
cerly

If CVfipk. ,. certy) = 0, abort

extract pky (from cerir)
generate (eskr, eplr, D)
Compr({ epk, )

r— {0, 1}
1

s = Sig(skr, (ID¢, r1, Compr(epks)))

If SVf(pk, . s, (IDc. ry, Compr(epky ))) = 0, abort
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GHMM:\
BOCXoAa

Chip Authentication

Chip :

verifv that epk; matches Compr(epk; )
K = DH{epky, skc)
ra = {0,1}*
Kenc = Hi(K,r2)
Kuac = H‘a{-": l"ﬂ
mac = Ha(lC,ra)
T = MAC(Kmac. (epkr . De))

CHIP AUTHENTICATION

ceric, phe, De
epky

T, r=

Terminal :

If CVf(pk. 4. certz) = 0, abort

K = DH| pk., eskr )

Kene = Hi(K, ra)
F.:n.-nc = Ha(K, rz)
mac = Ha(k, ra)
If MK ac. T, (epksr . De)) = 0, abort

key=(Kenc, Kmac)

sid = (epky, pke, D, 72)
pid =
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key=(Kenc, Kuac)
sid = (ephky , pk-, D, r2)
pid = pk,
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UHdpacTpykTypa pasrpaHnyeHna gocrtyna Ha 6a3se
cneunanbHoun PKI (CV-cepTtudukarnbl)

/

KopHeBowu ueHTp P,
\_Rop LieHTp D./

\

MpomeKyTouHbI

\ ueHtp OB /

MacnopTHbIe cToNbI
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0B /MobunbHble

TepmuHanbl MB
- J/

MpomeKyTouHbI
UeHTp YacTHbIX

\_ opraHusauum )

g )

-
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Asua/X¥ /[ komnaHuu
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@&\mﬂ CV-ceptudpukarbl

= BbuHapHbIN opmart
= ManeHbknn pasmep (okono 100 6anT)

= [lpaBa gocTtyna onpenenstTcs KOHbIOHKLUMEN NpaB BCEN LIEMOYKN
cepTudukaTon

= ManeHbkne cpoku eNCTBUS
= QOTcyTCTBME CMNCKOB OTO3BAHHbLIX CEPTUPUKATOB
=  QOTcyTCTBME OBEPEHHOIO UCTOYHMKA BPEMEHN Y MUKPOCXEMBI
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HWUKA \
BOCXOO
@ ObocHOBaHue CTOUKOCTHU

Mopgenb Bellare-Rogaway:

CTOMKOCTb K NaCCUBHOMY HapyLUUTESIO;

CTOMKOCTb K aKTUBHOMY HapYLUUTENIO B XO4€ BbIMNOSTHEHUS
NPOTOKOSI0B;

CTOMKOCTb B Criydae Hanmuus 6onbLoro KonmyecTea
OOHOBPEMEHHbIX CECCUM;

CTpoutca urpa, B KOTOPOW HapyLunTenb SOMKEH OTNNYUTb
BbIpabOTaHHbLIN YMMNOM U TEPMUHANOM K104 OT CrlyYanHom
nocnenoBaTeribHOCTY,

Ecnn BepoaTHoCTb Nobeabl mano otnmnyaetca oT 50%, To CTONKOCTb
OOCTUTHYTa

[ToCcTpoeHMe Leno4vkn urp ¢ y4eTomM N3MeHeHUd BEpPOATHOCTH
noodeabl
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