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» PERCENT OF ORGANIZATIONAL IT BUDGETS DEVOTED TO CLOUD IN EACH COUNTRY
(INCLUDING SOFTWARE, SERVICES, STAFF, RESOURCES, TRAINING, ETC.):

o 20% 4% 60%
AUSTRALIA ] ‘ 31%
BRAZIL | 46%
CHINA — 46%
FRANCE | 31%
GERMANY ] ‘ 28%
ITALY ] 21%
JAPAN — 47%
NETHERLANDS [ 36%
RUSSIA — 53%
SWEDEN | 33%
UK EEESS— 34%
us | 28%
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Security Advisories & Certifications

Certifications Guides

Security Advisories are the official notification of security-related vulnerabilities and issues
impacting VMware products. Security Advisories outline complete information on how to
protect impacted systems. Each advisory contains a detailed description of the security
vulnerability, affected systems, threat severity, risk mitigation techniques for fixing the
vulnerability and securing the system. Third-party certifications such as Common Criteria and
FIPS provide independent validation of the security of VMware products. These are listed
along with links to the official certificate or report. Security Hardening Guides provide
prescriptive guidance for customers on how to deploy VMware products in a secure manner
and also provide script examples and other information to help with security automation.

August 29, 2013
VMSA-2013-001

VMware ESXi and ESX address an NFC Protocol Unhandled Exception
August 22, 2013

VMSA-2013-0010

VMware Workstation host privilege escalation vulnerability

July 31,2013

VMSA-2013-0009

VMware ESX and ESXi updates to third party libraries
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Distribution of virtualization system vulnerabilities
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BbisoguTe no: 10, 20, 50, 100

2015-00723

2015-00722

2014-00322

2014-00019

2014-00006

2014-00005

Hosocu caita

DAY «THAMKW MT31 ©CTIK Poccuux»

©CT3K Poccun

YA3BUMOCTb Nporpammyore obecneverna VidWare Workstation, nossonatowas
3NOYMBILNEHHWKY HApYLWNTE AOCTYMHOCTL 3allMILAEMOi MHMopMaLmMK

Viware Inc. VM Vorkstation 07 9.0.0 go 9.01

YA3BMMOCTE MPOrpamMMHore obecnederua VMWare Player, nossonawiyas
3MOYMBILINEHHUKY HAPYILUTS AOCTYMHOCTS 3aLLHILEEMOM MHDOPMALMK

VMware Inc. VMWare Player ot 5.0.0 go 5.0.1

YA3BUMOCTE rMAepBu3opa ViMWare ESXI, N03B0NANLIAA AN0YMBILLTEHHUKY
NOBLICHTL CBOW MPUBMIENMK B FOCTEBOI OMEepPaLMoHHOA CUCTEME MITH BbI3BATE OTKA3
B 0GCNYKMBAHHK

VMware Inc. VMware ESXi 5.5

YA3BUMOCTb NporpaMMHOro oGecneYeHna YNpPaBNeHHa BUPTYanbHoR
MHDPACTPYKTYpoi Viiware vCenter Server, Mo3soNA0LILAA 3M0YMBILNEHHKUKY
NpenATCTEOBaTL BXOLY APYIMX NOMB30BATENEN B CUCTEMY

VMware Inc. VMware vCenter Server oT 5.0 A0 5.5 BKNIUYMTENBHO

YA3BUMOCTL rMneper3opa Viiware ESXi, N03BONANLLER 3N0YMBILITEHHHKY NOBLICHTE
NPUBMNETMM UK BbI3BATL OTKE3 B OOCNYKMBAHMM

VMware Inc. VMware ESXi 4.1

YA3BUMOCTb runepensopa Vidware Workstation, no3sonAawLyas anoyMuIlLNEHHNKY
NONY4YUTb KOHTPOMNb HAaA BbINONHEHUEM YTHIMTHI «Vmrun»

VMware Inc. VMWare Workstation 6.5

CkayaTk CBeeHNA 00 yA3BMMOCTAX

17.01.2014

17.01.2014

31.05.2014

06.02.2013

16.03.2012

04.04.2011

[ocyAapCcTBEHHbIA HayYHO-MCCNea0BaTeNbCKUA MCbITATENbHbIA
MHCTUTYT NpoBnem TeXHWYECKOW 3aLnTbl MHopMaLun
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“® WHchorpaduka

- Kanekynatop CVSS

HOBLIE YASBUMOCTH
25022015

YA3BMMOCTb NPOrPAaMMHOro 0BECTEYEHUA JavaTM
Platform, no3sonsiowan yaaneHHoMY 3rioyMbILLNEHHUKY
HaPYILHTb KOH(MAEHUMANBHOCTh, LUENOCTHOCTL H
[AOCTYNHOCTL 3aLYULLZEMOA MHPOPMALIMK

25.02.2015

YA3BUMOCTL NporpaMmHore obecnederus JavaTM
Platform, no3sonsiowas yaaneHHOMY oYM blLLINe HHUKY
HapYLIHTL KOHMAEHMANBHOCTL, LIENOCTHOCTD H
[AOCTYMHOCTB 3aLHULIEEMONH MHGPOPMALMK

10.03.2015

YA3BMMOCTb OnepaynoHHon cueteMel Gentoo Linux,
NO3BONAWAA MOYMbILLNEHHUKY HAPYLMTE
KOH(MAECHUWANBHOOTE; LIENOCTHOCTE M JOCTYNHOCTL
3alMLaeMoi-HH(opMaL i

10.03.2015

YA3BUMOCTb ONEPaLUOHHOI cUCTEMBI Gentoo Linux, -
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