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Ïîñòàíîâêà çàäà÷è

Ôóíêöèÿ âûðàáîòêè êëþ÷à:

F (p, iv) = k1, k2, . . .

p ∈ Vm � ïàðîëü äëèíû m áèò, 0 < m < 1024,
iv ∈ Vr � ñëó÷àéíûé âåêòîð (ñîëü), 0 < r < 64,
k1, k2, . . . ∈ Vn � ïîñëåäîâàòåëüíîñòü êëþ÷åé, n = 256, 512.

Äðóãîå îïðåäåëåíèå ôóíêöèè âûðàáîòêè êëþ÷à:

F : Vm × Vr × Z→ Vn, F (p, iv , s) = ks

ãäå s ∈ Z � íîìåð êëþ÷à.
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The Password Hashing Competition (Ìàðò, 2014)

Òðåáîâàíèÿ ê ïîáåäèòåëþ êîíêóðñà:

1 F - êðèïòîãðàôè÷åñêàÿ ôóíêöèÿ (¾ñëó÷àéíûé¿ âûõîä,
îäíîíàïðàâëåííîñòü, îòñóòñòâèå êîëëèçèé, ñòàòèñòè÷åñêàÿ
íåçàâèñèìîñòü êëþ÷åé, çàùèòà îò ÷òåíèÿ âïåðåä/íàçàä)

2 îòñóòñòâèå ìåòîäîâ ñóùåñòâåííîãî óñêîðåíèÿ ðåàëèçàöèè
ôóíêöèè F (ïî ñðàâíåíèþ ñ ¾íàèâíûì¿),

3 çàòðóäíåíèå ðåàëèçàöèè ïàðàëëåëüíîãî ïåðåáîðà ïàðîëåé
íà ìíîãîïðîöåññîðíûõ CPU (ñóùåñòâåííûå òðåáîâàíèÿ ïî
ïàìÿòè),

4 ñðàâíèìàÿ ýôôåêòèâíîñòü ðåàëèçàöèè àëãîðèòìà êàê íà
CPU, òàê è íà ñïåöâû÷èñëèòåëÿõ (GPU, ÏËÈÑ è ò.ï.)

5 çàùèòà îò àòàê ïî ïîáî÷íûì êàíàëàì óòå÷êè (âêëþ÷àÿ
âðåìåííûå àòàêè, àòàêè íà ýíåðãîïîòðåáëåíèå è ò.ï.)
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The Password Hashing Competition (ôåâðàëü, 2015)

Ôèíàëèñòû:

Ïðèíöèïû ïîñòðîåíèÿ

1 ñæèìàþùèå îòîáðàæåíèÿ (Argon-v2, battcrypt, Lyra2-v3,
Parallel-v1, Pu�er�sh-v1)

2 òåîðèÿ ãðàôîâ (Catena-v3)

3 òåîðèÿ àâòîìàòîâ (Pomelo-v2)

4 òåîðèÿ ÷èñåë (âîçâåäåíèå â êâàäðàò ïî ìîäóëþ ñîñòàâíîãî
÷èñëà, ãåíåðàòîð Áëþìà) (Makwa)

Íàø àëãîðèòì:

òåîðèÿ ÷èñåë (ðàçëîæåíèÿ èððàöèîíàëüíûõ ÷èñåë)
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Ìîòèâàöèÿ

Ïóñòü α äåéñòâèòåëüíîå ÷èñëî, b > 1 öåëîå. Ðàçëîæåíèå â
çàäàííîé ñèñòåìå ñ÷èñëåíèÿ:

α =
∞∑
n=0

anb
−n, 0 ≤ an < b, n = 1, 2, . . .

Theorem (Ãàóññ)

Åñëè α èððàöèîíàëüíî, òî ïîñëåäîâàòåëüíîñòü a1, a2, . . . �
íåïåðèîäè÷íà.

Ïóñòü δ1, . . . , δk ∈ Zb ôèêñèðîâàííû,
Òîãäà ÷èñëî α ∈ R íîðìàëüíî, åñëè limn→∞

Nn(α,δ1,...,δk )
n = 1

bk
.

Theorem (Áîðåëü)

Íîðìàëüíûå ÷èñëà îáðàçóþò â R ïîäìíîæåñòâî ìåðû îäèí.
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Ïîòðåáíîñòè ðåàëèçàöèè

Íåîáõîäèìî ïðåäúÿâèòü:

1 Âûáîð ñèñòåìû ñ÷èñëåíèÿ

b = 28 (áàéòû), b = 232 (ñëîâà), b = 2w , w ∈ N.
2 Ìíîæåñòâî äåéñòâèòåëüíûõ ÷èñåë äëÿ ðàçëîæåíèÿ,

3 Ýôôåêòèâíûé àëãîðèòì âû÷èñëåíèÿ ïîñëåäîâàòåëüíîñòè
êîýôôèöèåíòîâ ðàçëîæåíèÿ ÷èñëà.
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Èððàöèîíàëüíûå ÷èñëà I

Ïóñòü c1, c2, . . . , � ïåðèîäè÷åñêàÿ ïîñëåäîâàòåëüíîñòü öåëûõ
÷èñåë, òîãäà ÷èñëî

α =
∞∑
k=0

ck
k!

� èððàöèîíàëüíî.
(äîê-âî àíàëîãè÷íî èððàöèîíàëüíîñòè ÷èñëà e).

Åñëè âçÿòü p = (c1, . . . , cm) � ïàðîëü, iv = (cm+1, . . . , cm+r ) �
ñëó÷àéíûé âåêòîð (ñîëü), òî

F (p, iv , s) = as , as+1, . . .︸ ︷︷ ︸
êëþ÷ - n áèò
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Èððàöèîíàëüíûå ÷èñëà II

Ïóñòü d , s,m ∈ N, u1, . . . , um ∈ Q, x1, . . . , xm ∈ N.

β =
∞∑
k=0

R(k)b−k =
∞∑
k=0

(
u1

(dk + x1)s
+ · · ·+ um

(dk + xm)s

)
b−k ,

Ïðè s = 1 ÷èñëî β òðàíñöåíäåíòíî, íàïðèìåð π, =>
èððàöèîíàëüíî.
Ïðè s > 1 èððàöèîíàëüíîñòü íå äîêàçàíà.

Åñëè âçÿòü p = (x1, . . . , xm) � ïàðîëü, iv = (u1, . . . , um) �
ñëó÷àéíûé âåêòîð (ñîëü), òî

F (p, iv , s) = as , as+1, . . .︸ ︷︷ ︸
êëþ÷ - n áèò
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Àëãîðèòì ðàçëîæåíèÿ

Ïóñòü α0 =
∑∞

k=0 ck è |ck | < b−k äëÿ âñåõ k > k0.
Îïðåäåëèì δ−1 = 0 è

αk = b(δk−1 + ckb
k−1), ak = bαkc , δk = αk − ak

òîãäà

lim
k→∞

k∑
i=0

akb
−k = α0.

1 Äëÿ ÷èñåë β èìååì αk = bδk−1 + R(k).

2 Âû÷èñëåíèÿ òîëüêî ñ öåëûìè ÷èñëàìè.

3 Èñïîëüçóåìûå îïåðàöèè: ñëîæåíèå, óìíîæåíèå, îñòàòîê îò
äåëåíèÿ â Z.
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×òî ìû ìîæåì îáåñïå÷èòü

Ïðåèìóùåñòâà:

1 Êðèïòîãðàôè÷åñêèå ñâîéñòâà: íåïåðèîäè÷íîñòü,
îäíîíàïðàâëåííîñòü, ñòàòèñòè÷åñêàÿ íåçàâèñèìîñòü
êëþ÷åé, çàùèòà îò ÷òåíèÿ íàçàä/âïåðåä.

2 Çàùèòà î ïàðàëëüíîãî ïåðåáîðà ïàðîëåé, âûñîêàÿ
ñëîæíîñòü ðåàëèçàöèè íà GPU, ÏËÈÑ è ò.ï.

3 Çàùèòà îò âðåìåííûõ àòàê (ðåãóëÿðíîñòü àëãîðèòìà).

Íåäîñòàòêè:

1 îòñóòñòâèå äîêàçàòåëüñòâà íîðìàëüíîñòè => òåñòèðîâàíèå
êëþ÷åé ïîñëå âûðàáîòêè.

2 èñïîëüçîâàíèå àðèôìåòèêè áîëüøèõ ÷èñåë =>
ïðàêòè÷åñêàÿ íåâîçìîæíîñòü ðåàëèçàöèè àëãîðèòìà íà
óñòðîéñòâàõ ñ ìàëîé ïàìÿòüþ.
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