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[1po BUTKOUH roBopArT:

Ha doyHaamMeHTanLHOM ypoOBHe
Bitcoin aABnAeTca NpopbLIBOM B
o0rnacTu KOMNbLKTEPHbLIX HAYK —
TeX, YTO onuparTca Ha 20 net
uccrieqoBaHUM
Kpuntorpadguyeckux sanrot u 40
net pab6otbl B obnactu
Kpuntorpadum Thicav
uccnepgoBaTtesrieM No Bcemy MUpY.
— Mapk AHapecceH




[1po BUTKOUH roBopArT:

KpunToBanioTbl — 3TO O4YE€Hb
UHTEepPeCHbIN MeXAyHapPOaAHbLIN
3KCNEepPUMEHT, KOTOPbIA NIOMaeT
napagurMy BariloTHOM 3SMUCCHUM.
N ux onpegeneHo He CTOUT
3anpewaTtb, HO crneayeT
NONbITaTbCA NMOHATb, U3YUYUTDb U,
BO3MOXHO, Ha4YaTb NpPaBUJILHO
perynupoBaTh.

— ['epmaH Nped
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OcHoBHaa upea, Wei Dai:

I will assume the existence of an untraceable network,
where senders and receivers are identified only by digital
pseudonyms (i.e. public keys) and every messages is
signed by its sender and encrypted to its receiver.

1. The creation of money.

The number of monetary units created is equal to the cost
of the computing effort in terms of a standard basket of
commodities

2. The transfer of money. If Alice (owner of pseudonym
K_A) wishes to transfer X units of money to Bob (owner of
pseudonym K_B), she broadcasts the message "I give X
units of money to K_B" signed by K_A.

3. The effecting of contracts.

4. The conclusion of contracts.

5. The enforcement of contracts.




ba3oBaAa cTaTbA:

Bitcoin: A Peer-to-Peer Electronic Cash System

Satoshi Nakamoto
satoshin@gmx.com
www.bitcoin.org

Abstract. A purely peer-to-peer version of electronic cash would allow online
payments to be sent directly from one party to another without going through a
financial mstitution. Digital signatures provide part of the solution, but the main
benefits are lost if a trusted third party is still required to prevent double-spending.
We propose a solution to the double-spending problem using a peer-to-peer network.
The network timestamps transactions by hashing them into an ongoing chain of
hash-based proof-of-work, forming a record that cannot be changed without redoing
the proof-of-work. The longest chain not only serves as proof of the sequence of
events witnessed, but proof that it came from the largest pool of CPU power. As
long as a majority of CPU power is controlled by nodes that are not cooperating to
attack the network, they'll generate the longest chain and outpace attackers. The
network itself requires minimal structure. Messages are broadcast on a best effort
basis, and nodes can leave and rejoin the network at will, accepting the longest
proof-of-work chain as proof of what happened while they were gone.
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JlInyHocTtb Satoshi Nacamoto HuMKomy He u3BecTHa




TpaH3aKuuu:

Transaction

Owner 1's
Public Key

Transaction

Owner 2's
Public Key

'y

Hash

i

Owner 0's
Signature

o ————
.

Owner 1's
Private Key

) v Signature

'y

Hash

#

Owner 1's

Transaction

Owner 3's
Public Key

g ————
’

Owner 2's
Private Key

'y

Hash

'

Owner 2's

v Signature

Owner 3's
Private Key




CTpyKTypa 6n0Ka:

Bnox

3aronosox Ghoxa

| X3Us TDIMID L A I

¥

I

Xaws 12 |

-

mtl Ix:.zl

Imy‘
[~ |*| ==
X 3 X 4
T 1

Tpascsamagas 1 ]I Tpascascipan 2

| Tpasasasageen 3

Tpacsmapes &




Llenouka 6n10KOB:
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TpaH3aKuuAa:

/3 Txeb3tcalode.. - Bitcoin X\

€ - C | [ blockexplorer.com/tx/eb31caladcbd97c2770983164d7560d2d03276aelaee26f12d7c2c6424252f29

i Mpunoxenna B Google &) Mepesogun Google (] Gurcoun §J TUTBY [BAWAMO... &y Obuwiza nankal-A.
Short link: http: t Ousi

Hash”: eb31caladchdd7¢2770983164d7560d2d03276ae 1aee26f12d7c 26424252629

Appeared in block 228596 (2013-03-29 14:18:58)

Number of nputs’: 2 (fump to inputs)

Total BTC in: 0.125

Number of outputs: 1 (Jump to outputs)

Total BTC out™ 0

Size™ 314 bytes

FeeX0.125

Raw transaction’

\

Inpnts2

Previous output (index)” | Amount® From address” Type® ScliptS@

30440220166b20bc7878fcbe1b8e1510bcSeeat
222d5172ee75..0 0075 |1HZ6daFRVETjQcF2zvxeb3InoFaHBpemp | Address | 03afab895a9bae424¢98920e016fd8a99al Hfede:

[i—————]

3044022068c9362419f76145ca684ecd69fc0edt
2abf830b6ac0. .0 005 [1MQaYLejR39TVNIPTxpAQCLBXFUQNHXX3M | Address | 032c1ea$20c25c4¢66831cd395a3¢d26f0e0al4’

=

Outputs2

Index | Redeemed at input® | Amount? | To address | Type” ScriptPubKey”
0 Not yetredeemed |0 Unknown | Strange| OP_RETURN

’ || Blockchain - Bitcoinhtm  *| | | Transactions - Bitcoinhtm
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NMoHATUE CNOXHOCTU

CNnoXXHOCTb perynunpyertca CeTbio nytem ee
nepecyeTa Nocse HaxoXaAeHuA oyepeaHbIX
2016 6n0KoB.

Bbluncnaerca eBpema HaxoxXaeHus
ouepeaHbix 2016 6n0koB. Eciv OHO 60nblLue
npeablaywero 3Ha4eHuUA, TO CNOXKHOCTb
NPoONoOpUMOHANIbHO YMeHbluaeTcAa. MHaue —
yBenuuumBaeTca.

M3meHAeTCcA 3HaYeHUue uenu
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YcoBepLueHCTBOBAHHbIE CUCTEeMDbI:
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PbIHOYHAA KanuTanunsayuA:

Market Capitalization
Source: blockchain.info
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MaTtemaTuuyeckaa moaenb:

Ona oueHKn 6e3onacHocTu Tpebyerca
TOYHOe onucaHue. OHO OTCYTCTBYET.
Ho ecTb McXoAHbIN TEKCT NPOrpammbl.




Ucnonb3yemble Kpuntorpadpuueckmne aaroputmbl U UX NnapameTpbil:

B cucteme MCNoNb3yoTCA aArTOPUTMbI FreHepauuu
JIUYHbIX N OTKPbITbIX KNOYen, BbipaboTKU U NpoBepPKU
3/1IEKTPOHHOMN NoanucK, onpegeneHHble B CTaHgapTe
CLUA ECDSA c napametpamu secp256kl.

Ana xawupoBaHMA Ucnonb3yetca ABouHana sha256.
Xaw-pyHKUMA ripel60 ncnonbsyerca BbIUUC/IEHUA
naeHTMduKaTopos (CCbINOK; aapecos)

STANDARDS FOR EFFICIENT CRYPTOGRAPHY

SEC 2: Recommended Elliptic Curve Domain Parameters

Certicom Rescarch
Contact: secg—-talk@lists _certicom.com

Scptember 20, 2000
Version 1.0

@200 Certicoen Corp.
Lconsse 1o ocopy Thes Sdovument is graniad peovided
s ificd as S dardts for Efficicons Crypeography (SEC)™,
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3apgaya co3paaHuAa baoka:

h = xa3Ww-PpyHKUMA, ABAAIOWAACA KOMNO3ULMEN ABYX
sha256

t — uenb (B GBUTOBOM NpeacTaBNEHUN MMEET CEPULIO HYNEMN
B CTApLUUX pa3pagax)

d — chy)kebHble aaHHbIe (3aronoBoK 6/10Ka, XawWwmn
TPaH3aKUui 1 npouee)

3apauva nonyvyeHmna bnoka:

Nna OUKCUPOBAHHDLIX: t U3z Z , HATYPa/1bHOTIoO N, dusV
256 n

Hantu x us V,.,, Takon 4to
h(d] |x) <t




3apaya co3paHua 6aoKa:

h = xaw-PpyHKUMA, ABAAIOWAACA KOMNO3ULMEN ABYX
sha256

t — uenb (B GUTOBOM NpeacTaBNEHUN UMEET CEPUIO HYNEN
B CTApLUMX pa3pAjax)

d — chykebHble gaHHbIe (3aronoBoK 6/10Ka, Xawmn
TPaH3aKUuui 1 npouee)

N3BEeCTHbIN U LLMPOKO UCMNOIb3YEMbIN METOA, PELLEHUA
(nepebopHbin):

NMocneposatenbHo nepebupan (chyyanHo BbibMpan) x us
V,sc HAUTU TaKOWN, 4TO

h(d] |x) <t

“




3apgaya co3paaHuAa baoka:

MoXXHO nocMmoTpeTb Ha 3Ty 3a4a4y U No-
APYromy.

Ana dukcmposaHHbIX: t U3 Z,.,, HaTypanbHOroO N,
dusV,

Hantu napy (x,y), rae xv3s V,.,, yus Z,.. ny < t,
TaKyH 41O

h(d| | x)=y




CBA3b CO CTOMKOCTbIO GYHKLMN X3LWUPOBAHUS,
OUEeHKa B3aMMOCBA3M 3a43au:

Anah,:Z,.. ->Z, (Z, MHOXeCTBO LenblX,
MeHbLIUX Yem t) HaluTU NPoU3BONbHbIE
aprymeHT U COOTBETCTBYIOLLIEE emy
3Ha4yeHue

HauTu anroputm co CNO0XKHOCTbIO MEHbLUEN
4yeMm C/I0XKHOCTb MeToaa nepebopa nnu
CNIY4aMHOro NOMUCKA




3aLmnTa IMYHDbIX K/1IOYEen:

B KowenbKe co34aETCA Napa KA4vein ceKpeTHbin Katou (PrivKey) n
OTKpbITbIK Katod (PubKey). lna BHeECeHUA SHTPONUMU B CO3aaHUE
PrivKey ncnonbsyerca Key Derivation Function (KDF), napameTpbi
KOTOPOM 3a4al0TCA NONb30BaTe/IeM CAMOCTOATE/IbHO.
Bocnonb3oBatbca 6UTKOMHAMM MOXKET BAaAeneL IMYHOro KAK4a, Ha
ajapec OTKPbITOro K/lo4a KOToporo nepeuncieHa 6utTkouHbl. To ectb
HEeobXoAMMO COXPaHATb 3TOT JIMYHbINA K/NOY B TalHe.

B cBA3M ¢ aHOHUMHOCTbIO CUCTEMbI PEKOMEHAYETCA B KaXKA0M c/y4yae
MCNO/Ib30BaTb HOBYIO Napy KAO4Yer. A 3HAUNT, Yy NO/1Ib30BaATENA MOXKET
XpPaHUTbCA 6oNbLUOE KONIMYECTBO JIMYHbIX K/oYen.

Echu Bce GBUTKOMHA NONYYEHHbIE HA AAHHDbIN K/OY pacxoa0BaHbl — UX
MOYHO YHUUTOXaTb — HO 3TUM HYXXHO yNnpasaAaTb.

MoryT ncnonb3oBaTbCA pas/indHble CNoCcobbl 3aLWMUTbl IMYHbIX KAKOYEN
(nonHaa aHanormna c npobaemaTnKom 3aWmTbl KAKOYEN 3/IEKTPOHHOM
noanucum)




MoameHa OTKPbITbIX KNKOYen

BUTKOMHDbI NepeuncnatoTca Ha 3HaYeHue
OTKPbITOrO K/Koua.

PacxogoBaTb UX CMOXKET TOT, KTO BaiaaeeT
COOTBETCTBYHOLLUM INYHbIM KJIHOYOM

ToT, KTO nepeuncaser 6BUTKOUHbI A0NKEH
ybeauTbCca, UTO INUYHDBIU K04 NOANUCH,
COOTBETCTBYHOLLUUN OTKPbITOMY K/HOUY, Ha
KOTOPbIN NepevyncnatoTca GBUTKONHDbI, UMeeTcA
MMEHHO Yy mua (nonyyatena nnarteka)




MoaxoAabl K oueHKe 6e30nacHOCTMU:

BUTKOUH — KaK MHPOpPMaLMOHHAaA
cucTtema — 3HauyuT NPUMEHUMbI obuime
noaxoabl K oueHKe ee 6e3onacHoCTU
BKAoYana, «Obwmue Kputepumn»




Y10 caenaHo n aenaerca:

v' MocTpoeHa maTemaTuyecKaa moaenb
noACUCTEMDI, Peanunusyloweu
KpunTtorpapuyeckmne mertogbil

v"HauaTbl paboTbl MO ONMCaHUIO MOAENH
(anroputmos u popmatoB AaHHbIX) B popmare
ctaHpapToB (pekomeHaauui RFC)

v'HauaTbl paboTbl o popmynnpoBKe moaenm
HapyLwuTenemn, onMcaHMIo atak u yrpos

v'"Hauatbl paboTbl no oueHKe MHPOPMaLMOHHOM
6e3onacHOCTU cMCTEeMbl NO METOA0N0TUN
«O6WwUX KputTepmes»




JINnuHOe MHeHMue:

v KpunToBanioTbl MMEIOT NPaBO Ha KM3Hb, MOTOMY YTO OHMU
peasibHO UCNONb3YIOTCA HA NPAKTUKe U ya0obHbI B
onpeaeneHHbIX cnyvyanax

v’ NMonb3oBatenu AONMKHbI NpeaynpeXaaTbca 0 PUCKaXx,
CBA3AHHbIX C UX UCNosb3oBaHnem (No aHanormu:
«KYpPEeHUeEe ONacHO ANA XXU3HUY)

v KpunTtoBantoTbl A0NXHbI 6bITb XOPOLIO UCCNeA0BaHbl U
OUEeHEeHbl. Pe3ynbratom OUEHKU A0/MXKHbI bbITb NpaBuaa UX
6e30nacHOro MCNONb30BaHUA N ONUCAHUA PUCKOB.
PekomeHpgauuun nonb3oBarensam (B KOHEYHOM utore)

v KpunrtoBsanioTbl LenecoobpasHo onucbiBatb B Ny6ANYHbBIX
TeXHUYECKMUX AOKYMeHTaX, Kak-To RFC nam ux aHanorax
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