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OCHOBHbIle NOHATUA PA3HOCTHOIO
dHAJ/IN34d

XapaKTepucTtuka, anpdpepeHuman;
YceyeHHble XapaKTepPUCTUKU U
anpdpepeHumnansl;

ObbvegnHeHUe XapaKTEPUCTUK U
anpdpepeHUnanos;

BepoATHOCTb XapaKTEPUCTUK U
anpdpepeHUnanos;

BepoAaTHOCTb 06beANHEHNA XapPaKTEPUCTUK U
anpdpepeHUnanos.
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Bonpoc 1. OTHOCKUTCA 11t BEPOATHOCTD K
andodepeHumanam n XapakTepmuCcTMKam?

[Iycte nmamee C ecTs r-payHIOBBIH WTepaTHBHEIH OM09HBEI mH(pP ¢ (QYHKIHEH payHIOBOTO NIH(POBaHHAA
g: Ux K— Umnc anIATHBHE L _ L p . Jrrov [-To payHaa, (=1, ..., r. Jlna
mo00ro HaTypansHOTO { < HmocienoBaTebHOCTE ¥, = (ao', a1, pr. @', pa. ....a/, pi).Jrne Bee ao', ai', ..., a/ nmpuHAa-
nexaT U, Ha3eIBaeTCH [-pavHJIOBou OudepeHyucibHON 8EePOAMHOCMHON Xapakmepucmukou mAdpa C, ecnu 11
moboro i = 1 B Hel p; = p.(afla.y'), T.e. ecnn a;, | g; ]‘ BEIOpaHe! B U Tak, 4T0 a; ; — q; ]‘ = a; ', 1 BEMHACIEHEI
a;=gla; 1, k)n a; = la; L k), Toa—a; =a/c BepoATHOCTEI p;. [Ipow3senenne p = p; ... p, HA3LIRACTCH &2POAM-
HOCMbBE) XAPAKMEPUCTUKU ;.

Definition 7. An n-round characteristic is a tuple Q = (Qp, Q,, Q;) where Q, and
Q) are m-bit numbers and €2, is a list of n elements Q, = (A, A,, ..., A,), each
of which is a pair of the form A; = (4}, A4j) where A} and A}, are (m/2)-bit numbers
and m is the block size of the cryptosystem. A characteristic satisfies the following
requirements:

A; = the right haif of Qj,

A} = the left half of Qp ® 4,

Aj = the right half of Qr,
A77! = the left half of Q; @ 43,
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Bonpoc 2. OTHOCATCA "n AndpPpepeHumnansl
N XapPaKTEPUCTUKMU K LINPpPam?

Definition. An i-round differentiai is a couple (a, 3), where a is the difference of a
pair of distinct plainiexts .X and X* and where 3 is a possible difference for the resulting
I-th round outputs Y (i) and V*(i). The probability of an i-round differential (a.,f) is
the conditional probability that J is the difference AY(2) of the ciphertext pair after i
rounds given that the plaintext pair (A, X7) has difference AX = a when the plaintezt
X and the subkeys ZV, ... . Z0) 4re independent and uniformly random. We denote this
differential probability by P( AY(:) = 3|AX = a).
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Bonpoc 3. Asnaerca am obveanHeHme
anddepeHUNanoB XapaKTEPUCTUKON?

use rq to denote an A-round and rg to denote a B-round. One useful truncated
differential characteristic allows us to cover the first 16 rounds of Skipjack:

Erp

{ah{]rfj = (e,e,0,0) —= (g, h, f,0), (1)

[t is possible to add another four A-rounds to the latter differential while retain-
ing the fact that the truncated differential holds with probability one. Thus, one
gets the following twelve-round truncated differential with probability one

(0,a.0,0) 22 (0,b,c.d) 22 (. h. f,g). (2)
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Bonpoc 4. MoXHO 1M 06beaAUNHATD
andodepeHumnan ¢ XapakTepuUCcTUKon?

Definition 9. The concatenation of an n-round characteristic Q' = (Q}, QL, Ql)
with an m-round characteristic Q? = (Q3, Q2 Q2), where QL equals the swapped

value of the halves of Q3, is the characteristic Q = (Q}, Q,, Q%), where Q, is the
concatenation of the lists Q} and Qz.
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Bonpoc 5. MHormne onpeaeneHuns
0aloTCA HEeCTpPOoro

Differential cryptanalysis, developed by Biham and Shamir [1], is a chosen-plaintext
attack that exploits the correlation between the input and output differences of a pair of
plaintext blocks encrypted under the same key. The first step in a differential attack is to
find a characteristic of the cipher attacked. A characteristic is a sequence of differences
between the round inputs in the encryption of two plaintext blocks with a given initial
difference. For a characteristic to be useful in an attack, a plaintext pair with the given
initial difference must have a non-trivial probability to follow the given sequence of dif-
ferences during encryption. Having obtained such a characteristic, the attacker collects
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Bonpoc 6. Kak BblYMNCNATb BEPOATHOCTb
06begNHEHNA YCEYEHHbIX XapPaKTEPUCTUK U
anpdpepeHymnanos?

For a Markov cipher with independent and uniformly random round subkeys, the

probability of an r-round characteristic is given by the Chapman-Kolmogorov equation
for a Markov chain as

PAY(1) = 81, AY(2) = 85, ., AY(r) = §,|AX = Be) = H PIAY(1) = Gi|AX = i)
=1
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Bonpoc /. ABnAaerca nu
anpodepeHUmnan XxapakTepuCcTUKon?

Remark. In [1], differential cryptanalysis of DES was described in terms of “i-round
characteristics”. In our notation, an i-round characteristic as defined in |1} is an (2 4+ 1)-
tuple (e, 8i,..., 5;) considered as a possible value of (A X, AY(1),...,AY(z)). Thus, a one-
tound characteristic coincides with a one-round differential and an i-round characteristic
‘ ;). The probability of an

-round characteristic is defined in [1] as

P(AY (1) = 81, AY(2) = §,, ., AV(i) = G]AX = a)
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YceyeHHaA XapaKTepuUCTnKa

Onpenesienune 1. Ilycts [ = {rg,....rp} C{0,1,..., R}, tme T' < R, npuuém 1o =10
nrp = R. Ilycrs Takske A = (07, ....0™)u M = (m’°, ..., m'T) — ynopsaodeHHbIe MHO-
xkeera, rje 07 € {0,1}5, m" € {0,1}*, m" # 0 u r € [. Torna ynopsijiouenHas TpoiKa
(I, A, M) naswiBaetca R-payndoscots yceuénmnoti xapaxmepucmukoi. Obo3HATNM e

-, r{—7T0 PAy HIOB - ro—11 PAYHIOB rp—TT_{ PAYHIOB . ,
(6™, m™) > (0", m'™) > > (0T, m"T).

IIpumep 1. llpowLnocrpupyest sseI¢HHOe OHPE e 1eHIe Ha HpuMepe cieyioneil veeden noil
XAPAKTePHCTHKMN:

Bround 8 round ‘
(a,b.7,¢) —— (e,e,?.7) —— (g, h, f. 7).
_..[‘E'\IIIIIH}I XE']])HI\'.l'(‘.]}llt'.l'lllif'] l'.(,'ll'..IE'H'.I‘»"E‘.H'.Srl L UII]H‘, LT HHEN IIIJII l'...I(‘.,I,I'»"l{J'IIHIK IIE']])E'].".H‘.I']}E']?{:
T=21={0,8%, 16},

A= ((a,b,0,c), (e,e.0,0) (g, h, f.0)),
M = [(164?0321 132}1 (164!064) (1961032))_
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BepoATHOCTb yceyeHHOU
XapPaKTEePUCTUKMU

Onpepenenne 2. Ilycts F — R-paysaoBbiil Oi04HBIT mmdp ¢ 6/J0KOM pa3Mepa s,
(I,A, M)— R-paynmoBaa yceuéuHag xapaktepuctnka u p € [0, 1]. Bymem roBoputs, 9ITO
wugp E donyckaem (umeem) ycewénnyro xapaxmepucmury (I, A, M) ¢ eepoamnocmuio p,
ecJId TP CJIyYaifHO M He3aBHCHMO BBIOPaHHBIX K/IOYaX PayHIOB M OJIOKaX OTKPBITOTO TeK-

cra C° u D' BoimosHAeTca PaBeHCTBO

P((C™ @ D™)&m™ = 6" &m™, ..., (C"T & D) &m'™ =
= 8" &m T|(C™ & D) &m™ = §"&m"™) = p.
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ObbeanHEHNE XapaKTEePUCTUK

Onpe,[[eﬂeHHe 3. XapaKTepHCTHKa, (I A, M ) npucoe@tmuma K R—payH,IEOBOH Xapak-
TePHUCTHKE (I A, M ), €CJIN BBIIIOJIHAIOTCS PaBCHCTBA mf =m0 u sE&mft = 0%

Onpepnenenne 4. Ilyctes Hy = (I, A, M) u Hy = (I, A, M)— coorBercTBeHHO R- 1
R-paynjioBble ycedéHHBIe XapaKTepUCTHKH, npuiém Hy npucoenmnuma K Hip, Torma 00s-

edurnenuem H; m Hs; HazoBEM XapaKTepPHCTHKY H = (I,A,M ) rie [ = {0 = 7q,...,
—~ ~ o~ o~ e e :

Ta = R+-rg,R+-r1._...ﬁR+rT R+R} A = (O""O._...‘O"" O ... 0T) m M =
= (m’°,....m',m", ... m'7). [lo anajoruu ¢ onepaineii KOHKaTeHAIUN Oy/1eM HCIIO/b-

30BaThb 0603Ha.tIeHHe H = Hy|H,.

Onpepenenne 5. Ilycrn mana mocieoBaTeIbHOCTE YCEUCHHBIX XapaKTepucTuk o,

.., Hp, U151 KOTOPBIX BBITIOJIHAETCS CJIe/IyIoliee ¢BOiicTBO: Hy; MOXKeT ObITh IpUcoenHeHa
K H;, [ = 1,....L — 1. Torna obsedurenuem L xapaxtepuctuxk Hi, Hs, ..., H; Ha3bIBa-
eTca xapaktepuctuka H = (... ((Hy|Hs)|H3)|...)|H. Jlerko BumeTs, 9T0 OHpE‘,ZLeJ'IeHHaH
TaKnM 00pa30M oIeparis Of)“be,ILHHeHHH acCOIMATHBHA, ITO9TOMY MOYKHO MCIIOJIL30BaTh 3a-

mics H = Hy|Ho|Hs| ... |H.
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BeposaTHocTb 06beanHeHUA
XapaKTEPUCTUK

YrBepxkKaenaue 1. I[lyctb Mmapkockmit mmdgp £ npejcraBuM B BHJE KOMIIO3UITAN
EF =Flo...oF! tne E;, | = 1....,L, MoryT OBITb payHIaMH IJIN KOMIIO3HIIHEH pa-
yui0B. IlycTh Tak:ke ) jJomnyckaeT HEKOTOPYIO XapaKTepHUCTHKY H; ¢ BepOSTHOCTBIO pj.
Torpa mmdp E ponyckaer xapakrepuctuky H = Hq|...|H| ¢ BepodTHOCTBIO Py - . .. - PL.

N3 sToro YTBEPzKJICHHA CJICAYyeT OYEBH/HaAd CIIpaBeI/JIMBOCTD O6H.[GHI)I/IHHTOI‘O 0003Ha-
HeHHA TJIAd XapaKTCPHUCTHK, COCTOAINNX H3 HECCKOJIBKHX ,ZLI’I(b(bepeHI_LH&JIOBI

.-ﬁo }A1 >A2 > ... >AL_1———-—}/_\LI_
p1 P2 b3 PrL—1 PrL

R PayHIOR R PayHIOR
A A

A:'ln » 7 Lmid . 7 Lout-

m Institute of Computational Technologies

Siberian Branch of Russian Academy of Sciences



HeyceyeHHble XapaKTePUCTUKU U
anddepeHuUmnansl

Onpenenedune 6. Nceudnnyio xapakrepneruky (I A M) nasosén weycenénnoft caparmepi-
cmuwol win (Cokpaménno) capaxmepucmuroi. econ M = (15, ..., 1%).

Onpegenenune 7. Neeuénnyio xapakrepuctuky (I, A, M) nasosént yeeudnmnna dudidepergi-

(LGN, COUTH I - ‘[D, R}

Onpenenedne 8. Neeucnnyvio xapakrepneruky (I, A, M) uasosén weyceudnnmam dudidepen-
wuaaom o (cokpaménno) dudibepenuanonm, ecoin I = {0, R} w M = (1%, 1°)
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CuctemaTm3aLumsa NoHATUN

Truncated Characteristic

Truncated Differential
Characteristic

Differential
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BbiBOAbI

CyLecTByOLWME NOHATUA B Pa3HOCTHOM aHA/IN3E
cnabo popmasnin3oBaHbl.

OTCyTCTBYET UX CUCTEMATMU3ALUA.

MpeanoxeHa popmanmsauma STUX NOHATUN HA
OCHOBE ABOUNYHbIX MACOK.

[TOKa3aHo, YTO yceYeHHaA XapaKTepUCTUKa — 3TO
Hanbonee obllee NOHATUE, A HEYCEYEHHbIE
XapaKTeEPUCTUKN N andpdpepeHumnanbl ABNAIOTCA
YCEYEHHbIMU XapPaKTEPUCTUKAMU NPU
onpeaeneHHbIX YCA0BUAX.
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