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ʆʆʆ "ʅʝʦɹʀʊ" 

ȥȶȸ ȷȴ ð ɜɊɐɓɇɊɏɓ-ɑɅɝɍɒɒɅɤ ɖɍɖɗɊɑɅ ɘɔɕɅɇɐɊɒɍɤ, ɓɆɊɖɔɊɜɍɇɅɣɞɅɤ 

ɅɇɗɓɑɅɗɍɌɍɕɓɇɅɒɒɠɎ ɖɆɓɕ ɍ ɓɆɕɅɆɓɗɏɘ ɍɒəɓɕɑɅɛɍɍ, ɒɊɓɆɚɓɉɍɑɓɎ ɉɐɤ 

ɓɔɗɍɑɍɌɅɛɍɍ ɘɔɕɅɇɐɊɒɍɤ ɗɊɚɒɓɐɓɈɍɜɊɖɏɍɑ ɓɆɟɊɏɗɓɑ ɇ ɖɓɓɗɇɊɗɖɗɇɍɍ ɖ 

ɔɕɍɒɤɗɠɑ ɏɕɍɗɊɕɍɊɑ. 

ȵɅɖɔɕɊɉɊɐɊɒ

ɒɅɤ ɖɍɖɗɊɑɅ 

ɘɔɕɅɇɐɊɒɍɤ 

(ȵȶȸ) 

ȶɍɖɗɊɑɅ 

ɔɕɓɗɍɇɓ-

ɅɇɅɕɍɎɒɓɎ 

ɌɅɞɍɗɠ 

(ȴȥȬ) 

ȥȶȸ ȷȴ 

SCADA-ɖɍɖɗɊɑɅ ð ɢɗɓ ɔɕɓɈɕɅɑɑɒɅɤ 

ɖɓɖɗɅɇɐɤɣɞɅɤ ȵȶȸ /  ȴȥȬ  

 

ȹɘɒɏɛɍɍ ȥȶȸ ȷȴ: 

 ɘɔɕɅɇɐɤɣɞɍɊ 

 ɍɒəɓɕɑɅɛɍɓɒɒɠɊ 

 ɇɖɔɓɑɓɈɅɗɊɐɡɒɠɊ 
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ȭɒɗɊɕɒɊɗ

SCADA LAN

ȯɓɕɔɓɕɅɗɍɇɒɅɤ LAN

ȶɊɕɇɊɕ 

ɔɕɍɐɓɋɊɒɍɎ

Historian ȸɖɗɕɓɎɖɗɇɅ 

ȼȱȭ

ȶɊɕɇɊɕ Ȧȩ ȯɓɒəɍɈɘɕɅɛɍɓɒɒɠɎ 

ɖɊɕɇɊɕ

ȭɒɋɊɒɊɕɒɅɤ 

ɖɗɅɒɛɍɤ

Ȧȩ / Historian

DNS-ɖɊɕɇɊɕ

ȶɊɕɇɊɕ 

ɅɘɗɊɒɗɍəɍɏɅɛɍɍ

ȯɓɕɔɓɕɅɗɍɇɒɠɎ 

ɖɊɕɇɊɕ

ȶɊɕɇɊɕ 

ɔɕɍɐɓɋɊɒɍɎ

Mail-ɖɊɕɇɊɕ

ȧɊɆ-ɖɊɕɇɊɕ FTP-ɖɊɕɇɊɕ

ȯɓɕɔɓɕɅɗɍɇɒɠɊ ȴȯ

ȦɊɖɔɕɓɇɓɉɒɅɤ 

ɗɓɜɏɅ ɉɓɖɗɘɔɅ

ȯɓɕɔɓɕɅɗɍɇɒɠɎ 

ȱɂ

ȴɓɐɊɇɅɤ ɝɍɒɅ

˽˶ ,˴ RTU, 
IED

ȱɓɉɊɑɒɠɎ 

ɔɘɐ

ȶɊɕɇɊɕ 

ɖɆɓɕɅ ɉɅɒɒɠɚ

ȱɓɉɊɑɒɠɎ 

ɔɘɐ

ȭɒəɕɅɖɗɕɘɏɗɘɕɅ 

ɉɓɖɗɘɔɅ ɏ ɔɓɐɊɇɠɑ 

ɘɖɗɕɓɎɖɗɇɅɑ

VPN

ȥȷȶ

ICCP ɖɊɕɇɊɕ

ȥȷȶ

ȸɉɅɐɊɒɒɓɊ 

ɅɕɚɍɇɍɕɓɇɅɒɍɊ

ȸɉɅɐɊɒɒɓɊ 

ɔɓɉɏɐɣɜɊɒɍɊ ɏ 

ɏɓɕɔɓɕɅɗɍɇɒɓɎ ɖɊɗɍ
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IEEE 1402 èIEEE Guide for Electric Power 

Substation Physical and Electronic 

Securityé 

IEC 62210 èInitial Report 

from IEC TC 57 ad-hoc 

WG06 on Data and 

Communication Securityé 

IEC 62351 

èData and 

Communicat

ion Securityé 

FERC Security 

Standards for 

Electric Market 

Participants 

(SSEMP) 

American 

Petroleum 

Institute (API) 

1164 èSCADA 

Securityé 

Security 

Guidelines for 

the Natural 

Gas Industry 

API Security 

Guidelines 

for the 

Petroleum 

Industry 

API Security Vulnerability  

Assessment Methodology 

for the Petroleum and 

Petrochemical Industries 

American Gas 

Association 

(AGA) 12 

Cryptographic 

Protection of 

SCADA 

Communicatio

ns (4 ɜɅɖɗɍ) 

NIST SP800-82 èGuide to 

Industrial Control Systems 

(ICS) Securityé (ɔɕɓɊɏɗ) 
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