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CoaepxaHune

SIEM-cucremsli

CtaHaapTbl npeAacTaBrieHUs OaHHbIX B
cucremax UHhopmMmaLuMOHHOU
6e3onacHocTn (SCAP, IDMEF, CBE,
CIM)

OHTONnorMyeckmnu nogxon Ans
NOCTPOEHNA Mmoaenu AaHHbIX
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rmuopungHoro nogxoaa
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[ NaBHble 3aJa4n TEOPETUYECKUX NCCreaoBaHNnN K
peanunsauyum

1. MpeanoXxuTtb donee Bbipa3nTenbHbIU, TMOKUMN,
MacwTabmnpyemMbin Crocob K npeacTaBNeHUI0 AaHHbIX
B MporpamMMHbIX NpoAayKTax B o6nactu
nHcpopmMmaLLMOHHON De30NacHOCTHU

2. ObecneynTb BO3MOXHOCTb NMPUMEHEHUSA B Pa3fiINyHbIX
chepax (Kputndeckue MHPPaCTPYKTYpbl, MOOUNBbHLIE
ycnyru, ceteBasi UHppacTpyKkTypa)

3. MNMpeanoXuTb OTKPbITYIO U NErKo paclunpsiemMyro
apXUTEKTYpPY peno3nTopmus Ha OCHOBE NMpeanoXeHHOoro
noaxoaa K npeAcTaBneHnio AaHHbIX
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CTtaHgapTbl NpeacTaBrieHnst AaHHbIX B 061acTu
MHdopMaLIMOHHON Be30NacHOCTH

Common Event Expression (CEE, MITRE)

Common Base Event (CBE, IBM)

Common Event Format (CEF)

The Common Intrusion Specification Language (CISL)

The Intrusion Detection Message Exchange Format
(IDMEF)

Distributed Audit Service (XDAS)

The Incident Object Description Exchange Format
(IODEF)

Common Information model (CIM)
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CUHOHUMBI, MoaenuposaHue MogeMpoBaHue AOMEHOB
pacliMpeHHbIA  'opraHu3auum (cucrema, | peanbHOro MMpa, CemMaHTHYeCK M
MOUCK U |CepBUC, AaHHblE), | IOUCK (C MCNONb30BaHWeEM
Hasurauus, BONPOC-OTBET KOHLENTOB, CBOMCTB, OTHOLWEHWIA U
nepekpecTHan  (MOBbIWEHWUE TOYHOCTU),  hapin) normueckuii BLIBOA
MHAEeKcauua 3anpocol
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[MpuMeHeHne B 3aga4ye MOAENMPOBaHUSA aTak
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\ generator
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\ ISPARQL SPARQL query example

-____--'
SELECT ?CVE Id

WHERE {
Ppart Vul:Fact Ref:Part
?product Vul:Fact Ref:Product

Pupdate Vul:Fact Ref:Undate
Zedition Vul:Faci Ref:Edition
Zlanguage

Vul:Fact Ref:Language }
FILTER (?Vul:Fact Ref:Part="a")

?version Vul:Fact Ref:Version
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OHTOMnorn4yeckas moaenb Ans NnpeacraBneHns

CYLLIHOCTU «YSI3BMMOCTb»

I @ Countermeasure ]CWM“

URI: bitp/Rests owiCountermaasure

1
| ® IT_Product IT_Product
, URI: httpfestS. ows(T_Product

! i Superclasses:
2h IT_Product SubCiass Of Product Category
|| @ Atacker |anssier I
URI: hiipAests owit

l“. 1t2003_0498 12003 0498
URI: hiipJtesth ontint2003_ 0408
Object property assertions:

#2003_0488 nas(T Product cache database
Data property assertions:

VuinerabatyCVE2008 0497

URL: hitpifests. one@VulnerabdtyCVE2003_0497

Object property assertions:
VulnerabityCVE2003 0497 has (TProduct cache _database
VuinerabbtyCVEXX03 0497 hasCWE CWE-264
VulnerabityCVE203_0497 naaCVSS cvea2003-0497
VuinerabltyCVE2003_0497 has\uiConfig ve2003_0497

Data property assertions:
VidnerabByCVE2003 0497 hasRublshedDataT ima "2003-08-07
00:00:00.000-04.00"*date Time
ViulnerabityCVE2003 0497 haslas®odfieaDateTime “2011-12-18
21:17:11.007-0500""date Tima
VulnerabityCVE2003 0497 hasCVEK "CVE-2003-0197"
VulnerabltyCVE2003_ 0497 has Summary "Cache Database 5.x nstalis
/cachesya/tunicache with worid-writable permissons, which aliows focal users
10 gain privileges by modifying cache and executng it vacuxs
VulneradbtyCVE2003 0497 hasSecuntyFrotection "ALLOWS ADMIN ACCESS"

\uinerabdty CVE2003 (198
URI: nip/Aests omtiVuinerabdtyCVE2003 0498

Object property assertions!

Data property assertions:

Vulnerabity CVE2003 0488 hasVuiConfg Vunerabisty CVE2003_ 0498
Vulnerabdty CVE2003 0498 nesCWE CWE-

Vulnerabéty CVE2003 0498 nhas (T Product cache _database
Vuinerabity CVE2003 0498 nasCVSS cvas2003-0498

Vulnerabity CVE2003 0498 nesSummary "Cache Database 5x instalis he
/cachesysicsp dreciony with insecure permissiona, which aliows locd users
1o execule arbirary code by adding server-sde sonpts that am executed vi....
Vutnerabdty CVE2003 (M98 hasLastModfedDateTime "2011-12-18
21:17:12.850-05.00" aateTime

Vi yCVE2003 0498 nasCVEId "2003-0498"

@ LogicTest Logﬂeﬁ R2003_0498 hasNegate faise
URI: hitp/fests. omL / 12003 _0498 hasLogeOperator "OR”
4
s /
+ /
Product CWE-9%4 CWE-84
L - Catagocy 4 URI: hitp:f1estS owiFCWE-04 * & VulnerabiityCV
Data property assertions: E2003_0498
B = y CWE 94 hasCWEK "CWE-04" i
CWE e /
URI: nitgitests.owifCWE o /
eI V= /
lt # 112003 0497 12003 0497
/ . URI: hitp)/festS.onsfi2003_ 0497
@V uinerability Vuinerahdty Object property assertions!
T URI: hitp:ftests.ow iV ulnerabity R2003_0497 has (T Product cache_database
A l Data property assertions:
Y\ i \ H2003_0497 hasNegate faise
12003 0497 hasLogcOperator "OR"
ghislnerability_ Vutnerabity Configuraton o /°'
Conﬁg'am URI: hiipJAests. owidVulnersbaty C/an(ﬂaml /
: 3 /

Vuinerabity CVE2003 0498 has Sacunty Protection "ALLOWS_ADMIN_ACCESS"
Vulnerabity CVE2003 0498 hasPublishedDateTime "2003-08-07

00:00:00.000-04:00"** gteTime

-
I |

\ 1 -Jﬁ. cvss2003-0497 l covs2003-0497

@ Cvss
lRl hitp:ests oniiCvas

Y \

URL: nttp:MestS owicvs s2003-0497

qu property assertions:
cva2003-0497 hasBaseMetncs base metnc2003-0497

vc2003 0498 ve2003_ 0498
URI: hitpVestS.owitve 20030498
Ob]ed property assertions:

1B. mems Base_metecs

lRI nitp:Mesth ovifBase metncs

Superclasses:
Base metrics SubClassOf Cvss

w2003 0198 haslogecalTest 2003 (M98

" [F e cvs2003048 |

+

vC2003 0497

w2003 0497
| URI: htip:itestS omtiive2003_ 0497
Object property assertions:

I O Attack Attack
URI: hito: VestS owisAlack

P
| @ CWE-254 |cwe2sa

URL: nttp:itests owmCWE-264

Data property assertions:

CIVE-264 hasCWE ld "CWE-264

w2003 0497 hasLogcall est 12003 0497
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OTobpaxeHune cxem gaHHbiX NIST ctaHoapToOB B
YPOBEHb MOAENN AAHHbIX

—
Data model package
1 1
vulnerability CCE
http://nvd.nist.gov/ @|[%sD ‘
Standards ' — Mapping < CVE CVSS
Yulnerabilities (CVE) — —
Weaknesses [CWE) Bl
Wulnerability scoring (CVSS)
Host's platform (CPE) — —
language scapoareg
-

PycKpunto'2012, 28-31 mapta 2012 . 9/15



[lnarpamma KnaccoB YpOBHA MOAENN AaHHbIX

1

vulnerability

CCE

VulnerabilityType

ObjectFactory

CceType

CceParameterType

# List<PlatformType> wulConfig;

@xmlElement{name = "wulnerable-software-list"}

# WulsoftwareType vulSoftwareList;
@¥mlElement{name = "cve-id™)
@¥mllavaTypeAdapter(CollapsedStringAdapter.class)
4 Sering cveld;

@xrlElement{name = "cce-id")
@xmllavaTypeddapter(CollapsedStingadapter.class]
# String cceld;

+ YulSoftwareType getVulSoftwarelist{)
+woid setWulSoftwareList(VulSoftwareType value)

- QMName Vulnerability OMAME QMName;

+ DbjectFactory)

+ YulType createVulType()

+ VulSoftwareType createVulSoftwareType()

+ CweReferenceType createCweReferenceType()

+ ToolConfigType createToclCanfig Typed)

+ VulType createVul ReferenceType()

+ Associated ExploitLocationType
createdssociatedExploitLocation Typed)

+ JAXBElement<\ulType> createVul(VulType value]

# String definition;

# ListeCeeParameterTypes parameter;
@EmlElement[name = "technical-mechanisms"]

# List<String=> technical Mechanisms,

# List<ReferenceType> references;
@xmlAttributeiname = "id", required = true)
@xmllavaTypesdapteriCollapsedstringddapter class)
# Sering id;

+ String getDefinition|)

+ void setDefinition{String value]

+ ListsCoeParameter Type> getParameter()
+ List<String> getTechnicalMechanisms| )

@¥mlElement(required = true|

# List<String> value;

@Xmlattributelname = "identifier"]
@¥mllavaTypeddapter{CollapsedStringhdapter.class)
# String identifier;

E@XmlAttributeiname = "operator”)
@xXmllavaTypeadapter{iCollapsedStringadapter.class)
# String operator;

+ List<String=> getValue()

+ String getldentifier()

+ void setidentifien5tring value)
+ String getOperatar()

+ void setOperator(String value)

1

language

PlatformSpecification

ExmlElement{required = trug)
# List<PlatformType> platform;

+ List=PlatformType: getPlatformi)

PlatformType

# List<TextType= title;

# List<TextType> remark;

@¥mlElernent{name = "logical-test", required = true)
i LogicalTestType logicalTest;

@¥mlAttributelname = "id", required = true)
@¥mlschemaType({name = "anyURI"}

4 String id;

+ List<TextTypes getTitle()

+ List<TextType> getRemark()

+ LogicalTestType getLogicalTest(]

+woid setlogicalTest(LogicalTestType value)
+ 5tring getld()

+ void setld{5tring value]

1
CVE

CveType

# OveStatus status;

# String description;

# List=ReferenceType> references;
@xXmlsttribute{name = "id", required = true)
@xmlavaTypeddaptenCollapsedStringadapter.class)
# String id;

+ CyesStatus getStatusl)

+ void setStatus|CveStatus value)

+ String getDescription|)

+ void setDescription(String value)

+ List<ReferenceTypes> getReferances|)

PycKpunto'2012, 28-31 mapta 2012 .

1
CVSS

CvssType

@¥mlElement{name = "base_metrics")

# List=BasehMetrics Type> baseMetrics;
@xmlElement{name = "environmental_metrics"]
# List<EnvironmentalMetricsTypes
environmentalMetrics;

@¥%mlElernent{name = “temparal_metrics")

# List=TemporalMetncsTypes> temporalMetrics;

+ List<BaseMetrics Type> getBase Metrics|]

+ List<EnvironmentalMetricsType>
getEnvironmentalMetrics()

+ ListsTemporal MetricsType> get Temporal Metrics{)
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AcneKTbl TEXHUYEeCKOU peanunsaunmn
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3akndyeHune

Mony4yeHHble pe3ynbTaThl:

OHTONorm4yecknun noagxon Angd nocTpoeHnss moaenemn
AaHHbIX B SIEM-cuctemax

OHTONOrMSA ANst KOMMNOHEHTA MoAEJINPOBAHNA aTakK

[penno)xeHa apxmTekTypa peno3nTopus C y4eTOM
OHTONOMMYecKoro Noaxoaa K NpeacTaBleHNo AaHHbIX

Peannsauuna penosntopugd

NanbHenwne nccnegoBaHue

PacwinpeHune npeacraBneHHOW OHTOMOrMYeckon moaenu
[TpoaomkeHne paboTbl NO peanu3aunm peno3nTopus
icnonb3oBaHMe CUCTEM NOrMYecKoro BbiBoAa

Peanusaymsa mexaHn3amoB BepdukaLmun nonnTuk
Oe3onacHoOCTHU
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CaeHko ropb bopucosuy
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