ﬁ(SPIIRAS

YHAPUKALUUNA MPOLIECCA
NMNMOCTPOEHUA BE3OIACHbIX
BCTPOEHHbIX CACTEM

OecHuukum B.A., HeuynuH A.A.,

YupexageHune Poccmnckon akagemMmmm Hayk
CaHkT-lleTepObyprckum MHCTUTYT MHCPOPMATUKU U
aBTomatmsauum PAH

PycKpunto-2011, 30 mapta — 2 anpensa 2011 r.



‘. NMpoekT SecFutur

= IPaboTa npoBogutcs B pamkax EBponerickoro
nccnegoBartenbckoro npoekrta FP7 SecFutur

= Design of Secure and energy-efficient embedded systems for Future
Internet applications

= [lpoeKkT noceslEH nccnegoBaHno BONPOCOB NOCTPOEHUS
6e3onacHbIX BCTPOEHHbIX cuctem (BC)

= Llenu:

= PopmumpoBaHne yYHUPMLUNPOBAHHOIO NpoLecca NOCTPOEHUS
Oe3onacHbIx BCTpoeHHbIX cuctem (YI1NBBC), B pamkax KOTOPOro
BOMpPOCLlI 6€30MacHOCTN AOSKHbI YYUTbIBATLCA HA KaXXaoW CTaanu
npouecca

= ABTOMaTu3auusa npoiecca

= [ocTumxkeHne komnpomMmucca mexay
=« be3onacHocTtbio BC
=« PecypcoadrdeKTMBHOCTLIO

= OYHKUMOHANLHOCTLIO
=« CTommocCTbO
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PewaemMble 3aaaum

= B yacTtHoCTK, peluatoTca cneayolwme 3agaydu:

[TocTpoeHmne abcTpakTHon mogenu BC

KoHurypmpoBsaHue Ha OCHOBE CYLLECTBYHOLLUX
CpencTB 3alunThbl

OueHka 6e3o0nacHOCTU U MOCTPOEHNE
aBTOMaTU3NPOBaAHHOW Ccpebl TECTUPOBAHUS

[TlporpammHas peanusaumsi 1 0060CHOBaHME
9(PPEKTUBHOCTU NpeanaraemMmbix peLeHnn

[TpumeHeHne ansa HecKonbknx obnacremn
npunoxeHus (Use Cases)
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Mpouecc nocTpoeHun 6esonacHbiX BC

ARanua U kraccughlik auliu
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‘. Use Cases

= 'Use Cases (npumepbl UCMOnb308aHUS U
npumMeHeHus)

= MynbTn-yHKUMOHAmNbHbLIW W03 NS
TeNneKoOMMYHUKaLMOHHbLIX cepBuncoB (Multi-
functional service gateway)

= CeTb MOBOUIBHOIO pearnpoBaHns Npu
ype3Bbl4anHbIX cUTyauuax (Secure ad-
hoc wireless mesh communication for crisis mana
gement)

= CucTtemMa KOHTpONS 3a pacxoaoM 3MEKTPO3HEPINM
noTpeodunTensamu
(Metering devices with legal calibration requireme
nts)
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Use Case: Cuctema KOHTpOSA 3a pacxoaom
anekTpoaHepruu (1/3)

| & Cuctema KOHTpONs 3a pacxonom
9NEKTPO3HepPrnm noTpebutenamm
s CeHcopebl (Trusted Sensor Module, TSM)
= [laHHble n3mepeHumn
= Konnektopsl (Trusted Sensor Module Colector, TSMC)
= Onepartop, agMnHUCTpaTop

= BO3MOXHbIN HApyLwInTEnNb
= HapyuweHune koppekTHon paboTbl cepBuca
= Llenn 6esonacHoCTU: BbICOKO- YPOBHEBLIE
TpeboBaHMst K 6€30MaCHOCTN CUCTEMBI
= aYTEHTUYHOCTb AAHHbIX U3MEPEHUN
= KOHOUOEHUMANbHOCTb AaHHbIX N3MEPEHUN
I ﬂ,OCTyI'IHOCTb OadHHbIX N CETHU
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Use Case: Cuctema KOHTpOSA 3a pacxoaom
aneKkTpo3aHeprum (2/3)

Operator Administrator General Purpose Operator
Server Server Terminal Server
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Use Case: Cuctema KOHTpOSA 3a pacxoaom
anekTpo3aHeprumn (3/3)

| = Llenu 6e3onacHocTy

LlenocTHOCTL NepenaBaeMblX JaHHbIX
LlenoCcTHOCTL AaHHbLIX, XpaHUMbIX Ha YCTPOWUCTBE
KoHpuaeHumansHOCTbL NepeagaBaeMblX aHHbIX
KoHdounaeHUnanbHOCTb AaHHbIX, XpaHUMbIX Ha YCTPOWUCTBE
KOHTpOSb NOTOKOB AaHHbIX

OTcrnexnsaHne akTUBHOCTU (MOHUTOPWHT)
be3onacHoe obHoBNEHNE

Ob6HapyXeHne 4y>XepoaHbIX KOMNOHEHTOB
Ob6HapyXeHne aHamanumn curHarna cCeHCcopoB
3aluuTa nonb3oBaTeNIbCKNX DYHKLNM
HenpepbIBHbIN MOHUTOPUHT LIENTOCTHOCTM

3alnTa OT «BTOPUYHbLIX OLLMOOK» (OWMBOKM BU3Hec-npoLlecca
He ObITb NPUYMHON OLLUNDOK B cucTeMe 6e30nacHOCTH)

Pasgenenue NO v gaHHbIX
A op.
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‘. AGcTpakTHaa mopgenb (AM) BC

= Ponb abctpaktHomn mogenun (AM):

= O0bobOLeHHoe npeacraBneHne BC B
pamMKax yHUQuUuUpo8aHHO20 rpouecca
rnocmpoeHusi be3ornacHbIX 8CMPOEHHbIX
cucmem

= AM kak nutepdenc mexay BC n YIINBBC

= Cnocob doopmanbHoun crieundomnkaumn BC
= C yyeTom Bornpocos b6esonacHocTn BC
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‘. AOcTpaKkTHaa moaenb

= AM BKntoYyaeT 0bo0LeHHOe onucaHue
= Apxutektypbl BC

= Bzanmogeunctesua BC n nermtTumMHbIX
nosib3oBaTerneu

= [1pencraenenna pyHkumn BC
= [lepeBa CBOUCTB
= Mopenu HapywuTens

= [locTpoeHune cnocoba crneymdukaLnm Ha
ocHoBe UML
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MeToponorua npumeHeHua AM
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IHepeBo cBoucTtB BC

= CBoncrtea BC

=« CBoncTBa 0e3onacHoOCTU
basoBble cBOMCTBa O€30MacHOCTU
CneundunyHble cBOUCTBa Oe30MacHOCTH

» [lpyrne ceomncrtea (He OTHOCALLMECS K
besonacHoCTK)

= CBouncrtea BC
« BHelwHne (oueHnBaroTca nssHe BC)

» BHYTpeHHMe (OTHOCALLMECS K peanusaumnm Kakmx-
nnbo doyHkumm BC)
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Bba3oBble CBOUCTBa 0e30nacHOCTH

CBouncrtBa 6e30MacHOCTU OAaHHbIX
KoHpunaeHumanbHOCTb
LlenocTHOCTb
[loCcTynHOCTL
CBouncrea 6€30NacCHOCTU KOMMYHUKaL UK
KoHpumaeHumanbHOCTb
LlenocTHOCTL
[loCcTynHOCTL
CBounctBa 6e3onacHocTu nnatcgopmbl
besonacHocTb 10
AyTeHTu4HoCTb O (0bHapyxeHue)

CtownkocTb O kK Mmoandukaumnsam (rnpernsmcmeosaHue,
peaauposaHue)

AyTEHTUYHOCTb annapaTHOro obecneyeHus
Be3onacHOCTbL nonb3oBaTeneu

Hoctyn (MaHOamHsbit/Ha ocHoge posiel/OucKpeyUOHHbIU)

AYyTEHTUYHOCTb NONb30BaTeNen

BI/I,E)I,I:I ayTeHTndukaunm (password based, smart card, biometrics u
rip.
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CneundunyHblie cBoOncTBa 0€30nacHOCTU

= | BHyTpeHHue cBoncTBa cuctembl (CBOMCTBA, OTHOCALLMECS K KAKOM-NMBO pyHKLMK
BC):

O6HoBMneHue
= XapakTep oOHOBMEHUS
OOHoBneHne Koga/naHHbIX
OO6HoBeHWe Kntoyen (Heborsbwue U3MeHeHUs)
3amelleHne NporpamMMHbIX KOMNOHEHTOB
3amelleHne KOMNOHEHTOB annapaTHOro obecnevyeHus
« Buna obHoBneHus
ABTOMaTU3NpoOBaHHOE OOHOBMEHME C YOaneHHOro xocta
HeobxoanmocTb y4acTus KOHEYHOro NosSib30BaTESS
HeobxoaumMocTb y4actus agMUHUcCTpaTopa
Hannyne KoOMMyHMKaLUOHHbIX UHTepdencos
= 1N coeguHeHuns
Wire-npoTokonbl (Ethernet, USB, Firewire u m.n.)
Wireless-npotokonbl (Bluetooth, WI-FI, MI-MAX, InfraRed u m.n.)
Ob6bem nHdopmauumn, nepegaBaemMon Yepes nHTepdeinc
AYTEHTUYHOCTb TOMOMNOIrMN CETH
PYHKUMOHASTbHOCTL, Nosflydaemas Yepes MHTepdenc
BesonacHas maplupyTnsaums, cBA3b C CUCTEMaMKU HaBuUraumm u T.n.
Tun koMMyHMKaumn (NoTokoBasi/NnakeTHas nepeaaya)
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‘- OnepaunoHHbIe CBOUCTBA

= IBHelwHue cBolicTBa (oueHu8aromes u3sHe cucmemsi)

= CBoncTBa pecypconoTpedbrieHns n npon3BoanTENbLHOCTU

NHTerpanbHoe CBONCTBO: NPON3BOANTENBHOCTb C TOYKN 3PEHUS KOHEYHOTO
nonb3oBaTens (CKOpocTb paboTbl YCTPOMCTBA, BPEMSI peakLnin)

CBouncTtBa noTpebneHnst pecypcoB CUCTEMbI
CPU
[TamaTb
[MponyckHasa cnocobHOCTb coeanHEHNS
ROM

=« CBoncTBa aHepronotTpebneHns
Pecypc akkymynaTtopel BC «Battery life»
OHeProaddEKTUBHOCTb
= CToMmMOCTb
AnnapaTHoe obecrie4yeHune
Mo
NHTerpauus, pasBepTbiBaHNE
[Mopaeprkka, conpoBOXaOEHUE
= Pnanyeckne xapakrepmctukn BC (pasmepsl, Bec, opmMm-pakTop
YCTPOWCTBA)
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PaHXxXnpoBaHue U KpUTEPUU OLIEHKM

= | 3HayeHna cBoncTBa
= buHapHbie (+)/(-)
= Hanuuyme HekoTopon cyHKuMKN, ocobeHHocTn noBegeHuns nnm SW/HW-
KOMMOHEHTA
= BaxHocTb cBOUCTBA
= PaHXupoBaHue 3Ha4YeHUMU

= OHEProadPEKTUBHOCTb
MeTpukn pacxoaa 3neKTpo3Heprnm
Knaccbl aHepronoTpebneHus yctpoucts (cp. Jupekmusa EC 92/75/EC)

« CBoWcTBa NPON3BOANTENBHOCTY

MeTpukn: Bpems, konndectso TaktoB CPU, BennynHa nponyckHOM
CNOCOBHOCTN COeaMHEHNS], KONTMYECTBO BblAENSEMbIX CETMEHTOB NaMATU U

np..
« JlOCTynHOCTb
MeTpuku:
OTHoLWEeHne Mexay BpeMeHeM paboTbl CUCTEMbI 1 BCEM BPEMEHEM
BepoATHOCTHbIE OLIEHKU
« CBowcTBa 0OHOBNEHUS
MeTpuku:
Yactota obHoBneHud

NHTEeHCnBHOCTL (0ObEMbI 3aMeLLLIaeMOro Koga/aaHHbIX 3a NPOMEXYTOK
BPEMEHN)
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Iekomno3nuuna abcTpakTHou moaenu

|
B cooTBeTCcTBMM C BLOAMMU
KOMMYHuKaunn BC

[ AM1: QTﬂ,eanoe BCTpoeHHoe AM Bbicwut yposeHb abcmpakyuu
YCTPONCTBO S 2
= AM,: BC c nokanbHbiMu g |
KOMMYHMKaLMSIMY i Y Y E
1 2 2
= AM;: BC, ynpasngemoe n/unwu 3
aTTecTyemMoe yaaneHHbIMU i B 5
cyLLUHoCTAMU Yepes NHTepHeT A VL Y 3
= [pumep: e - o i
AM, ;. D
=  MobunbHble yCTpOUCTBA KOHTPOJSIS L,
KPOBEHOCHOIO AaBJ1IEHUA YeJ10OBEKa u_ KoHkpeTHas BC
AM, ;:

=  ABTOMAaTU3NPOBAHHbLIE CYETUUKN
Tonnuea Ha A3C

AM; ;:

= PacnpegeneHHas cuctema nsmepeHms u
KOHTPOMS pacxoda 3f1eKTPoOHEepPrum
notpebutensmm
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3agava KoHdurypupoBaHus

Cneuundmkauusa BC -

Mogenb HapyLunTens -

1. ConocTtaBnsieT BCTPOEHHOW CUCTEME MHOXXECTBO BO3MOXHbIX
KOMMNOHEHTOB 6€30MacHOCTN, HaLUENEeHHbIX Ha NPOTUBOAENCTBUE
aTakam

2. MeToguka noucka ontuManbHOM KOMOMHALMN KOMMOHEHTOB
(onmumaribHocme o ceoucmey(-am): ceoucmea
rnpou3eooumersibHocmu, 3Hep203aghpekmusHocmu, besornacHocmu u

np.) PycKpunto-2011, 30 mapTta — 2 anpensa 2011 .



‘. [TpencraBneHune artak

» O0obOLweHHaa moaenb atak Ha BC
= Llenn aTakyioulero
= Bo3aMOXXHble oenctBug
= Pecypchbl, MHCTPYMEHTbI, METOAbI

= Knaccudomnkaumm atak Ha BC

= [Rae, et al 2003] — knaccndukaumna HapywmTens
ncxodsi U3 ypoBHA ero B3ammopgencteuns ¢ BC

= [Abraham, et al 1991] — knaccbl HapywnTensa B
COOTBETCTBUN C €ro BO3MOXHOCTSMMU
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Knaccudumkauma no tTuny ssaumogeucteua ¢ BC

HapywunTens

Hapywuntenbs —

. HapywwuTtenb Tuna
Tnna 1. 4
He nmeet npsimoro HapyLZUMTenb HapngTenb imeeT nonHbIn
0CTyNa K TMna 2. TMna 3.

- - . OOCTYnN K
yCTpOUCTBY, H-P, NmeeT npamou NmeeT npsamowm YCTPOIICTBY
CeTeBOW A0CTYI 7 / ’
v ngoTogonaM yAaneHHbIN OCTYN  BHEWHWN JOCTYN K o) o oo N0CTYN K

K YCTPOMCTBY, H-p,  yCTPOWCTBY, H-p, Er0 SMEKTPOHHBIM
TCP/IP nocpeactesom Wi-Fi 4yepes nHrepdpencei
KOMMOHEHTaM
USB, JTag
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Knaccudgukayumsa no ypoBHO BO3MOXHOCTEMU
HapyLwuTens

HapywunTens

YpoBeHb 3.

Y HapywuTtensa HeT
MNOSTHOrO 3HAHUS

YpoBEHb 2. HapywwunTtenb npeacraengaer
coboun opraHm3auuio, y KOTopou

O CUCTEME U eCTb Y HapywuTtens ecTb
Py eCTb 4OCTyn K nabopaTtopHOMY
OOCTYI TOJbKO K NHJopMaLMA O 060pY0BaHMIO MI06OIA
obLenoCTyNHOM KOHKPETHOM
theAocTy y O L = CITOXXKHOCTU N KOTOPas MOXET
obopynoBaHuio €CTb OOCTYnN K cpeaHe-

co3aaBaTb rpynribl

CcnoXxHomy obo BaHU <
y PySRBaria0 HapyLumnTenen 2-ro tuna
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OnucaHue HapywuTeneu

]
HapyJ OcHOBHBIE YIPO3bI Yposenn 1 YpoBeHb 2 Yposens 3

M-

TeJIN

THH 1 HepeXBaT, daHaJIn3 U IIoaACJIKa Hcnonw3oBanue O6IJ.I€Z[OCTYHHBIX ITouck HOBBIX y513BI/IMOCTeI71 Peaﬂmaum{ PacpCaCICHHBIX

COOOILIEHUH, IEPEIaBAEMbIX
10 CETH, KJIACCUYECKHE
CETEBbIC ATAKW HA YCTPOMCTBO

IPOrpPaMMHBIX CPEICTB, TAKUX KaK
Nessus, Nmap, etc. crionb3zoBanue
OTKPBITBIX 0a3 ysI3BUMOCTEH

1u1st KoHKpeTHbIX BC u
CO3/JaHUE MTPOTPAMMHBIX
CPEJCTB JJIS peaau3aliu aTak
Ha HalJICHHbIE YSI3BUMOCTH

aTaK U KPUIITOAHAJIN3
HCIIOJIb3YCMBIX ITPOTOKOJIOB

Tum 2

[IepexBat, aHanmu3 ¥ NOAAEIKA
COOOIICHMIA, TIepeaBaeMbIX
gepe3 0ecrpoBOIHBIC
uHTEeP(DEHUCHI, yIaICHHBIN
cheM uHpopmanuu (side-
channels aTakn) 1 aTaku Ha
CEHCOpPBI YCTPOUCTBA

ATaku MPaKTUYECKA HEBO3MOXKHBI,
T.K. HAPYIIUTEIb HE UMEET
JOCTaTOYHBIX 3HAHUH U TEXHHYECKHUX
CpEeICTB

UcnonbzoBanue UK u
Bluetooth-momyeii co cBoum
1O

Peanuzanms 100X
JOCTYTIHBIX aTak, BKIOYas
MPSIMOE BO3/ICVCTBHE HA
3JIEKTPOHHBIE KOMITOHEHTHI BC

Tun 3

Ataku Ha uaTepdericel BC, k
KOTOPBIM UMEETCS MPSIMOU
JOCTYII. ATaKu 4epe3 JaHHbIE,
MOCTYTAIOIIKE OT CEHCOPOB
BC (momernienue yctporcTa
B MTOJIHOCTBIO
KOHTPOJIUPYEMYIO CpPETy)

ATaku MPaKTUYECKA HEBO3MOXKHBI,
T.K. HAPYIIUTEIb HE UMEET
JOCTATOYHBIX 3HAHUH M TEXHHUCCKHX
CpEeICTB

Peanmzanus atak yepes mpsmoe
MOAKIIOUCHHUE K MHTEpdericam
BC

Peanuzanms ar00b1X
JOCTYIIHBIX aTakK, BKIFOYas
MpsIMOE BO3/ICMCTBUE HA
3JIEKTPOHHBIE KOMIIOHEHTHI BC

Tun 4

CynThIBaHHE JAaHHBIX
HaMpsIMyt0 C MUKPOCXEM,
[TogmeHa 31eKTpOHHBIX
komiioneHToB BC

ATak¥ MPaKTUYECKA HEBO3MOXKHBI,
T.K. HAPYIIUTEIb HE UMEET
JOCTaTOYHBIX 3HAHUH U TEXHHUECKHUX
CpeICTB

ATaky MpakTHYECKU
HEBO3MOXHBI U3-32 BBICOKOM
CJIO’)KHOCTH TpeOyeMoro
0o0opy10BaHUS

Peanmu3zanys a1r00bIX
JIOCTYTIHBIX aTak, BKIOYas
aHaJIU3 JIEKTPOHHBIX
KOMITOHEHTOB MPY TTOMOIIIH
AIEKTPOHHBIX MUKPOCKOTIOB
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_ anIMeHeHVIe MoZeJin HapyuwunuTenA

i
= Mopgenb HapPpyLwnTend npMmMeHdaeTCcqa ans.

= aBTOMaTU3aunm npoBepkn abctpaktHom moaenun BC
Ha HanuMyme noTeHunanbHbIX YA3BUMOCTEN

= aBTOMaTM3auum NOCTPOEHNSA CnrUcKa TeCToB AN4d
donanyeckon nposepkn BC

= NMOCTPOEHUA CrMcKa BO3MOXHbIX KOMNOHEHTOB
3alnTbl U KOHUrypaunoHHOU Moadenu

= OrnpegeneHnsa HeobxoaMmMoro YpPoBHS
3alMLLEHHOCTM OT HapyLwIMTENEN pasfnNYHbIX TUMNOB
N YPOBHEN
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‘- NanbHeUuwue nccneaoBaHuUs

= PacwunpeHune abctpakTtHOM MOOENN, C YHETOM
paccMmaTpuBaeMbix npumepos rnpumeHeHuns (Use Cases)

= Paspabotka UML-npeactaBneHnsa AM u crneundumkaums
Use Cases

= Peannsaymsa KoHpurypaumoHHOU moaenu

= [lpoBeageHune TectnposaHmsa BC Ha ocHoBe mogenu
HapyLUIMTENS
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‘.- KoHTakTHaa nHdopmauus

OecHuukun Bacunumn Anekceesunu (CITUMUPAH)
desnitsky@comsec.spb.ru
http://comsec.spb.ru/Desnitsky
YeuynuH AHgpeu Anekceesud (CTTIMNUPAH)
chechulin@comsec.spb.ru
http://comsec.spb.ru/Chechulin

bnarogapHocTu

PaboTta BbinonHaeTcsa npu onHaHcoson nogaepxke POPU (npoekt 10-01-
00826-a), nporpammbl pyHAamMeHTanbHbIX nccnegosaHnnm OHUT PAH (npoekt
3.2) 1 Npn YacTU4YHOM (PUHAHCOBOW NOAOEPKKE, OCYLLECTBNSIEMON B paMKax
npoektoB EBpocoto3za SecFutur n MASSIF.
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