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[omomopdm3mbl

* Myere A<+, x,1,,0,>, B<O, ®, 1;, 05>

» [1Ba KOMMYTaATUBHbIX KOJIbLLa C
COOTBETCTBYIOLLMMMU C/IOKEHUAMM,
YMHOXEHUAMMW, HYJIEM U eAUHULLEN.

e ToMOMOPHM3MOM KOseL, Ha3blBaeTCA BCAKOE
otobpaxenne F: A — B Takoe, uto ans

BCAKMX X, ¥ 13 A

1. F(O,)= 05, F(1,)= 1,
2. FXx+y)=FXx) @ F(y)
3. F(xXy)=F(x) ® F(y)



* OCHOBHOE NpunoxeHne romomopPunsma
* [lycTb y KAMeHTa ecTb AaHHble <X, X;, ..., X2

* N3 KONblLA A N OH XO4YeT BbIYUCANTb HEKOTOPYIO
NOZIMHOMMA/IbHYIO PYHKLMIO OT 3TUX AaHHbIX

G(X, X, .. , X))

Ncnonb3ya romomoppHoe oTobparKeHne KANEHT
nocbiNaeT cepBepy PYHKLUUIO, KOTOPYIO
HeobxoaAMMO BbIYNC/IUTb N AAHHbIE

<Y Yoi s ¥y >, 100 Y, =F(X;)
CepBep BbIYUCASET 3HaYEHNE PYHKLMUU, U

BO3BpallaeT pe3ynbraT. KnneHTt Haxoaut
Heoxoaumoe 3Ha4YeHne cBoen PyHKLUUM.



* B cBA3M C TAaKMM NpUNOKEHUEM TOMOMOPPIU3MOB,
TpeboBaHME Ha HMX yKecTovatoTcA. [omomopdusm
AOMKeH WndpoBaTb AaHHbIE, YTO O3HAYAET, YTO UX
OONKHO ObITb MHOTO, €C1 OH €AUHCTBEHHbIN TO
AAaHHblEe KIMEHTa MOXHO BOCCTAaHOBUT. [lpyroe
enatenbHoe CBOMCTBO 3TO BO3MOXKHOCTb
npeacTaBaATb FOMOMOPPU3IM B BUAE OTKPbLITOrO
Kntoya. Ecnm ynaetca nocTpouTb TaKouU
roMmomMmop®dmn3M TO FOBOPAT, YTO NOCTPOEHA CUCTEMA
romomopdHoro wmndpposaHua. NMpobnema
NOCTPOEHNA TOMOMOPPHOro WndpposaHua bblna
noctasneHa B 1978 rogy Pusectom, AaenbmaHom U
[1epTy30 nNpuyem OHU CYUTANN, YTO TaKoe
NOCTPOEHUE HEBO3MOXKHO.



* B2009 rogy Kpaur [eHTpU NOCTPOUAN CUCTEMY
KoTtopyto Ha3Ban “Fully Homomorphic Encryption
based on ldeal Lattices”. CyTb cnctembl B TOM, YTO
OHa A0Ka3blBasla BO3MOXHOCTb NOCTPOEHMUS
roMOMOPPHOro WNPPOBAHUA, HO MPAKTUYECKNU
Hepeannsyema . C MOEN TOUKM 3PEHNA 34eCb HET
romomopdunama.

* Hannuume npmMHUMNNANBHON BO3MOXKHOCTH
NOCTPOEHNA roMmoMOopPHOro WndpoBaHMA, BbI3BANO
MHTepec, 0COBEHHO C TOYKU 3pEHUA NPUIOKEHNN B
3alWULLEHHbIX 061a4HbIX BblYMCAEHUAX. B YacTHOCTH
Defense Advanced Research Projects Agency(DARPA)
npeasoXKna0 rpaHT Ha CO34aHMUE TAaKON CUCTEMBI.



* [lpobnema nocTpoeHmna romomopPHOMN CUCTEMDI
Ha[d YNCNAMM, 3aKNHOHAETCA B TOM, YTO B YNCNOBbIX
cuctemax romomopdumsmoB mano. [llostomy B
KayecTBe Koneu Haao 6paTtb apyrme ob6beKThl.

* [Mpnmepbl 06BEKTOB B KOTOPbIX FOMOMOPPUN3IMOB
MHOIo — PYHKUMM HaJ, HEKOTOPbIM MHOXECTBOM, B
3TOM cnydae ntoboe npeobpasoBaHMe Haa
MHOXEeCTBOM aBTOMAaTU4YECKN BNEYET MNOCTPOEHUE
romomopdunama ana GyHKUMn. Tem cambim
Heobxoanmo ana o6bEKTOB KObLLA MONYYNUTL
npeacrtasaeHne B Buae GpyHKLUUMN.



AneMeHTapHbIN NpUMmep roMoMopPHOro WndpoBaHUA

* MycTb Konbuo A- 3To MHOeCcTBO MHOTOYIEHOB OT O4HOM

nepemeHHON € KoaddUUMEHTAMM N3 KONbLA LesbiX Yncen Z , CO

CTaHAAPTHbIMK ONepaumMaAMM B KOJibLLEe MHOTro4YneHoB. [ycTb AaH
HEeKOTOpPbIM MHOTOY/IeH @, +3X+..+a X , Bblbepem Npon3BoabHoOE
LEenoe YMCno ¢, U caenaem 3aMeHy nepemeHHbIX x=y-c. Toraa
NO/y4aeTca HOBbIA MHOrouneH &+a(y-¢)+.+3,(y-¢)' ecnm packpbITb BCe
CKODOKM, TO nony4yaem MHorouneH b +hy+..+by" , Tem cambim
NONIy4eHO OTOOparkeHMe MHOXKeCTBa MHOro4Y1eHoB B cebs. laHHoe
oTobpaKeHne B3aMMHO OHO3HA4YHO U ABNAETCA rOMOMOPOU3MOM.
Tem cambiM eC/In KNNEHT XOYEeT CEKPETHO NEPEMHOKUTL ABa
MHOTrO4Y/1eHa, TO OH BbiBMpPaeT CEKPETHbLIN NapameTp ¢, NpeobpasyeT
MHOTOY/1IeHbI, OTNPABAAET CepBepPY KOTOPbIN UX NEPEMHOXKAET U
BO3BPALLUAET KJMEHTY, TOT BOCCTAHABMBAET TO, YTO EMY HYKHO.



Y AaHHOro Npumepa HeAOCTaTOK OAMH - MPU YMHOXKEHUM
HEKOHTPO/IMPYEMbIN POCT CTENEHU NOJIMHOMOB, YTO O3HAYAET, YTO
MHOrO pPa3 YMHOKaTb HeuenecoobpasHo. BTopon noTeHuMabHbIN
HEeAOoCTAaTOK, POCT KO3GPUUMEHTOB NOJIMHOMOB MOXKHO NPEOJONETb
pPaccMaTpuBas NOJIMHOMbI C KO3GPULUMEHTAMM B KOMIbLLAX BbIYETOB MO
MOV m.

Ncnonb3ya sTOT NPOCTEULLMK NPUMEP YAAETCA NOCTPOUTb MNOJTIHOLO
romomopdHoe WwndppoBaHMe B KOTOPOM HET POCTa MHOTOYNIEHOB U
€CTb BO3MOXHOCTb CTPOUTb CUCTEMY C OTKPbITbIM K/TFOHYOM,



YTo Ha camom aene caenanuv 8 IBM.

* CeKpeTHbIMW ABNAIOTCA BbIYUC/IEHMA B NOAe 7, Tem CaMbiM peyb
naet o butax. MNpexae Bcero KOAMPYTCA OUTbI NYCTb M
HEeKOTopbIM OUT cONOCTaBUM €My YMCNO NO NpPaBuay — Bbibnpaem
Tpu uncnar, k, g, r<<k (k cekpeTHblit napameTp) n ctpoum
kogosoe uncno C=2r+m+(2k+1)q . 3ameTnm, 4TO BbINONHEHDI
cneayouine ycnosusa

cmod(2) =(m+qg)mod(2) (1)
[cmod(2k +1)]mod(2) =m (2)
¢ BTOpOEe ycnoBnue o3Hayd4aeT, 4To €C/In n3BeCTeH CereTHbIVl
napameTp, To 6BUT 0A4HO3HAYHO AeKoAMPYeTCA, NepBoOe YCAOBUE YTO

Nno n3BectHomy C, 6uT He onpegendaeTca.



buToBbIE ONEepaummn B 3TOU cxeme

ycTb AaHbI 4Ba 6MTa M, M,, CONOCTaBUM UM YMCAa
C, =2r+m +(2k +1)q;,C, =2r, +m, +(2k +1)q,
TOrAa MMeeT MecCTo
C,+C, =2 +m +2r,+m, +(2k +1)(0, +0,) =
2(r, +1,)+m, +m, +(2k +1)(q, +7,)
Ecam 2(r+1,)+m +m, <(2k+1) TO

[(c, +¢,) mod(2K +1)]mod(2) = (m, +m,) mod(2)

AHaNoOrMyHo obCTOUT AEN0 C NPOMN3BEAEHUEM.

[MonyyeHHoe oTobparkeHne He ABNAETCA roMOMOPPOU3MOM, HO
onepauuun wndpyet



BcA 3Ta KOHCTPYKUMA NpeaHa3HavYeHa TO/IbKO AJ1A TOoro, Y4to Obl
CKPbITb OUTbI € KOTOPbIMU NPOUN3BOAATCA BbIYUCAEHUA. TemM caMbliM
NaHHbIA NOAX0A 3KBUBANEHTEH ceayioLlein KOHCTPYKLUUMN.

Myctb M;,M, aBa 6UTa Hag KOTOPbIMM HAZAO0 NPOU3BECTU KaKYHO-
HMbyab onepauuto. MNpu wWnppoBaHUn (KOAMPOBAHMU) HEBO3MOIKHO
onpeaenuTb BO YTO nepeLuen nepsbi 6UT oH mor bbiTb O M NepenTu B
O wnnn 1, mor 6biTb 1 1 nepentn 8 0 nam 1. AHANOrMYHO NPO BTOPOU
6uT. 3TO ChepyeT U3 cBoUCTBa KoauposaHusa (1). Ecam nocmoTpeTb Ha
MHOXEeCTBO nap O6UT, TO BO3MOXKHbIX Nap KOANPOBAHUA MOXKeT bbITb 4
wTyKkm (0,0), (0,1),(1,0), (1,1). Pacnonoxum 3T1 napbl B creAyoLem
nopsaaKe

m: O O 1 1

m,: O 1 O 1
O 12 3

BHM3y HOMep BO3MOMKHOI0O COCTOAHUA 13 4. B Takon Tabaunue
OMUCaHbl BCEBO3MOXHbIE COCTOAHMUA Napbl OuUT.



* [lpeanonoxmnm, 4To HY*KHO BbIYNCAUTb HEKOTOPYIO
dyHKumto f(m, m,) OT ABYX NepemMeHHbIX, Toraa
NenaeTca BblMUCAEHUE MO CcToNbUam, APYrMMmu
C/I0BaMM BbIYUCAAIOTCA 3HAYEeHMA PYHKLUMM ANA
KaXX[A0ro BO3MOXHOro 3Ha4YeHUA NepemMmeHHbIX.
BO3MOXHbIX 3Ha4YeHUN TaKKe 4, KOTopble ToXKe
MOHO 3aNncaTb B CTPOYKY. ECAn 3TN 3HAYEHUA
BEPHYTb K/JIMEHTY TO eMy HaJ0 BbibpaTb NO3ULUIO B
KOTOPOMW HAaXoAUNNCb peasibHble pe3ynbTaTbl U B
NO3ULUKN C TEM e HOMEPOM HAXOAUTCA pe3ynbTaT
BbluMCNeHnA. Homep no3numm sTo CeKpeTHoe
4yncno.



* [IpeanoaoKMM, YTO HYXKHO MPOBECTU BbIYNCIEHUA C

Tpema butamm m,m,m, TOraa Tabnuua bypet
cneayloLlas

m: 0000111 1
m:00110011
m:01010[1p1

01234567

* CeKkpeTom ABaAeTCcA Yncno 5.

* Tenepb MOKHO BbIYMCIATL NOOYIO0 PYHKLMIO OT TPEX
nepemeHHbIX f(m,m,,m,)



* [10 NOCTPOEHUIO C POCTOM KOJIMYECTBA NepemMeHHbIX
HabtogaeTcA SKCNOHEeHLUMabHbIM POCT ANA
pasmepa cTpoyek Tabaunubl. OaqHAKO 3TO Nerko
npeoaosieBaeTca NOCKOAbKY MOXKHO MCMO/1b30BaTb
He BCe BO3MOXKHble€ COCTOAHNA BUTOB a TONbKO
HEeKoTopble U3 HUX, Cpean KOTOPbIX eCTb HYXHble
NaHHbIe.

* [1110C 3TOM KOHCTPYKLIMM 3aKNHOYAETCH B TOM, YTO
OHOBPEMEHHO MOMKHO NOAYYUTb pPe3ynbrTaTt Ana
HEeCKO/IbKUX AaHHbIX. [1pyrmumu cnoBamm
BbIYMCNEHMNA OCYLLEeCTBAAIOTCA NapannesibHo



BOT 1 HacToALLMMN rOMOMOPPU3IM

* BcAKYIO CTPOYKY B TabAMLUAX MOMKHO
MHTEPNPETUPOBATb KaK PYHKLUIO LENOYNUC/IEHHOTO
aprymeHTa co 3Ha4eHUSAMU B HEKOTOPOM KoJibLe.
MHOXecTBO Takunx GYHKLUMIN TakK Ke obpasyeT
Konbuo. [Npeobpa3oBaHMe, KOTOPoOEe NepeBoaAUT
OYHKUUIO B 3HaYeHMe 3ToN PyHKUUU B
GUKCUPOBAHHOWN TOYKE 3TO FOMOMOPPU3M.
CnepoBaTenlbHO NOAYYEHA NPOCTENLLASA
peannsaumna HacToALero romomopdHoro
lWndpoBaHUA.



* 3ameyaHue 1: npumep c 3aMeHOMN NepeMeHHbIX B
Hayasne AoKNaJa 3TO NPOCTO anrebpanyecKas
TPAKTOBKA BblYMCNEHUA GYHKUUU B TOUKE.

e 3ameyaHue 2: 0606LLeHMNA HA CAy4an MHOTUX
nepemeHHbIX, ANA BeLWeCcTBEHHbIX Yncen, ana
paclWwmMpeHnin nonen, ANA romomop@PHoro
LWNPPOBAHMA C OTKPbLITbIM K/IFOYOM U T.M. ABNASETCA
aenom TexHMKn. Bece atn 0b606LWweHnn
PACCMaTPUBAIOTCA B 1abOpaTopmm KaK C TOUKM
3peHnA peanmn3aumm Tak U C TOYKU 3peHUs
BO3MOXHbIX MPUNOKEHUN.



bharogapto 3a BHMMaHMe

* Bonpocsbl EcTb ?



