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TunoBbie TpeOOBAHUA MO OPTaHU3ANUM U 00€CIICYEHUIO
(GyHKUMOHMPOBAHUS IN(PPOBATLHBIX (KPUNTOrPaUIECKHUX) CPEACTB,
NpPeIHA3HAYEHHBIX JJIS 3AlIMThI HH(OPMAIMH, HE COAepP Kallell CBeAeHui,
COCTABJAKIIMX IOCYIAPCTBEHHYI0 TAWHY B CJy4ae UX UCIO0Jb30BAHUS I
o0ecneueHns 0€30MACHOCTH MEPCOHAJBLHBIX TAHHBIX IIPU UX 00padoOTKe B
HH(OPMALMOHHBIX CHCTEMAX MEPCOHAJBHBIX TaHHBIX' 0T 21 deBpass 2008
roaa (www.zki.infosec.ru/law/personal/)

I. O01mue mos10KeHUS

2. Opranu3anus u odecrnevyeHue 0e30MaCHOCTH 00PA0OTKH MEPCOHAJBHBIX JAHHBIX €
HCIOJIb30BAHUEM HIH(PPOBANBbHBIX (KPUNITOIPA(PUYECKUX) CPEACTB.

3. llopsaok oOpameHusi ¢ KPUNITOCPEACTBAMM U KPUNITOKJIIYAMHA K HUM. MeponpusiTus npu
KOMIIPOMETAIMN KPUINITOKJII0Yeil.

4. Pa3MemeHne CrienuaJIbHoOC 000 AOBAaHHE, OXPaHAa M OpraHmu3anusa pexumMa B IIOMCIICHUAX, I1€
9 9 9
YCTAHOBJI€EHbI KPUIITOCPEACTBA UJIM XPAHATCHA KIIOYEBLIC TOKYMEHTHI K HUM.
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HTO AOJMKHA IalumllaTh

_— = R~ =
KpUuntorpaopna - TpeodooBaHuUs
TunoBbie TpeOOBaAHMS ...

2.3. Ilpu pa3paboTKe U peaau3aiui MEPOIPUSTHI TT0 OPTAHU3AIUN U 00ECTICYCHUIO 0€30MTaCHOCTH
NIEPCOHAILHBIX TAHHBIX MPU UX 00paboTKe B MHGOPMAIIMOHHOW CUCTEME OTIePaTop WIIH
YIOJIHOMOYEHHOE ONEPATOPOM JIMLIO OCYIIECTBISAET:

- pazpaodomky 01 Kaxcoou uHGopmayuoHHOU cucmemMbl NEPCOHATNbHBIX OAHHBIX MOOEIU Y2PO3
Oe3onacHocmu nepcoHAIbHBLIX OAHHBIX NPU UX 00padomKe;

-pa3pa60ml<y Ha OocHoge mooenu Yepo3 cucmemal b0e3zonacnocmu nepconaibHblx 0armbtx,
06ecnelmealou4eﬁ Hel?mpajluwumo 6cex nepeduciieHHblX 6 mooenu yepo3ss

- OIIPCACIICHHUC HGO6XOI[I/IMOCTI/I HCIIOJIb30BAHHWA KPUIITOCPCACTB AJIA obecneyenust 0€30MacHOCTH
NEPCOHAJIbHBIX JJAHHBIX ...;

- YCTaHOBKY M BBOJ| B DKCILTyaTaly0 KPUIITOCPEACTSB .. .;

- IPOBEPKY FOTOBHOCTU KPUIITOCPEACTB K UCIOJIB30BAHHUIO .. .;
- MO3K3EMIULSIPHBIM YUYET UCIIOIb3YEMBIX KPUIITOCPEACTS, ...;

- YYeT JIML, AOMYUIEHHBIX K paboTe ¢ KpUNTOCPEACTBAMU, .. .;

- KOHTPOJIb 3a CO6J'IIOI[CHI/IeM YCHOBHP’I HCIIO0JIb30BaHHWA KPUIITOCPCICTBR, ...

- pa30MpaTeNbCTBO M COCTABICHHUE 3aKIIOUEHUH MO0 (haKTaM HapyIICHHs YCIOBUN XpaHEHUS] HOCUTETICH

MNEPCOHAJIBHBIX JTAHHbIX, UCIIOJIb30BAHUA KPHUIITOCPCICTB, ...,

- OIMIMCAaHHEC OPraHU3aAlIMOHHBIX U TCXHUYICCKHUX MCD ...
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{TO OOMKHa 3alnlLATE

|

KPUNTOrpaiPpmA - vieTo40J101Y
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MeToanueckue peKOMEeHIalMH 0 00eCIeYeHUI0 C MOMOIbI0
KPUITOCPEACTB 0€30MACHOCTH MEPCOHAJBHbIX JaHHBIX NPU UX 00padoTKe B
UH(OPMALMOHHBIX CHCTEMAX MEPCOHAJIBHBIX JAHHBIX € HCII0JIb30BAHUEM

cpeacts apromarusanuu' ot 21 ¢pespaas 2008 roga
(www.zki.infosec.ru/law/personal/)

2. OcCHOBHBIE MOJIOKEHUS

3. MetomoJsiorusi (popMHUPOBAHUS MOJEJH YIPO3
Memooonozusa hopmuposanus 0emaiu3upoeantou mooeiu yzpo3
Memooonozusa hopmuposanus mooeiu napyuwiumens

I€CTh OCHOBHBIX TUIOB Hapymmurenen: H, H,, ... , Hg.

Ilpeononoscenusn 06 umerwuieiica y napywiumens uHgpopmayuu 00 00veKkmax
amak, cpeocmeax amakx, ONUCAHUE KAHAI08 AMAK.

4. YpoBeHb KPUNTOrpaA(PUUeCKOM 3aIUTHI EPCOHAIBHBIX TaAHHBIX, YPOBHHU
CIeNMAJbHOM 3aAIMTHI OT YTEYKH 10 KAHAJIAM MO00YHBIX U3JIYYEeHUH U
HABOJOK ¥ YPOBHM 3aIIMThI OT HECAHKIIHOHUPOBAHHOIO 0CTYIIA.

mecTh ypoBHel KC1, KC2, KC3, KB1, KB2, KA1 kpuntorpadudeckoi 3amuThbl
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HTO0 AofMKHa FalnllaTh

KPUMTOI

-

pacpusi - MeToaosIorus

MeToanyeckue peKOMEeHAAUM ...

2.2. B cootBerctBuu c 1. 2 [Tonoxenus (ITK3-2005) 6e30macHOCTh IEPCOHATBHBIX TaHHBIX MPHU X 00paboTKe B HH()OPMAITHOHHBIX
cHCTeMax 00ecIeYrBaeTCs C MOMOIIBbIO CHCTEMBI 3aIHUTh] IEPCOHATBHBIX JAHHBIX, 6KAI0UAIOW|Ell OP2AHU3AUUOHHbIE MEPLL I CPEOCHEd
3auiumol UHGopmayuu (6 mom uucie wiugposansvhsle (Kpunmozpaghuueckue) cpeocmea, Cpeocmea nPeoomepanieHus
HECAHKUYUOHUPOBGAHHO20 00CIYNA, YMEUKU UHPOPMAUUYU NO MEXHUYECKUM KAHANAM, NPOZPAMMHO-MEXHUYECKUX 6030elCmeuil Ha
mexHuyecKue cpeocmea 00padomKu nepcoHaANLHBIX OAHHBIX), A MAKIHCE UCNOIb3Yemble 8 UHPOPMAUUOHHOU cucmeme
unghopmayuonnvie mexnonozuu. TeXHNIECKHE U MPOrpaMMHbBIE CPEICTBA IOJIKHBI YAOBIETBOPSTH YCTaHABIMBAEMbIM B COOTBETCTBUH C
3aKoHOAaTeNnsCTBOM Poccuiickoit @enepannu TpeOOBaHUAM, 00ECIIEYHBAIOINM 3ALTUTY WH(POPMAITHH.

Onucanue um]mpmauuu, conymcmeylomeﬁ npouyeccam CO30aHUsA U UCHOIb30BAHUA NEePCOHAIbHbIX OaHHBIX

Ha ocHoBe aHanmn3a ycioBHii CO3IaHUS U HCIIOJIb30BAHMUS [TEPCOHATBHBIX JAHHBIX OJDKHA OBITh ONpeesieHa HHPOpMAIIHsL,
COIYTCTBYIOIIAs IIPOIECCAM CO3MIAHHSI M UCTIOJIb30BAHMUS IEPCOHANBHBIX JaHHBIX. [Ipy 9TOM NpeACTaBIIET HHTEPEC TOJIBKO Ta
uH(pOpMAIVsI, KOTOPAst MOKET OBITh 0OBEKTOM YIPO3 M MOTPEOYET 3aIllUTHhI.

K yka3annoii naHgopmanuu, B YaCTHOCTH, OTHOCHTCS

KJII0YeBasi, ayTeHTHGUIMPYOAs ¥ NapoJbHas HHGOpPMaNusi KPUNITOCPEACTBA;

Kkpunrorpaguyecku onacHast uHpopmanusa (KON);

KOH(UrypaunoHHas nHopmanus;

yIpaBJisiioIIasi HH(poOpManmsi;

HH(opMAaus B 3JIEKTPOHHBIX *KypPHAJIaX perucTpamnuu;

NM000YHbIE CHTHAJIBI, KOTOPbIe BOSHMKAIOT B Npouecce GyHKINOHUPOBAHNS TEXHHYECKUX CPeICTB M B KOTOPBIX

NOJTHOCTHI0 UJIX YACTUYHO OTPAXKAIOTCH NMEPCOHAJIIBbHBIC JaHHbIC UJIM Ipyrasf 3aluiiaeMas I/IH(l)()pMaIII(Iﬂ;

pe3epBHbIC Konuy (HaiiIoB ¢ 3amuIracMoir HHpopMaIrel, KOTOPhIE MOTYT CO371aBaThCs B TIpoIiecce 00paboTKH 3THX (HaiioB;

- 0CTaTO4YHasA MH(pOPMALUA HA HOCHTEJIAX HH(OPMALIUH.



CTaHgapTbl U NPOTOKOMbI KpUNTOorpacuiueckon
3alMTbl MHOPMaLU N

@ Cmanoapm wugposanus u umumoszawumsl. I OCT 28147 89e.

@ Ilpoyeccovl hopmuposanus u nposepKu INeKMPOHHOU UUPPOBOL
noonucu: I'OCT P 34-10 20012.

Dynuxyus xewmuposanusa: I OCT P 34-11 89e.

- CK3U u cucteMHBIN Moaxo K 3auTe HHOOPMaIIUK; BOIIPOCHI B3AMMOICHCTBUSI CHCTEM
Pa3IMYHOIO YPOBHS 3aIUIIEHHOCTH;

= [

- CK3MU u xpunrorpaduyueckne NpOTOKOIbI:
- YPOBEHb IPe0Opa30BaHUs KIIIOUEH B KIIFOUEBBIX CUCTEMAX RFC 4357
- ypoBeHb opranuzanuu Tpancnopta kiaroueit u OLIT (CMS)  RFC 4490, RFC 4491

- KpnTorpaduyeckue mpoTOKOJIbI:

TLS npoekT RFC,
IPSec npoekT RFC mpotokonos IKE, ESP, AH,
EFS MPOIYKT,

OKH (3amura nepcoHanbHbIX KIIOYEH MOJIH30BATENS HA CMapTKapTax);
- ynocToBepsitouuii HeHTp u ciryx0bl Y1 (tsp, ocsp)

- KpunoAPM

- HSM, knnenr HSM
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2. OpraHnzaunsa v obecnevyeHie be3onacHocT oop
NCnosrib30oBaHMeM WK poBanbHbIX (KpunTorpadnuyiec
nepcoHarnbHbIX AaHHbLIX
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= [losmb3oBarenu KpUNTOCPEACTB

=  APM noas3oBareins
o [lenu u 3amaun: oOecrieueHne TOKyMEHTOO00POTa KOHEYHOTO TI0JIE30BATENS B YCIOBUSIX
BBITIOJTHEHUST TPEOOBAHMM 1O 3aUTe WH(POPMAITIN KOHEYHOTO MOJIH30BaTEIS

m  Oneparopsl KPUNITOCPEACTB
=  APM omneparopa

o Ilenu u 3agaun: obecrieueHue ynpapieHns 0e30MacHOCThIO CETH JOKyMEHT0000poTa B
YCIIOBUSIX BBITIOJHEHUS TPEOOBAHMIA MO 3AIIUTE CUCTEMBI JOKYMEHTO000pOTa

@ AJIMHHUCTPATOPHI 0€30MIACHOCTH

= CepBepa CUCTEMBI IOKYMEHTO000pOTA (CEepBEp IOCTYyIA, CEpBEp Oa3bl JaHHBIX U T.II.)

o [enu u 3amaun: obecrieueHrne 0€30MaCHOCTH IIEMEHTOB MAacCOBOTO JIOCTYIIa B CUCTEME
JTOKYMEHTOO000POTa B YCIIOBHSIX BBHIITOJTHCHHS TPEOOBAHUH IO 3AITUTE CUCTEMBI
JIOKyMEHTO000pOoTa



ITo neneBoii GyHKIIMN — IICPEUCHD MPHUKIATHBIX 33T
ITo cmocoOy MOAKIIOYEHUS K CETU

Ilo cucreme 3amnTHI

AnmnapatHas cocrasistomas APM

OnpenenexHne APM

ITporpammuas cocrasistomnas A
()

APM onepaTtopa,

W3onupoBaHHBINH
JloxanpHas ceTh
KopniopatusHast ceTb
VPN

I'noGanpHas ceTh

Mopenp HapyLIUTENs U yPOBEHb 3AIUIIEHHOCTH
Mopens 3anmtel APM’a, CPJ]

Kpunrorpaduyeckas moacucTeMa u cucteMa Kpunrorpagude
CucreMa KpUNTOrpaguyecKux KItoven




Tabnuia ypoBHei 3anutel APM

APM lNonb3oBatens N301npoBaHHbIi H1-H3 KC1 - KC3, KB1 — KB2
JlokanbHaa ceTb H1-H3 KC1 -KC3
KopnopaTt1eHaa ceTb H1—-H3 KC1 - KC3
VPN H1 - H5 KC1 - KC3, KB1 — KB2
[nobanbHas ceTb H1 - H5 KC1 - KC2

APM Onepatopa N301npoBaHHbIi H1 - H5 KC1 - KC3, KB1 - KB2
JloKanbHaA ceTb H1—-H3 KC1 - KC3
KopnopaTt1eHaa ceTb H1—-H3 KC1 - KC3
VPN H1-H5 KC1 — KC3, KB1 — KB2
FnobanbHasa ceTb H1—-H5 KC1 - KC2

Cepsep MN3011poBaHHbIN H1—-H3 KC1 — KC3, KB1 — KB2
JlokanbHaa ceTb H1-H3 KC1 - KC3
KopnopaTtusHasa ceTb H1—-H3 KC1 - KC3
VPN H1-H5 KC1 - KC3, KB1 — KB2
nobanbHasa ceTb H1 - H5 KC1 - KC2

Heo0XoauMoCTh CEeTEeBOTO B3aUMOACHCTBUS YCTPOMCTB PA3HOTO YPOBHS 3alUIIIEHHOCTH



Cpenctna 3amutel APM B ycioBusax ucnoib3oBanus CK3U

Yposennb I'apanTun Pasrpannu | AntuBupyc | Konrpoan 3amura 3amura I'apanTun I'apanTun
3alUThI AOCTYIA K eHue Hasl cpenbl CeTeBoro JAAHHBIX B OC u HIIIO | Ha
APM AocTyna 3aluTa AocTyna APM anmnaparypy
KC1 [lItaTHbIE [ltaTHbIE TpeOyertcs [taTHbIE Opr. Tex. Opr. Tex. Jluuenzuonn  OOmiero
CpeacTBa cpeacTBa AB 3ammra  cpexacrta MepbI MepbI bIe, (PUKCHP. Ha3HAYCHUS
ocC oC ocC Habop
KC2 Annapatabl  ----#---- - L Ho Ho - Hoe H-- - H----
€ CpeAcTBa
KC3 | SO Bepupummp — ----#---- Bepudpumup Kpunrorpa  Kpumrorpa — ---—-#--- - #----
OBaHHBIE OBaHHBIC buueckumMu  HUYECKUMU
CP] cpencTBa MepaMu MepaMu
KB1 — Hosepenna  ----#---- - H#---- WzomupoBa  ----H#---- - H---- I'apantupoBa  CrenraabHO
s 3arpy3Ka HHas cpeaa HHble OC u To
KB2 10 Ha3HAYECHUs

3aj1a4ya opraHu3anuu B3aumoerncteuss APM noiib3oBarens, 3auIIEHHOrO M0 HU3KUM
ypoBHsM (KC1) ¢ cepBepamu 10CTyI1a, 3aUIIEHHBIMU 110 BHICOKUM ypoBHsIM (KB2).
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1. Onpenenenune Kpunto IIpo EFS.

2. llluppoBanre ¥ UMUTO3ALIUTA C UCIIOJIB30BAHUEM ITP.
K104 BbIpa0aThIBa€TCs MO CXEME

K, = KeyTree(K,n,irp)

, TJIe N — CMEIIICHUE.

KeyTree
K, = Divers (K,n & c,)
K, = Divers (K,n& c,)
K, = Divers (K,n & c;)
K ,, = Divers (K ,irp)
OOecneunBaeTcs 3alIATa KIIOYER OT IOBTOPA MPU 3alIU(pOBaHUHU (irp —

cllydaiiHasi BeJIMYMHA, BeIpadaTeiBaeTcs FS npu 3anucu ouepeaHou
MOCJIEI0BATEIbHOCTH JAHHBIX (CEKTOPOB)).

3. 3ammcs irp, Imit B oTnenpHbI TOTOK (ailiia (B caMOCTOATEIBHBIE
CEKTOPHI (haia).



CxeMbl BcTpauBaHua CK3U B

o I\ & D

Kpunrtorpaogpmuyeckme npoToKkosb!

1. 3ammuTa coeaqunenus, uarepdeiic SSPI
KiroueBbie nmousitus: credential

- HHeHTH(bI/IKaTOPBI IIOJIB30BATCJIA.

- SID.

- [IpaBa u nmpuBMIIETHH.

[Tpumep: Kpunrollpo TLS.

2. Ha ypoBHe kpunrorpadguueckux Bbi30BoB nHTep(Perica CK3.
3. Ha ypoBHE 3a11uThI ITaKeTaA.

IIpumep: uatepdeiic moayneit Kpunrtollpo IPSec.

IIpoueaypa cepTuduKauu KpUITOrpapuiIeCcKoro mpoTokoia u
KPUIITOCPEACTBA.

[Ipumep: B cayuae [PSec B cocTaB KpuNTOCPEACTBA BKIOUACTCS
cereBas komrmoHeHnTa OS.



= 1. AyTeHTH(]UKAIIMSI Ha CTATHYCCKHUX KITFOYax
Diffie-Hellman i1mn0o Ha xiroue DIIII.

@ 2. 3ammmuTa I0TOKa MHU(POBAHUEM B PEKUME
CRYPT PROMIX MODE (co cmeHon Kiro4ya
yepes 1K).

m 3. Ucronp30BaHUE UMHUTO3AIMUTHI C 3alCINIEHUEM
OJIOKOB.



Ctpykrypa

ISAKMP
[MaKeTbl l
ISAKMP

IKE ph 1

Kntoum PSK, Sign

SKEYID_a

OrpaHn4yeHue no
BPEMEHMU XKU3HU SA

SKEYID_e

SKEYID_d

A

BetBneHue!

AUTH_I, AUTH_R

IKE ph 2 SPlcookie

Quik Mode

SPI, ESP Trasform

OrpaHunyeHue no
BpeMEHMU }KU3HM SA

Key 1, Key 2

SPlcookie

ESP

Ceccua SPI
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CTPYKTYpPa ES|

.  Ha sxone: SPI, K1, SPI_cookie.

= YOpaBl€HHE KIIIOYaMHU: K, = KeyTree(K, Sec#)

KeyTree
K, = Divers (K, Sec #& c,)
K, = Divers (K, Sec #& c,)
K ,, = Divers (K, Sec #& c,)
- B cocrase nakera: SPI, [Seq#] tow), IV_Random,
IV_Counter.

[V_Counter=SPI_Cookie+SPI+[Seq#] (ow)
+IV_Random.



[ le >PE4HEeHb OTJIU' 1A N MOTUB LI %]

1. HIudposBanue u ckBo3Has nmuTo3aiuTa maketos ISAKMP B
oriauune oT mudposanus REC 2409.

2. Beenensl Message Nonce napsagy ¢ Message 1D.

3. Ilepenaua B ®a3y 2 nononaaurenbHoM BeanuuHbl SPI_Cookie,
AUTH.

4. Beruucnenue IV ¢asbl 2:
[V=substr(0..7,
Hash(Last_ICV,Message ID,Message_ Nonce)

5. SK_a=PRF(SKEYID_a, Message_ID, Message Nonce, A_],
A_R);

SK_e=PRF(SKEYID_e, Message_ID, Message_Nonce, A_I,
A_R).

6. Jlepeso xmouert ESP, AH.
7. Uctionb3zoBanue SPI _cookie B IV makera.
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IIporokon EKE, 9. - Touka 3enTHUYECKOM KPUBOM CTPOUTCS IO HAPOIIIO,
3a7a4a: CJIOKHOCTb OMPEACICHUS MapoJisi IO JAaHHBIM MPOTOKOJIA.

®KH CSP
0 Opw ? id _x Opw ? id_x 2 -
1 lirndm ¢ | Q =elid x]aP ;
2. u =0, +0py )
2 &= Y
3 |1. ITpoBepka: ?
2. an :pul = Opy P G;
3. rmdm P ;
4. Qﬁ =elid _x]pP .
5. Uy =0+ 0y
4 h =
5 . wu,=x+a(w,-0,,) ,€cau x - TOYKa,
' uy=x®x,, 4, , €CIIM * - 4KCIIO WIH
OMHApPHBIM MAaCCHUB
6 &= u
7 |l. K = PO, ;
2. data=u,— K, , €CIIN x - TOYKa,
data =u; ® x,  ,€CIU x - YUCJIO UM OWHAPHBIN
MACCHB;
3. Ecmu jd#id x,T10 dec ¢, , dec ¢, .
4. dec ¢,
5. ecmd  ¢cee,cs=0 - ERROR, nHaue 6;
6. x=data




[loTeHUMaribHble aTaky Ha Krkuu B

BblyncnntTenbHon cucrteme (PKH)

IIepPEXBaT KIHOYECBOI0 KOHTEHMHEPA IIPU CYUTHIBAHUM C
Hocutensd B BC u 3anucu ero nu3 BC Ha HOCUTEIIb;

IIepexBar mapoJs npu BBojae ero B BC;

IIEPEXBAT KIKOYEBOI0 KOHTECHHEPA U ITapOJIs
(BBIpA0OTAHHOTO M3 ITApOJIsl KJIK0Ya) P UX XPAaHCHUM B

BC;
nepexBar Kiroda B namsatu BC;

nepexsar u3 naMmsatu BC uH(popmanum o Kiiro4de mpu
BBITIOJIHEHUH OIIEPALUY C KITFOUYOM;

HECAHKIIMOHUPOBAHHOE MCIOJIL30BAHUS KII04a U
KpUIITOrpauueCcKoro (PyHKIHOHAJIA.



PyHKUMOHaNbHbLIN KN4YeBOW HocuTenb (PKH) Ha

cMapTKapTe

C wucnonws3oBanueM ®KH Ha cmaptkapte (SC) cBA3aHbI CICAYIONINE
BO3MOKHOCTH:

0 poctyn K pabdore ¢ SC TONBKO 1O NPEABABICHNN apois (pin-Koaa);

QO TIcHepalus, XpaHEeHHE, UCITOIb30BaHNE M YHUUYTOXKECHHE (BBIBO U3
neucTBus) kiaroueit B SC;

O oInmuOHaJIbHas BOSMOXHOCTL JOCTYIIA K KIIFOYY B SC o IMPpCABABICHHUN
IMapoJsi Ha K104,

0 3amnmTa Kiaroda oT akcnopra u3 SC mrarHeiMu cpeactBamu SC;

0 BemoaHeHue B SC kpunrorpapuueckux GyHKui (GopMupoBaHue
OIIII, Beruucnenue kiaroua Juddu-Xemimana).

0 akcnoptT u3 SC TOIBKO PE3YNIBTATOB BHIMOJHEHUSI KpUNITOrpapuIecKux
(YHKITH.



AKTyanbHOCTb pa3padboTku cuctembl PKH.
[Mpobnema poBepusa Kk cucreme SC — BC

YpoBenb goBepusi k SC Yposenb goBepusi k BC

I'enepanus kiroueun Her nosepus k JICU Hosepsem JICH
XpaHEHUE KIT0Ue HoBsepsieMm Her nosepus
Kpunrorpadudeckuii TpeOyeT o60cHOBaHUS JloBepsiem
(yHKIIOHANT

CeTeBble
NPUIOXKEHUA

BHewHAaA

cpepa

®KH-npouecc

Apaiisepbl MIBM

dyHKUMOHanbHana cxema MAK




[IpoTOKOM NaposribHOM ayTeHTUPMUKaUuun Ha KoY B
cucteme SC— BC Ha 6a3e npotokornia EKE, [1, n. 22.5].
IIporokon EKEInCS nepepaum napametpa x u3 BC B SC

SC BC

1 mdma, Qa=c¢[id x]aP; ul = Qa + Qpw;
2 < ul

Qa=ul - Qpw; rndmb; Qb=e[id x]aP;

u2 = Qb + Qpw;
4 u2=
5 Qb =u2 - Qpw; Keke =aQv; u3 = KEKE+ X,
6 <u3
7| Kexe = bQa; data =u3 — Keke
8 |dBycroponnss ayrentudukanus Ha 6ase kmoua KEKE JIBycTOopoHHsIs ayTeHTU(uKaus Ha 0a3e kioua KEKE

pr- ko ayreHTHUKau SC ¢ BC, BeipadarsiBaemblii ipu nHCTaLIsIIMN cucteMbl SC — BC u3 maposis
MI0JTb30BATEIIs, JTIOJDKEH TOCTABISITHCS B KapTy IO 3aIMUIIEHHOMY KaHAIy, BOIIpocaM 000CHOBaHHMsI BRIOOpa
saagerns Qpw u croiikoctn mporokora EKE Ha mapoisix mMOCBSIIEHO MHOTO paboT, CM., B 4aCTHOCTH, [2]

Amnanornyno crpoutcs nporokon  EKEoutCS.

[Iporokon EKE: pr - TOYKA 3JUIENITHYECKOM KPUBOW CTPOUTCA MO MAPOJII0, 3a/ada: CIOXKHOCTh OMPEACTICHUS

IMapoJid 10 JaHHBbIM ITPOTOKOJIA.



