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[MpakTnka BblOopa IPC ana
3alWUnTbl OT BHYTPEHHUX Yrpo3
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[Touemy BHYTpEHHUE Yyrpo3bl?

« Xakepbl ABNAKTCSA NPUYNHOU TOoMNbKo 1%
yTeyeK OAaHHbIX

* VHcangepbl HaxogdaTcs Ha 1 mecTe no
KOnn4ecTBYy MHUMOEHTOB

o 79% IT-gupekTopoB coobLmnm XoTa obl 06
OAHOM WHUMAOEHTE 3a nocneaHuin rog

* N3HyTpWn cetn nonyunTb AOCTYN K
KOH(UAeHUnansHou nHgopmaumnm ropasao
npotwye

* Open Security Foundation: Tonbko 3a nepsoe

nonyrogne 2009 roga B mmpe npomnsowusno 250
yTeyek




[Touemy BHYTpEHHME yrpo3bl?

¢ 152-03 «O 3awuTe nepcoHanbHbIX
OAHHbIX»

» /81-0e nocTtaHoBneHue [NpaBntenbCcTBa
PO

° Fpa>|<naHC|<a$-| OTBETCTBEHHOCTb

* AOMUHUCTpAaTMBHAsA OTBETCTBEHHOCTb
(cT. 13.11 KoAll P®)

* YronoBHas OTBETCTBEHHOCTb (CT. 137 YK
P® — 3noynotpebneHns n He3akoHHbIE
OENCTBUA C AaHHbIMU O YaCTHOW XXU3HN)




DLP: TpagnumnoHHbIN noaxoa

« KOHTpOSib Hanbonee o4eBUOHbIX KaHAloOB
YTEYKM:
— [NepudepunHblie yctpouctea (USB-auckn um
T.4.)
— NpuHTEpPDLI
— ONEeKTPOHHas noyTa
— Beb-tpaduk n IM
— CoumnanbHble ceTu
" * KOHTEHTHbIV aHanun3

"w 3« ApxuBupoBaHue ans obecrneveHns
BO3MOXHOCTW paccrefoBaHuns
NHLIMOEHTOB




DLP != 3awmuTa oT BHYTPEHHUX
Yrpoa3

* dusmyeckni oCcTyn K
HOCUTENAM
—MarHuTHble NEHTHI
—XecTkme gmuckm n xpaHunuuia
—HoyTOyku

* AyTeHTupmkaumna u
MAEeHTUPUKaLUNA




Knto4yeBble acrnekTbl BblboOpa
IPC

* CyLleCTBEHHbIE OTNNYUA peLleHn No
BO3MOXHOCTSIM

* dyHaHcoBas LlenecoodbpasHoOCTb
* TpyooeMKoCTb BHeQpPEeHNS

* Apxutektypa IPC-peLieHumn

* /I3aBeCcTHOCTbL NponsBoguTend

. * Hanunume ceptnukara




BoamoxHocTtu IPC

[lepeyeHb KOHTPONMUPYEMbIX KaHaloB nepenaymn
MHdopmaLmn

ApXnBnpoBaHMe BCEX BXOAALLNX N NCXOOALLNX
OAaHHbIX

LLiIndopoBaHme gaHHbIX MpU XpaHeHun n
obpaboTke

Cucrtema MeHEeMKMEHTa N OTYETHOCTU
[Tpobrnema 6rokMpoBKM paboumx cTaHuum

[leTekTnpoBaHue KoHpunaeHUarnbHOW
MHdopmaLmu
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TexHonornm oeTekTupoBaHUS
yTeyek

MeTtoq curHaTyp
PerynspHble BblpaXXeHus

LindppoBbie oTrnevaTku
TexHornorna MeTok

JlnHrBmcTnka aHannsa ¢ UCnosfib3oBaHUEM
MOPAONIorMn U CTEMMUHra

MeTtoa baneca



PeanbHoe OeTeKTMpOBaHUE UNU
‘romeonatuna’?

Bonpoc 1: KakoB MexaHu3m paboTbl TEXHONMOrnu
AeTeKTupoBaHUA?

Bonpoc 2: MOXHO N1 KaKUM-NN6o0 06pa3oM OLEeHUTb NN
NpPoOBepUTb pe3yrnbTaT PpaboTbl TEXHOOrNN
AeTeKTUpoBaHUA?

- Mwud nnu pearnbHas TeEXHONOrNA??7?

T'MOpUAHBIA AHAJIN3S:

e leTeKTOp HA 6a3e peryjasaApHbIX
BbIpaKeHUH

e 3aIUTA CTATUCTUYECKHUX JAaHHbIX Ha 6a3e
U pPOBBIX OTIIEYATKOB

* 3al.llI/ITbI HOBBIX U AUHAMHNYECKHUX AJAdHHbBIX
Ha 0a3e KOHTEKCTHOro U KOHTEHTHOTr o



JTanbl B3aMoaencTBus C

noapagvynkamm
OueHKa 3asBrneHHbIX BO3MOXXHOCTEN
"N CnocoboB nx peanusauumu

HanuncaHne NonmMTUK BHYTPEHHErO
KOHTpON4

Peanusauusa «nunoTHOro» npoekTa
[lonHOUEHHOE BHEOPEHME
[lanbHenlee conpoBoXaeHne
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IPC: nporHoa.il

NccnenoBsaHue IDC:

[To MHeHuto 81% onpoweHHbIX, IPC
— OTO Ba)kHasi YacTb B 0o0OLLEN
ctpaternn VIb

64% pecnoHAeHTOB cobuparoTcs
BHeapsTb HoBble IPC TexHonornm

PbiHOK cpeacTtB IPC byaeT pactu Ha
33% B rog u B 2011 gocTturHer
cyMmbl B $3 mnpa.
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INnnenka IPC npoagyktoB

Zserver Suite — 3awmTa MarHUTHbIX NEHT,
XKECTKNX ONCKOB N XPaHUmuLy

Zdisk — 3aWmTa gaHHbIX Ha HOYTOYKax

ZloCK — KOHTPOIb BHELLUHNX YCTPOWUCTB U
NPUHTEPOB

Zgate — KOHTPOIb 3IEKTPOHHOW NOYTbI U
NHTEepHeT-Tpaduka

Zlogin — 3almuUeHHbIN BXO4 B CETb C
NCMONb30BaHUEM INTIEKTPOHHbLIX KIMHOYEN U
cMapTKapT

LleHTpann3oBaHHOe ynpaBneHne u3s eanHou
KOHCOSN
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Bonpochl

http://www.securit.ru
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