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PyTkuTbl: 0bwme cBegeHun

PyTKMT — nporpamMmma uamM Habop nporpamm A
CKpbITUS C/IeA0B MPUCYTCTBUSA 3/I0YMbIWWAEHHNKA U
BPEAOHOCHOM MPOrpaMmbl B CUCTEME.

Cucmembi: Windows, Unix
YposeHb npusenezuu: User Mode, Kernel Mode

Cokpbimue: 3axBaT Koga, Moaudukaumsa gaHHbiX ( B
NAMATU U HA ANCKE )
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PyTkuTbl: 3BONMIOLMUSA

xxedpn Puxtep: metogbl BHegpeHua DLL,
CcO34aHue yaa/ieHHbIX MOTOKOB U T.M.
Vanquish

FU, NtRootKit, pecypc rootkit.com ( per
XornaHa, Axenmc batnep)

Rustock

TDL v3, MAX++ 1 T.N.
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PyTKuTbI: 3a4auun

CokpbiThe BPe40HOCHOIO [0,
OCYLLEeCTB/IAIOWEro yAa/sEHHOE yrnpaB/eHue
KOMMNbOTEPOM, CcHbop MHPOpMaLUKM, Kpaxy
MHPOpMaL MW, NoOAMEHY MONCKOBbIX
3arpocoB U T.M.

CokpbITHe COMyTCTBYHOLWW,EN ceTeBOU
aKTUBHOCTMU
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PyTKuUTbI: aKTya/ZlbHOCTb

PyTKNT — KOMMeEpYeCKnUm NPoLYKT

[main]

quote=You people voted for Hubert Humphrey, and you killed Jesus
version=3.27

botid=105ef377-e1a7-42d0-a324-30096d7agbf1

affid=20223

subid=0

installdate=25.2.2010 13:59:41

builddate=24.2.2010 17:25:9

[injector]

*=tdlcmd.dll

[tdlcmd]
servers=https://d45648675.cn/;https://d92378523.cn/;https://91.212.226.65/
wspservers=http://jook877x.cc/;http://b11335599.cn/
popupservers=http://m3131313.cn/

version=3.741
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AHTUPYTKUTDI

PoC
Klister

Process Hunter
He3aBucumbie paspabotumkm

GMER

RkU

XueTr
BeHgopbl

Vba32 Arkit
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BapuaHTbl NpUCYyTCTBUSA

CobcTBEHHbIM Pana Ha AnCKe
( 48EfX3lqg.sys; msinfox.sys; userinit.exe)

MogndunumpoBaHHbIM CUCTEMHBIN MO0
nosib3oBaTenbCknn Gana (atapi.sys, pyTkuT
TDL3; AdobeUpdater.exe)

MogndunumpoBaHHbIW 3arpy3unk ( OyTkmT
Sinowal/Mebroot)
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MeToAabl COKpPbITUSA

3axBaT KoAa
Moandunkaumns AaHHbIX

Mpumep. CKpbITbIK NpoLEcC

3agada 1. CKpbITb NpoLecc U3 gucretyepa
3a/au4

3aza4a 2. CKpbITb NPOLLECC OT aHTUPYTKNUTA
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MeToAabl COKpbITUSA: NPOLeCcChl

[lepexBaT CUCTEMHBIX QPYHKLUWUM HA Pa3/IMYHBbIX YPOBHAX

NtQuerySystemInformation ( SystemProcessinformation,...)

CnnavicuHr NtQuerySysteminformation B ntdll.dlI
Mepexsart int 2E / SysEnter
MoameHa cepBuca B Tabauue SSDT, cnaancuHr B sgpe

Moandunkaumsa  BHYTPEHHUX CTPYKTYp OnepaLUOHHOW
cuctembl ( DKOM )
nt!PsActiveProcessHead - Unlink

PsActiveProcessHead

ListEntry ,___— Blink Flink ListEntry

Blink Flink Blink Flink
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MeToAabl COKpbITUSA: NPOLEeCcChl

dt nt! EPROCESS dt nt! HANDLE_TABLE
+0x000 Pcb : _KPROCESS +oxo00 TableCode  :Uint4B
+oxob4 UniqueProcessld : Ptr32 Void +0x004 QuotaProcess : Ptr32 _EPROCESS
+o0xob8 ActiveProcessLinks : _LIST_ENTRY +0x008 UniqueProcessld : Ptr32 Void
+oxooc HandleLock : _EX_PUSH_LOCK
+0xof4 ObjectTable :Ptr32 _HANDLE_TABLE +oxo10 HandleTableList : _LIST_ENTRY
+oxof8 Token : _EX_FAST_REF +0x018 HandleContentionEvent : _EX_PUSH_LOCK
+oxoe4 SessionProcessLinks : _LIST_ENTRY
ot - CSRSS Handle Table
+ox1foVm :_MMSUPPORT

+0x000 WorkingSetMutex : _EX_PUSH_LOCK

+0Xx004 ExitGate : Ptr32 _KGATE P S pc i dTa b I e

+0x008 AccessLog  : Ptr32 Void
+oxooc WorkingSetExpansionLinks : _LIST_ENTRY

Scheduler’s lists

;;)x25c MmProcessLinks : LIST ENTRY
Balance manager’s lists
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MeToAabl cOKpbITUA: 06BbeKkTbI OC

Adapter
ALPC Port
Callback
Controller
DebugObject
Desktop
Device
Directory
Driver
EtwConsumer

EtwRegistration

Event
EventPair
File
FilterCommunicationPort
FilterConnectionPort
loCompletion
loCompletionReserve
Job
Key
KeyedEvent
Mutant

PcwObject
PowerRequest
Process
Profile
Section
Semaphore
Session
SymbolicLink
Thread
Timer
TmEn
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TmRm
TmTm
TmTx
Token
TpWorkerFactory
Type
UserApcReserve
WindowsStation
WmiGuid



MeToabl COKpbITUA: 06beKkTbl OC

Moaundunkaumsa 3arosnoBka obbekTa
Mogndurkaumns Tena obbekTa

3aro/z1oBok 0b6bekTa
(Object Header)

Teno obvekTa
(Object Body)
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MeToabl COKpbITUA: 06bekTbl OC

Moandukauyms 3arosoeka obvekTa
Moandnkaunsa Tena obbekTa

3aros10BoK obbekTa
(Object Header)

PointerCount

HandleCount

ObjectType

Namelnfo

Handlelnfo | Quotalnfo

Flags

QuotaBlockCharged

SecurityDesctiptor

NTSTATUS ObReferenceObjectByPointer (..)

{

if (ObjectHeader->Type !'= ObjectType)

return STATUS_OBJECT_TYPE_MISMATCH ;
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MeToabl cOKpbITUS: 06bekTbl OC

Moaundukaumns 3aronoska obbekTa
Moandukaumsa Tena obbekTta

Teno obbekTa
(Object Body)

dt nt!_EPROCESS

+oxob4 UniqueProcessld : Ptr32 Void

+ox16¢ ImageFileName :[15] UChar

+ox1ec SeAuditProcessCreationinfo :
_SE_AUDIT_PROCESS_ CREATION_INFO
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O6Hapy>keHue CKpbITbIX MPOL,ECCOB

AHanus ABYXCBA3HbIX CMUCKOB SessionProcessLinks,
WorkingSetExpansionLinks, MmProcessLinks n T.n.

[Mounck no cnucky Tabamy XxaHANOB, @ TakXKe B CaMux Tabamuax

Mounck B PspCidTable

Ncnonb3oBaHne HoTudukatopoB PsSetLoadlmageNotifyRoutine,
PsSetCreateProcessNotifyRoutine, PsSetCreateThreadNotifyRoutine

NtQuerySystemInformation c napameTtpom SystemObjectinformation
AHa N3 CNWUCKOB NJAHNPOBLLMKA M BaNnaHCUPOBLLMKA

MNepexsaT PyHkunm — SwapContext, KiFastCallEntry, ObCreateObject
nT.0.

JBpuctnyeckum  nomck  ctpyktyp _KTHREAD/_ETHREAD  wu
_KPROCESS/_EPROCESS B nyne

[Mounck n aHanus gybamposaHHoro koga ntoskrnl.exe

% BupycbnokAaa



dannoBasg cuctema

Ri
CreateFile (Kernel32.dll) €—— User App ng3
NtCreateFile ( ntdll.dll)
," SysEnter/SysCall
1
v Int ox2e
nt!KiFastCallEntry . .
nt!KiSystemService 0l Ntcreate\Flle\ Ring ©
T loCreateFile
ZwCreateFile \
lopCreateFile <—> |opParseDevice
~
Driver — IRP
\ Crek
y —>
ApanBeposB
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CTek ApauBepoOB: BHeApeHue n

METOAbI NMPOTHU BOAEVICTBMH

B bl Nifeays | | YPOBeHb Apaiisepe iy xiimeRiv;
:@E______:___________"@____:____:______i,’i maleﬁl
' | Volmgrsys | | Mpumep: RDtock
| : . Mpuvmep: MBER3Rootkit
| Partmgr.sys | | MeToAabl NPOTUBOAEUCTBUA:
| : , mwmnpmanlgmms
|| ClassPnPsys | | = Bidyaraosmey | POIBIBEM
| 5 E 7Mm&mmmmﬁmgvo
| Disk.sys | gaafieARODMeyH [{ BB bLBEOERAEFEBOAA,
i'“ """" o - "*i b6anpx&RAHye npepblBaHU U T. N.)
Ei Atapi.sys E
J——
| Pcilde.sys i
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O6cyxaeHne n BONPOCHI

Cnacubo 3a BHMMaHue!

% BupycbnokAaa



