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LleHTp 6e3onacHocTn nHdpopmauunn



" A
AeucTByloLLaa HopMaTBHAsa 6asa

3akoH «O nepcoHanbHbIX AaHHbIX» (cTaTbsa 19)

[TonoxeHne o6 obecnevyeHnn 6e3onacHOCTU NEePCOoHanbHbIX AaHHbIX
npu nx obpaboTke B MIHPOPMALIMOHHbLIX CUCTEMAX MEPCOHANbHbIX
OaHHbIX, [MocTaHoBneHne npasutenobctBa ot 17.11.2007 Ne 781

[Topsagok npoBedeHUs Knaccuukaunm MHPOPMaLMOHHbIX CUCTEM
nepcoHanbHbIX gaHHbIX, [Npukassl PCTIK Poccnn, PCB Poccuu,
MwuHuHpopmeesasun Poccum ot 13.02.2008 Ne 55/86/20

basoBast mogenb yrpo3 6esonacHoctu MNOH npyn nx obpaboTke B
MHpopmaunoHHbix cuctemax NAaH, PCTIK Poccun, 2008

MeToaunka onpegeneHns akTyanbHbIX yrpo3 6e3onacHocTu MNOH npu
nx obpaboTke B MHPopmMmaumoHHbix cuctemax lNAH, PCTIK Poccun,
2008

[TonoxeHne o0 meToaax u cnocobax 3aluTbl MHGOPMaLUA B
NHOOPMALMOHHBIX CUCTEMAaX NEPCOHAsbHbIX AaHHbIX, YTBEPXKOEHO
npukazom ®CTIK Poccuum ot 5 peBpansa 2010 r. Ne 58
(3apernctpuposaH B MuHiocte PB 19 dpeBpans 2010 r.,
pernctpaunoHHbii Ne 164506)



MeToAbl ¥ CIOCOOLI
3aLUUThI HHhODMAaLUK
B UCTIAN

MeTonbl n cnocooObl MeToabl n cnocoobbl
3aLllUThb 3allUThbl
MHdopmauun ot MHdopMauun ot

HeCcaHKLUMNOHUPOBAaH YTEYKN MO

HOIro AOCTYyna TEXHNYECKNM
KaHallaM




" A
PYHKLUHN, peAAU3YyEMbI€ B CUCTEME 3ALLLUTDI
NAH MeTOAOMU U CNOCOOaMM 3ALLLUTDI
uHdbopmauumn ot HCA:

® yrpaBrieHne OOCTYrom,;

B perncrpauus n y4yer;

m obecneyeHune LernocTHOCTU;
® aHanuM3 3alULLEHHOCTN;

m obecnevyeHne 6e3o0nacHOCTU MeXCeTeBOro
B3aUMOOENCTBUS;

m ODHapy)xeHne BTOPXXEHWUM;



MeToAbI U cnocoObl 3ALLLUTbBI MHPOPMALLUM B
30BMCUMMOCTU OT Kanacca UCTNAH

OpHononb3oBaTeNbCKUN MHorononb3oBaTenbCKU
Pexxnm obpaboTkn
nHgpopmaummn 8 CINOH
M
pasa AOCTyn? PaBHble PasHble

nonb3oBaTenemn

Knacc NCIMAH K3 K2 K1 K3 K2 K1 K3 K2 K1
PYHKLIM yNpaBReHIs 3b 3b 36+ 26| 2B 2b+ 10 10 1r

OOCTYMNoMm, permcrpawmm
n yyeTa, obecnedyeHns
LLerioCTHOCTH

MpumeHeHne C3U, cepTMdMUMPOBAHHbIX HA COOTBETCTBME TPEOOBAHUAM K NoKasaTensam 5

knacca no PO CBT

KoHTponb oTcyTcTBuUA
HAOB MO C3U

HeobxoaumocTb
onpenensieTca
onepaTopom

CooTtBeTc
TBUE 4
YPOBHIO

KOHTpONs

HOB

HeobxogumocTb
onpenensieTca
onepaTtopom

CootBet
ctBue 4
YPOBHIO
KOHTpons
HOB

HeobxoaumocTb
onpenensieTca
onepaTtopom

CootBeTt
ctBue 4
YPOBHIO
KOHTpOns
HOB

Mcnonb3oBaHue cpencts

O6sasaTtensHo B CIOH, nogkn

to4eHHbIX K CCOI 1 npn ncnonb3oBaHMN CbEMHbIX HOCUTENEN

aHTMBMPYCHOW 3aLUMThl nHdopmaumm
3awmTa NAOH oT yTeukn CooTBeTC CooTtBeTt CooTtBeT
3a cyet NMAIMWH TBUE cTBUE cTBUE
cTaHgapT cTaHgapT Ananom cTaHgapT AHANOM
am no |AHanoruy am rno uho CTP- am no ko CTP-
OMC un |[Ho CTP-K OMC K SMC K
CaHuTapH caHuTap caHuTap
bIM HbIM HbIM
HopMam HopMam HOpMam




" A
MeToAbl U cNOCO6bI 3ALLLUTbI MHCPOPMALLUM B
30BUCUMMOCTU OT kKaacca UCINAH

OpHononb3oBaTeENbCKUM MHorononb3oBaTenbCKU
Pexxum 06paboTkm
nHdopmauunm B CIOH
M
pasa 'D'OCTyn? PaBHble PasHble

nonb3oBaTenen

Knacc MICMNOH K3 | k2 [ K1 k3 | k2 | Ki1 K3 | k2 | Ki1

PacnpegeneHHble

MNpuMmeHeHne mexceTeBbIX 3KkpaHOB 4 knacca B cootBeTcTBUM ¢ P MCO
WCMIH 2 1 1 knaccos P P A

I'IpmmeHeHme MeXCeTeBbIX 3KpaHOB

Mpwn nogknoyYeHnn K
ccon 4 xnacca 3 knacca 4 knacca 3 knacca 4 knacca 3 knacca

Mpn nonyyeHun

obLenocTynHom lMpumeHeHne cnuctem 0BHapYyXeHUs BTOPXKEHWUN
NHdopmaLmn n3 MprMeHeHne cpeacTB U crieLmanbHbIX KOMIMIIEKCOB aHanu3aa 3allmLL,eHHOCTH
ccon
Co3pgaHue kaHana cBsa3n, obecneynBatoLLEro 3alnTy nepeaaBaeMon nHopmaumm
Mpu yoaneHHoM lMpoBepka NOANMHHOCTM OTNPaBUTENS U LIENTOCTHOCTM NepefaBaeMbIX JaHHbIX
poctyne vyepe3 CCOI YnpaeneHne OCTYMNOM K 3aLipuLLiaeMbiM NepcoHarnbHbiM gaHHbiM NCTTOH

Vicnonb3oBaHue aTpubyToB 6€e30NacHOCTH

CosnaHune kaHana cBs3un, obecneyvmBaroLLEero 3awmTy nepegasaemon nHpopmaumm
OcyuwiectBneHme ayteHTndmrkaumm s3anmogencraytowmx NCIMOH
[MpoBepka NOANMHHOCTU NOMb30oBaTeNen 1 LLEeNOCTHOCTM NepeaBaeMbiX AaHHbIX

MNpwn B3anmogencTemm
NCIMOH yepes CCOI

MexceTeBoe B3anmoaencTemne

Mpwn B3anmogemncTaum CospaHune kaHana cBs3u, obecneyvmBaroLLEero 3awmTy nepegasaemon nHpopmaumm
WCIOH pa3Hbix OcyuwiectBneHme ayteHTndukaumm s3anmogencraytowmx NCIMOH
onepaTtopoB yepes [MpoBepka NOANMHHOCTU NOMb3oBaTeNen U LLENOCTHOCTM NepeaaBaeMbiX AaHHbIX

ccorn [MpepoTBpalleHe BO3MOXHOCTU OTpULIaHMA pakTa oTrnpaBky 1 nonyyenns Mo




" J
BbiGop 1 peaAusaLms MeToA0B U cnocodboB

3awmuTbl UHdopmauuu B UCIMAH moxeT
OCYLULECTBAATLCSA:

CTDPYKRTYDHLIM NoApasaeneHnemM Unu A0NKHOCTHLIM
JIMLIOM onenatona

C npuBneuYeHeM OpraHu3auuu, meloLLien
othopPMIEHHYIO0 B YCTAHOBNEHHOM nMopagkKe
NIULICH3UIO HA oCYLLIeCTBIIGHWE AeaTeNnbHOCTH O
TeXHUUECKOM 3aLuTe KOHhUACHIUANbHON
MHMoOpPMaLUK



Hy>XHOQ AU AULLEH3US onepaTopy?

m Vka3Mpe3unaenta Pd No 188 o1 6.03.97:
NAH BEkNioueHbl B MlepeueHb CBeAeHUHU KOHIhUAeHIUANbHOIO XapaKTepa.

= deaepanbHbiK 3aK0H 0 NepCOHaNbHbIX AAHHbIX OT 27.07.06 Ne 152-33
Ctatba 1. Aon:kHa oGecneuvMBaThcaA KOHthuAeHUNaNbHOCTb MK

= ¢eaepanbHbiv 3aKoH 0 NMLGH3MNOBAHUK OTACNbHLIX BUAOB ACATENbHOCTH OT
8.08.01 N0 128-93

[leaTenbHOCTb NO TeXHUUECKOMN 3aluTe KOHMhUAeHUMANbHOW UHhopMaLIUK
OTHECEeHa K NULeH3UnYyeMou

= [ocTanosneHue MpasuTenbcTBO Poccuiickon deaenauym ot 15.08.06 Ne 504

NoA TeXHWUecKon 3alMToN KoHhUAeHUVANbHOW UHhopMAaLIUM MOHMMAaeTCa
KOMNNeKc MeponpyuaTui U (Mnu) yenyr no ee 3awure 0T HeCaHKLMOHVNOBAHHOIO
Aoctyna



" A
O0b6sa3aTeAbHa AU cepTudukaumna C3U,
npumeHsembix B UCMAH?

m [locTtaHoBneHue lNpaButenscTBa P® ot 17 HoA6psa 2007 r. Ne 781

[MyHkT 5 MNMonoxeHust 06 obecneyeHnn 6ezonacHoctn MNOH npu nx odbpaboTtke B CIOH:

CpeacTtBa 3almThbl HpopMaumm, NpUMeHsieMble B MHPOPMAaLIMOHHbIX CUCTEMAX, B YCTAHOBITIEHHOM
nopsiake NPOXOoAsT Npoueaypy COOTBETCTBMS

m [lonoxeHue, yTBepxaeHHoe npukasom Ne 58:
[MyHKT 2.1. MeTogamu 1 cnocobamu 3awmTbl MHpopmauumn ot HCL ssnstoTcs:
MCMNOSb30BaHWE CPeACTB 3aWmnThl MHOPMaLIMK, NPOLLEeILLINX B YCTAHOBNEHHOM NMopsake npoueaypy
OLUEeHKN COOTBETCTBUA.

m  PegepanbHbIK 3aKkOH O TeXHMYEeCKOM perynupoBaHum ot 27.12.02 Ne 184-®3
CtaTtbsa 5. OCOBEHHOCTN OLIEHKN COOTBETCTBUSA Npoaykuum (paboT, ycnyr),
NCNONb3yeMoNn B LieNnax 3allunTbl cCBeOeHNN, COCTaBNAWMX FOCYJapPCTBEHHYIO TaluHY
NN OTHOCUMbIX K OXpaHSIEMOW B COOTBETCTBUM C 3akoHogaTeNnLCcTBOM Poccuickon
denepaumn MHOM MHOPMaLNKM OrpaHUYEHHOro 4OCTYyNa, yCTaHaBNMBaKOTCS
MpaButensctsom Poccuinckon ®enepauun.

3 popMbl NOATBEPKAEHUSA COOTBETCTBUA:

- nobpoBosnbHas cepTudukayms;

- obsizaTenbLHOE AeknapupoBaHne COOTBETCTBUS;
- obazaTtenbHaga cepTuukaums.

m B HacTosiwee Bpems AenCTBYET TOMbKO ogHa hopma: obsasaTtenbHasa cepTudmnkauums,
Nops40K NpoBedeHNa KOTOPOW yCTaHOBIEH NocTaHoBneHnem Npasutenscrtea PP ot 26
noHst 1995 r. Ne 608 n npukasom lNpencenatens Noctexkomuccnm Poccum ot 27
okTA6pa 1995 r. Ne 199.



" A
Ob6a3zaTeAbHa AU aTTecTauma UCIMNAH?

m B cootBeTcTBUMU C [TonoxeHnem, yTBepPKAEHHBLIM MPUKA30OM
NMpeacenarensa Noctexkomuccum Poccum ot 27 oktabpsa 1995 r.
Ne199 cucrema ceptndmkaymm cpeacTs 3awnTbl MHGOpMaUnUM no
TpeboBaHusM 6e3onacHOCTU MHoOPMaL MK BKITIOYaAET B cebs
aTTecTaynio 06 LEKTOB MHpopmMaTmM3auum no TpeboBaHUAM
6e3onacHOCTM MHdopMaLn.

To ecTb atTecTauma sBnsieTca opMON OLLEHKM COOTBETCTBUSA paboT,
YCIyr, BbIMNOMHEHHbIX B LESNSaX 3aliuTbl CBEAEHUN, OTHOCUMBbIX K
OXpaHAeMOWN B COOTBETCTBUN C 3aKOHOAATENLCTBOM P® MHG opmaumnm
OorpaHuUYeHHOro gocrtyna.

m CTP-K:

[TyHKT 2.17 O6BbeKTbI MHOPMaTU3aLUNK OOSTKHbI ObITb aTTECTOBAHbI
no TpeboBaHnUaAM Be3onacHOCTN MHOPMaLUM B COOTBETCTBUM C
HopmaTuBHbIMK JOKyMeHTamu PCTIK Poccun n TpeboBaHnsivm
HaCTOSILLLEero JOKyMeHTa.



