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[lpenoctaBuUTb AOCTYMN K OU3HEC-NPUNOXEHUAM
COTpPyAHMKaM, NapTHEPAM U KOHEYHbIM 3aKa3dnkam

OTKyga OHU?

Kakue npunoxeHua

NPUNOXKEHUI UM MM OOCTYMHbI?
AOCTYMNHbI?
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* 3a/llpoTus:
— [lpocToTa BHeapeHus
~ OrpaHu4YeHHbIE BO3MOXXHOCTU 3aLLMUTHI
~ OrpaHunyeHHaga nogaepxka SSO
—~ BHyTpeHHMe npunoxeHnsa yassumbl ang Internet
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M3onupoeaHHblu Extranet
Internet DMZ Corporate Network
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BesonacHoCTb Yepes nsonsauuto
— JybnupoBaHue cuctem

— CoTpyaHUKN He MOryT B3anMOAENCTBOBATb C
napTHepamu

— [lpunoxeHna B DMZ yassumbl anga Internet
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[lybriukayusi
Internet DMZ Corporate Network
Application = )
Aware 4_~> Application

Proxy

* 3al/llpoTums:
— [lpocToTa BHeapeHud
-~ OrtcyTtcTBME AyOnNuMpoBaHus
~ W3onaumns npuknagHoro ypoBHS
~ [Nogpepxka SSO n cTporon ayteHTUdMKaLMNK
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* JHocTtyn TONbKO ANa ayTeHTUMPULNPOBAHHbLIX
Nonb3oBaTeNen — 3allnta CEPBEPOB MPUNOXKEHNN
oT DDoS

* [loHnmaHue npuknagHoro ypoBHs (Hanpumep
nepeHanpasneHue Tonbko gonyctumblx HT TP-
3anNpocoBs) — YMEHbLLEHNE MOBEPXHOCTN aTaKku

* Taum-ayTbl — YMeHbLIEHNA pucka hijacking
ceccumn



EaonHasa Touka Bxoda BO BCE MPUITOXKEHUA — Kak
NpaBumno B BUAe noprana

Single Sign-On (SSO) mexay pasnnuyHbIMU
NPUNOXEHNSAMU U PpECYPCaMUN KOpnopaTUBHOW
Cetu
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Unified Access Gateway




Microsoft®

- Forefront
Unified Access Gateway

UAG npepocrtaBnsieT 6e3onacHbIy yaareHHbIN JOCTYN U3 NO60N TOUYKMU
MMpa K NTI0ObIM OU3Hec-NpunoXxXeHUsm, noBbiwas 3hheKTUBHOCTb
paboThbl Nnonb3oBaTesien, He CHMXKas obLero ypoBHs 6e30nacHoOCTH

v * EanHas Touka goctyna Kk 6usHec-npunoxeHuam (Exchange, SharePoint,
CBobOOAHbLIN Dynamics CRM, SAP, Lotus) u apyrum BHyTpPeHHUM pecypcam

.D.OCTyl'I * MNopaepxka Bcex Hanbornee pacnpocTpaHeHHbIX UHTepHeT-6pay3epoB (IE,
Mozilla, Safari) n onepaunoHHbix cuctem (Windows, Mac OS X, Linux)

e I'IpOBepKa KOHe4YHbIX TO4YeK Ha cooTBeTCTBUe Tpe6OBaHI/IﬂM NOJNINTUK

NMoBbLILLEeHHaA 6esonacHocTy

* UHTerpauumsa co cnyxobon Active Directory (Bkntoyas Federation Services) u
0e30MacHoOCTb cpeacTBaMy MHOrocakTopHON ayTeHTudMKaumum

* Ol'paHVI‘-IEHVIe AocCTyna K VIH(*)OpMaLWIVI N CHNXXeHne pUcKoB YyTe4Kn AaHHbIX

* MpocToTa BHEApPEHUA 1 IKcnJyaTauum nocpeacTBOM BCTPOEHHbIX MacTepoB
HaCTPOMKU

 LleHTpanusoBaHHOe yrnpaBreHne NofMTMKamMm AocTtyna K npunoXxeHusim
* MacwTtabupyemMocTb U OTKa3oyCTOMYMBOCTb
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Mo6unbHble coTpyaHUKMN

T Microsoft”
~  Forefront :
Unified Access Gateway :

Layer3 VPN N

HTTPS (443) _
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5’3 Exchange

L4l CRM
- .".'-.‘J SharePoint
E IIS based
= IBM, SAP, Oracle
3 (. Terminal/
= ~' Remote Desktop
= Services
é He-web
v AD, ADFS,

RADIUS, LDAP....
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Pigplcpalin
ObmeH sasiskanmu Mex0y opeaHusayusmMu/cucmemamu

OpraHusauns A

denepartnBHble cepBepa
Federation Federation

Server ? YnpasnsoT 6e3onacHbIM 06MEHOM e

NOeHTUPUKALMOHHON NHOopMaLnen Mexay
pasfnYHbLIMU NPOCTPaHCTBAMM UMEH

JlokarnbHoe | JlokarnbHoe
rpocmpaHcmeo rpocmpaHcmeo
umeH (realm) umeH (realm)




WAEl PRSUb OS30NaACHOCT Vi 3asiBKIA
PacripederieHHasi aymeHmugukauus/asmopusauusi

Mapkep 6e30nacHOCTU BKITHOHAET B CebS
OOHY NN HECKOMbKO 3asiBOK

3asBka (Claim) — nHdopmauusi o cybbekTe besonacHocTh (Mm4,
naeHTudukaTop, rpynna, pons v np.)

JlokaszaTernbcTBO
BrageHus

CeKpEeTHbLIN KoM

[lognmncaHHble Mapkepbl




3asekKa (claim) — 3asierieHUe 00HO20 cybbekma o
dpya2om cybbekme

Cra HOAPTHbIE TUMbI 3aABOK

- WpeHTudukartop

—~  Email = kcameron@microsoft.com
- Age > 21
—  Employer = Microsoft

~ Ponb/l'pynna
— Role = Architect

- HacTtpauBaemas
— [lapa nms/3HayeHune (Hanpumep, SSN/123-45-6789)

OpraHusaumoHHbIE 3asiBKU

—  O6bwun Habop 3aABOK AN XPaHUINLL, YYETHbIX 3anncemn u
napTHeEpPOB

—~ HacTtpoika 3asBoOK Ha ayanT/npoToOKONMpoBaHneE
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Active Directory

Account
Federation Server

ADFS

Federation Trust

Resource
Federation Server

adfsresource.treyresearch.net

UAG

.

KCD

CRM

adfsuag.treyresearch.net
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AD Federation System u Modenb 3as180K

Claims Provider NprnoxeHns
@ (8 obnake n nokasbHO)
g Microsoft .Net Access
o) Federation Control Windows Identity
» Gateway Service Framework
o Microsoft Live Framework
§ AD FS Server Services Third
%' Connector Party Third Party
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Servers
Active Directory Frameworks

|dentity Selector (rae npymMeHUmO)

Third Party Identity

Windows CardSpace Selectors
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Come and play with Windows CardSpace in the Sandbox!

Welcome to sandBox.netFx3.com Sign in | Join | Help

- SEARCH

Home @ Blogs

Welcome to the Sandbox - Works with .NET 3.0

RTM and RC1 or later!
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What is the Sandbox?

H:;m.q The Sandbox is an area of the NetFx3.com
:?;: site  that has been designed to
Rk demonstrate  the wuse of Windows
TENE CardSpace. Like most sites on the web
i today, this site provides the ability to login
W cant using a username and password.
E.:""”'"“" However, this site has been customized to

also  use Windows CardSpace for

authentication. On the Sandbox site you

can.

- Create a user account using a username

Windows CardSpace Information Card

and password or using a self-issued

- Link one or more Information Cards with your user account

- Sign-in to the site using your username and password or an Windows CardSpace Information Card that

you have linked with your account

Microsoft: L
.net

Framework

MNetFx3
Home Page

Communication Foundation

Presentation Foundation

Wnrkﬂuw Foundation

Windows

CardSpace

£ sandbox Blog
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*  Kpuntorpaduyeckasi TexHonorusd, paspaboraHHas
B Ha4varne 90x

* [lo3Bongetr dpopmmpoBaTb METKU

*  MeTtkun U-Prove ncrnonb3aytorcs angd obmeHa
MHdpopmMaLmen, CTporon ayTeHTudmnkaumm u
LMdppoBOM Nnognucu

*  meloT pag yHUKanbHbIX OTNINYUNA OT
ooLLENPUHATBIX METOK Be3sonacHocTum (X.509,
SAML, Kerberos)
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Alice Smith
1234 Pine, Seattle, WA
23-11-1955
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