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ÃÎÑÒ 28147-89

Àëãîðèòì áëî÷íîãî øèôðîâàíèÿ ÃÎÑÒ 28147-89

• Äëèíà èíôîðìàöèîííîãî áëîêà 64 áèòà
• Äëèíà êëþ÷à 256 áèò, K = (K1, ..., K8)

• Ñõåìà Ôåéñòåëÿ, 32 èòåðàöèè, Pi = Li||Ri{
Li = Ri−1
Ri = Li−1 ⊕ L(Π(Ri−1 � ki))

Ïðè çàøèôðîâàíèè: {
ki = K(i−1) mod 8+1, i ∈ 1, 24;

ki = K32−i+1, i ∈ 25, 32.

Ïðè ðàñøèôðîâàíèè:{
ki = Ki, i ∈ 1, 8;
ki = K(32−i) mod 8+1, i ∈ 9, 32.
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ÃÎÑÒ 28147-89
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Ìåòîä ñâÿçàííûõ êëþ÷åé

Ìåòîä ñâÿçàííûõ êëþ÷åé

• Ñèëüíîå ïðåäïîëîæåíèå î âîçìîæíîñòÿõ ïðîòèâíèêà èëè ïðåäïîëîæåíèå î
ìàëîâåðîÿòíîì ñîáûòèè

•Èñïîëüçîâàíèå â ñî÷åòàíèè ñ äðóãèìè ìåòîäàìè (ðàçíîñòíûé ìåòîä, ìåòîä
¾áóìåðàíãà¿,...)

• ¾Ñèëüíûå¿ ðåçóëüòàòû è ìíîæåñòâî ïóáëèêàöèé.

• Â ÷àñòíîñòè, Fleischmann, Gorsky, H�uhne, Lucks ¾Key recovery attack on full
GOST Block Cipher with zero time and memory¿

• Ñîìíèòåëüíàÿ ïðàêòè÷åñêàÿ çíà÷èìîñòü
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Ìåòîä ñâÿçàííûõ êëþ÷åé

Ïðåäïîëîæåíèÿ î ïðîòèâíèêå

•Ïðîòèâíèê èìååò âîçìîæíîñòü âûïîëíÿòü çàøèôðîâàíèå è ðàñøèôðîâàíèå
âûáðàííûõ òåêñòîâ íà íåèçâåñòíîì åìó êëþ÷å K

•Ïðîòèâíèê èìååò âîçìîæíîñòü âûïîëíÿòü çàøèôðîâàíèå è ðàñøèôðîâàíèå
âûáðàííûõ òåêñòîâ íà íåêîòîðîì êîëè÷åñòâå íåèçâåñòíûõ ñâÿçàííûõ ñ K
êëþ÷àõ Ki = fi(K), ãäå ôóíêöèè fi îïðåäåëÿþòñÿ ïðîòèâíèêîì èëè
èçâåñòíû åìó

Íàïðèìåð Ki = K ⊕∆Ki

5



Ìåòîä ¾áóìåðàíãà¿

Ìåòîä ¾áóìåðàíãà¿ (D. Wagner, 1999)

Ðàçíîñòíîå ñîîòíîøåíèå α→ β äëÿ f,

f (x)⊕ f (x⊕ α) = β

Ðàçíîñòíàÿ õàðàêòåðèñòèêà

p
f
α,β = P{f (x)⊕ f (x⊕ α) = β}

Óòâåðæäåíèå 1
Ïóñòü f � áèåêòèâíî è

P{f (x)⊕ f (x⊕ α) = β} = p.

Òîãäà äëÿ f−1 è β → α

P{f−1(x)⊕ f−1(x⊕ β) = α} = p.
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Ìåòîä ¾áóìåðàíãà¿

1. Ïîñòðîåíèå ñîîòíîøåíèÿ α → β äëÿ E = EK(P ) (èëè åãî ÷àñòè) c
äîñòàòî÷íî áîëüøèì çíà÷åíèåì pEα,β

2. Íàêîïëåíèå ìàòåðèàëà (distinguisher step): (P, P ′){
P ⊕ P ′ = α
E(P )⊕ E(P ′) = β

3. Îïðåäåëåíèå êëþ÷à (key recovery step)

• Íåâîçìîæíî ïîñòðîèòü ðàçíîñòíîå ñîîòíîøåíèå äëÿ E
• Àëãîðèòì øèôðîâàíèÿ E ïðåäñòàâèì â âèäå E = E0 ◦ E1

• Èçâåñòíû ðàçíîñòíûå ñîîòíîøåíèÿ
E0 : α→ β, ñ õàðàêòåðèñòèêîé p
E1 : γ → δ, c õàðàêòåðèñòèêîé q
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Ìåòîä ¾áóìåðàíãà¿
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Ìåòîä ¾áóìåðàíãà¿
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Ìåòîä ¾áóìåðàíãà¿
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Ìåòîä ¾áóìåðàíãà¿
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Ìåòîä ¾áóìåðàíãà¿

Åñëè óñëîâèå P c0 ⊕ P
d
0 = α âûïîëíåíî, òî ïðåäïîëàãàåòñÿ

• Äëÿ E0 íà ïàðå (P a0 , P
b
0 ) âûïîëíèëîñü ñîîòíîøåíèå α→ β,

• Äëÿ E0 íà ïàðå (P c0 , P
d
0 ) âûïîëíèëîñü ñîîòíîøåíèå α→ β,

• Äëÿ E−1
1 íà ïàðå (P an , P

c
n) âûïîëíèëîñü ñîîòíîøåíèå δ → γ,

• Äëÿ E−1
1 íà ïàðå (P bn, P

d
n) âûïîëíèëîñü ñîîòíîøåíèå δ → γ.

Âåðîÿòíîñòü âûïîëíåíèÿ (pq)2

×åòâåðêó (P a0 , P
b
0 , P

c
0 , P

d
0 ) áóäåì íàçûâàòü ¾ðàçíîñòíûì êâàðòåòîì¿.
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Ìåòîä ¾áóìåðàíãà¿, èñïîëüçóþùèé ñâÿçàííûå êëþ÷è

Ìåòîä ¾áóìåðàíãà¿, èñïîëüçóþùèé ñâÿçàííûå êëþ÷è

Ðàññìàòðèâàþòñÿ ÷åòûðå ñâÿçàííûõ êëþ÷à Ki, i ∈ {a, b, c, d}
∆K∗ = Ka ⊕Kb = Kc ⊕Kd,

∆K ′ = Ka ⊕Kc = Kb ⊕Kd

Çàøèôðîâàíèå è ðàñøèôðîâàíèå P i ïðîâîäèòñÿ íà êëþ÷å Ki

Ðàññìîòðèì ïðåîáðàçîâàíèå

f (X||K) = EK(X)||K
Äëÿ íåãî âåðíî óòâåðæäåíèå 1

¾Ðàçíîñòíîå ñîîòíîøåíèå α→ β íà ñâÿçàííûõ êëþ÷àõ Ki è Kj¿:

(α,Ki ⊕Kj)→ (β,Ki ⊕Kj)
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Ìåòîä ¾áóìåðàíãà¿, èñïîëüçóþùèé ñâÿçàííûå êëþ÷è
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Ïðèìåíåíèå ìåòîäà ê àëãîðèòìó ÃÎÑÒ 28147-89

Ïðèìåíåíèå ìåòîäà ê àëãîðèòìó ÃÎÑÒ 28147-89
(Fleischmann, Gorsky, H�uhne, Lucks)

Ðàññìàòðèâàþòñÿ ÷åòûðå ñâÿçàííûõ êëþ÷à Ki ∈ V256, K
i = (ki1, . . . , k

i
8),

kij ∈ V32, i ∈ {a, b, c, d}, j ∈ 1, 8:

∆K∗ = Ka ⊕Kb = Kc ⊕Kd = (e31, 0, e31, 0, e31, 0, e31, 0),

∆K ′ = Ka ⊕Kc = Kb ⊕Kd = (e31, 0, 0, 0, 0, 0, 0, 0),

E0 - ïåðâûå 24 èòåðàöèè; E1 - ïîñëåäíèå 8 èòåðàöèé.
Áóäåì îáîçíà÷àòü P ij = (Lij, R

i
j)

Ðàññìàòðèâàþòñÿ ðàçíîñòíûå ñîîòíîøåíèÿ:

E0 : ((0, e31)||∆K∗)→ ((0, e31)||∆K∗), p = 1,

E−1
1 : ((e7, 0)||∆K ′)→ ((0, 0)||∆K ′), q = 2−3.
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Ïðèìåíåíèå ìåòîäà ê àëãîðèòìó ÃÎÑÒ 28147-89

Ðàññìîòðèì äâå ïåðâûå èòåðàöèè çàøèôðîâàíèÿ P a0 = (La0, R
a
0) è

P b0 = (Lb0, R
b
0), P a0 ⊕ P

b
0 = (0, e31).{

∆L1 = ∆R0 = e31
∆R1 = LΠ(Ra0 � ka1)⊕ LΠ((Ra0 ⊕ e31) � (ka1 ⊕ e31)) = 0{
∆L2 = ∆R1 = 0
∆R2 = ∆L1 ⊕ LΠ(Ra1 � ka2)⊕ LΠ(Ra1 � ka2) = e31

(0, e31)→ (0, e31) âûïîëíèëîñü äëÿ äâóõ èòåðàöèé E0 ñ âåðîÿòíîñòüþ p′ = 1

⇓
âûïîëíèòñÿ äëÿ âñåãî E0 ñ âåðîÿòíîñòüþ p = 1.
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Ïðèìåíåíèå ìåòîäà ê àëãîðèòìó ÃÎÑÒ 28147-89
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Ïðèìåíåíèå ìåòîäà ê àëãîðèòìó ÃÎÑÒ 28147-89

E−1
1 : ((e7, 0)||∆K ′)→ ((0, 0)||∆K ′), q = 2−3.

Âûïîëíåíèå ðàçíîñòíîãî ñîîòíîøåíèÿ ðàâíîñèëüíî ðàâåíñòâó

La32 ⊕ LΠ(Ra32 � ka1) = Lc32 ⊕ LΠ(Rc32 � kc1).

Ñ ó÷åòîì Lc32 = La32 ⊕ e7, R
a
32 = Rc32, k

c
1 = ka1 ⊕ e31 ðàâíîñèëüíî

LΠ(Ra32 � ka1)⊕ LΠ(Ra32 � (ka1 ⊕ e31)) = La32 ⊕ L
a
32 = e7,

èëè, ÷òî òî æå ñàìîå

Π(Ra32 � ka1)⊕ Π((Ra32 � ka1)⊕ e31) = e28.

π : V4→ V4-ïîäñòàíîâêà, äåéñòâóþùàÿ íà ñòàðøèõ áèòàõ

π(Ra32 � ka1)⊕ π((Ra32 � ka1)⊕ e3) = e0,

ò.å. ðàçíîñòíîå ñîîòíîøåíèå e3→ e0 äëÿ ïîäñòàíîâêè π, q = 2−3.

Äëÿ ïðîèçâîëüíûõ ïîäñòàíîâîê: e3→ ω, q 6= 0
Äëÿ E−1

1 ñëåäóåò ðàññìàòðèâàòü ðàçíîñòíîå ñîîòíîøåíèå

(L[ω, 0, ..., 0], 0)→ (0, 0).
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Ïðèìåíåíèå ìåòîäà ê àëãîðèòìó ÃÎÑÒ 28147-89
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Ïðèìåíåíèå ìåòîäà ê àëãîðèòìó ÃÎÑÒ 28147-89

Àëãîðèòì 1

1. Âûáèðàåòñÿ 25.5 ïàð P a
0 è P b

0 = P a
0 ⊕ (0, e31).

2. Çàøèôðîâàíèå íà ñâÿçàííûõ êëþ÷àõ P a
32 = E(P a

0 , K
a), P b

32 = E(P b
0 , K

b).

3. Âû÷èñëÿþòñÿ P c
32 = P a

32 ⊕ (e7, 0), P d
32 = P b

32 ⊕ (e7, 0)

4. Ðàñøèôðîâàíèå íà ñâÿçàííûõ êëþ÷àõ P c
0 = E−1(P c

32, K
c), P d

0 = E−1(P d
32, K

d)

5. Ïðîâåðÿåòñÿ P c
0 ⊕ P d

0
?
=(0, e31). Åñëè âûïîëíåíî, òî â Θ ñîõðàíÿåòñÿ ðàçíîñòíûé êâàðòåò

(P a
0 , P

b
0 , P

c
0 , P

d
0 ).

6. Îïðîáóþòñÿ 8 áèò êëþ÷à ka1 â ïîçèöèÿõ ñ 12 ïî 19. Âû÷èñëÿþòñÿ kc1 = ka1 ⊕ e31, kb1 = ka1,

kd1 = kb1 ⊕ e31.
6.1 Äëÿ êàæäîãî (P a

0 , P
b
0 , P

c
0 , P

d
0 ) ∈ Θ âû÷èñëÿþòñÿ P

a
31, P

b
31, P

c
31, P

d
31.

6.2 Ïðîâåðÿåòñÿ P
a
31 ⊕ P

c
31

?
=(0, 0) è P

b
31 ⊕ P

d
31

?
=(0, 0).

6.3 Åñëè âûïîëíåíî, òî ñ÷åò÷èê îïðîáóåìîãî íàáîðà óâåëè÷èâàåòñÿ íà 1.

7. Âûáèðàþòñÿ ka1, k
b
1, k

c
1, k

d
1 ñ íàèáîëüøèì çíà÷åíèåì ñ÷åò÷èêà.

8. Äëÿ êàæäîãî âûáðàííîãî ka1 îñòàëüíûå 256−8 = 248 áèò íàõîäÿòñÿ òîòàëüíûì ïåðåáîðîì.

Åñëè èñòèííûé êëþ÷ íàéäåí, òî âûïîëíåíèå çàâåðøàåòñÿ. Èíà÷å âûáèðàåòñÿ äðóãîå ka1 è

ïîâòîðÿåòñÿ òîòàëüíûé ïåðåáîð.
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Ïðèìåíåíèå ìåòîäà ê àëãîðèòìó ÃÎÑÒ 28147-89

Àíàëèç ìåòîäà

¾...The data and time complexity of Step 5 to 8 are negligible...¿

Âû÷èñëèì ìàêñèìàëüíî âîçìîæíîå ÷èñëî áèò P i31.

Î÷åâèäíî, ÷òî Li31 = Ri32.

Ìîæíî âû÷èñëèòü (ki1 � Ri32)[12 ∼ 19] ñ òî÷íîñòüþ äî âîçìîæíîãî áèòà
ïåðåíîñà.
Ñëåäîâàòåëüíî ìîæíî âû÷èñëèòü Ri31[23 ∼ 30].

Ò.ê. ki1[12 ∼ 19] = k
j
1[12 ∼ 19] è Ri32[12 ∼ 19] = R

j
32[12 ∼ 19] äëÿ âñåõ

i, j ∈ {a, b, c, d}.
Ñëåäîâàòåëüíî óñëîâèå 6.3 âûïîëíåíî äëÿ ëþáîãî îïðîáóåìîãî íàáîðà.
Â ðåçóëüòàòå àëãîðèòì ñâîäèòñÿ ê îïðîáîâàíèþ âñåõ âîçìîæíûõ êëþ÷åé.
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Ïðèìåíåíèå ìåòîäà ê àëãîðèòìó ÃÎÑÒ 28147-89
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Ïðèìåíåíèå ìåòîäà ê àëãîðèòìó ÃÎÑÒ 28147-89

Àëãîðèòì 2

1.-5. Íàêîïëåíèå ìàòåðèàëà (P a
0 , P

b
0 , P

c
0 , P

d
0 ) è (P a

32, P
b
32, P

c
32, P

d
32) â Θ

6. Îïðîáóþòñÿ 8 áèò ka1 c 24 ïî 31. Âû÷èñëÿþòñÿ kc1 = ka1 ⊕ e31, kb1 = ka1, k
d
1 = kb1 ⊕ e31.

6.1. Äëÿ êàæäîãî (P a
0 , P

b
0 , P

c
0 , P

d
0 ) ∈ Θ âû÷èñëÿþòñÿ P

a
31, P

b
31, P

c
31, P

d
31.

6.2 Ïðîâåðÿåòñÿ P
a
31 ⊕ P

c
31

?
=(0, 0) è P

b
31 ⊕ P

d
31

?
=(0, 0).

6.3 Åñëè âûïîëíåíî, òî ñ÷åò÷èê îïðîáóåìîãî íàáîðà óâåëè÷èâàåòñÿ íà 1.

7. Âûáèðàþòñÿ ka1, k
b
1, k

c
1, k

d
1 ñ íàèáîëüøèì çíà÷åíèåì ñ÷åò÷èêà.

8. Äëÿ âûáðàííîãî ka1 îñòàëüíûå 256 − 8 = 248 áèòà íàõîäÿòñÿ òîòàëüíûì ïåðåáîðîì.

Åñëè èñòèííûé êëþ÷ íàéäåí, òî âûïîëíåíèå çàâåðøàåòñÿ. Èíà÷å âûáèðàåòñÿ äðóãîå ka1 è

ïîâòîðÿåòñÿ òîòàëüíûé ïåðåáîð.

23



Ïðèìåíåíèå ìåòîäà ê àëãîðèòìó ÃÎÑÒ 28147-89
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Ïðèìåíåíèå ìåòîäà ê àëãîðèòìó ÃÎÑÒ 28147-89

Óñîâåðøåíñòâîâàíèå àëãîðèòìà 2

ka1� èñòèííûé êëþ÷, k̂a1� ëîæíûé êëþ÷.

Çàìå÷àíèå: k è k ⊕ e31 íåðàçëè÷èìû
Óñëîâèå îòñåèâàíèÿ:

P a
31 ⊕ P c

31 = (0, 0) è P b
31 ⊕ P d

31 = (0, 0).

π((Ra
32 � ka1)[28 ∼ 31])⊕ π((Ra

32 � ka1)[28 ∼ 31]⊕ e3) = e0,

π((Ra
32 � k̂a1)[28 ∼ 31])⊕ π((Ra

32 � k̂a1)[28 ∼ 31]⊕ e3) 6= e0.

Äëÿ èñòèííîãî êëþ÷à âñåãäà âûïîëíåíî

Ìîæíî îïðåäåëèòü 31 áèò êëþ÷à ka1
Ïóñòü ka1[m + 1 ∼ 31] = k̂a1[m + 1 ∼ 31] è ka1[m] 6= k̂a1[m]

Åñëè íàéäåòñÿ ðàçíîñòíûé êâàðòåò, â êîòîðîì P a
32,m:

Ra
32,m[i] =


{0, 1}R, i = 28, 31

ka1[i]⊕ 1, i = m + 1, 27;

1, i = m;

0, i = 0,m− 1

÷åòûðå ñòàðøèõ áèò ñóììû ðàçëè÷íû.
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Ïðèìåíåíèå ìåòîäà ê àëãîðèòìó ÃÎÑÒ 28147-89
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Ïðèìåíåíèå ìåòîäà ê àëãîðèòìó ÃÎÑÒ 28147-89

Àëãîðèòì 3

1. Ïðèìåíÿåòñÿ àëãîðèòì 2: Îïðåäåëÿåòñÿ ka1[24 ∼ 31], ka1[31] = 0

2. i = 23

3. âûáèðàþòñÿ 210 ïàð øèôðòåêñòîâ P a
32 è P

c
32 = P a

32 ⊕ (e7, 0), ãäå ïðàâàÿ ÷àñòü Ra
32,i, ëåâàÿ

÷àñòü ïðèíèìàåò 26 ðàçëè÷íûõ ñëó÷àéíûõ çíà÷åíèé.

4.-7. Íàêîïëåíèå ìàòåðèàëà (P a
0 , P

b
0 , P

c
0 , P

d
0 ) è (P a

32, P
b
32, P

c
32, P

d
32) â Θ

8. Ðàññìàòðèâàþòñÿ k
a,(1)
1 , k

a,(2)
1 : k

a,(j)
1 [i + 1 ∼ 31] = ka1[i + 1 ∼ 31], k

a,(1)
1 [i] 6= k

a,(2)
1 [i]

8.1 Âû÷èñëÿþòñÿ k
c,(j)
1 = k

a,(j)
1 ⊕ e31

8.2 Äëÿ êàæäîãî êâàðòåòà èç Θ âû÷èñëÿþòñÿ P a
31, P

c
31

8.3 Ïðîâåðÿåòñÿ P a
31 ⊕ P c

31
?
=(0, 0) Åñëè âûïîëíåíî, òî ñ÷åò÷èê óâåëè÷èâàåòñÿ íà 1.

9. Èç k
a,(1)
1 , k

a,(2)
1 âûáèðàåòñÿ ñ áîëüøèì çíà÷åíèåì ñ÷åò÷èêà.

10. Ïîëàãàåì ka1[i] = k
a,(j)
1 [i].

11. Åñëè i > 0, òî i = i − 1 è ïåðåõîä ê øàãó 3. Èíà÷å âûïîëíåíèå çàâåðøåíî, âûõîä: êëþ÷

ka1
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Îáîáùåíèå ìåòîäà

Îáîáùåíèå ìåòîäà

Ïðè èçâåñòíûõ k
j
1, ..., k

j
t ìîæíî âû÷èñëèòü P

j
32−t ⇒

Ìîæíî ïîäîáðàòü P
j
32 òàê, ÷òîáû ïîëó÷èòü íóæíóþ ðàçíîñòü íà âõîäå t + 1

èòåðàöèè ðàñøèôðîâàíèÿ

E0 òî æå ñàìîå

E1 ðåäóöèðîâàíî; ìåíüøåå ÷èñëî èòåðàöèé, ïðåæíåå ðàçíîñòíîå ñîîòíîøåíèå

Èñïîëüçóåì äðóãèå êâàðòåòû ñâÿçàííûõ êëþ÷åé

∆K∗ = Ka ⊕Kb = Kc ⊕Kd = (e31, 0, e31, 0, e31, 0, e31, 0)

∆K ′ = Ka ⊕Kc = Kb ⊕Kd = (0, ..., e31
t+1

, ..., 0)
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Òðóäîåìêîñòü ìåòîäà

Òðóäîåìêîñòü ìåòîäà

2225 + 217 ïðè 4 ñâÿçàííûõ êëþ÷àõ

226 ïðè 18 ñâÿçàííûõ êëþ÷àõ

Äëÿ ñðàâíåíèÿ:

AES-256: 299.5 ïðè 4 ñâÿçàííûõ êëþ÷àõ

(Biryukov, Khovratovich)

Kasumi-128 (GSM A5/3): 232 ïðè 4 ñâÿçàííûõ êëþ÷àõ

(Fleischman, Gorsky, Lucks)
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Çíà÷èìîñòü ðåçóëüòàòîâ

Òåîðåòè÷åñêàÿ è ïðàêòè÷åñêàÿ çíà÷èìîñòü ðåçóëüòàòîâ

¾The practicality of various types of cryptanalytic attacks depends on many

factors: Attacks based on few ciphertexts are better than attacks that require

many ciphertexts, known plaintext attacks are better than chosen plaintext

attacks, nonadaptive attacks are better than adaptive attacks, single key at-

tacks are better than related key attacks, etc. Since it is di�cult to quantify

the relative importance of all these factors in di�erent scenarios, we usually

concentrate on the total running time of the attack, which is a single well

de�ned number.¿�
Biryukov, Dunkelman, Keller, Khovratovich, and Shamir

¾Key Recovery Attacks of Practical Complexity on AES Variants With Up To 10 Rounds¿
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Çíà÷èìîñòü ðåçóëüòàòîâ

¾Åñòåñòâåííûå¿ ïðåäïîëîæåíèÿ

Îäíîêëþ÷åâàÿ ìîäåëü

• Îäèí íåèçâåñòíûé êëþ÷

• Êëþ÷ âûáðàí ñëó÷àéíî è ðàâíîâåðîÿòíî

Ìíîãîêëþ÷åâàÿ ìîäåëü

• Íåñêîëüêî íåèçâåñòíûõ êëþ÷åé
• Êëþ÷è âûáðàíû ñëó÷àéíî, ðàâíîâåðîÿòíî è íåçàâèñèìî

Âåðîÿòíîñòü óñïåõà:

2−3·256 = 2−768,

2−17·256 = 2−4352

(Âåðîÿòíîñòü óãàäûâàíèÿ êëþ÷à: 2−256)
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Çíà÷èìîñòü ðåçóëüòàòîâ

Ìîäåëü ñ äîïîëíèòåëüíîé èíôîðìàöèåé

Ìíîãîêëþ÷åâàÿ ìîäåëü ñ äîïîëíèòåëüíîé èíôîðìàöèåé

• Íåñêîëüêî (ÿâíûì îáðàçîì) íåèçâåñòíûõ êëþ÷åé

• Èìååòñÿ äîïîëíèòåëüíàÿ èíôîðìàöèÿ î êëþ÷àõ

• Àòàêà ÍÅ íà øèôð, à íà ñèñòåìó {øèôð + ïðîöåäóðà âûðàáîòêè êëþ÷åé}

• Ñòàíäàðò ÃÎÑÒ 28147-89 íå ðåãëàìåíòèðóåò ïðîöåäóðó âûðàáîòêè êëþ÷åé

• Íåëüçÿ ñðàâíèâàòü ñ ïîëíûì ïåðåáîðîì ñ òðóäîåìêîñòüþ 2256

• Òåîðåòèêî-èíôîðìàöèîííûé ïîäõîä
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Ñïàñèáî çà âíèìàíèå

Èçëîæåííûå ðåçóëüòàòû äîñòóïíû íà

Cryptology ePrint Archive, Report 2010/111

http://eprint.iacr.org/2010/111.pdf.

Âîïðîñû?
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