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White-Box kpuntorpapus’ u SPN-mm¢per’. LRC-meTos.

Paccmampueaemcs  nooxoo, noszeonsiowuil  CKpulmb  JUHEUHYIO  3A6UCUMOCTbL  MeHCO)
anemenmamu T-box mabauy® 6 SPN-wugpe (LRC-memod). Ipusedena memoduxa cozdanus White-Box
cxem Ha baze SPN-wugpa. Boisgnenvt yciosus, komopuim 0oaicern coomeemcmesosams SPN-wugp, ons
cozoanus e2o cmotikou White-Box peanrusayuu.

Tekymee pazBuTHe KpuntTorpaduu XapakTepU3yeTcsl aKTHBHBIMU HCCIIEIOBAHUSAMH B 00JIaCTH
White-Box kpunrorpaduu [1]-[8]. Meroast White-Box kpunrtorpadguu mo3Bosist Moau(UIMPOBATH
CUMMETPHYHBIH mup TakuM 00pa3oM, YTO €ro MOKHO OyJaeT HCIIOIb30BaTh IJISi aCCUMETPHYHOMN
kpuntorpaduu. JledcTBUTENBHO, eciu BoccTaHoBIeHUe Kimtoya 3 White-Box peanuzaimu anropurma
muppoBaHuss OyneT TPYAHOW 3agadeil, TakkKe KaK M CO3/IaHHE alropuTMa pacumdpoBaHHS IO
UMEIOIIEMYCsl adrOpuTMy MHM(POBaHUSA, TO Mapa aarOpuTMOB (AITOPUTM IUGPOBAHHS — aJITOPUTM
pacimudpoBaHus) CTaHOBHTCS (haKTHUECKU KitoueBod mapoi, rae White-Box peanmsanms anropurMa
m(poBaHus SIBISETCS OTKPHITOM, a peaan3aiys alropuTMa paciu@poBaHus HETOCTYITHA aHATUTHKY.
Takas cxema MOXeT o00JajgaTh LENBIM PSAAOM TPEHMYLIECTB IO CPAaBHEHHIO C KIACCUYECKUMHU
ACCHUMETPUYHBIMH KpUnTocucTeMamMu. OCHOBHBIM IIPEUMYIIECTBOM SIBIISIETCS CKOPOCTH PAOOTHI.

3a mocienHue rojpl ObUIO mpezicTaBieHO Heckonbko White-Box peanmu3anuii M3BECTHBIX
anroputMoB ImMdpoBaHus. OCHOBHOW OCOOCHHOCTBIO JTHX pEaJH3alMid SIBISCTCS BCTPAUBAHHE
PayHIOBBIX KIIFOYEH B TaOJIHIBI MOACTAaHOBOK (S-DOX TaGmuier). Takum o0pa3om, moiydaercs, 4TO HU
caM K09 IMU(GPOBAaHUS — HU PAayHIOBBIE KIIOYM SBHBIM O0pa3oM B NpOrpaMMe He (PUTypHPYIOT.
OnHako, Bce OSTH pealu3ald HE SBISIOTCS CTOMKMMM II0 OTHOLICHHIO K aTakaM Ha OCHOBE
no1o0panHoro oTkpeiToro tekcra [6]-[8]. bosee Toro, maxke ecnu 10CTATOYHO TPYAHO BOCCTAHOBUTH
caM KJI0Y, TO CYIIECTBYET BO3MOXKHOCTb IIOCTPOUTH TaOJHMIBI OOpaTHBIX IMOJCTAaHOBOK, a
CIIeZIOBATENFHO, BO3MOKHOCTD ITOCTPOUTH aJITOPUTM PACITU(PPOBAHHS IO AITOPUTMY IIH(PPOBAHHUS.

B nanHoit paborte paccmarpuBaercs SPN-mudp, nMeronuii ctpyktypy, cxoxyro ¢ Rijndael [9].
DTO CBSI3aHO B MEPBYIO OUYEPEIb C TEM, UTO U3HAUATIBHOM 3a/1a4ueil aBTOpa padOTHI SABJSLIACH pa3padoTKa
MOJIUGUIMPOBAHHOIO BapuaHTa anroputMma mudpoBanus AES-128, mnozBosstomero pabortats ¢
MOTU(UIIMPOBAHHBIM KIFOUOM. L{eNbio SBISIIOCH MPOTHBOISHCTBHE aTakaM, OCHOBAaHHBIM Ha MepexBaTe
CEaHCOBOro Kioya. 3ajgada Obla pelieHa MpH MOMOINM MOAXO0Ja, ONMHUCAaHHOro Huxke. OnHAaKoO OBLIO
BBISIBIICHO, YTO €CIIM aTaKYIOUIMH MOIydaeT JOCTYN K peaju3allii ajJrOpuTMa, TO Y HETO TOSBISETCS
BO3MOKHOCTb OIPEENIUTh NpeoOpa3oBaHus, UCHOIb3yeMbIe /Ul MOJU(UKAIIMN CEaHCOBOTO KJIoYa U,
KaK CJEACTBHE, CO3/aTh oOparHble. Takum o0pa3om, ObUT clelaH BBIBOJA O HEBO3MOXXHOCTH
OpUMEHEHUsI pa3paboTaHHOTO MOAXo/a s co3faanus croikux White-Box cxem Ha 6a3e cTaHIapTHOTO
anroput™a Rijndael.

JUis nanpHEeUIINX paccyKIeHUH pacCMOTPUM CIIEIYIONIYIO CUCTEMY:

X, =((a-b)(mod p, )-c)(mod p, )

_ (1)
X, =(a-(b-c)(mod p, ))(mod p, )

! Pasjen kpunTorpaduy, H3yYaKOMMil B YACTHOCTH TAKHE PEATH3AIMH CHMMETPHYHBIX IIH(POB, B KOTOPHIX KIHOU
mudpoBaHUs CKPHIT B camoii peanm3aunu [1]-[8]. Takue peanuzarmu HaspiBatoTes White-Box peanusamusamu wiu White-Box
CXEMaMH.

2 [LIudppsl, OCHOBaHHbIE HA Ga3e [TOICTAHOBOYHO-TIEPECTAHOBOUHBIX ceteil. [Ipumep Takoro mudpa — Rijndael [9].

¥ Ta6mnuIIbI IOACTAHOBKH, B KOTOPHIX KaXKIOMY BXOAHOMY OaifTy CTABUTCS B COOTBETCTBHE 0C/ICI0BATEIHOCT BHIXOIHBIX.
npuHLHne GopMUpPOBaHuUs Takux Tabnui B mmdpe Rijndael moxHo mountats B cienndukarmu [9].



31ech P;,P, — HCOPUBOAMMBIC ITOJMHOMBI N-if cremeny, a a,b,C,X1 y X, = TIOJTMHOMBI CTCTICHEH,

MEHbBUIUX N. MOXXHO NPEANOI0KUTE, YTO B 00ILEM citydae X, # X, .

Ymeepoicoenue 1.
B cucmeme (1) natioymca makue noaunomel a,b,c, umo X; # X, .

Hoxazamenvcmeo:
Ecmu X; = X, , TO cipaBeIMBO ClIeIyIOIee PaBeHCTBO:

a-b-c-q-c-p,-v-p,=a-b-c-a-u-p,-r-p, (2)

31ech (— YacTHOE OT JICJCHHs MPOM3BEICHHUS MOJIMHOMOB a-DHa py, V- yacTHOE OT JmeneHus
(a-b)(mod p, )-cHa p,, U— 4acTHOE OT JEIEHHUS MPOM3BEACHUS TOIMHOMOB D-CHa P,, a I - 4acTHOE
ot genenns (b-c)(mod p,)-a Hap,.

N3 dpopmysl (2) cnenyer:
c—r p
qc-r_~Pp. 3)
a-u-v p,

U3 paBenctBa (3) 04eBUAHO, YTO (-C— I JOIDKHO ACIUTHCS HA P,, HO CTCHCHb MOJMHOMA I HE
MOJKET IPEBBIIATh CTENEHb MOIMHOMA P, . To ke caMoe MOKHO CKa3aThb U IIPO CTEIEHU IOJIMHOMOB
g,c,a,umnV. Takum o0pa3oM, paBeHCTBO (3) BBINOJHAETCS TOTJa, KOrjga JUOO OJUH U3 MOJIMHOMOB
a,bwm CsBisieTcs HyJleBbIM — 100, KOT/Ia CTENeHb MPOU3BEICHHS TIOJIMHOMOB a -0 - C He npesbimaer
CTElleHb MOJMHOMA [; WIH P,, YTO O3HAYaeT, 4To.(=r =u=Vv =0, 4To He Bceraa BbIOJHUMO. 13
BBIILIECKa3aHHOT'O ClIeyeT, 4To B cucteMe (1) B oOmieM citydae X; # X, , 4TO U TpeOOBaIOCh 10Ka3aTh.

YTBepxaeHue 1 roBOpUT HaM O TOM, YTO 3aKOH aCCOLIMATUBHOCTH MPU YMHOXKEHUH MOJIMHOMOB
B Pa3lUYHBIX, IyCTh ¥ M30MOP(HBIX, MOJIIX, KaK MOKa3biBaeT HaM cucrema (1), B oOmieM ciydae He
cobOmroaercs.

PaccMoTpuM Temneps CleyIoUIylo CUCTEMY:

y:(x)=(s(x)-a(mod p, ))-b(mod p, ) @
Y,(x)=(s(x)-c(mod p, ))-d(mod p, )

3necs P;, P,, P;- HENPHUBOAUMBIC MOMAPHO HEPABHBIC NMOJMHOMBI OJMHAKOBOW CTEHEHHU HAT
GF(2), x, a, b, ¢, d — npousBonbHble ouHOMBI Han GF(2), S(X) - HenuHeiHas QyHKIUS OT X.
[lycte p,, Pp,, P, &, b, ¢, d, s(x) weusBectHsl, a pyHkuuu Y,(X) u Y,(X) 3amaHbl C HTOMOIIBIO
TaOJIMII TIOJICTAHOBKH. B 3TOM cityuae 3a7aua HaX0KACHUS JIMHEHHOH 3aBUCUMOCTH MEKIY dJIEeMEHTaMH
s(x)-a(mod p,;) u s(x)-c(modp,) mpu u3BecTHBIX 3HaueHusX Y,(X) u Y,(X) B moine mopsaka
CTEIICHH MTOJINHOMA P, ABJIAETCA CIOKHOU. [I0CTONBKY-ITOCKOIIBKY, B COOTBETCTBUH C YTBEPKICHHUEM 1,
3aKOH aCCOIMATHBHOCTH JIJISl KAXKIOTO M3 BBIPOKCHUN CUCTEMBI (4) HE BBITIONHSACTCS B 00IIEM cilydae,
JAUHEWHOH 3aBucUMocTH Mexnay VY,(X) u VY,(X) B mome mopsaka CTENEHH IIOJMHOMAa P, HE

cymectByer. [loaToMy st HaxOoXICHUS JIMHEWHOW 3aBucuMocTH Mexay S(X)-a(modp,) u
s(x)-c(mod p,) HeoOxomammo Haiitu b, d, p, u pP,. OYEBUAHO, YTO CIIOKHOCTH TAKOW 3aTauu

cocTapisieT NpubnmsutenbHo 2°", rae N - cTemeHb monuHOMa P,. Mojuduiupyem cuctemy (4)
CIIEAYIOIINM 00pazoMm:



{yl(x)=(---(S(X)-a(m0d p,))-b®(mod p;”)...)-b™(mod p*’) 5)

Y,(x)=(...(s(x)-c(mod p, ))-d'*(mod p5”)...)-d™“(mod p*”)

3mecs p') = pﬁ"). B nmanHOM ciydae CIOXHOCTh BOCCTAHOBIICHHS JIMHEHHOW 3aBUCUMOCTH

mexay S(x)-a(mod p,) u s(x)-c(mod p, ) 6yaer coctaBnaTs 27"

TakuM 06pa30M, MOXKHO MPEJIIONIOKHUTE, YTO €CIIH MHOTOKPATHO YMHOXKATh KaXIblil 3lIeMeHT T-
box Tabmumel [9] Ha TPOM3BONBEHO BHIOPAHHBIE MOJIHHOMBI IO MOIYINEO IPOHM3BONBEHO BHIGPAHHBIX
HOJMHOMOB 8-# CTENEHH, TO BOCCTAHOBJICHHE JIMHEWHOW 3aBUCUMOCTH MEXIY dJIeMeHTamu T-DOX-0B
GyzeT CoKHOI 3a1adeii. DOPMAEHO TAKOE YMHOXKEHHUE BBITIIAIUT CIEIYIOIMM 06pa3oM:

((-(6°(a)-b{*)(mod p{®®)-b**(mod p**)...)-b*** (mod p{**) |
(- (t"(a)- b )(mod p**)-b{**(mod p{**))...)- b** (mod p{**+))
((-(t*(a)-b{* )(mod p**’)-b**(mod p{*V)..)-b{***(mod p(*'*))

T [a] = 6
el ((-(t(a)-b* )(mod pf**)-bH(mod p{**)...)-bf**)(mod p{**’) ©
(- (™M (a)- b )(mod p{"*”)-b"(mod p{"*)...)-b{"**}(mod p{™*)) |
3necy t') - omement T-box-a g0 mpuMeneHms samyThiBarommx TnpeoOpasosammii, bl -

(i) _

ciydaitno BeIOpanHblii monuaoM B GF(2°), p CIIy4aifHO BbIOpaHHBIA HENPUBOIUMBINA MOIUHOM

8-t crenenn Hax GF(2). [Tpu 3TOM T0IKHO COOTIOAATHCS CIIEAYIOIIEE YCIOBHUE:
N )

Onwucanneiidi Bbiie moaxon HazoBeM LRC-meromom. Ha ocHoBe MoauduIMpOBaHHBIX, Kak
nokaszaHo B ¢popmynax (6) u (7), T-box-oB moxuo coznate White-Box peanusanuio SPN-mudpa. st
mmdpa Rijndael, Hanpumep, Takas moauduKarys OyAeT BBIMISICTh CISTYIONMM 00pa3oM:

y©OT [mixOe)] [mix@eDy] [mix@eey] [mix)
| | o | ooty

Y mix{2(t2) | mixd ) | mix{2(e22) || mixd B (22))

YO mix{PEEO) | mixdD ) || mix{PeP2) || mix{S ()

3nech tEi'k) - ameMeHT T-bOX-a, mix(ji)- npeoOpa3oBaHue, NMPUMEHEHHOE MO OTHOIIEHUIO K

DJIEMEHTY tﬁi’k) :
mixgi)(tg”‘)):((...(tgi‘k) -b}i‘o))(mod pﬁi‘o))-bgi‘”(mod pﬁi’” )...)-bj"”’(mod pﬁi‘”)) 9)

B dopmyne (11) i - unnekc snementa T-box-a, k - uagexc T-box-a, j - mopsiakoBbIi HOMEp 4-X

GaiitoBoii mocnenosarensroctn, b{'*) - mpomssombHEN MHOrownen B GF(2°), p{*")-

CIIy4YaitHO
BBIOpPAHHBINM HEMPUBOIUMBIH MoMHOM 8-1i crenienu Hajgy GF(2).

OnHako TMpUMEHEeHWe NaHHOro moaxoia k mmdpy Rijndael, B koTopoM H3BeCTEH MNPUHIIMIT
dbopmupoBaHUs TaOJIHIL MOJACTAHOBKH W IOJIMHOM, HCIIOJB3yeMbIil B ipeoOpasoBanuu MixColumns, e

MO3BOJIUT MPOTUBOCTOATH d4TAKEC Ha OCHOBC BLI6paHH01"0 OTKPBITOI'O TCKCTA. I[CP'ICTBI/ITCJIBHO,



npeoOpa3oBaHUs mixg'), npeAcTaBieHHbIe B (popmyine (8) HaxomsITCs MOCTaTOYHO JieTKO. Beap Ham

MU3BECTHO, YTO
" =s[a] -n@key{"™ | (10)

rae @ - 0alT OTKPBITOro Tekcra, S[a] - M3BECTHOE HENMHEHHOE NMpeoOpa3oBaHUE B IOJIE
Rijndael, keyﬁi‘k) - 4acTh CEKPETHOTo payHjaoBoro kiroua. Omepanust yMHOXeHHs B Gopmyine (10)

npousBoautcs B nose Rijndael. [Tocie npumenenust MiX-peoOpa3oBaHUs MOTYIHM:
mix{V (") =mix{V(s[a] -n) @ mix\(key!")) (11)

Bosbsmem aBa GaiiTa oTKpbITOro TeKcTa @ U a . Torma uz gpopmynsl (11) cnenyert:
mix{"(t{" ) @ mix(V(t ) ) =mix{V(n-(s[a] @ s[a 1)) (12)

B dopmyne(14) mam usBectHsl N, s[a], s[a ]. Takum oOpa3zom, MbI MOXEM JIETKO HAWTH
npeoOpa3oBaHue mixgi) , TIOCTPOMB TabIMIly MOACTaHOBOK pazMepoM 2°. ITocie HaxoXkeHne Bcex Mix-

o ik
Hp606pa30BaHHI/I H606XOI[I/IMO IIPUMCHUTDH 06paTHBIe UM U IOJIYYUTb B PC3YJIbTATC 3JICMCHTBI tgl ), nus3

KoTOpbX, 3Has s[a], nerko mnomyuuts 3Hauenus Key'"

i YTO O3Ha4Yac€T BOCCTAHOBJIICHHUEC BCECX

PayHIOBBIX KIIIOYEH M, KaK CJICICTBUE, CEKPETHOTO KITH0Ya.

Ecnu 3nauenune N B Gopmyse (12) HEU3BECTHO, YTO O3HAYAET, YTO HEM3BECTEH MHOIOWIEH HaJl
nonem GF(2°), onpenensromuii npeobpazosarme MixColumns, To B37I0M BBINIEONHMCAHHOMN CXEMBI BCE
paBHO Bo3MOkeH. PaccMotpum cocenaue T-bOX-b1 B hopmyie (8).

t%% =s[a]-n'® @ key{"”

t =s[a]-n® @ key!®"
t*% =s[a]-n® @ key!®?

03 3 03
t%% =s[a]-n® @ key{"*

(13)

Ecnu nmpeanonoxurhb n® =« To, CIeysl aTOPUTMY JIJIsl U3BECTHBIX TAOJHIl TOJCTAHOBKH U
npeobpazoBanust  MixColumns, MokHO HaWTH mixgo), a caemoarensro, N n® n® Ecmm

MPEANONI0KEHUE n® =gq BEpPHO, TO n® n® n® pe . k03¢ ¢unrentsr Muorowiena MixColumns,

4TO JIETKO TMPOBEPHUTH, IPHMEHUB 00paTHbIe npeodpasoBanus (INvMixColumns) u mocMoTpeB BIUsIHUE
BXOJHOTO OaiiTa payHIa Ha BBIXOIHYIO ITOCIIEIOBATEIHLHOCTh (M3MEHHUTHCS HA BBIXOJE JOJDKEH OIHMH
6aiiT). Takum 0O6pa3oM, OYEBHIHO, YTO CIONKHOCTH B3JIOMa MPH HEM3BECTHOM MHOTOUJICHE HaJl MOJIeM

GF(2°), onpenensromenm npeodpazosanne MixColumns, cocrasnster 2°.

B cnyuae, korma mpeoOpa3oBaHue S-DOX HEHM3BECTHO, HO MPUMEHSETCS OJIUHAKOBO IO
OTHOLICHHIO K KaxJIoMy OaiTy BXOIHOW TMOCIEIOBATENIbHOCTH, B3JIOM BCE PABHO BO3MOXKEH.
Paccmorpum Gonee moapoOHO 3TOT ciyuait. [Tycts B cucreme (13) s[a] nemsectHO.B sTom cimydae

HaM JOCTATOYHO MPEANOJOKHUTh 3T0 3HaueHue. [lycte S[a] =/, a s[a ]=/" . [Ipumenum Tenephb
BEINICONICARHBINH  anroput™, npeanonoxuB N =a. TIpoBepka KOPPEKTHOCTH IIPETIONOKEHHS

OCYIIECTBIIAETCA TAKKe KAaK B BHIICONHCAHHOM ciydae npu HemsectHom N, CiokHOCTH B37TOMa
TIPH 9TOM cocTaBnser 2°°.



W3 Bcero BhIlIECKa3aHHOTO MOYKHO CJIeJIaTh BBIOJ, YTO TOJBKO B Cliydae, Koraa TalOmuibl S-box
TEeHEPUPYIOTCS CIIy4aiHBIM 00pa3oM M YHUKaJIbHBI JJI KaXA0ro OaiiTa BXOJHOW MOCIEA0BAaTEIbHOCTH

MOKHO TOBOPHUTB O CJIOKHOCTH B3710Ma, mpeBbimaromeii 2°*. COBEpIIEHHO OYEBMIHO, YTO CO3/ATh
croiikyto White-Box peanuszammto anropurma Rijndael BeimeonicanHpIM METOJJOM HEBO3MOXKHO. boiee
Toro, gaxke eciu B anropurMe Rijndael 3amenuts momuHoMm B omepammu MixColumns u cuenath
TabauIbl S-DOX ciydaliHBIMU [T KaXI0T0 OaiiTa BXOIHOM MOCJICI0BATEIBHOCTH, TO BO3MOXKEH B3JIOM
MTOCPEJICTBOM MOCTPOSHHUS TaOIHI] 0OpaTHOW MOACTaHOBKHU pazmepoM 154 I'6. DTo cBsS3aHO ¢ TEM, YTO

npeo6pazosanue MixColumns BemonHseTcs Moxyio nonuHoma X' @ 1.

Takum oOpasoMm, s co3ganus crovikoir White-Box peamuzammm B cOOTBETCTBHM  C
BBIIIICONMMCAHHBIM TIOJIX0JIOM HEOOXOAMMO aBTOMATHYEeCKH reHepupoBath SPN-mmdp, KoTophlid OyaeT
OTJIMYAThCS OT Kilaccuueckoro anroputrMa Rijndael ciydaitno crenepupoBanHbIME TaOnuiamu S-box
U1 KaXaoro OaiTa BXOIHOW ImocjemoBarenbHOCTH (omepamust SUbBytes) m momuduimpoBaHHO#M

omepamueii MixColumns, B xoTopoii mpeoGpa3oBanue OyAeT BBIIONHATHCS MO MOAYII0 X° @1, a
cooTBeTCTRYOIMiA momnuHoM Hag GF(2°) Taxoke momkeH ObITH BEIOPAH CIIydaifHBIM 0O6PAa30M C y4eToOM

HaJIMYKs OOPATHOTO eMy B KOJbIIE TIOMMHOMOB MO MOAYMI0 X™° @ 1.

Kak yxxe OblIO CKa3aHO BbIIIE, JAHHBIA MOJXOJ MOYKHO MCIOJIb30BaTh Ul CO3JIaHUS CXEM Ha
6a3e mWUGpPOB ¢ JOKA3aHHOW CTOMKOCTHIO, pabOTAOIUX ¢ MOAUDUIUPOBAHHBIM CEAHCOBBIM KIIFOUOM.
JIeiCTBUTENHHO, €CITU MOJU(HUIIMPOBATH OMMCAHHBIM BBIIIE CIIOCOOOM PayHIOBBIE KITFOUM W TaOIHIIBI
[IOJICTAHOBOK, TO BO3MOXXHO BBINOJIHATH ONepalud IMu(poBaHUs M pacmiudpoBaHus Ha
MOUGUIIMPOBAHHOM KJFOUe. Pe3ynbTaThl 3THX omneparuii Oy1yT COBIAAATh C pe3yJbTaTaMu OIeparyi
Ha MCXOJHOM KIJIIOU€ M HeMOAU(PUUHUPOBAaHHOM ainroputme. CMBICI TaKOW CXEMbl 3aKIII0YAETCs B TOM,
YTO aTaKyIOIIUH JOJDKEH MOIYYHUTh JTOCTYN K MOJIU(MHUIIMPOBAHHOMY CUMMETPUYHOMY aJTOPUTMY, UTO
CO3/1a€T JAONOJHUTENIBHBIE CIOKHOCTH.

B pesynbTare XoTenock Obl OTMETHTB, YTO JAIbHEHIIEe pa3BUTHE OMUCAHHOTO BBIIIE MOIX0/a
MO3BOJIMT CO3/]aBaTh IMPUHLUIMAIBLHO HOBBIE aCCHUMETPUYHbIE KOHCTPYKIMM, OOecreunBaronme
BBICOKYIO CKOpPOCTh PabOTHI M CO3JAIOUINE JIOTIOJIHUTEIFHYIO CTOMKOCTh MO OTHOUICHHIO K aTaKam,
[10/Ipa3yMEBAIOIIMM BBIIIOJHEHUE KO/1a HAa HEJIOBEPEHHOM mIaTdgopme.
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