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B pabore paccMmarpuBaeTcs 3ajada aBTOMATUYECKOTO  KOHTPOIIS
0€30macHOTO BBIMOJHEHUS MPHIOKESHUN O] YIIPABICHHEM OTIEpAIlHOHHON
cucTeMbl Linux ¢ 1eipio paHHero oOHapy)KEHUs aTakK, U3MEHSIONIUX MTOTOK
BBITTOJIHEHHSI IPOTPaMMBbI WIIA TIOTOK JIaHHBIX. B KauecTBe pemieHus JanHOu
3aadyu IpeaiaracTcsa KOMGI/IHHpOBaHHBIﬁ Imoaxoa C HCIHOJb30BAHUEM
Security Enhanced Linux (SELinux) u wMexaHW3Ma OTCIICKUBaHUS
KOHTPOJIBHBIX TOUCK B UCIIOJIHACMOM KOIC HpHJ’IO)KCHHﬁ.

KonTponb 6e30macHOro moBeeH s MPUIOKEHUH Ha y37IaX B HACTOSIIEE BpEeMs SBISICTCS OJTHOM
u3 Hauboyiee aKTyaJbHBIX 33Ja4 KOMIUIEKCHOHM 3amuThl MHGopManuu B ceTsx. lIporpammubie
VSI3BEMOCTH B CETEBBIX MPHIOKEHUSX — 3TO OJUH M3 PACHPOCTPAHEHHBIX MyTeH MPOHUKHOBEHUS
BPEJOHOCHOTO MPOrpaMMHOT0 obecrieueHuss B ceTH opraHuzamuii. Jna sapa Linux cymecTByroT
MPOEKTHl MEXAaHH3MOB <GIIEPHOTO» YPOBHS, TPEAHA3HAYCHHBIX JJS KOHTPOJS MOBEACHUS
MPWIOKEHUH Ha OCHOBE Npoduiield HOPMaabHOTO TMOBENEHHUs. lIpuMepamMu Takux MPOEKTOB
aprsitorest SELinux [1-3] u AppArmor [4, 5]. OHu peanu3oBaHbl Kak IOJCHUCTEMBI sijpa
onepanroHHoi cucteMbl (OC) m ucnonab3yroT mpodwin (MOJMTHKK) HOPMAJIBLHOTO IOBEICHUS
MPUIIOKEHUH, B KOTOPHIX MEPEUUCIICHBI BCE Pa3pelIEHHbIC NJIsl JAHHOTO MPHJIOKEHUS ONEpaIiy U
rpynnsl pecypcoB OC.

SELinux u AppArmor paccMaTpuBalOT KOHTPOJIMPYEMbIE MPHIOKCHHUS KaK «UEPHBIH SIITUK», TO
€CTh HE pAa3IM4yaloT UX BHYTPEHHHE COCTOsIHMS. B TO ke Bpemsi cymiecTByeT OOJbLION Kiacc
MPUIIOKEHUH, ISl KOTOPBIX HEOOXOAMMBIH HAOOp CHUCTEMHBIX BBI30BOB H JOCTYIHBIX PECYPCOB
pa3IMYeH Ha pa3HbIX y4yacTKax rpacda MmoToka ympamieHus. Hampumep, 3T0 Bce NMPUIIOKEHUS, B
KOTOPBIX €CTh 3Tall aBTOPU3AIMU IOJIB30BATENS — BO3MOXXHOCTH HEABTOPU30BAHHOW CECCUU MOTYT
OBITh 3HAUUTEIHHO YK€, YeM aBTOPU30BaHHOU. B pesynbrare mpodunu HOpMaIbHOTO MOBEACHUS
pEANBbHBIX TPUIIOKEHUN OKa3bIBAIOTCS JTHOO M30BITOYHO «Pa3pelIuTEIbHBIMIY, TaK YTO PEabHBIX
OrpaHMYEHUIl Ha BO3MOXKHOCTH HapyILIUTENs HE HAKIaAbIBACTCS, JIMOO M3NIUIIHE OKECTKUMUY, YTO
HapyIIaeT HopMaabHOE (YHKIIMOHUPOBAHKE MIPHIIOKCHUA.

B paGote [6] ObLT npeiokeH MOAX0A K OOHAPYKEHHUIO IMPOKOTO Kilacca aTak Ha MPUITOKECHHS
HA OCHOBE IMHAMHUYECKOTO COIMOCTABIICHUSI HAOII01aeMOTO MOBEACHUS TPUIIOKEHHS C MOJEITBIO €T
HOPMAJIbHOTO TIOBEJICHHUS B BHJE AIbTEPHUPYIOIIETO aBTOMara. B pa3BUTHE NAaHHOTO MOIXOAA
npeiaraeTcsl pacliupuTh MEXaHU3M KOHTPOJIS MoBeAeHus npuioxeHnit SELinux 3a c4ét BBeAeHUS
METOK COCTOSIHMH mpuiiokeHui. OCHOBHas I[eib MpeiaraeMoil Moau(UKalui — TIOBBIIICHHUE
TOYHOCTH ONHUCaHMs HOpMalbHOTO moBeneHuss B SELinux aas Tex NpUIIOKEHUH, AT KOTOPBIX
MOYKHO SIBHO BBIJICIUTH COCTOSIHHS — HaIllpUMeEp, JUIS CETEBBIX CEPBHCOB. B 3TOM ciydae moHsTHE
COCTOSTHUSI TIPHJIOKEHHUSI TPAKTyeTCs B COOTBETCTBUHU CO CHEIH(HUKAIUEH CETeBOro MpPOTOKOJA,
KOTOPBI peaTu3yeTcsi B KOHTPOJIUPYEMOM TPHIIOKECHUH.

Monudukanus npeanonaraet nepexiaroueHne moautuk SELInuX mpu U3MEHEHMH COCTOSIHUS
OPWIOKEHUSI. OTO TIO3BOJIUT, HANPUMEP, pPAa3TPAHUYUTh BO3MOXHOCTH KIMEHT-CEPBEPHBIX
MPUJIOKEHUH B COCTOSHUSX «HE aBTOPHU30BAH» U «YCIEIIHO aBTOpu30BaH». [log KOHTPOIBHOM
TOYKOW TOJpa3syMeBaeTcs aapec B BHUPTYaJIbHOM aJpecCHOM IPOCTPAHCTBE TMpouecca. Ecim
UCTIOTHEHUE TMEpPEeXOAUT Ha OYepeqHOW KOHTPOIHUPYEMBIH aJpec, CYUTAeM, 4YTO MPUIOKECHHE
NepeInIo B HOBOE COCTOSIHHE.

Jlis TMHAMHYECKON YCTAaHOBKM KOHTPOJIBHBIX TOUYEK B MPHIIOKEHHUAX HCIONb3YETCsS CHUCTeMa
utrace [7] u uprobes [8]. Utrace — 3710 cucrema NpoQHIUPOBKH U OTJIAIKH IOJIB30BATEIBCKAX
MPUIIOKEHUH U3 mpocTpaHcTBa siapa Linux. Mcnons3oBanue oTnaaunka Ha CTOPOHE sApa MO3BOJSET



JOCTUYh BBICOKOH CKOPOCTH OOpaOOTKH COOBITUH 3a CU€T CHIKEHHS HaKIaIHBIX pPacXoJ0B Ha
NepeKIIoYeHe KOHTEKCTOB W Tepeaady JaHHBIX W3/B TOJIB30BaTENbCKUE MpriiokeHus. Uprobes —
9TO KIHUEHT utrace, KOTOPBIA MO3BOJSET PACCTABIATH KOHTPOJIBHBIE TOYKH B IOJIb30BATEIHLCKOM
nporecce. [loaepkuBaroTcs ABa THUIIA KOHTPOJIBHBIX TOYEK: Uprobe — MOKET OBITh YCTAaHOBJICHA B
J1000M MecTe BUPTYAIbHOTO aJpeCHOr0 MPOCTPAHCTBA MpoIiecca, uretprobe — yBeJOMIISIET O BBIXOE
u3 onpenenennoi Gpynkmuu. Utrace padoTtaet nmpuMepHO HA JBa nopsiaka Oeictpee gdb u strace.

Mexanusm npunsTus pemieHnit SELinux o pa3pelieHun Win 3alperieHul CUCTEMHBIX BBI30BOB
CO CTOPOHBI NPWUJIOKEHHUS HCIOJB3yeT rnepeMeHHble-uneHTudukaroper (SID). DT mepemeHHBIC
UACHTU(DUIUPYIOT MOJIUTHUKY, KOTOpask JOHKHA ObITh MPUMEHEHA K JAHHOMY OOBEKTY cUCTeMbI. [lis
W3MEHEHUs MOJMTUKM MPUIOKEHHS B IPOLIECCE €ro UCHOIHEHHs JOCTaToyHO 3aMeHuTh SID Ha
JIPYTOM.

B pamkax mommpukanmm cucrembl SELInuX cHHTakcHC s3bIKa IOJUTHK OBUI paciIupeH
KOHCTPYKLHUSMHU, KOTOpBIE TO3BOJSIOT XPaHUTh B TMOJUTHUKE aJpeca KOHTPOIBHBIX TOUYEK H
COOTBETCTBYIOIIME HM3MEHEHHs MOJIMTUKU TpU MEpexofe B HOBOE cocTosHue. [lns KoHTpousis
MOBEICHUS TMPWIOKEHUH peanu3oBaH MOIYJb SApa, HCIONB3YIOMIMNA CUCTEMY utrace Juis
HAOJMIOJIEHUsT 3a XOJOM MCHONHEHHd mpuiokeHus U noiautuku SELinux. Ilpu 3arpyske oH
3ampammBaeT Tekymiee coctosHue SELinux, wuH(poOpManMio O COCTOSHHUAX MPUIIOKEHUH,
MPUBS3BIBACTCS K IICJIEBBIM IIpOIleccaM C Ielbio oTciexuBanus BbI30BOB fork() m exec(). Ilo
napamMeTpaMm BbI30Ba exec() MOAYJb OMpeaeseT, Kakoe MPUIoKEeHHe OyaeT 3amyiieHo. B tom
ciydae, ecnu B monutuke SELinux cymectByer uH(opMaius o HabOpe COCTOSIHUK JaHHOTO
MPUIIOKEHUS, MOyJIb HAaUWHAET HAOJI0JeHHE 3a KOHTPOJIbHBIMU TOUYKAMHU.

OpnHa U3 CII0)KHOCTEM MCIOJB30BaHUS MPEIJIOKEHHOTO MOAXO0/a 3aKII0YAeTCsl B TPYLOEMKOCTH
MPAaBWJIBHOM PAacCTaHOBKM KOHTPOJIBHBIX TOYEK B SApe M MOCTPOCHHUS MOJUTHKHU IMEPEKIIOUECHUS
koHTekctoB SELinux mpu mpoxoxe depe3 HuUX. B Hactosmee Bpems Beaércs pa3paboTka
aBTOMAaTHU3MPOBAHHOTO CPEACTBa co3aaHus ModuTuk SELinux ¢ pacCTaHOBKON KOHTPOJBHBIX TOYEK
Ha OCHOBE AaHalM3a TpacC BBINOJIHEHHUS MPWIOKEHUH C IpUMEpaMu Tpacc HOPMaJIbHOIO
BBITMIOJTHEHHUSI, @ TAKXKe TPacc, COOTBETCTBYIOIIMX IPUMeEpaM aTak.
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