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KOPOTKO O Hac

> Ha pblHKe ¢ 1998 roaa
o Otpenenuna B CLLUA n Poccuun

- BoccTtaHoBneHue AaHHbIX ana 180+ Tnnos dannos
> BBICTPbIN MOUCK 3aWULLEHHBIX OOBEKTOB HAa KOMMblOTEPE

> NMoppepxka annapatHoro yckopenus (Tableau TACC,
GPU) ansa BocCcTaHOBNEHUA naponen/knoyen

- [lepeHocuMan Bepcusa A8 paboTbl HA MeCTe MHUUAEHTA
> AHanM3 AaHHbIX B MAMATH
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O630p

» NaponbHaa 3aWinMTa U WnNgpoBaHue
o Tvnbl 3aWUTHI
> AcTopunsa Bonpoca

» Kak paboTaTbh C 3alLNWEHHBIMN AAHHBIMW?
> [Tonck 3aLI.I,I/ILLI,éHHbIX OAdHHbIX
o AHa/NIN3 N CHATUe 34U NThDI
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Tunbl 3aWLUTHI

» COXpaHEHHbIe Naponu
> Internet-6pay3epsbl, email-akkayHTbl, etc.

» 3awmTa hannos

> [Taponu
» 3alMTa AUCKOB
> Full Disk Encryption (FDE) EEE
- Software
- BitLocker L___%
- PGP — Local Disk
« TrueCrypt T':"

- Hardware
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HeMHOro ncTtopumu

» YBeNnyeHme CTOUMKOCTU W poBaHUS

> Microsoft Office
- 1o Office 97 - MrHOBeHHO€ BOCCTAHOB/IEHME NaponA
- Office 97-2003 - 40bit encryption - rapaHTUpPOBAHHOE

pacwmngposaHme ( )
- Office 2007 - AES
o /ZIP

- 96-6uTHOE WndposaHme - plaintext attack ([Biham,
Kocher, 1991])

- AES
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YTO cenyac?

» MoYTU HET «A,0MOPOLLEHHbIX» A/ITOPUTMOB

» Mcnonb3yloTca npoBepeHHble CTaHAaPThI
lWndpoBaHUA

» Kntoy - He naponb, a Xxaw (SHA-1, etc)

» «YCnneHune Kjo4va» yepe3 MHOMOKpaTHoe
X3WmnpoBaHne. He nmeeT 3HauyeHne Npwu
NnpoBepKe O4HOIro Naponf, HO Cyu,eCTBEHHO
YCNOXXHAEeT nepebop

» Office 2007, WinZip - ncnons3ytot SHA-1/AES
» BbicOKas CTONKOCTD!
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[TOUCK 3allULWLEeHHbIX AAHHbIX

Passware Encryption Analyzer

'- L"...ﬂ l.' = |,. “u I,I n Analyzer Prc

File View Help

@ Back %g.' Recover H Save Files List | % Support 9 Help

File Mame Document Type Recovery Cptions Protection Flags

P [ 1 backup.zip Zip 20 Brute-force - Slow Extraction Passwerd, AES Encryptic
Save Files List expensesxls M5 Excel 2000/97 | Brute-force - Medium | Open Passwerd
Start a New Scan @j letters.doc M5 Word 95 Instant Unprotection Modify Password

= manual.pdf Acrchat 5.0 Brute-force - Medium | Open Password, Permissions Passwi
B report-gql figuresxls | 1S Excel 200097 | Instant Unprotection Protection Password
B report-gl.doc M5 Word 2000 Instant Unprotecticn Modify Passwerd
Selected Folders g7 whitesheet.pdf | Acrobat 7.0 | Instant Unorotection Permissions Password, AES Encryptil
Scan Type: Recommended Recover Password
Scan Time: 3 min. 50 sec. - %

ftems scanned: 24,424 Open

Protected items found: 7 Open Containing Eolder
tems skipped: 337

Last Scan

e Copy to Folder

Scan Speed: Move to Folder

6,373 tems/minute ; :
2,269,902 KB /minute Hide Selected Files

Save List

Details

whitesheet pdf
Adobe Acrobat Document <

T |
\ Protected Ttems / Scanlog /

Recover password(s) for the selected file(s).
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[TONCK 3allULLEeHHbIX AAHHbIX

»CkopocTb - bonee 4000 hannoB B MUHYTY
yMonpepxka 6onee 180 Tnnos dannos
vEcTb becnnaTHas Bepcus

yBbixoa,: CNncok 3alLnLLLEHHBIX 0OBEKTOB, C
OLLeHKaMW pecypCoOeMKOCTU aTaKu
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CHATNe 3aLNThI

MeToAb!:

» ATaka Ha naponb

» lcnonb3oBaHMe pU3nYeCcKoro AocCTyna
» Cobop MHbopmMaLMm BO BpeMs paboThl
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CHATNe 3aLNThI

[na ycnewHou aTtakm Ha Naposib HYXXHO HaUTK
cnabeniiee 3BeHO.

» YacTo ncnonb3yoTca OANHAKOBbIE (MK
NOXO0XNe) Naponu

» Pa3Hble 0b6bekTbl 3aWuL,eHbl C pa3/IMyHOM
cTeneHbk CTOUKOCTU
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S n=r it

YBenunybTte LLUAHCHI

[Tonck cnaboro 3BeHa:

yHauHuTe C «1érkux» TMnos ¢anios
yIicnonb3ynte paHee HaUAeHHbIe Naponu
yMicnonb3ynte XopoLwwunm C1oBapb

»CKOHCTPYMpynTe noaxonaime wabnoHsl ons
noucka naposns
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ATaKn Ha naposb

= Password Recovery Kit Forens

File View Help

@ Back @ Foraward @ Start Page

fﬁ‘:"’ Start

.. C\Program Files\Passware\samples\file.xls

Ex Remove - 15’ Mowve Down ?Eﬁ Mave Up i:: Sort by Duration

g

Actions _I.H_l Protection: MS Excel 97-2003 - Open Password, VBA Project - 40bit RC4 Encryption
Display Tutorial Complexity: Brute-force - Medium
Attacks Wizard Previous Passwords Attack Complexity: Drag attacks from this list:
sk By Pazswords to check: 14 [ p——— —| \} - Basic Attacks =
Reset to Defaults o Atk Complexity: D.ICtIDﬂEr}I'
Password Length: 0 to 8 characters @ - Kieve
Passwords to check: 20,358 806 .. Brute-force =
Details & Dictionary Attack: English . .. Known Password/Part
Complexity: :
i erions Toseworle Miadichods — Password Length: 0 to 7 characters - Previous Passwords
passwords that were previously Passwords to check: 46,529 = Madifiers
il s Brute-force Attack: English - Change Casing
passwords found. | |Password Length: 1to 2 characters Complexity: - Reverze Password
Symbol Set: Lower = I - - Combine Attacks i
Passwords to check: 702

— Add new attack here.
Add new attack here.

Start Recovery ==

Protected ltems: 11 Tterns scanned: 19
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JKOHOMbTE BpeMs

» MHorosgepHbie CPU

» PacnpenenéHHble BbIYNCIEHUS

» Bbiuncnenmsa Ha GPU - >20x

» AnnapaTtHoe yckopeHue (FPGA) - >25x
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Ncnonb3ynte pusmnyeckmmn 40cCTtyn

» CoxpaHeHne COCTOAHNA — He BbIK/IlOYanTe
KoMmnbloTep!

» Knoum wmndpoBaHMa COXPaHAKTCA B NAMATU
> BitLocker

> TrueCrypt
o etc

» Mpamon poctyn kK RAM
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JocTyn K namMaTu

» [penycTaHOBAEHHbIN ApanBep
> lUnpoknn BbIOOP MHCTPYMEHTOB

» FireWire + DMA

» ColdBoot
- [D. Maclver, 2006]
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Passware FireWire Memory Imager
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AHann3s RAM

» TTOUCK BO3MOXHbIX K/1lH04Yeu
° JHTPOMUUHbIE TECTbI
o PopMaT CTPYKTYP AaHHbIX
> MI3O6bITOYHOCTb
° ToYHasa npoBepkKa
» [lonyyeHune pocCTyna K AaHHbIM
- BoccTaHOB/NeHNe OPUTNHANIBHOIO napond/Kat4a
- HenocpepacTBeHHOe pacwundpoBaHue
> BbIXOLI.Z OTKprTbIe OaHHbIE, AOCTYlMNHbIE A1
dHa/In3a
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BbiBO A b

» Hanante cnaboe 3BeHO
» JKOHOMbTE Bpems
» Mcnonb3ynte dU3NYeCKnn AoCTyn

» Bocnonb3yntech 3 HEKTUBHbIM
MHCTPYMEHTOM

| L

Passware
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Bonpocsl?

» chilikov@lostpassword.com
» http://www.lostpassword.com

| L
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