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Bonpochkl NoBbILEeHUA 6€30nacHOCTU KIo4ven
nonb3oBaTesien B cpeae BbIYUCTIUTENTIbHOU CUCTEMbI

Paccmortpens! Bonpen! ysazsumoctH kimodeir CK3U B cpenie BRIYUCIUTENBHON CHCTEMBI M UCTIOIB30BAHIS
MHTEJJIEKTYalbHBIX KapT ISl 00eCTIedeHNs X MOBBIIICHHON 3alUIIEHHOCTH.

1. HOTeH]_lI/Ia.]'ILHI)Ie aTaKM Ha KJIIOYH B BLIYHCJIUTEIBHOM CUCTEME

Hcnonp3oBanne kpunrorpaduydecknx kiodeid B BC ¢Bsi3aHO ¢ MOTEHITH-
JIIbHOW BO3MOKHOCTBIO UX KOMIIPOMETALMK Ha Tanax reHepaluy, XpaHeHus U
BBITIOJIHEHUSI KPUMITOIPAaPUUECKUX MPeoOpa3oBaHui.

TunuuHo€E UCIOJIb30BAHUE KPUNITOIPAa(PUUECKOTO KIH04a B BHIYUCIIH -
tenbHOM cucteme (BC) xapakrepusyercs ciaeayoumm:

- KJIFOY XPaHUTCS Ha KIIFOYEBOM HOCHUTENE B (popMaTe KIHOUEBOIO KOHTEH-
Hepa, 3allMILEHHBIM Ha IapoJie nojas3osarensd. Kak mpasBuiio, B aropurMe 3a-
LIUTHI KJIFOYA UCIIONB3YETCS TAKKE PAHIOMU3ATOP C U3MEHEHUEM €0 CIIy4alHOTO
3HAYEHUA NpU KaxxaoM obpamieHnn BC k KIr04eBOMY HOCUTENIO;

- KJIOY C COXPAHEHUEM 3aILUThI CUUThIBaeTCs B maMsaTh BC B TOM ke
dbopmaTe KIIF0YEBOTr0 KOHTEIHEpa, BKJII0Yasi paHA0MHU3aTOp. 3alllUTa C KIoua
cauumaetcsi B BC Tonbko Ha BpeMsi BBINIOJIHEHUS KPUNITOTpapUUIecKux onepaiuu.
Onnako, B BC Ha Bce Bpems akTyalln3alyy KIFOYEBOI0 KOHTEHHEpa U1 onepa-
TUBHOT'O UCIIOJIb30BaHUS B MIPUIIOKEHUU COXpaHAETCs U BCA HHpopManus,
HeoOXoauMast JJI CHATHS 3alUThI KJIt0Ua IPU 0OpallleHUH K HEMY KpUIITOIrpa-
buyeckux GyHKIUN.

[ToTeHImanbHO HaA KIIFOUYEBYIO HHPOPMAIIUIO MOTYT OCYIIIECTBIIATHCS aTaKu:

- TIepexBaT KJIIOYEBOT0 KOHTEWHepa Mpu cUUThIBaHUM ¢ Hocutens B BC u
3amucH ero n3 BC Ha HOCUTEIIb;

- TIepexBarT mapoJisi nmpu BBoJjie ero B BC;

- TIepexBaT KJIIOYEBOTO KOHTEWHepa W maposis (BbIpaOOTAaHHOTO W3 MapoJIs
KJIF04a) npu ux xpaHeHuu B BC;

- TIepexBaT KJIr04a B OTKPHITOM BUe u3 namsitu BC;

- mepexBat u3 namsatu BC undopmarim o kitode mpu BHITOTHEHUN
UCITIOJIB3YIOMINX €0 KPUMNTOTPAPUIECKUX PYHKITUH.

VYka3aHHbIE aTaKd MOTYT MPUBOJUTH K OMACHBIM TOCTEACTBUSAM. Tak
nepexBaT KIF0YeBOTO KOHTEHHEPA /1aeT BOZMOXXHOCTH ONPEACIICHUS KITF04Ya
ornpoboBanueM maposist. Bo3MOXXHOCTB nepexBaTa Kiro4da, HHPOpMaIuu 0 KIYe,
napodist u3 namsata BC tpebyer nmpumeHeHus 3 (HEKTUBHBIX MEp pa3rpaHUYEHUS
JIOCTYTIA K KJITFOYEBBIM KOHTCHHEPAM U K HHUIIMHPYEMBIM TTOJIb30BaTEIIIMU
MpOLIECCaM.

[ToaToMy TpeOyeTcs IpUMEHEHHUE IPYTUX ATbTEPHATUBHBIX PEIICHUHN 110
ucnosb3oBaHuio B BC kpunrorpadguueckux Kirodei.



2. OYHKIHOHAJIBLHBIN KJII0YEBOil HOCUTEIbL HA CMapTKapTe

AnpTEepHaTUBHBIM HampaBieHHEeM oOpaiieHus ¢ kiodamu B BC, npoTtuso-
JCHCTBYIOIINM aTaKaM, PUBEJCHHBIM B 1.1, MOXKET ObITh HCIIOJIb30BaHME (PYHK-
IUOHATBHBIX KiIr0ueBbIX HocuTenel (PKH) na cmaprkaprax (SC).

C wucnonb3oBanueM O®KH na SC cBsi3aHbl ciieayroniye BO3MOXHOCTH:

- noctyi kK padote ¢ SC TOJIBKO M0 MpeabsBIeHUN apos (Pin-kozaa);

- TeHepallusl, XpaHeHHe, UCTI0Ib30BaHUE U YHUUTOXKEHUE (BBIBOJI U3
nericTBus) kimouer B SC;

- OMIIMOHAJIbHASA BO3MOXKHOCTH JIOCTYyTA K KItouy B SC 10 MmpeIbsaBICHUH
napoJIst Ha KITIoY;

- 3amuTa Kiiroda oT 3kcnopra u3 SC mratasiMu cpeactBamu SC;

- BeimosaHenune B SC kpunrorpapudeckux pynkuuit (popmuposanue LI,
BbIuncieHue kinova Juddu-Xemnmana).

- 3kcnopT u3 SC TOJNBKO Pe3yabTaTOB BBHITTOJHEHUS KPUITOTpahUISCKUX

GyHKIHA.

s ucnionszoanus @KH na SC tpebyercs penieHne BOpocoB:

- ayrentudukamus BC ¢ SC;

- 3aIIMTa OT MepexBaTa napojiei goctyna Kk SC 1 oNIHMOHaAIFHOTO AOCTYIA K
kiarouaM B SC;

- obecrnieyeHrne KayeCTBEHHOU renepaluu kimoda B SC ¢ yuetom cnaboro mo
noseputo mrataoro JJCH SC;

- 3aIIMTa OT HECAHKIIMOHUPOBAHHOT'O UCIIOJIb30BaHUS KITFOUa ¥ KPUIITOTpa-
¢ugeckoro pynkunonana SC.

3. IIpodaema noBepus k cucreme SC — BC

Ha xauectBenHoM ypoBHe noBepue k cucteme SC — BC xapakrepusyercs
CIeAYIOIIeH TaOIHIIeH:

DyHKIMOHAT

Yposensb noBepust k SC

Ypogens noBepusi kK BC

I'enepanus xmoueit

Her nosepus x ACH

[onnoe nosepue k ACY

XpaHeHue Kioden

ITonHoe noBepue

Het nonHoOTro A0BEpUs

Kpunrorpaduaeckmii
(hyHKIIMOHAT

TpebyeT obocHOBaHHS

[Tonnoe noBepue
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W3 7T0it TabmuUIIk ClieayeT, YTO HeOOXOAMMO MOBHIIICHUE YPOBHS JOBEPHUS K
cucreme SC — BC B 11esioM. 9TOro Mo>kHO JIOCTUYb Pa3paOOTKON U UCTIOIb30Ba-
HUeM npoTokoja B3aumoeicTeus SC ¢ BC, yunurtsiBaroiiero ciradble U CUJIbHBIC
CTOPOHBI 00€MX COCTABJISIFOLINX CHCTEMBI.

B yacTHOCTH, JOMKHBI OBITH 00ECIICUECHBI:

- CTaTUCTUYECKH KauyeCTBEHHasl reHepaius kiaroda B SC, B 4aCTHOCTH, C
noaaepxkkoit JICH SC ucrounukom cinyyaiiHol rocieaoBaTeasHoctd BC;

- 3aIMTa OT HEABTOPHU30BAHHOTO JIOCTYIIA K HCTIOIL30BaHMIO Kitouei B SC.

4, PacnpeeieHHbIe BLIYUCIEHUSA

[Tpu ucnonb3oBarnu B cucreme SC — BC kpunrorpaguueckux airopuTMoB,
JOTMYCKAIONUX PACTpEIe]ICHHBIC BBIYUCICHUS, WMEETCS BO3MOXKHOCTh TIpHU
BBITIOJIHCHUH KpHUIITOrpaduueckoi (PyHKIIMU YacTh ornepaiuii BEIIOJHUTE B SC u
ocTabHYIO YacTh - B BC.

Hanpumep, 3akpsoithiii kinrou d DI crangapra TOCT P 34.10-2001 moxer
OBITH QIIUTUBHO Pa3JI0KEeH Ha JIBe (B 0011IeM ciydae, Ha OOJIbIIIEE YHUCIIO) YaCTH:

d = (dsc+dpc)(mod q)
U HCTIOJIB30BAThCS CICAYIOIMIMM 00pa30oM: X3IIT MOAMUCHIBACTCS HA COCTaBIISIONIEH
dsc ximoua d B SC u gonoanuceiBaeTcs Ha cocrapiistomeii dge B BC. Kirou d npu
ATOM HEMOCPEICTBEHHO HE (PUTYPHUPYET U peaTnu3yeTCsl TOJIBKO Yepe3 COCTaBJISIO-
mme dsc u dgc. OTKpBITBIA K04 Q, COOTBETCTBYIOIIMHA 3aKphITOMY Kitouy d,
BBIYHCIIICTCS pa3ielbHO Yepe3 cBou cocTaBistontue Qsc u Qpc:

Q = (Qsc *+ Qzo),
rie Qsc = (dsc)P, Qpc = (dpc)P, P — moposkparonuii 31eMeHT UCIOIb3yeMOH
TPYNIBI TOYEK SIUTMOTHYECKOW kpuBoi G, ( - mopsmok rpynmsl, Q, Qsc, Qpc —
TOYKH SJUIMIITUYECKON KPUBOM.

Vcnonp30BaHue aaJuTHBHOTO MPEACTABICHUS Kifoua 0 mpemocTaBiiser:

- BO3MOXHOCTb pasnaenenus Beraucierus DI mexay SC u BC ¢ ucnons-
30BaHHEM COCTABISIONINX Usc U Upc 3aKpBITOro Kimrouya d COOTBETCTBEHHO;

- BO3MOKHOCTh CHHXPOHHOT'O MaCKHPOBAHHUS COCTaBIIOMUX Usc 1 Upc
ciydaiiHOU Mackoi A:

(dsc +A) (mod q), (dsc — A)(mod )

¢ 0e3 U3MEHEeHHMS 3aKphITOro Kimouya d u oTKpbITOro Kioda Q.



Pacnpenenennoe Berunciienne D111 nponsBoaures o cxeme:

SC Oo0meHn BC
dsc dic
h <h h (mommiceBaempiii xor)
T'eneparms ciryyaiinoro wrcna Ki Teneparys ciydaiinoro uncna Ko
Beruucnenne Touku KiP kiP = Beruncienne Touku
kP = klp + kzP =
= (kP =((KP)x (kP)y)
S1 = dsc(kP)x + kih S = Sz = dpc(kP)x + kah
S=(S; + Sz)(mod q)
IUII (h) = (S, (kP)y)

[Mposepka mommucu DIIII(h) ocymectBisercs B BC Ha ceptudukare
oTkpbiToro kimoua Q. Ilpu 3TOM oOmocpenoBaHHO TMPOBEPSETCS PABEHCTBO
dsc = d — dpc, uem obecnieunBaetcs ayreHTHUHOCTH SC ¢ BC. D10 siBNIsIeTCs TaKkKe
(akTOpOM ayTeHTHYHOCTH Kitoua O Ha Oa3e cepTudukara OTKpITOro Kioda Q.

AHaOTUYHO MOKET IPOU3BOIUTHCS BbhIUUCIIeHHE Kitova Juddu-Xemmmana.

5. Pacnpenenenue kiaoueii B cucteme SC — BC

[TpuHIIMTIHATBEHO BO3MOKHO MTOCTPOEHHUE JBYX CXEM pacIpe/iesieHus KItouei
B cucreme SC — BC:

1) Cosnanue u xpanenue B BC kirodueBoro koHTeitHepa coctaistorieid dgce
CO CJIy4ailHOM €€ CTapTOBOM I'€HEpaLUEH.

2) Cozmanue KJIHO4YeBOro KouteitHepa cocraBistionieii dgc B BC B ceance
padotel ¢ SC; mpu 3ToM Opc BBIUMCISICTCS C HCIOJIB30BAHUEM CIICLUAIBLHOTO
MEePEeMEHHOTO MapaMeTpa, cHuMmaemMoro ¢ SC, u mapaMmerpa, pa3pemiaromero
npoBeneHne ceanca padoTel ¢ SC (maposb moJIb30BaTENs ).

[TepBeoiit Bapuant npuBsseiBaeT SC k BC, Ha KOTOPOIl XpaHUTCS KITIOYEBOM
KOHTCHHep cocTapJstonieil dzc. BTopoit BapuaHT cBOOOIEH OT 3TOr0 HEIOCTATKA,
HO TpeOyeT opraHu3aIluy MPOTOKOJIAa BBIPAOOTKH COCTABISIONICH dpc.

6. AyreHTHduUKaANUA N0JIb30BaTENs HA K04 B cucteme SC - BC

Wcxons n3 mpuHIKIIA TAPOJILHON ayTeHTU(PUKAIIUY KITFOUYEH B CUCTEME
SC- BC 6ynem mpearnonarath, 4To KaXI0My K09y (cocTaBistomiei kioda) B SC
JIOJDKEH COOTBETCTBOBATH COOCTBEHHBIN MapoJib. [Iporieypa mapoiasHOi ayTeHTH-
dbuKanuu J10KHA YIOBIECTBOPATH CJICIYIONIUM TPEOOBAHUSIM:

- nepexBat napoJs kioya B BC gomkeH ObITh UCKITI0OUEH OpraHu3aluOHHO-
TEXHUYECKUMHU MEPAMU;
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- ompeneneHue nmaposs mo gaHHsM oomena Mexay SC u BC momkHO OBITH
rapaHTHPOBAHHO CIOXHBIM;

- JUTSI 3aTPyIHEHUS OTPEACIICHUS TapoJIs JOIMYCTHMOE YHCIIO JIOKHBIX
MIOTIBITOK OOpAIICHHsI K KITFOUY JIOJDKHO OBITh OTPAaHUYEHO W MaJIo.

[TpoTokon maposbHO# ayTeHTHUKAIMK Ha Kitod B cucteme SC— BC moxket
OBITh TIOCTpOEH Ha 0Oa3e mporokosa EKE, [1, m. 22.5]. B psae paboT gaHHBIN
IIPOTOKOJI UCCIIEAOBAJICS B ClTydae MapoIbHON ayTeHTHHUKAIUH, [2].

[IpuBeneM mpuMepsl BO3MOXKHBIX MPOTOKOJIOB IMEpefadyd MapaMmeTrpa X M3
BC 8 SC u u3 SC B BC.

[TpoTokon EKEInSC(x) MCHOJIb3yeTCS JUIsl IEPEAAUH MapaMeTpa X (Touka
IUTUITHYECKON KPUBOH, uncio, buHapusiii MaccuB) u3 BC B SC. [1o npuniumy
oTKphITOrO pacupenenenus kiaouet B ®KH u B CSP o6pa3zyercs kirou K. B

(popmaTe TOUKHM IUTUNTHIECKOM KpUBOH: Kge = (X, Vi, ) - Kimrou Keye

UCITIOJIB3YETCS CIEIYIOIUM 00pa3oM:

- TOUKA X MEPEHACTCS TOUKOM X+ Ky -

- yucyo (OMHApHBINA MAacCUB) X TepenaeTcs YuciaoM (OMHaApHBIM MAaCCUBOM)
X®X,__, ©- onepanus CJI0o}KeHus 110 MoIyo 2. Kiou Ky BbIpabaTeiBacTCst

U KXKJA0OM OOpanieHuu K MpoToKoay EKEINSC(x) .

ITpotokon EKEINSC(X) mepenaun mapamerpa X u3 BC B SC

SC BC
Hauanshoe cocrostuue: Qpy,, 10 _ X Hauanshoe cocrosue: Qpy,, 10 _ X, X
1 rndm «, Q, =efid _X]aP;
U =Q, + Qo
2 <u,
Mposepka: U, € G ?
Q, =U —Qpy;
rndm g;
Q, =elid_x]/P;
U, =Q, +Qpy
4 u, =
5 QﬁZUZ_QPW;KEKE:aQ/}
U, =X+ a(u2 —QPW) ,eciu X - TOUKa,
U, =X @® Xa(uerW) , €clIid X - YUCJIO WU
OMHAPHBIA MacCHB
6 <U,




7| Kege = R,

data=u, — K¢, ecm X - Touxa,

(data=u, ® X, _,ecmu X - uucno win
EKE

OWHAPHBIIT MacCHB);
Konrponb cooTBeTcTBUS HACHTH(UKATOPA
napaMeTpy X M JOIyCTUMOTO YHCJIa HEYCIEIIHBIX
oneparmii: Ecnmu ERROR, Bo3Bpar k 1, nunaue

X = data
8 | ABycroponsas ayreHTH(UKAINSA Ha 0a3e Kioda JBycTOpOHSS ayTeHTUUKAIMA Ha 0a3e Kioda
Kewe Keke

3neck Qp, - kiou ayrentuuxanun SC ¢ BC, BeipabaTbiBaeMblil IpH HHCTAIUIALUH

cucteMsl SC — BC u3 naposst osip30Batessi, JOHKEH 10CTABIAThCA B KapTy 0 3alUILEHHOMY
KaHaly, BOIIpocaM 000CcHOBaHMs BbIOOpa 3HaYeHUs Qp,, U cToiikocTu npotokona EKE na

[apoJIAX MOCBSIIEHO MHOTO paboT, CM., B YaCTHOCTH, [2];
e[id _x] - 3nadyenue uneHtnduraropa id _ X mapamerpa X .

Amnayorngyno crpoutcst npotokon EKEoUtSC(X) mepenaun mapamerpa X u3z SC B BC.

K ocobennoctsm JAaHHBIX IIPOTOKOJIOB OTHOCUTCA HUCII0JIb30BAHNE MEXAaHU3MOB,
06eCHe‘{I/IBaI-OH_II/IX HCBO3MOKHOCTb 0Hp060BaHI/I$I mapoJid IIpru MHOT'OKPATHBIX JIOKHBIX
3arpocax, 34€Cb 3TOT MCXaHU3 HC IMPCACTABJICH.

Ha 6a3e nporokosioB EKEINSC(x) 1 EKEoutSC(x) peaausyercs T0BEpECHHBIH

kanas SC — BC, o0OecrieunBaromuii 3amMTy JaHHBIX HHHOPMAIIMOHHOTO 0OMEeHa
mexay SC u BC, a Takke MOTYT OBITh pealn30BaHbI MPOTOKOJIBI TOATBEPKACHUS
UACHTUYHOCTH KpuTHUeckux nmapametpoB B SC u BC, cozmanus KiIr04eBoro
KOHTEIHepa MOoIb30BaTENs, OTKPHITHS KIFOUEBOTO KOHTEHHEpa, CMEHBI MapoJis
nosb3oBatessi, popmuposanus II1, popMupoBanus kiroda coriacoBaHUs
(xmroua Tuddu-Xemmmana), yaaneHus KIIFOYEBOro KoHTelHepa B cucteme SC -
BC, nenanupoBaHus KIIOYEH.

Anam3 cuctembl SC — BC, mOCTpOCHHOM € UCTIOB30BAHUEM PACTIPEICTICHHBIX

BbIYMCIICHU, mpoTokosioB Tuna EKE wu mopsaka oOpamienus ¢ KitoueBbIMU
KOHTEHHEpaMu MPUBOJUT K BBIBOJAM O €€ A(()EKTUBHOMN 3aIUIIIEHHOCTH OT aTak
MOTEHIIMAJIBHOTO HAPYIIUTENST Ha KIIOYM TOJIb30BaTEsIC, HA HEABTOPU30BAHHOE
WX WCIOJB30BaHUE W HEABTOPH30BAHHOE WCIOJIb30BAaHUE KPUNTOTpadUUECKUX
oTiepanuii, onpeeraeHre mapoaei KIrodei mo 00OMeHy mMpOTOKOJIOB.
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