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PaccMmoTpeH Bompoc 0 BIUSHUM OUIHMOOK BBIYMCIICHUI HA CTOMKOCTh KpunroanroputMos DI 'OCT P
34.10-2001 u Juddu-Xennmana Ha 6a3e HIUIMITUUECKIX KPUBBIX.

B OTKpBITBIX MyOJIUKAIUSAX PETYISPHO MOAHUMAETCS BOMPOC 00 OMACHOCTH
BIUSIHUA Ha pa3lIMyHble KpUMNTOrpaduyecKre MPHIOKEHUS OIIMOOK (PYHKIMO-
HUpoBaHus ammapatHbix cpenctB  (hardware) II9BM. B nyGmukanuu [1]
A. lllamupom paccMOTpeH ciiydaid BIUSHUSL TPYIHO OOHApYKUBaeMoro aedekra B
mukpornpoueccope IIOBM: mnpousBenenue XxoTsi Obl OJHON Mapbl 3HAYEHUUN
orepaHioB (edexkTHas mapa), BBIMOJIHEHHOE MUKPOIIPOIIECCOPOM, OTINYAETCS OT
€ro UCTUHHOTO 3HaueHus. JleeKT Takoro poaa MOXKET OBbITh:

- neeKToM pa3paboTKu MUKPOIPOIECCOPa;

- TEXHOJIOTUUECKUM JIe(PEKTOM M3TOTOBJICHHUSI MUKPOIIPOIEcCopa pa3iny-
HBIMU [IPOU3BOAUTEISIMHU;

- 1e(eKTOM, YMBIIIUICHHO BHEJPEHHBIM B MUKPOTIPOIIECCOP.

Ha 6aze storo nedexra A. llamup npensioskun MoIeNIb aTaku MO BCKPBITUIO
3aKpBITOrO Kitoya anroputMa RSA ¢ ucmonp30BaHHEM KUTANCKOW TeOpeMbl 00
OCTaTKaX, OTMETHUB BO3MOYKHOCTb NPUMEHEHHS AHAIOTMYHOM aTaKu TaKKE K
JPYTUM H3BECTHBIM QJITOPUTMAaM aCUMMETPUYHON Kpunrorpaduu, B 4aCTHOCTH,
MIPU peaN3aliy UX HA SJUTMITUYECKUX KPUBBIX.

B nybnukamusax [3] u [4] paccMOTpeHBI aTaku MO BCKPBITHUIO 3aKPBITHIX
kaoueld B anroputMe RSA u B mpotokonax wunentudukanmu (Fiat-Shamir,
Schnorr) mpu MHOTrOKpaTHBIX OHTOBBIX HCKaXCHHUSX JaHHBIX B TPOIECCE
BBIYHCIICHUH.

B oOmem ciydae pedyb uaeT 00 OIICHKE OMACHOCTH BIUSHUS OIIMOOK
BBIYUCJICHUA B TMPOIECCE BBIMOJHEHUS KPUNTOTpapUUECKUX aJrOpuTMOB U
MPOTOKOJIOB.

[IpeacraBnsier  NpPaKTUYECKUH  WMHTEpPEC  OLEHKA  BO3MOXKHOCTH U
(G ()EKTUBHOCTH HCMONB30BaHUS OIIMOOK M jAedexkToB B padore [IOBM  nmus
BCKpBITUS 3aKkpblToro kimwouda OLII B amroputme Onp-I'amansg. B ornnmuume ot
anroputmMa RSA, hopMHPYIOIIETro MpY MOBTOPHBIX MOAMMCHIBAHUIX OJTHO U TO YK€
sHaueHue DIl mis maHHOrO COOOIIEHMS, B alropuTMme Oib-I'amans 3a cuer
MCIIOJIB30BaHUsl PA30BOr0 CIYYaWHOIrO KJIKOYa MPU MOBTOPHBIX MOJAMKHCHIBAHUAX
TOTO K€ COOOIIEHUS TOJy4aroTcsi, BOOOIIe ToBops, pasHbie 3HaueHus O[T u3
MHOECTBA, OMPEAEIIEMOr0 3aKPhITHIM KIHOUOM U MHOXECTBOM BCEX CIyYalHBIX
Pa30BbIX KIIFOYEH.

B crangapte 'OCT P 34.10-2001 anroputm Onb-I'amanst (QyHKIHOHUPYET
HAa UKJIMYECKOU TPYIINE TOYEK DIUIUNTAYECKOM KPUBOW IPOCTOrO IOPAAKA (.
Kpunrorpadguueckas 3allMIIEHHOCTh 3aKpPBITOrO0 Kitoya (KpPaTHOCTh TOYKHU
KpUBOM) Kak II0 OTKPHITOMY KJtouy (To4yka KpuBoi), Tak u 1o OIIII
00eCreunBaeTCs CIOKHOCTBIO JIOTaprU(PMUPOBAHUS B TPYIIE TOYEK AIUTUNTHUYECKON
KPHBOM.
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Bonpoc 00 onacHocty BiusHUsA omnO0OK U nedexktoB B padbote [IDBM Ha
anmroputm ['OCT P 34.10-2001 u xpunrtorpaduyeckre MNPOTOKOJbI JI0HKEH
paccMaTpuBaThCs B CIACAYIOIINX aClEeKTaxX:

- xapakTtep kpunrorpaduuecku onacHbix BausiHuid Ha CK3U oTkioHenuii B
pabote [19BM;

- MIPOTUBOJICHCTBHUE KPUNITOTPA()UUECKH OMACHBIM BIUSIHUSAM OTKJIOHEHUN B
pabote [19BM cpeacrsamu CK3U u kpunrorpapuiyeckux mpoTOKOJIOB.

1. Xapakrep kpunrorpaguuecKu ONACHbIX BIUAHMI OIIMOOK
BbIUMCJIeHNi npu ucnob3oBanuu crangapra F'OCT P 34.10-2001

Otxnonenust B padore [I19BM, cBs3anHble ¢ OmMOKaMu BBHIYMCICHUN MPH
BBITIOJITHCHUH KPUNTOTpadUUIECKUX aJTOPUTMOB, SIBIISFOTCS KPHUITOTpapuIecKu
OITACHBIMHU, €CTM OHHU CO3JAl0T YCIOBHUS ISl TPOBEIACHUS aTak, IMO3BOJISIOIINX
MOHU3HUTH CJIOKHOCTDH OMPEICIICHUs 3aKPHITOTO KITF0Ya JI0 YPOBHS MPAKTUUECKOTO
MPUMEHEHHUSA. ATaKu TPEACTABIAIOT TaK)Ke TEOPETUUCCKHUU HHTEpPEC, €ClId OHU
MTO3BOJIIOT MOJYYHUTh 00JIEe HU3KYIO OLICHKY CIIOKHOCTH OIPEACIICHUS 3aKPBITOTO
KJIF04a 110 CPaBHEHHUIO C U3BECTHBIMU METOJIaMH.

K ortkinonenusim B pabore [IDBM, TpeOyrommm OLICHKH WX BIUSHUS HA
KOPPEKTHOCTh Hcmnojb3oBanusa aiaroput™Ma 'OCT P 34.10-2001, npuHIMnuaibHO
OTHOCSTCS:

- Clly4ailHble cOOM B OTHAENBHBIX Pa3psiiax PEruCTPOB JAHHBIX B MPOIECCE
BBIPA0OOTKH OTKPBITOrO KJIIOYa. XapakTep BIUSHUS — MPU BBIYUCICHUH TOYKU
DJUIMNTUYECKONM KPUBOW B KAYECTBE KPATHOCTHU HCIIOJB3YETCS 3aKPBITHIM KIIIOY C
OIHUM (cnyyaid HauOojee BEpOSTHBIM) HHBEPTHUPOBAHHBIM pa3psaoM B €ro
JBOMYHOM TpeAcTaBieHuH. DaKT UCKaKEHUS MOTYYEHHOTO IIPH 3TOM OTKPBITOTO
KJIIoYa MOXXET ObITh YCTaHOBJEH no HenoArBepxkaeHuto OLIII; B cucremax
OTKPBITOTO PACHpPEEICHUS KIIFOUYEH - 0 HEBO3MOKHOCTH YCTAHOBIICHHUS CBSI3H C
npyrum aboreHToM. [Ipeanonoskenue, 4To Ipu BHIPAOOTKE OTKPHITOTO KITt0Ua OB
UCKaXEH i-ThIi OUT 3aKPHITOrO K04, MPOBEPSAETCS COOTBETCTBUEM 3aKPBHITOMY
KJIFOYYy CYMMBI B TPyIIIE€ TOYEK 3JUIMIITUYECKONW KPUBON MCKAXKEHHOIO OTKPBITOIO
KJIF0Ya ¢ TOYKOM KPaTHOCTH 2' WM —2'; B IIEPBOM CIIydac i-ThIii OMT 3aKPBITOTO
KJIFOYa paBeH 1, Bo BTOopoM — 0; ecnmu B 00OuX Ciy4dasiXx TOJIMUCH HE
MOJITBEPXKIAETCS, 3HAYUT UMEJIa MECTO Kakasi-TO JIpyrasi OuInoka;

- cOOM COCTOSIHMSI PETrHCTpa JAaHHBIX B TPOIECCE BBIPAOOTKH OTKPBITOrO
KJII0Ya, TIPUBOAIIMKA K 3alOJHEHUIO YACTH €ro Pa3psI0B HU3BECTHBIM BEKTOPOM.
XapakTep BIMSHHS — HPU BBIYUCIICHUH TOUKH DJITUITHYCCKON KPUBOM B KaueCTBE
€¢ KPAaTHOCTH HCITOJIb3YETCS 3aKPBITHIA KUY ¢ 3aMCHOM €ro 4acTH HM3BECTHBIM
3HaueHHUeM. ®akT HCKaXEHHS IOJYyYECHHOTO0 TPH OSTOM OTKPBITOrO KIIFOYa
YCTaHABIIMBACTCS IMOAMMCHIBAHUEM IPOU3BOJBLHOIO X3Ia W HEMOATBEPKICHUEM
MIOJTyYEHHOW TIOANKMCH TPH TPOBEPKE €€ C OTKPHITBIM KIIFOUOM; B CHCTEMax
OTKPBITOTO paclpeciicHUus] KIIFOUYCH - TI0 HEBO3MOYKHOCTH YCTAHOBJICHUS CBSI3U C
IpyruM a0OHEHTOM. B 3ToM cllydae Ha TIEpBOM JTaleé MOXXHO IPOBOJHTH
OnpoOOBaHWE HEUCKAKCHHOW YacTH 3aKpBITOrO KJI0Ya, Ha BTOPOM -
001po0OOBaHNE NCKAKCHHOW YacTH,
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- cOOM M UCKAXXEHUSI B aJJINTUBHBIX U MYJIbTUILUIUKATUBHBIX OMEPaLUSIX IpH
Bbiuncienun JLIT.

OUII B anroput™me Dib-I"amanst COIep>KUT ABE KOMIIOHEHTHI:

- YUCJIO0, PEAYLUPYEMOE OT IJIEMEHTA TPYMIIbI, ONPEACIIIEMOE KaK 3HAUCHUE
OJIHOHATIPABJICHHON (DYHKIIMH OT CIy4alHOTO pa30BOro KII0Ya;

- CyMMa [0 MOAYJIIO ( PEe3yjbTaTa YMHOKEHHS 3TOTO YMCJIa HA 3aKPBITHIN
kiirou D11 ¢ pe3ynbTaToM yMHOMXKEHHUS X311a COOOIIEHUS Ha CITyYaHbIN pa30BbIi
KJIFOY.

[IpoBeneHreM aTakd MHOTOKPATHBIMH 3alIPOCAMM Ha IMOJYYEHHUE MOAIUCH
CO3[A€TCsI BO3MOXHOCTH ILIEJICHAIIPABICHHO WHUIMUPOBATh HWHTEHCHUBHOCTH
COOBITHI, B KOTOPBIX MPOSBUIOCH OBl JIEWCTBHE CHUCTEMATHYECKOTO nedexra
MHKPOITPOLIECCOPA, C LEJbI0 IOBBILICHUS BEPOATHOCTM HMX  HACTyIuieHus. B
KauecTBE WMHAMKATOpAa HACTYIUICHUS TaKOTO0 COOBITHUS HCIOIB3yeTcs (akT He
noarsepxkaeHuss DI mo cepTudukaTy OTKpHITOTO KJIHOYa, COOTBETCTBYIOIIEMY
BCKPBIBAEMOMY 3aKpbITOMY KJtouy. bynem mOpenctaBisiTb X3IIM U CIy4YalHbIE
pa3oBble KJIIOYM KaK BEKTOPbl Haja andaBUTOM OIEpaHIOB MHUKPOIpoIeccopa.
Hcnonb3ys X314, coaepKaliie B pa3psaax yKa3aHHOTO IPEACTaBICHUS 3JIEMEHTHI
neexkTHOM mapbl, MOXHO HUIACHTU(PUIIUPOBATH COOBITHS, KOTJa XOTS Obl OJHH
pasps CIy4ailHOTO pPa30BOro KJIIOYa OKAKETCS AJIEMEHTOM JAe(EeKTHON maphl
MHKpoIponeccopa. I9TO Aa€T BO3MOXKHOCTb YMEHBIINTh PAHr  CHCTEMBI
ypaBHEHUH, CBA3aHHOW ¢ (yHKIMOHHpoBaHUWEM 3akpeiToro kmoua DI Ilpu
KOPHEBOI  OLIEHKE  CJOKHOCTH  JIOTapU(PMUPOBaHUS B  TpPYyINIE  TOYEK
DJUIMNTUYECKON KPUBOM TNPOBENECHUE TAKOW aTaKW IMPEACTABIIET MHTEPEC, €CIU
paHr HaOWpaemMoil MpU ATOM CHUCTEMbl JIMHEWHBIX YpaBHEHUU Oy/eT HE MeHee
IIOJIOBUHBI Pa3PsAA0B CIIyYalHOI'0 Pa30BOI0 KIIrOUa.

AHQJIOTUYHO CTPOSITCA aTaku Ha 3akpbIThii Kirod OIII, ocHOBaHHBIE Ha
CIIy4aiiHBIX CcOOSIX B OTIEIBHBIX pa3psiiax perucTpoB AaHHBIX kimroueir DL B
npoiiecce BbluucieHus 3Hauenus: J1I1.

Pacuersl mokasbiBatoT, uTo B ciyyae craaapra ['OCT P 34.10-2001 c
3aKPBITHIM U PA30BBIM KItOUaMH 256 OUT HJisi TOJYyYEeHUS] CUCTEMbI JTMHEHHBIX
ypaBHEHMI paHra He MeHee 128 moTpebyercst Mmoanucarh He MEHee 107 x>1meii B
cllydae HCIOJB30BAHMS PACCMATPUBAEMOI0 MYJbTUILNIMKATUBHOTO JieexTa
MHUKpOIpolLeccopa. BeposSTHOCTh yCIIEIHOTO MPOBEICHUS TAKOW aTaKy MaJia.

[TonbITKa TIPOBEICHUSI aTAKU MO BCKPBITHUIO 3aKPBITOrO KJIKOYA CTaHAAapTa
['OCT P 34.10-2001 npu OUTOBBIX MCKKEHUSIX JIaHHBIX B PETHCTpax B MpOIECce
BBIYMCIICHUI MOTPEeOyeT, UTOOBI OCTAaThCSA XOTA Obl HA YPOBHE KOPHEBOW OIIEHKH,
HakorieHus1 128 c6oeB B ompeneNieHHBIX TOYKaxX BblumcieHuid. [Ipu HagexHOCTH
COBPEMEHHOW BBIYUCIUTEIBHON TEXHUKH BEPOSITHOCTh JIOCTHXKEHHSI TaKHUX
YCJIOBHM JJIs1 TPOBEICHUS ATOM aTaKH TAKXKE MaJla.

Bwmecte ¢ Tem, Henb3sa HE yuuThiBaTh, 4To JLII no anropurmy Onb-1"amans
SABJIICTCS] JIMHEHHOW (opmoii 3akpbiToro kimtouda. Peammzanus DLII mo stomy
AITOPUTMY Ha M[HUPOKOM CHEKTPE COBPEMEHHBIX aNnapaTHO—MPOrPaAMMHBIX
m1aTdopM, OIIEHUTH HAZIEKHOCTh M KOPPEKTHOCTH (PYHKITMOHUPOBAHUSI KOTOPHIX B
JIOCTAaTOYHOM OOBEME HE BCerja IMpeACTaBIsSeTCS BO3MOXHBIM, TpeOyeT B
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KOHKPETHBIX CIIy4asx ucronb3oBath B CK3UM u B xkpunrorpaduueckmx
MPOTOKOJIaX JIOMOJHUTEILHBIE MEpPbl MPOTUBOJACUCTBUS BO3MOXHBIM OIACHBIM
BJIMSIHASAM OIIUOOK BbruuciicHud [[19BM.

2. IIporuBoaeiicrBue Kpunrorpaguyeckm ONACHBIM BJIHUSHUAM
omnOoKk Bbiuuciaennid cpeacrBamu CK3U wu  kpunrorpadpuyueckux
MPOTOKOJIOB

B0O3MOXHOCTh OMACHOTO BIWSHHS CIy4aHBIX CcO0eB U JIEePEKTOB
CUCTEMATHYECKOTO  xapakTtepa B  pabore [IDBM  Ha  BhImonHEHHE
Kpunrorpadpudecknx (QYHKIIUA MOXKET B KOHKPETHBIX CIIy4dasx IPUBECTH K
HeoOxomumoctu mipumeHeHns B CK3UM um B kpunTorpaguyeckux MpPOTOKOJIAX
JOTIOJIHUTENBHBIX 3allUTHBIX Mep. B cmywae cranmapra ['OCT P 34.10-2001 B
Ka4ueCTBE TaKMX MEP MOTYT MCIOJIb30BAThCS:

- POBEPKA MPUHAIICKHOCTH BBIPA0ATHIBAEMOTO OTKPBITOTO KJIF0Ya IpyTIIe
TOYEK JUIMNTUYECKON KPUBOU;

- MPOBEPKA COOTBETCTBUS BHIPAOOTAHHOTO OTKPHITOTO KJIFOYa
COOTBETCTBYIOIIEMY 3aKPBITOMY KITIOUY;

- HCTI0JIb30BaHKE METOA0B BhrurcieHus DI, rapanTupyromumx He
CHI)KEHUE CTOMKOCTH KJIOYa MPH BHINOJHEHUHU onepanuii popmupoBanus DI
IpHU cOO0SIX U OIMOKaX BBIUHUCIICHHH;,

- IoBepeHHas Bepudukanus peanusanuu npoieccopom [IDBM
KPUTHYECKUX apu(PMETUUCCKUX OTiepaliuii MpU BHITIOJTHEHUH KPUNITOTpapuiecKux
dyHKuMI;

- IByKpaTHOE BBIMIOJIHEHUE KpUNTOrpaduyecKux npeoodpazoBaHuil u
CpaBHEHHE MOJYYCHHBIX PE3YyJbTAaTOB JJIs 3aIIUThI OT OUTOBBIX UCKAKEHU B
MPOLIECCE BBIYMCIICHUN;

- npoBepka D1IIT coobmenus mocie ee GopMupoBaHus, Kak 3TO
PEKOMEHYEeTCSI B OTKPBITHIX MyOJIUKAITUSX.
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