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Pasrpanunuenue noctyna Kk 6a3am JaHHBIX B CEPBUC-OPHUEHTUPOBAHHBIX MPHUIIOKEHUAX

buvikos /I.B., Jlykvsanos B.C., [Ipoxopos U.B., Ckaxynoe A.B.

B crartee aHaIM3MPYIOTCSl CYIIECTBYIOIIUE ITOAXOABI K ayTeHTH()HUKAMU U Pa3TpaHUuCHUIO JAOCTYNa K
0a3aM JaHHBIX MPU OPTaHU3AIUKM TPEXCTOPOHHETO B3aMMOICHCTBHUS: TOHKWH KiueHT (Web-Gpaysep) — cepsep

TPUIOKEHUH — cucTeMa yrpasieHus 6azamu ganabix (CYB/).

B nocnennee Bpems Bce Gosiee SIBHO —IPOCIEKHMBAETCS OPHEHTALUS pPa3padOTUMKOB
POrPaMMHOTO  OOECIIEYEHUs] Ha CEPBUC-OPHEHTHPOBAHHYIO APXHMTEKTYPY IPHIOKCHUN
(Service-Oriented Architecture o SOA), ¥ TEXHOJIOTHIO TOHKUX KIIMEHTOB, HAKJIAIBIBAIOIIYIO
MHUHHMAJIbHBIE TPEOOBAHHSA K OKOHEYHOMY OOECIIEYEHHIO IOJIB30BaTENIeil HH(POPMAIIMOHHBIX
CHCTEM.

DTO CBA3aHO C TOBCEMECTHBIM TIIyOOKHM IIPOHUKHOBEHHEM VIHTEPHET-TEXHOJIOTHH U
HEOOXOMMOCTBIO €IMHON IIaTGOPMBI, CTPOSIIEHCS MO0 KOHCTPYKIIHOHHOMY IPHUHIIMITY, KaK
Ha0Op HEOOXOTUMBIX MOJIB30BATEIISIM CEPBUCOB.

CaMu CepBHUCHI PEaTM3YIOTCS NPU TIOMOIIHM TPEXYPOBHEBON CXEMBI: TOHKHM KIHEHT —

cepBep MPHIIOKECHUI — cucTeMa yrpasieHus 0azamu qanHbX (PucyHok 1).
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Pucynok 1. TpexypoBHeBasi apxutektypa \Web-cepBucos
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[lepenecenue B Mutpanet u B IHTepHET HHPOpPMAIIMU OTPaHUYEHHOTO J0CTyNa TpeOyer
peai3allMM HAJEKHBIX MEXaHW3MOB ayTeHTU(UKALMKU I0JIb30BaTENel M pa3rpaHUvYeHUs
JOCTYNA K TAHHBIM.

B kadectBe HanOoiiee paclpOCTPAHEHHBIX CIHOCOOOB OpraHU3allMd Takoro JOCTyHa
CJIEYET BBIACIUTD CIEIYIOIHE!

1) pasrpaHuyeHHE JOCTyNa CPEACTBAMH MPUWIOKEHHS TPU ayTCHTU(PHUKALUK CaMOTO

MIPUJIOKEHHUSI 110 €TUHCTBEHHOU yueTHo 3anucu CYB/];

2) pasrpanuueHue goctyna BHyrpeHHuMHu cpenctamMu CYB/I.
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Bropoii cnoco6 Bo MHOTOM 3aBUCUT OT BbIOpaHHOM B nHGopMaumonHoit cucteme CYB/I.
B kauecTBe aHanM3MpyeMbIX pEIIEHUH pPACCMaTPUBAINUCH CIEIYIOIIUE pPACIPOCTPAaHEHHbIE
cucTeMbl yrpasieHus 6azamu maHabix: MS SQL, Oracle, PostgreSQL.

[IpumeHsuuCh cienyonne KpUTeprueB OLEHKH:

Peanuszanus nonuTHky ynpasiieHus goctynoM npu nomouu CYB/I:
mrdpoBaHKe OTICIBHBIX YJICMEHTOB 0a3 JaHHBIX (CTPOK M CTOJIOOB TAOMHIL);
IIPOBEpKa IIpaB Ha JOCTYII K OTAEJIbHBIM 3J€MEHTaM 0a3 JaHHBIX;
BCTPOEHHBII MeXaHU3M ayTeHTUuKauu nojs3oBateneid CYB/];

3alIuTa TPaH3aKIUK;
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MPOTOKOJIMPOBAHUE;

Peanmaunﬂ IMOJIMTUKHU YIIPABJICHUA JOCTYIIOM CpECACTBAMU HpI/IJ'IO)KCHI/Ifl:
0 cnocoObl ayTeHTU(UKALINH;
O 3ammTa COeTMHEHUH,
O pa3rpaHHyYCHHE JOCTYIIA.

ITo pe3ynbraTram NpoBeICHHBIX UCCIEIOBAaHUN ObLIA COCTaBIIEHA CIEIyOLIas Tabauma:

Peanuzanys NOMUTHKY YIpaBIEHUS 1OCTYIIOM Peanuzanys NOIUTHKY yIpaBIeHUs JOCTYIIOM MIPU
CPEICTBAMHU NPUIOKEHHS oMot CYBJ{
Jocrouncrea | Henocratku JocTouncraa | Henocratku
AyTeHTHGUKAIUSA
- METOABI M CpPEIACTBA | * ayTeHTU(UKAISI HE | - TO3BOJISIET - Tpebyer 3HAHU
ayTeHTH()UKAITUU CKBO3HAs u HE HCIOJIb30BaTh yueTHbIX 3anucedd b/ Ha
OrpaHUYEHbI TOJBKO obecrieynBaeT MEXaHU3MBbI CTOpOHE TOHKOTO
CJII0KHOCTBIO aBTOMATUYECKUN pasrpaHuueHusl JOCTyIIa KIIMEHTA;
TIPUIIOKEHUS; nocryn k BJI; CYB/;
* BO3MOXHOCTH * 3a4acTyIo caMd | -+ OmpeJenser npaBa
MIPOBEICHUS MIPUIIOKEHUS TIOJIb30BATEIISI pu
MHOT'0(aKTOPHOMH ayTCHTH(DUITUPYIOTCS B JIOCTYTIE
ayTeHTH(UKAIUY; b/l noj HenocpeacTBeHHO K b/]
- BHEJpPCHHE aIMUHUCTPATUBHOM
HECTaHIaPTHBIX 3aIHChIO.
pelIeHui.
3amuTa JTaHHbIX
- Mo3BONIIEeT IMUGPOBATh | + ONEpPalMU IO 3aIlUTe | : IO3BOJSICT IPHUMEHATH | - CPEACTBa 3aIUTHI
Tpayk Ha CETEBOM U OTIIETBHBIX TPAaH3AKIIUN MEXaHU3M 3aIUTHI TpaH3aKIUA u
TPAHCIIOPTHOM yYpPOBHE u obOpameHuit k BJI OTJIEJILHBIX TPAH3AKIUH; mmdpoBaHus  KaHajga
- TMO3BOJISCT TPYIOEMKH u OTPaHUYCHBI
WCTIONB30BaTh  JIFOOBIE Majo3(pPEKTUBHBI BO3MOXKHOCTSIMH
KpurTorpaduueckue koHkpeTHON CYB]]
aJITOPUTMBI
Pasrpanuyenue nocryna
(¢bopMupoBaHHe OW3HEC- | - BBICOKA  BEPOSTHOCTH | * TOTOBBIC PEHICHHS IO | * 3aBHCHMOCTH
JIOTHKHU TIPUIOKCHUS OIITUOKH pu pasrpaHUYEHUIO UH(POPMAIIMOHHOTO
HaIpsIMyI0 OTPa)K€HO B MIPOEKTUPOBAHUU JIoCTyna Ha  ypOBHE CepBHUCa OT KOHKPETHBIX
MIOJIUTUKE JTOCTYIA K €ro TIOJTUTUKU oTaenbHBIX moned b1 u MEXaHU3MOB
(YHKIUAM U TaHHBIM; pasrpaHUYCHUs JOCTyIa (hopMaTn30BaHHBIH pasrpaHuueHUs
- MIPUIOKEHUE pu YCIOXKHEHUN MEXaHU3M ux JIOCTYTIA,
abcTparupoBaHo oT JIOTUKH HUHTErpanuu B npumensiemoro B CYB/I.
mexanu3MoB CYB/]; UH(POPMAIIMOHHOTO TIPUJIOKEHHE
cepBHca
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B pesynbrare aHanmM3a yKa3aHHBIX CIOCOOOB M MPOTPaMMHBIX MPOAYKTOB UX
peayiu3yrouuX,  Henb3s JaTh OJIHO3HAYHOE IMPEeANoYTeHHEe OJHOMY u3 Hux. Haubonee
MPENNOYTUTEIBHBIM SBJISETCS KOMOMHUPOBAHHBIX MOJIX0/J], UCTIOJIB3YIOIUNA JOCTOMHCTBA 000UX
BApUAHTOB, U MO3BOJISAIOLIMN N30eraTh CBOMCTBEHHbIE UM HEJOCTATKHU.

Huxe npezncraBieHa cxema yrpaBiieHUs JOCTYNOM K (YHKLIHSM U JIaHHBIM, HA KOTOPOM
0003Ha4YeHbI ONHUCAHHBIE METO/IbI:

noa uugpoi 1 - peanu3zanus NOJUTHKN YIPABIECHUS JOCTYIIOM CPEICTBAMU PUIIOKEHUS

nox udpoii 2 - peanu3aius MOJUTHKU YIIpaBiIeHUs JocTyrnoM mpu nomontt CYBJ]

nox uupoit 3 - peanu3aiys TOJMTUKA YIPABJICHUS ITOCTYIOM KOMOMHHPOBAHHBIM

CIIo0co0oM.
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AyTeHTudrkaumsa, 3awmra TpaH3akLy i N pasrpaHu4eHue gocrtyna
@ AyTeHTudmKaumsa 1 3awmTa kaHana
AyTeHTudmKaums, 3awmra TpaH3akLy i N pasrpaHu4eHue gocrtyna

Pucynok 2. CpaBHeHHe CIOCO00B YIIPaBJIeHHUsI TOCTYTIOM



