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1. Yro Takoe ruToken

ruToken OTHOCHTCS K KJIaCCy YCTPOWCTB, HA3bIBAEMBIX AIEKTPOHHBIMU UJIeHTU(UKaTopamu. OH
NPEeCTaBIsIET COO00M MamorabapuTHOE YCTPOCTBO B BUE Openoka ¢ unrepdericom USB u moxeT
OBITh HCITOJIL30BaH BO BCEX MPHIIOKEHUSX, T/I€ paHEee UCIOIB30BAINCH TAPOIIU, CMAPT-KAPTHI U
JpyTrHe UACHTUPUKATOPHI.

ruToken obnmamaer BceMH CBOWCTBAMH CMapT-KapT: OH OOECIIEUYMBACT HAJAEKHOCTb, MPOCTOTY,
0e30IacHOCThb Ipolecca HAeHTH(PUKALMH.

OpHako, B OTIMYHME OT CMapT-KapT, TOKEH 00JaJaeT HECOMHEHHBIM NPEUMYIIECTBOM: OH HE
TpeOyeT MPUMEHEHUsS] CUUTHIBATENICH, YTO JIeNIaeT ero ropasao Ooiyiee yIOOHBIM B HCIIOJIb30BaHUU.
[Topter USB B HacTosmiee BpeMsi UMEIOTCA JaXe Yy IEPCOHAIBHBIX KOMIIBIOTEPOB HAYaJIbHOTO
YPOBHS, TOSTOMY TOKEHBI MOTYT HCIIOJIb30BAThCSl CaMbIM LIMPOKHUM KPYTOM TIIOJIb30BaTENel B
CaMbIX Pa3INYHBIX YCIOBUSX.

[TockoibKy apXHTEKTypa TOKEHa OCHOBaHA HAa MHKPOIPOIECCOPE, CIIOCOOHOM IPOU3BOJIUTH
KpunTorpadudeckue mpeoOpa3oBaHus, B 3aBHCHMOCTH OT 3amaud, ruToken MOXeT CIyXWUTh HE
TOJIBKO TIACCUBHBIM, HO ¥l aKTUBHBIM CPEJICTBOM HICHTHU(HUKALINH.

2. 3auem 6bin paspabortaH ruToken

VKe HEeCKONbKO JIeT Ha POCCHMCKOM pBIHKE IPEICTABICHbI 3JIEKTPOHHBIE HACHTU(UKATOPHI
3apyOexxHbIX mpousBoauTeneil. OpHako Janeko HE BCE OHM aJalTHPOBAHBI K POCCHUHCKON
cnenu(uke MPUMEHEHUsT CPEICTB 3auuThl HHPopMmanuu. [TosTroMy Hamu ObUTO MPUHATO pelICHHE
pazpaboTaTh W 3amyCTUTh B MPOM3BOJACTBO POCCUUCKHIA SJIEKTPOHHBIM HIEHTU(UKATOD -
YCTPOMUCTBO, ITPeIHA3HAYEHHOE CIEIMATIBHO I POCCUMCKOIO PhIHKA.

C Hamedl TOYKHM 3pEHUS 3TO YCTPOWCTBO MOHKHO OBUTO 00J7a1aTh CISAYIONIMMU BaKHEUITMMHU
XapaKTePUCTUKAMU:

e  OHO X0JIKHO MOAEP:KUBATH NpoMbInLIeHHbIe cTanaapTel (ISO 7816, PC/SC, PKCS
#11, MS CryptoAPI)

e B Hem qo.KeH OBITH ANINAPATHO PeaTN30BaH POCCHICKUN alropuT™M mH(poBaHus
T'OCT 28147-89)

e  OHO 101:KHO OBITH HETOPOTUM

e [losb30BaTesu A0KHBI HMETh BO3MOKHOCTH NMOJIY4YaTh TEXHHYECKYIO MOIEPKKY
HENmocCpeCTBEHHO OT Pa3padoTYUKOB

IMoanep:kka NPOMBINLIEHHBIX CTAHAAPTOB MO3BOJHUT JIeTKO BcTpamBarh ruToken B mmpoko
UCIIONIb3yeMOe MpOorpaMMHOe oOecriedeHne W roToBbIe MpuiioxkeHus. Kpome Toro, pazpaboTynkam
OPUTHHAIBHOTO TMPOrPaMMHOTO OOECIeueHUs] HE TMPUACTCS H3y4daTh HOBBIE HMHTEP(EUCH
NPUKIAIHOTO TPOTPAMMHPOBAHUS - OHM MOTYT HCIIOJNB30BaTh CTaHAAPTHBIE OOIICTIPUHSATHIC
uHTepdeich 1 npuMeHsTh ruToken B kayecTBe albTepPHATUBBI MHBIM CPEJICTBAM ayTCHTU(UKAIIUY.

Hcnosb3oBaHue poccuiickoro aaropuTMa muppoBaHus 03BOJIUT IPUMEHATh UACHTU(UKATOPHI
ruToken B cucremax HH(MOPMALMOHHONW O€30MACHOCTH B COOTBETCTBUH C POCCHHCKUM
3aKOHOZATEILCTBOM.
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HeBbicokasi cTOMMOCTBH CJIeJacT BO3MOXXHBIM HCIIONB30BaHUEe ruToken MMPOKHM Kpyrom
MOJIb30BAaTeNIeH, a TAK)Ke €ro BHEJIPCHHE JTaXKe B MAIOOFOKETHBIX MTPOCKTAaX.

OnepaTuBHas TeXHHYECKAsl TMOMIEPKKA OT Pa3padoTYMKOB OOCCIEUYUT MaAKCHUMAIBHO
BO3MOKHYIO OOpaTHYIO CBSI3b: OHA IMO3BOJIUT OBICTPO pearupoBaTh HA CUTHAJBI MOJIB30BATENCH H
pyu HEOOXOAUMOCTH, IO BO3MOKHOCTH, PEAIN30BbIBATh UX MOKETaHHUS.

Bce 310 mo3BossieT HaM paccuMThIBaTH Ha TO, uyTo ruToken 3aiiMer nOCTOfHOE MeCTO Ha
POCCHIICKOM PBIHKE O€30ITaCHOCTH.

3. Kro paspa6oran ruToken

ruToken siBHIICS AETUIIIEM COTPYIHUYECTBA ABYX U3BECTHBIX POCCUHCKUX mpeanpusituii: Komnanum
AKTUB U GUpMBI AHKA]I.

Komnanusa AKTtus

Kommanus AxtuB cymectByeT yxe 6osiee 10 ser. bombInyto 4acTh 3T0ro BpeMeHu Halla KOMIaHus
CHelMAIN3UpPyeTCs Ha pa3paboTKe W MPOU3BOJACTBE IMPOrpPaMMHO-AMIAPATHBIX CPEJICTB 3aIIUTHI
nporpaMMHoro obecrnedenus. OCHOBHAs MPOAYKIUS KOMIIAHUU - 3JIEKTPOHHBIE KJIHOYM CEMEicTBa
Guardant, xopomo 3apeKOMEeH/I0BaBIINE ce0sl He TOJIBKO CPeId OTEYECTBEHHBIX pa3pabOTYNKOB, HO
U cpequ 3apyOeKHBIX KIIMEHTOB.

Ha Cel"O)IHSIIIIHI/Iﬁ JCHb AKTHB SIBISETCS CaMbIM KPYIHBIM IIPOU3BOJUTCIIEM 3JICKTPOHHBIX KJIrouei
B Poccuu u umeet X0poHI0 HAJTAXKCHHYIO TEXHOJIOTUIO, MO3BOJIAIOIIYIO ITPOU3BOAUTDL 3JICKTPOHHLIC
N34CJINA B AOCTATOYHBIX KOJIMYCCTBAX U C BBICOKHMM Ka4CCTBOM.

Becb nuKi1 Npou3BOACTBA 3JEKTPOHHBIX Kitouedl Guardant, oT pa3pabOTKM [0 YHaKOBKH,
ocymecTBisiercs B Poccun, noatoMy AKTUB MOXKET ONEPAaTUBHO PEarpoBATh HA MOKEIAHUS CBOUX
KJIMEHTOB.

Taxxe Mbl 06J'Ia,[[a€M KBaHH(l)HHHpOBaHHOfI CJ'Iy>K6OI7I TEXHUYECKOMU NOAACPIKKH, YTO ITO3BOJIACT
paspeuiaTtb BOIIPOCHI HAKUX KIMCHTOB B MUHHUMAJIbHBIC CPOKHU.

®dupma AHkap,

@upma AHkal paboOTaeT Ha PbIHKE CPEACTB 3aIIUTHI MH(QOpMALUU AIUTENbHOE BpeMs. OCHOBHBIM
npoduiaeM KOMIIAHUM SBJISIETCS 3alllUTa KOMIIBIOTEPHON MH(OpMalMU METOJaMH Kpunrorpaduu u
JIEKTPOHHOM HU(PPOBOI MOANUCH B COOTBETCTBUU C FOCYJApCTBEHHBIMU CTaHIapTaMu Poccun.
®dupma akTUBHO paboTaeT B cepe MporpaMMHBIX M amlmapaTHBIX CPEJCTB KpunTorpaduyueckoi
3amuThl HHGopManuu (3To u3BecTHbIe muUdppatopsl cepun KPUIITOH), SLII, cuctem KOHTpos U
pasrpaHMueHHs] JOCTYINa, 3aHUMAeTCd CMAapT-KapT TEXHOJOTMSIMU U CPEICTBAMM  3aIMUTHI
Tes1e()OHHBIX MIEPErOBOPOB.

AHKaJ1 BIajieeT 00y1aacT caMmbIiM upokuM Habopom nutieH3nii @AIICU, @Ch u ['ocTrexkoMuccuu.

O06e xomnaHuu OOBEIMHWIM CBOM BO3MOXKHOCTH: AKTHB 3aHSUICS pa3pabOTKOW M MPOHU3BOJICTBOM
anmapaTHOM 4acTH WACHTU(UKATOpA, a TAKKE MPOJABIKEHHEM Ha PBIHOK Mapku ruToken, a AHkan
B3sUT Ha ce0st pa3paboTKy KpUNTorpaduieckoil 4acTH MpPOeKTa.
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4. Yro ymeert ruToken

B nepByto ouepens, ruToken mpenHasHaueH ajisg 0€30MACHOTO XpaHeHUs] UAeHTH(PUKAIMOHHOI
uHpopMalUM IS ayTeHTH(UKAIMM [0JIb30BaTelied B NPUIOKEHMSIX, TIJe HE0O0X0auMOo
pasrpaHUYMBaTh JOCTYyN K KOH(uaeHIManbHOW HHMopMaruu. OH MOXKET HCIOJIb30BATHCS Kak
OUeHb HAJICKHAS albTepHATHBA MApPOJIBHOM 3amuTe npu peructpamuu B Active Directory, mpu
JIOCTYTIE K JIOKaJbHBIM pabo4yuM CTaHIUsAM, 0a3aM JaHHBIX, BeO-cepBepaM, BUPTYaAJIbHBIM YaCTHBIM
CETSIM, ¥ IPYTUM HH()OPMAITMOHHBIM CUCTEMaM.

Kak munumym, ruToken no3BosiseT XpaHUTh "CuilbHBIE" Hapoyid, OOBIYHO BECbMa TPYJHBIE IS
3allOMMHAHUA, U BblJaBaTh UX MO npeabsBieHUH PIN-koga nosib3oBarens, 4ToO yKe 3HAUUTEIIBHO
yBEJIUYMBAeT ypoBeHb Oe3omacHocTH. To ecTh ruToken MoXKeT MCIONIB30BAThCS KaK 3allMIIECHHbIH
KOHTEWHED IS TapOJICH.

Kpowme nmapomneit, ruToken MOXET XpaHUTh U IPYTYI0 HH(OPMAIUIO, HAPUMEP KITIOUX MH(PPOBAHUS
U i (poBBIE CEPTHUPHUKATHI.

BO-BTOpLIX, ruToken MOKET HMCIOIL30BATLCS JIIA Oe3omnacHoM nepeaadun H,Z[CHTH(l)HKaHHOHHOﬁ
I/IH(i)OpMaL[I/II/I, HallpuMep, Ipu €€ IMCpcaadc 4Cpc3 OTKPLITHIC KaHAJIbl CBA3U. DTa BO3MOXKHOCTH
MOJKET OBITh HeO6XOI[I/IMa IIpU AOCTYIIC K YAAJICHHBIM pECypCaM 4CpEe3 3alUIICHHBIC COCIUHCHUS.

B-tperbux, ruToken crmocoOeH OBITH caMOCTOSITEILHBIM CPeICTBOM IM(ppoBanus nHGOpMaIUH.
B Hem peanmzoBan anroputm cummerpuyHoro mmdposanus [OCT 28147-89 B pexumax mpocToi
3aMEHBI, TAMMHUPOBAaHUSI W TaMMHPOBAHHS C OOpAaTHOW CBS3bIO. DTO SBISIETCS BaKHEUIINM
OTJIMYMEM OT HICHTHU(PHUKATOPOB 3apyOeKHOTO TMpom3BojacTBa. Kimroun mudpoBaHus MOTYT OBITh
CT€HEPUPOBAHBI CAMHM TOKEHOM WM WMIOPTHPOBAHBI M3 BHEMIHUX (aiinoB. B mepBoMm ciydae
KJII0Y IIM(QPOBaHUs HUKOIJA HE MOKHJAeT MaMATH TOKEHa W, CIIeJ0BaTEIbHO, HE MOXXET ObITh
CKOMITPOMETHUPOBAH.

Bce mnepeunciieHHOE B KOMIUIEKCE C COOTBETCTBYIOIIMMH IPOTPAMMHBIMH M alllapaTHBIMH
CpPEACTBAMH JI€JIA€T BO3MOXKHBIM IIPUMEHEHHME TOKEHAa B 3aJadax 3allUTbl IIEPCOHAIBHON H
KOPIOPAaTUBHON KOHQHICHIUAIBHOH WHGOPMALMK, pa3feleHuss JOCTynma K 3allHIeHHBIM
pecypcaM, B CHCTEMax »3JIEKTPOHHOW TOProBiH, OAHKOBCKHX NPWIOKEHHSIX W JIOOBIX IPYTUX
3ajia4ax, rjae Tpedyercs HaeKHask ay TEHTU(PHUKALMS U KpunTorpapuieckas 3aimra nHpopMaIyH.
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5. ApXUTEKTYpa U TexHuueckue xapakrepmucrukm ruToken
Temneps naBaiiTe KpaTKO PacCMOTPUM apXUTEKTYpPy U TEXHUUYECKHE XapakTepucTuku ruToken.

Apxurextypa ruToken

ApXHUTEKTypa TOKEHa CXEMAaTH4eCKH II0Ka3aHa Ha PHUCYHKE, IJie CHHHUM IIBETOM O0O3HAYCHBI
CTaH/JapTHbIE KOMIIOHEHTHI, BXxojasgmue B coctaB Windows, a KpacHbBIM - pa3paboTaHHbIE
KOMIMaHue! AKTHB.

NMPUNOXEHME

MS Crypto API

Crypto Provider

ruToken API

SmartCard API
Resource Manager
IFD Handler
USB Driver

USB Port

Hwxknuii ypoBeHb mpeacTaBieH HemocpencTBeHHo TokeHoMm, USB napaiiBepom u IFD xsnmmepom.
Bce 3tu kommoHeHTH oOecmeuuBaroT mnpeacraBieHue ruToken B KkadecTBE CMapT-KapThl,
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MOJIKITIOYEHHOM K CUUTBHIBATENIO, YTO IMO3BOJISIET MCIIOJIb30BaTh CTaHAApTHHIN nHTepdeiic Windows
JUTsl paboTHI CO cMapT-KapTamu - Resource Manager.

KomnonenTs! 0osiee BRICOKHX YPOBHEH oOpariaiorcs K TokeHy yxxe uepe3 Smart Card API - Taxxe
cTaHmapTHeIA nHTEpdeiic Windows.

Ha 6onee BBICOKHX ypOBHSIX HaxXOISTCS peain3allii MPOMBIIUIEHHBIX CTaHAAPTOB JJIsl pabOTHI CO
cMapT-KapTaMu:

bubmotexa PKCS #11, peanusytomas paboTy ¢ kpunrorpaguueckumMu QyHKIUIMA TOKEHA
0 CTaHAapTy, pazpaboranHoMy Kommanueil RSA.

Cepsuc-mposaiizep cmapt-kapthsl (Integrated Circuit Card Service Provider, ICCSP),
oOecreynBaroNuil peaaTu3annio T0CTyIa K HeKpunrorpahudeckuM (QyHKIHSIM TOKCHA B
cooTBetcTBUU co cTtangaprom PC/SC

Kpunirorpadnaeckuii cepBuc-npoBaiaep, 00ecrnednBaronuil JOCTYT K KpUOTOrpapuaecKum
(GYHKIUSAM TOKSHA, B TOM YHCIIE ¥ TOCPEICTBOM CTaHIAPTHOTO BEICOKOYPOBHEBOT'O
unrepdeiica MS Crypto API.

TexHunueckme xapakrepucrukm ruToken

[Monnepxuaempie OC: Windows 98/Me/2000/XP

IMonnepxxka ISO/IEC 7816, PC/SC, TOCT 28147-89, PKCS #11 (v. 2.10+) Microsoft
Crypto API u Microsoft Smartcard API

Bcerpoennast aitnoBast cucrema. OOBEKTHI TaHHBIX 7SI SeCUrity-OpueHTUPOBAHHBIX
ornepanmil.

PIN-kozs1 [lonb3oBatens u AgMUHUCTpaTOpa

BO3MOXKHOCTB MHTerpaiuu ruToken B mro0bie smartcard-opHeHTHPOBAHHBIE IPOTPAMMHBIE
HpOIyKTHI (e-mail, internet, niaaTe)xHble CUCTEMBI U T.I1.)

3amuIieHHoe XpaHeHHe KITIoYe aCHMMETPHYHOTO IU(PPOBaHUSA U HUPPOBBIX
cepTU(PUKATOB

BosmokHOCTh Mciob30Banus ruToken st aCHMMETPHYHOTO MIU(PPOBAHKS TaHHBIX U IS
paboTsl ¢ udpoBbIMH cepTUdHUKaTaMu U3 JIIOOBIX smartcard-TpuIToKeHUH,
noiepkuBaronux cranaapt PC/SC

ITpotecTupoBana pabdora ¢ e-mail-knuentamu: Microsoft Outlook, Microsoft Outlook
Express u ¢ nentpamu ceprudukanuu: Microsoft nu Verisign

WinLogon u PKI Logon

6. MporpammHoe ob6ecneueHme ruToken

CepBucHas 0udamnorexa kiaaccoB C++, npeaHasHaueHHas 1715 00Jer4eHus pa3padoTKu
npuiIoKeHUH, ncnomnp3yromux ruToken. SBnsercs vanctpoiikoi Hax SmartCard API u
IIPEJOCTAaBIsIET KiIacchl, obaeryatonye padboty ¢ ruToken Ha ypoBue APDU

Yruaura nporpammupoBanns ruToken:

o Co3nanne 00bekTOB (haittoBoit cucteMsl ruToken: mamok, (haiinoB, KITFOYCH
mupPOBaHUS U T.II.

o Ha3znauenue npaB gocTymna Kk 00bekTaM (HailI0BOI CUCTEMBI
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PG,Z[aKTI/IpOBaHI/IC CHUMBOJIBHOT'O HMCHH TOKCHAa

ManwunynupoBanue o0beKTaMu (HailIoBOI CUCTEMBI: TIOTYUYCHHE CBEACHUH,
MIPOCMOTP, PENAKTUPOBAHUE, YIATICHHUE U T.1I.

o Iudposanue BHemHUX gaHHbIX 1o anroputmy ['OCT 28147-89
- Yruaura agMmuHucTpupoBaHus ruToken:

o Ilomyuenue cBeneHmii O BHIOPAHHOM TOKEHE

o HMuunmanuzanus mamstu ruToken

o MWsmenenue PIN-konoB I[onb3oBarens u AaMuHucTpaTopa

o Paz6nokupoBanue PIN kona ITonb3oBarens
- Ioapoo6ubie npuMepsl padoTsl ¢ ruToken B HCXOJHBIX TEKCTAX.

- Ha0op uncTa/1aTOpPOB 0TAEJbHBIX KOMIIOHeHTOB I1O ruToken st ynooHoro
nepenoca I[10O Ha kOMIIbIOTEPbI KOHEYHBIX N0JIb30BaTeel

7. LleHbl " NOAUMTUKA NPOAJAXK

B HacTosimee Bpemst IpoyKT OPUEHTHUPOBAH B NEPBYIO 0Uepe/ib Ha pa3pabOTUYUKOB MPUKIIAIHBIX
CHCTEM U CUCTEM 0€30MaCHOCTH.

Iena ruToken ¢ o6pemoMm namsitu 8K cocrasisier okoso 20 moyapos.

8. KonrakTtHaa uHpopmauus
Komnanuns AkTuB
E-mail:
O6mme Bompocs: rutoken@rutoken.ru
Tex. moxnepsxka: hotline@rutoken.ru
Otnen nponax: sales@rutoken.ru
Tenedon u pakc:
(095) 105-77-90 (MHOTOKaHAJIBHBIH )
Anpec:
123056, Poccus,
r. Mockga, yi. Kpacuna, 3
Web-caiir:
www.rutoken.ru
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