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O koMnaHuun «nanorHayka»

Co3paHo B 1992 rogy CI1 «Ouanor»
n BolyncnutenbHbIM LUeHTpoM PAH

[lepBbIMMN N CaAMbIMN N3BECTHbLIMU
OoTeYeCTBEHHbIMU NPOAYKTaAMMU,
NOCTaB/ISEMbIMU KOMMaHuen, 6bln1u peBu3op
ADinf, Doctor Web n Aidstest

B HacToawee BpemMa AmnanorHayka
NO3ULIMOHUPYETCHA KaK CUCTEMHbIN
MHTEerpatop B 06/1actm MHPOPMaALMOHHOM
6e3omnacHoOCTH
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YneHCTBO B accoumaumax

MexpernoHanbHas obuiecteeHHas
opraHusauma «Accoumnaums 3allinThl
nMHpopmauumn» (A31)

Accoumaumnm AOKYMEHTalbHOU 31EeKTPOCBSA3N
(AO3)

CoobuiectBo ABISS (Association of Banking
Information Security Standards)
CepTudumumnpoBaHHbi napTHep BSI
Management Systems

Accoumnaumsa CUCTEMHOM UHTerpauum um

Pa3paboTKu MHPOPMALUOHHBIX U YIPABSAOLLLNX
cuctem «CNPUYC»
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OCHOBHbIe HallpaBJ1IEHNA OEATEJIbHOCTU

B npoBeaeHue ayanta MHPOpMaLMOHHOMU
6e3onacHoCTH

B pa3paboTka cucrembl ynpasieHns 6e30nacHOCTbO B
cooTtBeTtcTtBUM c ISO 27001

B pa3paboTka lNonntnk MHPopMaLUOHHON
6e30nacHOCTN U APYrKUX HOPMATUBHbIX AOKYMEHTOB,
per1aMeHTUpYIoLWmMX BOMpPOCh! 3almTbl UHHOpMaL MK

B npoeKkTupoBaHue, pa3paboTka U BHegpeHue
KOMMJIEKCHbIX CUCTEM obecneyeHus
MHPOpPMaLMOHHON 6e30MNaCHOCTHU

B nocrtaBKa NpPorpaMMHOro n annapartHoro
obecneyeHnda B obnacTu 3awmuTbl MHPOPpMaL UK

B TexHMYecKoe COMpPOBOXAEHME MOCTABAAEMbIX
PELLUEHNIN U NPOAYKTOB
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JInueHsnnm KkomnaHmm «mnanorHayka»

B JlnueH3nsg OCTOK Ha geatenbHOCTb NMo paspaboTke u (unn)
NpPOU3BOACTBY CPeACTB 3alluTbl KOHPMAEHUMANTbHON UHPOPMaLUN.
CepMﬂzlélg60029. Homep 001412. PernctpaunoHHbin Homep 0284 ot 20
NIOHS r.

B JinyeHsna OCTIK Ha AesaTenbHOCTb MO TEXHUYECKOM 3aliuTe
KoHpuaeHumnanbHon nHpopmaunn. Cepusa KM 0029. Homep 001411.
PernctpaumnoHHbin HoMep 0486 oT 20 utoHs 2006 r.

B JlnueH3nsa OCH Ha ocyuwecTBrieHne pa3paboTku, NpoM3BoACTBa
lWwndpoBanbHbiX (KpunTorpadmniecknx) cpeacTts, 3alUMLLEHHbIX C
MCNOJSIb30BaHMEM WndpoBasibHbIX (Kpuntorpadunyecknx) cpencrts
MHMPOPMALUNOHHBIX N TETEKOMMYHUKAUMOHHbBIX CUCTEM.
PerncrpaunoHHbii Homep 3237 I1 ot 15 uioHa 2006 .

B JingyeH3nsa OCB Ha ocylecTBneHmne TEXHUYECKOro 0bcnyxmBaHus
lWwndpoBanbHbiX (Kpuntorpadmnyeckux) cpeacts. PerncrtpaumMoHHbIN
HoMmep 3238 X o1 15 uoHa 2006 .

B JinuyeH3unsa OCb Ha pacnpocTpaHeHue WnugpoBanbHbIX
(KpmnTzoOrggcbmquKmx) cpeacTs. PernctpaunoHHbin Homep 3239 11 oT 15
NIOHS r.

®  JinueH3nsa OCH Ha npegocTtaBneHusa ycnyr B obnactm wmngpoBaHns
nHpopMauun. PeructpaumoHHbim HoMep 3240 Y oT 15 nioHga 2006 r.
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ycnyru no npoBegeHutio ayanTa
MHPOPMaLIMOHHOW 6e30MacHOCTH

LEJNIb: [lonyunTb HeE3aBUCUMYIO N OOBEKTUBHYIO
OLIEHKY TEeKYLLero ypoBHS
MHdpopMaLMOHHON Be30MacHOCTU

v [lepen BHEApPEHUEM KOMMIIEKCHOW cucTeMbl 6e3onacHocTu Ans
noaroToBku T3 Ha eé pa3paboTky u cosgaHue

v Tlocne BHeOpEHMA KOMMNIIEKCHOU CUCTEMbI 6e30nacHOCTU Ans
OLEHKN YPOBHSA €€ ado(PEeKTUBHOCTH

v 1ng npuBeageHnsa cucTtemMbl MHpopMaLnOHHON 6e3onacHOCTU B
COOTBETCTBME YCTAHOBNEHHbLIM TPEOOBAHMAM (MexayHapoaHble
cTaHOapTbl unn TpeboBaHMA POCCMNCKOro 3akoHo4aTeNbCTBA)

v Ina cuctematmsaumm 1 ynopsgoumBaHus CyLLECTBYHOLLIMX Mep
3almThbl MHopMaLum

v [1na obocHoBaHUS MHBECTULUIA B HanpaBrieHne MHopMaLuoHHON
be3onacHoCTH
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KoHe4yHble noTpebuTtenun pe3ynbTaToB
ayauTa

BHyTpeHHMe nonb3oBaTenu:
v PyKoBOACTBO KOMMNaHUK
v Cnyxba nHgpopmaunoHHom 6e3onacHoOCTH
v Cnyxba aBToMaTmnsauum npeanpuatma
v Cnyxba BHYTpPeHHero KoHTponsi/ayanta

BHelLlHWe nonb3oBaTenu:
v AKUMOHEpbI KOMMNaHUK
v Perynupytouime opraHbl
v CTpaxoBble KOMMNaHUn
v KnueHTbl KOMNaHum
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BapuaHTbl NnpoBeAgeHNa ayanTa

v

NHCTpyMeHTarnbHbI aHanu3 3almueHHOCTH
aBTOMaTU3NPOBaAHHOMN CUCTEMDbI

Ayaont 6esonacHoctn NHTepHeT-cucteMm (penetration testing)

AyaonT 6e30nacHOCTU, HanpaBfiEHHbIM HA OLIEHKY
cooTBeTCcTBUA TpeboBaHmuaM ctaHgapTa ISO 27001
(ISO17799)

OueHka cooTBeTCcTBMA cTaHaapTy baHka Poccuu

AyOuT Hanu4ua KoHuaeHUnanbLHOU MHPOpPMaL M B CETU
VIHTepHeT

OueHka 1 aHanma pMckoB MHOPMAaLIMOHHOM BE30MNaCHOCTH
KomMmnnekcHbIn ayguT nHgpopmalmmoHHon 6e3onacHoCcTH
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MHCTpYMEHTabHbIY aHaNn3 3aLlULLEHHOCTU

e
<+ AHanu3 cpeAacTB 3aluuTbl MHDOPMaLIUK

<+ AHanm3 6e30nNacHOCTU CeTEBON UHMPPACTPYKTYPHhI

v+ AHanun3 6e30nacHoOCTM 06LWEeCUCTEMHOrO
nporpaMMHoOro obecneyeHus

% AHanm3 6e30nNacHOCTU NPUKIAAHOIro MPOrpaMMHOro
obecneyeHus
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Penetration Testing

UcxoagHble AaHHbIe

|P-agpeca BHELIHUX cepBEPOB

AHanM3 npoBoAUTCSA C BHELLUHEro nepumeTpa

Cobupaemasa uHcpopmaums

Tononorusa cetu
Ncnonb3yemble OC n Bepcuun O
3anyLleHHble cepBUCHI

OTKpbITble NOPTbI, KOHPUrypaLmsa u T.4.

C noMoLLbIO 3TOU MHPOPMaALMUM MOXKHO YCNEeLlHOo
=  OCyLWlecTBUTb aTaky Ha AC c uHesiblo NPOHUKHOBEHUSA
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Ayant CYWUDB no ctaHaapty ISO 27001

. MonnTtnka 6esonacHocCTn

. OpraHum3saymMoHHblie Mepbl 6e30NacHOCTH

YyeT n kKateropmpoBsaHue MH(POPMALIMOHHbIX PeCcypcCcoB

. KappoBblie acnekTtbl Ub

. ®Dusnuyeckasn s3awmrta MHPOpPMaLIMOHHbIX pecypcoB

. YnpaB/ieHne TeXHOJIOrMYEeCKMM NpoLeccom

. YNnpaB/sieHue AoCTynom

. 3aKynka, pa3pab6oTka u conpoBo)xaeHue komnoHeHT UC

© 0 N O U A WNHR

. YnpaBJieHMe nHumaeHtTamm B 06,s1actm MHPOPMALIMOHHOM
6e3onacHoCTH

10.06ecneuyeHve HenpepbiBHOCTU paboTbl U BOCCTaHOBJIEHUSA

11.CooTBeTCTBME HOPMAaTUBHbIM U PYKOBOASALLUM AOKYMEHTaM
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AyauUT HaNnN4na KoHPuUaeHUManbHOU
MHOpMaLnn

® AyauT Hanumums KoHpuaeHuymanbHOW MHPOpMauum npeacraBnsaeT
coboil HeE3aBUCUMbIN U AOKYMEHTUPOBAHHbIN NpoLecc noucka u
aHanus3a KoHpunaeHUManbHbIX CBeAEHUN B CeTU VIHTepHeT npu
NOMOLLM CPeACcTB KOHKYPEHTHOMN pa3BeiKu

® [louck nHdopmaumm ocyllectenseTcs: Ha popymax, B 6sorax, B
3/1eKTpOHHbIX CMU, B rocteBbIX KHUrax, Ha Aockax ob6bsaBNeHun, B
AHEBHUKAX, KOHpepeHUmnsax u T.4.

® [lo pe3ysbTaTaM NPoOBEeAEHHOro NOUCKa NPoBOAUTCS Bblaauda
«OUEeHOo4YHOW>» UHpopMauun B Buae otyérta. OTUET coaepXuT
cneayoLwyr nHpopmauuio:

. 0651acTb noucka (rae ocyLwecTBAsANICA NOUCK);

. HangeHHas KoHdpuaeHunanbHasa nHpopmaums;

. rae HangeHa KoHpuaeHumanbHas MHpopmaums;

. peKkoMeHaauumn no ycrpaHeHuto (yaaneHuto) HanaeHHou

KOHpunaeHUnanbHou nHpopMaunum B MHTepHeTe

D WNBEH
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OueHKa 1 aHanun3 puckoB 6e30NacHOCTH

B WaeHTudukaums MHPOPMaLIMOHHbIX aKTUBOB

B dopMupoBaHMe KaTasiora BO3MOXHbIX Yyrpo3
6e3onacHoCTU

B OueHKa YypOBHS BEPOSATHOCTU peann3aLmu
yrpo3 6e30nacHoCTu

B OueHka ypoBHS yulepba, KOTopbit MOXeET 6bITb
HaHEeCeH B CJ/ly4yae peanm3auum yrposbl

B OnpepeneHne MHTErpasbHOro 3Ha4YeHUs1 pucka
6e3onacHoCTu

B AHanu3 puckos 6e30MacHOCTH
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KoMnieKCcHbIN ayanT 6e30MacHOCTU

® Y4yuTbIBaeT OpraHnU3aLMOHHbIE N TEXHONOMNYECKUE
acrneKkTbl 3aWNLLLEHHOCTU aBTOMATU3UPOBaAHHOMN
CUCTEMbl KOMNAHUU

® [Ipegnonaraert npoBeaeHmne oUueHKM PUCKOB
MHPOpMaLUMOoHHOW Be30onacHoCTH

® YuyuTbiBaeT TpeboBaHUA pOCCUMNCKOTro
3aKoHOAaTeNbCTBA U peKoMeHAaLmnm
MeXAyHapoAHbIX CTaHAApPTOB

® [1py HEOOBXOAUMOCTN MOXET BKJOUYATb B cebs
MHCTPYMEHTaNbHOEe 06CcneanoBaHUe OpraHnU3auum
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OcHOBHble 3Tanbl paboT

v 3aknioyveHune cornatlueHunsa o HepasrnaiweHuu (NDA)

v PaspaboTka pernameHTa, yCTaHaBMMBAOLLLErO NOPSA0K U
paMKu npoBeAeHnsa paboT

v Cbop ncxogHon nHgpopmaumm od6 aBTomaTuanpoBaHHOM
CUCTEME KOMMaHUu

v AHanma cobpaHHon MHOpMaLnn C LEeNbIo BbISIBIIEHUS
TEXHOJIOMMYECKNX, IKCMyaTauMOHHbIX YA3BUMOCTEN, a
TakXe HeJoCTaTKOB OpraHn3aLnoHHO-NPaBoOBOro
obecneyeHus

v [logrotoBka OTYETHbIX MaTepmarnoB
v [lpeseHTauma n 3almTa pesyrbTaTtoB NpoeKTa
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HanbHenuwne gencTengd no pesynbraTtam

Pe3ynbTaTtbl ayanuTta 9BAsOTCA OCHOBOW A1s NPOBEeAeHNS
OanbHeunwmx paboT No NoBbiLLEHUIO NH(POPMALMOHHON
6e3onacHoCTu:

* CoBepLUeHCTBOBaHME OpraHmM3aLUnoHHO-NPaBoOBOro
obecrneyvyeHna 3akasymka (paspaboTka Nonutunku
B6e3onacHOCTU, AOMKHOCTHbLIX UHCTPYKLMIW, PErMaMEHTOB U

T.4.)

* [lpoekTupoBaHue, pa3paboTka, BHegpeHune
N CONPOBOXOEHNE CUCTEM 3aLUNTbI, YCTPAHSAOLLINX
YA3BMMOCTU, BbISIBNEHHbIE B NpoLecce NpoBeaeHns ayanta
©e3onacHoCcTH

* Oby4eHne nepcoHana 3akas4vunka
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[lpenmyllecTtBa ayanTta 6e€30nacHOCTU

B Jlyywee noHMMaHuUe pyKoBOACTBOM U
COTpyaAHUKaMU Ueneun, 3aagad, npobnem
opraHusauunun B obnactu Ub

B Oco3HaHue UeHHOCTU MHPOPMALUMOHHBIX
pecypcosB

B Hapanexallee JOKYMEHTUPOBaHWE npoueayp v
moaenen UC c nosnuyum b

B [lpuHATUE OTBETCTBEHHOCTU 3a OCTaTOUHbIE
PUCKU
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Cnacunbo 3a BHUMaHue!

3A0 «AunanorHayka»

Ten.: (495) 980-67-76
dakc: (495) 980-67-75

vas@dialognauka.ru
www.dialognauka.ru
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