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AKTYa/IbHOCTb

KoHTponb uenoctHoctu (KL): npucoeanHeHune cozpatenem nHdopmaumm
(oTnpasutenem) K HGopmaumnmoHHomy [-butoBomy 610Ky m-6MTOBOroO KOAA
KOHTPOANA UenocTtHocTn, m<l.

Kopg, koHTpona uenoctHoctu (KKLU): aBonyHaa kKombuHauma, cBsisaHHaA ¢ 6/10KoM.
Ncnonbsyemble anroputmbl KU MmeroT HeaoCTaTKuU:

" HapéxXHble Kpuntorpadpunyeckme xaw-oyHKUMKM TpeboBaTeNbHbl K pecypcam.

= nknnyeckne nsbbitoyHble Koapbl (CRC) obecneymBatoT mnomexoyctomnumsoe

e

KoagunposaHme, HO NMONCK KOIJTIMU3NN BECbMA BEPOATEH.

AKTyanbHaA 3a4a4a — NOCTPOEHME a/IbTEPHATUBHbIX a/ITOPUTMOB t:
KOHTpoAna uenoctHoctm (AKL). S
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Llenb nccnepgoBaHuA

Pa3paboTKa ckopocTHbiX AKL, ansa 6onblumx
maccmoB ([10).

Ba*XHO AOCTUYb Npuemnemoro Komnpommcca
MeXay Kpuntorpadpudeckmmm ceoncteamum AKL,
M pecypcammn, HeobxoammblMm ANA ero
peasnsaumu.

Www.ruscrypto.ru 3




XN\ KoHbepeHuus
[‘@ Pyc?(ﬁmmo

Kpmnntorpadunyeckme n akcnayaTaumoHHbIe
TpeboBaHua K AKU

" BueKTMBHOCTb Npeobpa3oBaHUsA, Ha OCHOBe KoToporo ctpoutca AKL
(no3BonseT nonyyaTb 60nee ToYHbIe OLEHKM BEPOATHOCTU coBnageHma aAByx KKL ana pa3anyHbix 6,10KoB)

= [lonHOe nepemewinBaHne BXOAHbIX AaHHbIX, TO €CTb CyLLLeCTBEHHAA
3aBUCMMOCTb Kaxkgoro 6uta KKL ot Kaxkaoro 6uta 610Ka AaHHbIX
(I'IOSBOJ'IHET TOYHO KOHTPOJZINPOBATb LENTOCTHOCTb, 3aTPYAHAET HAaBA3bIBAHUE TOXKHDbIX 6I'IOKOB)

= HeBblCOKaA BblYUCAUTENBbHAA U eMKOCTHadA (I'IO I'IaMFITl/I) CNIOXKHOCTb peainsaumun
(nosBonsaeT apdheKTUBHO KOHTPONMPOBATL LLENOCTHOCTb DONbLLINX MAaCCUBOB AaHHbIX, B TOM YMUCNe B
YC/I0BUAX OFPAHMYEHHbIX pecypcos)
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3ada4va reHepauum KKU

[MocTpouTtb anropmntm reHepaumnm m-éumtosoro KKLU ana nHbopmaumMoHHOro
[-bntoBoro 6n10kKa.

[1na KOHTPOANA UenocTHOCTU panna pasmepa bonee [ Ut pamn pasbusaeTtca Ha
OTPEe3KU No | BUT 1 ANA KaxKAoro oTpesKa reHepupyeTca yHMKanbHbin KKLL.

3TO OorpaHUYeHUE He ABNAETCA NPUHLUUMNMNAIbHBIM.
B npoknaae [=8192 6uta (1KbanTt), m=128 6ur. *
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Ob603HavyeHUs

V_ — MHOeCTBO ABOWNYHbIX N-MEePHbIX BEKTOPOB;

X — ABOWYHOeE npepcTas/ieHne Yyncnaa X U3 Kobla BblYETOB Z,64;

C/0XKeHMe ymcen no moaynto 2%4; @ — XOR-cymmmnpoBaHue;

s(ag,-..,0;) — GYyHKUMA 8noaHe nepemewusarowe2o!'!! s-6okca pasmepa 8x8 6uT;
solag,---,05),...,55(ay,...,0;) — ByneBbl KOOpANHATHbIE GYHKLUMN S-OOKCa;

(p — perncTposoe npeobpaszoBaHMe MHOMKECTBA COCTOAHUN aA4ANTUBHOIO reHepaTopa
AnvHbl 16 Hap, Ve, c oaHon obpaTtHou cBasbio f(X,..., X 5) (B A4eiKe 3anuncaH BblvueT
XeZ,64 NN, YTO PAaBHOCU/IbHO, BeKTOp X € V,):

Xy Xs) = (Xiy o Xes) FXoyernrXi)):

[1] V.M. Fomichev. Matrix-graph approach for studying nonlinearity of transformations on vector space, CTCrypt 2019,
https://ctcrypt.ru/files/files/2019/materials/08 Fomichev.pdf
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AKL, (1)

Anroputm reHepaumnm 128-6umtosoro KKL, 6n10Ka 1 Kbaut peanmsyet pyHKUUIO
W(gY): Vgi9o—=>Vise TAE G: Vg9, = Vg9, — NPE0BpasoBaHme MHOXECTBA COCTOAHUIN CXeMbl U3
8 NOEBHTUYHDBIX aAANTUBHDBIX reHepaTopoB AG,,...,AG,, dyHKUMA obpaTHOW cBA3M Al

F(XgpersXs) =X FBX FEX,  FBX . >
(0 o 0 .. 5 .. 9 | 10 .. T15
Mpun t>0 npeobpazoBanHue S'Y 3aaaHo popmynoun: AG,
; o Akl L L
_(t) 54 =_(ft(§))(®(t))""'57( )((D(t)))r rae U Y DO DN O D
o ol=(c(X o1 £ )y O(X 71 :)), S DO Y Y 1 e I O !
* G(Xg- 1 Xg3)=XD...BX3 — NMHENHaA byneBa PyHKLMA AG7IIIIIZIZIIZIZI S DO N I

YETHOCTU Beca BeKTopa (X, ..., Xg3),
¢ 5o (@)=s(0), s (0W)=s(si) (w)Bw®), j=1,...7, »é »[% »ala—

* S —HeANHENHbIN BUEKTUBHbIN S-OOKC M3 PucyHok — Peructp Hap ((Z2s+)*, H)
FOCT 34.11-2018 (Ctpunbor) u TOCT 34.12-2018 (Ky3Heuuk).
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AKL, (2)

AKL mopennpyetca aBTOHOMHbIM aBTOMAaTOM
Munn 6e3 Bbixoaos A=(V; 1 64,9), FA€ PPV i

/.

g = GYHKLMA NePexo/os U e e P
Vs 16,64=1X; ;«} — MHOXeECTBO COCTOAHWMIA aBTOMaTa, , T i o o ke e
NpesCcTaBUMOE KaK TPEXMEPHOE MHOMKECTBO JrE N
ABOVYHbIX YNCEN, MHOXECTBO KOOPAMHAT e i e
KOTOPbIX BUEKTUBHO COOTBETCTBYET
NOAMHOXeCcTBY P 31eMeHTOB TPEXMEPHOTO v

NPOCTPAHCTBA C LieNbiMU KOOPAMHATaMy, PucyHok —Tapannenenunea, conepatumi

OrpaHUYeHHOMY napanienenmneaom: MHOXeCTBO BepLUUH (C LenbiMnm KoopanHaTaMm)
) ) nepemelwmsatoLlero rpada npeobpasoBaHms g
0<i<8, 0<j<16, 0<k<64.
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AKL, (3)
()

J t
MHOeCcTBO COCTOAHMI aBTOMaTa B TakTe t>0 0603HauYum 1/8(1)6 64={xij k}, NIu

MaTpuLen Mflt)=(Xl.(?) Hag Z 64, TOE )?i(z):(xi(?o,...,xi(?@) — COCTOSIHUE B t-M TaKTe

J-n avenkun Al.. PyHKUMA NepexooB aBTOMaTa 3aJ,aHa PaBeHCTBAMMU:

(t)
) Y _1)))

0227 In

XED xED) y© Oy ©

1,0 7 in—-1 ,1 72" " in-1’

roe Yi(? =X l.(? npu j=10 n Y(t) =X (©)

t). :
10=%i 10 St). 0<j<8.

Kopa, reHepupyembin AKLL 610Ka AaHHbIX, onpeaennm Kak 128-6utoByro CTPOKY:

W(9) (Vg 16 64)=(X (©) x® x{O xWO_ xW® xW® x O

(t)
0,15 1,15 2,15 3,15” 4,15 5,15 615 B X7 15): (1)
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Ceouncrtea AKL: 6MEeKTMBHOCTb

[Tpeobpa3oBaHne g buektmsHoe. Yncno npoobpasos
Nno6oro 3HaveHua GyHKUMK y(gt) pasHo 2%,

CnepoBaTtenbHO, NpU CZIY4aMHOM PaBHOBEPOATHOM Bblbope
HaYya/IbHOro COCTOAHMA U U3 MHOXeCTBa Vg 1 ¢, BEPOATHOCTb
NMoay4YnTb 3aJaHHbIN Ko Q paBHa 27128,

CpenHee yncnio onpoboBaHUM Ans NOUCKa 610KoB u, U’
Takux, yto u=u’ n Q(u)=Q(u’), oueHnBaeTca c NOMOLLbIO
«napagoKca AHEeN poxKaAeHUA» BeANYMHOM nopaaka 2%,

el
o’
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CeouctBa AKL (2): nepemewwinBaHumne

Nepemewmnsatowme ceomnctea AKL oueHeHbl ¢ nomoubio pa3sutnua MITI ans
OLUEHKN nepemeLlmnBatoLLLmMx CBOMCTB moanduumpoBaHHbIX Al [2].

[na nepemelnBaHNA B KpaMHUX sYerKax pernctpos (TpebyeTtca B COOTBETCTBUM C
(1)) oueHeH noKanbHbIM 3KCNOHEHT Nepemelinsatrowero oprpada l(g) :

*U-expl(g) <6,

rae U=Ug<i<g.0<k<64t (i, 15, k)}. Ouenka cneayet us [3, c.457] (ana scex
aonyctmmbix nap sepwwuH ((i,15,),(i',15,5')) oueHeHa ANAMHA NYyTU U3 OQHOWM
BEPLUMHbBI B APYryto, NPOXOAALLErO YePE3 HEKOTOPYIO BEPLLUUHY C NETNEN).

[2] V.M. Fomichev, A.M. Koreneva. Mixing properties of modified additive generators, J. Appl. Industr. Math., 11:2 (2017),
215-226 pp., DOI: 10.1134/s1990478917020077

[3] Fomichey, Ya.E. Avezova, A.M. Koreneva, S.N. Kyazhin. Primitivity and Local Primitivity of Digraphs and Nonnegative
Matrices, J. Appl. Industr. Math., 12:3, 2018, 453-469 pp. DOI: 10.1134/s1990478918030067
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CeoucTtBa AKLL: BbI6Op yncna taktos t

[na HaaeKHOro KOHTPOAA LLeNOCTHOCTU Heobxoammo BblumcneHme KKL, c
NOMOLLLbIO BNOJIHE Nepemelumsatoen GyHKUUMN.

YcTaHOBAEHO, YTO Npu t 26 0be PpyHKUUKN, popmupytouwine KKL,
(t)

(t)
015 115 X2,15 X3,15 4
(t) (t) (t) (t)
X415 0 X5 15 B Xg 15 0 X7 5

)

BMOJIHE nepemetlinBaojmne.

JKCnepmMmeHTanbHO onpeaeneHo, 4to npm 6<t<100 cBOUCTBO NOAHOIO
nepemelmBaHmna 3TUX GyHKUUN COXpaHAeTcA.
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CeouctBa AKL: peanmnsauunsa

CNOXXHOCTb BbluncaeHmAa yHKUMK y(gt) oueHnBaeTca BenmumHom nopaaka t(s5u+8v),
roe U — BblYMCUTENbHAA CIOKHOCTb CYMMUPOBAHMA ABYX ymcen no mod 254,
V — C/IOXKHOCTb BblYMCeHnA s-6oKca.

B Tabnunue gaHbl pe3ynbraTtbl MU3MEPEHUA CKOPOCTU FrEHepPaLMn U BPEMEHMU
BbluncneHmna 128-butosoro KKL ana 6n10Ka aaHHbIXx 1 Kb6anT npu pasnnyHblix t.

Tabnnua. CKkopocTb reHepaumm n Bpems sBbluncneHmna KKL

-I__“_“
CKopocTb reHepauum, Méut/cek 3500 1900 1200
0018 0032 0,049 0,096 0,2 0,25

JKcnepumeHTbl NnpoBeaeHbl Ha NM3BM ¢ npoueccopom Intel Core i5-8600 n TakToBOM
yactotou 3.1 GHz.
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