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Pa3ssutue pbiHKa Ny6/1IMUHbIX MecceHaXepoB

#irc

o

ICQ, IRC, Skype
1996-2010

MecceHaxepbl
A1 KOMMbIOTEPOB.

=

Whatsapp, Viber,
Snapchat, WeChat

2009-2012

Bym mobunbHbIX
MECCEH/KepPOoB KaK 3aMeHa
CMC cOObLEHUAM.

/ wickr
008

Telegram, Signal,
Wickr, Threema
2012-2017

CTpemuTenbHbIN pocT
NONYASPHOCTM 3aLWMLLEHHbIX
MECCEH/KepPOB.

[Mpn 3TOM MaccoBble
MeCCEeHAKepbl yaensoT Bce
6onblle BHUMAHUA
6e3onacHOCTU U
NOBCEMECTHO BHeApPAIOT
end-to-end wudposaHme.



TpeHAbl B KOPNOPATUBHbIX KOMMYHUKaLUAX

- '
QHIPChat 3awumuieHHan

5 SYMPHONY KopnopaTUBHasA CBA3b

Slack, HipChat, ABHbIX 1MAEepOoB B HULLE

HauMHaeT pa3pabaTbiBaTb

| | » Symphony HET U PbIHOK TOJIbKO

Microsoft C 2014 ropa busHec 3A€Cb NPOAYKTHI.
Google apps obuweHne B pasainyHbIE

CBA3b yepes

yaenswoT Bce bonblue

ROPMOPATBHDbIE BHMMaHMA 3awmTe

mecceHagxepbl n

KOpnopaTUBHYIO NaHHbIX.

nouTy.

CepPBUCHI yNpaBaeHun
NPoeKTaMu.



Yto TaKkoe «b6e30nacHbIU mecceHaXKep»
C TOUKMU 3peHuna bonblunHcTBA?

be3onacHaAa aBTopu3aumA
LLindppoBaHmne ceteBoro TpaduKa

ABTOMaTMYyeCcKoe yaaneHue
coobweHnmn

QWERTYU I OP BescepBepHan p2p cBA3b
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Kakue tpeboBaHus
npeabvABAAIOT KANEHTbI?

=  Kpuntorpaduyeckan 3alimnTa AaHHbIX,
KOTopble yXo4AT C KIMEHTCKOro YCTPOICTBA
B CeTb.

" KnneHT-cepBepHan apxmTeKTypa C
obecneyeHMem OTKa30yCTOMYNBOCTH.

= 3awuleHHoe AO0/NITOBPEMEHHOE U
OTKa30yCTOMYMBOE XpPaHEHUE AaHHbIX.

= HacTtpanBaembin N LEHTPA/IM30BAHHbIN
KOHTPO/1b NapameTpoB 6e30NacHOCTU U
cepBepa, U K/IMEHTOB.

"  WHTerpauma c cywectsytowen UT
MHPPACTPYKTYPOW.



Kakue norpebHocTu
BCTPEYAOTCA Y KIMEHTOB?

"  EauHoe 3awmueHHoe paboyee NpPoCTPaHCTBO,
NOCTYMHOE C PA3/IMYHbIX YCTPOMCTB.

" 3awmuleHHasa paboTa Kak Ha cepBepax BHYTPM
OpraHu3aLuunmn, Tak 1 B 0b1akax U CTOPOHHUX

LOdax.

= PaboTta B 3aMKHYTOM CETEBOM NEPUMETPE,
N30JIMPOBAHHOM OT 3KOCUCTEMDI
npounssogutenen MobunbHbIX N1aTGOpPM.

= Hanundue 3awimThbl OT IKCTPEHHbLIX U
HeWTaTHbIX CMTyaLI,Ml‘;I.

"  WN36umpaTesibHbIN KOHTPO/b 33 AENUCTBUAMMU U
AAHHbIMM NO/1b30BaTENEN CO CTOPOHDI
CNy*Kb6bl 6e3onacHocTy.
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Kpuntorpaduueckan sawmrta gaHHbIX

3almTa BCcero cereBoro TpaduKa c KIMEHTCKOro
YCTPOICTBA OT NepexsaTa:

O  3allMTa CeTeBbIX KaHA/IOB KKNMEHT-CepBEP»
(Hanpumep, TLS nan, VPN);

O 3allMTa ronocoBOro 1 BUAeo TpaduKa (Hanpumep,
wnpposaHne UDP-nakeToB meanitHoro Tpaduka namVPN).

3awmTta abOHEHTCKUX AaHHbIX OT HECAHKLMOHMPOBAHHOIO
[0CTyMNa Ha cepBepe € NCNo/Ib30BaHMEM abOHEHTCKOro
WndpoBaHUA (Hanpumep, KoHTelHepbl CMS, PGP nan
CeaHCOBOE NOTOKOBOE WKdpoBaHue).

3awmTa AaHHbIX Ha KIMEHTCKOM YCTPpOUCTBe.
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LLindpoBaHMe Bcex TMNOB AAaHHbIX, KOTOPbIMMU
obMeHMBaoTCA NONb30BaTe/Nn.

[laHHble Nonb3oBaTeNst AOCTYMHbI C Pa3HbIX
YCTPOMCTB C BO3SMOXHOCTbIO CUHXPOHM3aL M.

BO3MOXHOCTb A40CTYNA K AAdHHbIM
NO/Ib30BaTENEN CO CTOPOHbI CAYKObI
6e30nacHOCTM opraHmn3auunm.
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BOCTpEGOBa Hbl AONO/IHUTE/IbHbIE
MmexXxaHn3mbl 3alLUTDI

KoHTpO/b NOAKAOYEHNIM NO/Ib30BATENA
3aWmTa OT «3abbIBYMBOCTUY»

3aluTa OT KENI0rrepoB

KOHTpO/ib OTNpaBAeHHbIX coobLeHnn
CKpbiTne IP agpeca

CKpbITble KOHTAKTbI

MexaHn3M NogMeHHbIX CEKPeTOB



v

LleHTpanAn3oBaHHOe ynpaBsieHne U KOHTPOb

-
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2 NS

3apaaum TexnepcoHana u
CUCTE@MHbIX aAMUHUCTPATOPOB

3apaum cnyb 6esonacHocTH
N pyKosoguteneu

Pa3BepTbiBaHUE CUCTEMDI
N HACTPOMKa,

MOHUTOPUHT
OYHKUMOHMUPOBAHUA CUCTEMDI,

ObecneyeHune
OTKa30yCTOMYMBOCTH,

MacwTtabupoBaHue noa,
Tpebyembie HarpysKku.

YnpasneHue
NoO/1b30BaTE/IAMMU,

" YnpasaeHue napameTpamm
6e30nacHOCTM YCTPOMCTB,

*=  AyaouT aKTUBHOCTHU
Nnonb30BaTeNewn,

=  AyauT OaHHbIX U
paccnegoBaHue
WHUMOEHTOB.




ApXUTEeKTypHble 0c0b6eHHOCTU U cpeaa
PYHKLMOHUPOBAHUA

1. 3aBMCMMOCTb OT CTEKA TEXHONOTU.
2. 3aBMCMMOCTb OT KaHa/0B AUCTPUOYLUN.

3. 3aBUCMMOCTb OT 3KOCUCTEMDbI
MOOUNbHbIX NAAaTPOPM.
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3aBMCUMOCTb OT CTeKa TeXHONorum

ObLwenpuHATBIM NOAXOA,

——

PekomeHAa0BaHHbIN noaxoA,

Cocras NO:

ba3a gaHHbIX - CTOPOHHUI cepBep
MpunoxeHun - Habop NnpuKknaaHbIx
ckpuntos cepsepHoro [10.

OcHoBaH Ha web-TexHonoruax:

Ha cepsepe node.js nau
ruby on rails;

Ha K1neHTe node.js +
chromium/electron unun
bpaysep.

Cocras NO:

MoHonuntHoe cepsepHoe 10,
KOTOpOe BbINOJIHAETCA B cpeae
okpykeHusa OC 6e3 nocpeHUKa B
BUAE BUPTYa/IbHbIX MALLUH.

OcHOBaH Ha TeXHONOrUAX:
C++/C/Obijective-C;

SDK, KoTopbIn aBNseTcA
OCHOBHbIM A/18 MObUAbHOM
nnatpopmbl.




T

KaHanbl guctpmnbyunmn

MpounsBoauTeNn paga NaatdopPM YCAOKHAIOT, OrPaHNYUBaALIOT
N pake 3anpewatoT ceoboaHoe pacnpoctpaHeHue MO .

NMpumepsi:

= Ha Windows moryT 6biTb C/IOXXHOCTM ycTaHOBKM [10,
KOTOpOE He NoAanucaHo cepTudPmMKaTtom Npom3BoanUTeNs,
aKKpeaAMnTOBaHHOIO B KOPHEeBbIX LLeHTpax
ceptmdunKkaumnmn CLUA.

= NnaiOS pacnpocTpaHeHUe NPUIOKEHNN OYEHDb CTPOTO
PErnameHTUPOBAHO U B CU/IbHOM CTEMNEHMU

KOHTponupyetca Apple.



JKocmucrema npoussoautenem
MobunbHbIX NAaThopm

MobunbHasa nhatdopma MOXKET OrpaHNUYMBaThb AOCTYN K
KNto4eBbIM PYHKLUMAM Be3 AoCTyna YCTPOMUCTBA K
obnavyHOM aKocucTeme npomssogmtens Nnnathopmol.

NMpumepbil:

= Nlna nonHoueHHOW paboTbl mecceHakepa Ha i0S
HeobxoaMmo Mcnosib30BaTb 0b/1a4YHblE CEPBUCHI
Apple, Kak cuctemy HoTudukaumm APNS.

= B N30/IMPOBAHHOM CETEBOM NMepmnmeTpe
3dTPYOAHUTENIbHO MNOJ/1Ib30BaATbCA MECCEHAXKEPOM bes3

aoctyna yctponcts Apple n cepsepa mecceHaxepa
K cepBepam Apple.



KOHTaKTbI

EBreHnn Cnpopos

[InpeKTop No TEXHONOMUAM

+7 (495) 150 55 95
sea@cybrus.ru

www.cybrus.ru




