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VIPNet HSM

¢YH KUMOHaAJ/ibHbl€é BO3MO>XXHOCTUA

DNEeKTPOHHAaA MOAMMUCH AAHHbIX

[TpoBepKa 3N1eKTPOHHOM NO4MNCH

[eHepauma Karo4ven (CUMMETPUYHBIX,
ACVMMETPUYHbIX)

LLindposaHme, nmunTo3awmTa (BbipaboTka
KOHTPOJIbHbIX CYyMM)

Hape>xHoe xpaHeHMe CEKPETHBIX KAHYen 1

AaHHbIX MOJIb30BaTENEN
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\/|PNet HSM infotecs

[MoBbiWeHHblIe Mepbl 3allUTbl

IMeeT BCTPOEHHbIN MOAY/1b 06HAPY>XKEHNS BCKPLITUSE U KOHTPOISA
OCHOBHbIX NapamMeTpoB paboTbl NaaTGOPMbl, XpaHEHUS U
rapaHTUPOBAHHOIO YHUYTOXEHMA MaCcTep-K/t0Yel

PasaeneHue «cekpeTa», cbop KBOpyMa A5 BbINOJHEHMS
KPUTUYECKMX onepaLum

Pa3BuTas posieBas mogesb

Dusnyecknin aTumk Cay4amHbIx Yncen

© 2017, OAO «MHpoTeKC»
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ViIPNet HSM PS

(DyH KUMNOHAJ/ibHbleé BO3MOX>XHOCTUA

« Ob6paboTka GaHKOBCKMX TPAH3aKLUMN 3NEKTPOHHbIX MAATEXHbIX
cucTem.

» [logaep>xka HEOOXOAMMbIX PEXMMOB ANst AIMUCCUN KapT (reHepawums
CEKPETHbIX BEIMUNH N INeKTpnuUYeckas nepcoHann3aums) .

* [loagep>kka pexxmmMoB, HEOBXOANMbIX AN obecneyeHuns
MeXXOaHKOBCKOro B3anMOAeNCTBUS.

» [eHepauma karouen ana obecneveHnsa paboTbl TEPMUHANBHOW CETU

» [eHepauua 1 neyatb Nnaponen, kntoven n NMMH-KoHBEpPTOB
BAaJeNbLieB KapT.

© 2017, OO0 «Cucrembl npaktnyeckon 6ezonacHoctmn», © 2017, OAO «MHPoTeKC»
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ViIPNet HSM PS

N POTOKOJibl U COBMECTUMOCTb

» [Nlopaep>xka npotokonos Visa n Mastercard, China
Union Pay, American Express, MIP.

« CuctemMa KOMaHA 1 NPOTOKOJIbl B3aMMOAENCTBUSA
ViPNet HSM PS cooTBeTCTBYHOT peann3oBaHHbIM B
HSM Thales PayShield 9000 npu pabote B pexxume - -\ |
COBMECTUMOCTU C MeXAYHAPOAHbIMU
NAaTEXHbIMU CUCTEMAMMW.

* VImeeT AONONHUTENBHYIO CUCTEMY KOMAHJ, C
OTeYeCTBEHHbIMU KpUnTorpapmuecknmm
anroputMamMu gnsa obecneyenms nepexopa K
KapTaM 1 NPOTOKOJaM C OTeYeCTBEHHbIMM
KPUNTOaAropuTMamum.

O TH 26
rocTp

© 2017, OO0 «Cucrembl npaktnyeckon 6ezonacHoctmn», © 2017, OAO «MHPoTeKC»



VIPNet HSM PS

Cneuuduka

* [JlononHUTEeNbHO peann3oBaHbl

kpunTtoaaroputmbl DES, TripleDES, AES,

RSA, SHA-1, SHA-256.
* PaspgenbHoe nnueH3snpoBaHue
OYHKLNOHANBHOCTU:

©)

O O O O

©)

* B pexunme NpoBepKw PIN PVV/CVV - 4000

[TpoueccuHr

Pexxum YaocToBeparowero LeHTpa
MNopnep>xkka 3D-Secure

[Meuatb NMNH-kKoHBepTOB
[pepnepcoHanmnsauus kapt
[lepcoHanuzayma kapt

TPaH3aKLWNW B CEKYHAY.
 [lononHutenoHas WEB-KoHcOb ANns
yrpaBJieHUA MaaTeXXHbIMU CepBUCaMMN,

("B infotecs

MO,lIyJII: 0e30NACHOCTH IIATERABIX CHCTEM

© AZMUHUCTPUpOBaHWE

audit_admin

© 2017, OO0 «Cuctembl npakTnyeckon bezonacHoctn», © 2017, OAO «NHPoTeKC»
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ViIPNet HSM PS

TectnpoBsaHue

* [lo utoram TectposaHua B OpenWay B 2016r. ViPNet HSM PS
BK/JFOUEH B NepeyeHb PeKOMEeHA0BaHHbIX YCTPOUCTB,
NoAAepP>XNBaEMbIX KOMMYHWKALVWOHHBLIMU CepBepamMu
NetServer n Transaction Switch Cuctembl WAY4

« B HCIK pa3pabotanbl [TMW Ha HSM gna ronoBHOro
yaocroepsarowero ueHtpa HCIK n Ha cooTBeTcTBUE
bYHKUMOHaNbHbIM TpeboBaHunAM, npeabasaseMbiM MNC «Mup» K
nnatexxHbiIM HSM, BbibpaHa nabopaTopusa 4na NpoBeaeHNS
GYHKLMOHANBLHOIO TeCTUPOBAHMA.

« 3aBepLUeH BTOPOW LMK TECTUPOBAHMA Ha NaoLLajKe
CbepbaHka/CbepTexa — NOATBEPXKAEHA TEXHNYECKAS
BO3MOXXHOCTb MCMO/b30BaHNA n3genna Kak ansa online
onepaunn B AC Way4/SmartVista, Tak n ana Bbinycka Kapr.

* [lpoBeaeHo TectnposaHue B AKb «Poccusa»

« CraprtoBan yumka TectmpoBaHma B komnaHmm Compass Plus Ha

COBMeCTMMO%BOE7T5%%%¥§MQQAAQT?AMeCKoM 6e3onacHoctn», © 2017, OAO «MHpoTeKC»
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CepTnomKaumA
naaHnpoBanocs B 2016

‘ FIPS 140-2 n PCI HSM?
3aBepLuaerca ceptudurkayma
MAK ViPNet HSM no

TpeGoBanmaM k CK3L g CornacosaHo T3 Ha MAK ViPNet HSM PS

knacca KB2 (kpuntorniargopma |, npoBeseHne TeMaTnyeckmx

¢ anroputmamu FOCT) NCCNes0BaHMWI MO OLLEeHKe BAUSHUS

® NaaTeXHOro CepBmMca U AOMOAHUTENBHOTO

KpunToagpa ¢ UMMOPTHbIMU
kpuntoanroputmamm Ha CK3U MAK ViPNet
HSM — paboTbl HauHyTCA NO dakTy
nonyydeHus 3akntoveHunsa Ha MNAK ViPNet
HSM

© 2017, OAO «NHPpoTeKC»



®EJEPAJIBHASL CJY>KBA BE30ONACHOCTH
POCCHICKOIl ®EJEPALIMU

Cucrema ceprudpukaunn POCC RU.0001.030001

CEPTU®UKAT COOTBETCTBUSA

Perucrpannonnbiii nomep _CD /124-3071 or "28 " cpespana 2017 r.
Jleiicturenen 1o " 31 " dexabpa 2018 r.
Boigan AKLMOHEPHO « MaUHOHHbIE OHHI
cucrempi» (OAQ «MndoTeKC»).
Hacrosmuit ceprudukar yaocrosepser, uro N = it xommuekc V3™
1oanenus 1 JIACHO MV -01 30 01 O
COOTBETCTBYET TPeGOBaHHAM = TP 34.11- (38
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Ceprudukar sbigan v .oTATOB IPOBE/IEHHBIX _mm@kﬂ/l A
cepTHPHKAIHOHHD ~A31a MPOAYKIHHK No 818A-001001

Beaonachoer

) ;n-? ua;pe@a.&auvmm K

-
(

led .-b IHTHI gTTMauuu
Ch. KJ1aCCa A.M. HBamxko
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FIPS 140-2 n PCI

HSM?

© 2017, OAO «MHpoTeKC»
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ABTOPM30BaHHbIE N1abopaTopunn

C | & HagexHbrii

https://www.pcisecuritystandards.org/assessors_and_solutions/pci_recognized_laboratories

Vendors are encouraged to contact a PCl-recognized laboratory directly in regards to the above services, and any fees associated with
them. However, the laboratories cannot offer any advice on POI design. Please contact any of the PCl-recognized laboratories listed
below to obtain information and documentation on scheduling test dates and test fees:

Beijing Unionpay Card Technology Co., Ltd. (Bank Card Test
Center)

9th Building No.26 West Waihuan Road,

Fengtai Science Park, 100070 Beijing

China

Mr. Andy Liu

Phone: +86 10 58055955

Email: liu.sp@bctest.com

Website: www.bctest.com/index_en.aspx

Brightsight BV.

Delftechpark 1 2628 XJ

Delft, The Netherlands

Rob van Marrewijk, Shu Gao (China)
Phone: +31 15 269 2522, +31 15 269 2568
Fax: +31 15 269 2555

Email: terminal@brightsight.com

Email: marrewijk@brightsight.com
Website: www.brightsight.com

EWA-Canada Limited

1223 Michael Street, Suite 200

Ottawa, Ontario K1J 7T2

Canada

Mr. Erin Connor or Ms. Dawn Adams

Phone: +1 613.230.6067 Extension 1214 (Erin) or 1249
Fax: +1 613.230.4933

Email: pcilab@ewa-canada.com

[ R FR

vaam el e

T-Systems International GmbH

Mr. Robert Hammelrath

Bonner Talweg 100

53113 Bonn

Germany

E-Mail: robert.hammelrath@t-systems.com
Website: http://www.t-systems.com/ict-security
Tel: +49 (0)228 181-49910

FAX: +49 (0)228 811-49992

UL Verification Services

(formerly RFI Global Services)

Basingstoke, United Kingdom Pavillion A, Ashwood Park
Ashwood Way

Basingstoke, Hampshire RG23 8BG

Ms. Julie Miller

Phone: +44 (0) 1256 312081

Fax: +44(0) 1256 312001

Email: Julie.Miller@ul.com

Website: www.ul.com

UL Transaction Security
Level 7 / 277 William Street
Melbourne, Australia
Victoria 3000

UL Transaction Security
Guangzhou, China

SR E PR [y Y Iy DRSS DY

https://www.pcisecuritystandards.org/assessors_and_solutions/pci_recognized laboratories




C——

infotecs

PCI PTS/HSM akkpeanTaums
naboparopmm

v MoagnucaTb ¢ Cosetom PCI SSC aokymeHTbl: NDA 1 CornalueHue 06
OTCYTCTBUM KOHPNKTOB MHTEPECOB.

v Monyuntb ot CoseTa PCI SSC A0KYMEHTbI, BKAOYas nepeyeHb
TpeboBaHMM K nabopaTopun 1 ee 060pyL0BaHMIO.

* [logTBEpAUTL HaAMYKMe 060pYyA0BaAHNS U BbINOJHEHME UHbIX
TpeboBaHMN.

*  BbINOAHUTE NPO6HYIO CEpTUPUKALLMIO OAHOIO YCTPOUCTBA.

* [lponTun OH-canT ayaunT nabopatopum.

NHdopmaumsa npegoctaBneHa komnaHmen Deiteriy www.deiteriy.com
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[TpumereHne CK3M B baHkax

* [natexHble CUCTEMbI, MPOLECCUHT U
IMUCCUA KapT

*  [nctaHumoHHoe 6aHKOBCKOE 0bCNyXMBaHMeE,
ayTeHTUPUMKaLMA Nosib3oBaTENEN

JIOKYMEHT IO/IITHCAH
VCAJTEHHON KBATHOHUITHPOBAHHOR
3JIEKTPOHHOH MOIHCHIO

e JlonosHUTEeNbHbIE YCAYTK, Tpebytowmne npuMmeHeHns
KBa/IMPULLUPOBAHHOM 3/IEKTPOHHOM NOANNCU
no/sib3oBaTesien

Cepradurar: 590235548255050350564706
Brnagenen: MH ©HC Poccun no IIO/T
Heacrearenen: ¢ 20.08.2015 no 20.08.2016

© 2017, OAO «MHpoTeKC»
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VIPNet HSM

NMoaknioyeHune npUKnagHbiX cepBuUcoB

NogkntoveHune

CepBUCOB Moj,

> 3awmTon TLS Ha
OCT

API - PKCS#11

ViPNet HSM —
KpunTtorpadpudeckas
SDK gns nnatgopma ans CEPBMCOB
paspacos 3 flonyercerer
CEPBUCOB U s 4 npmﬁinaqulx
B3anMoaencTtBuAa C CcepBuUCOB

HS

© 2017, OAO «HpoTeKC»
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[1hatdopma ViIPNet HSM

ViPNet HSM

YHMBEpCabHbIY
KPMNTOMOAY b

ViPNet HSM PS
[1lnaTexHble cepBUCH

ViPNet PKI Service

CepBUCbl 3/16KTPOHHOM NOANNCH

ViPNet SIM Service

CepBuchbl co3ganus npodunen SIM
KapT

© 2017, OAO «HpoTeKC»
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* BbinonHeHme kpuntTorpadmyeckmx GyHKLNM
(co3paHve n nposepka 31, reHepauma
knodeu I, wnpposaHmne/pacimppoBaHme P ApUKNaAHOV
[AaHHbIX, X3WKWpOBaHWe, GopMmnpoBaHmne B cepeep
MMNTOBCTaBKMU). ,
+  BO3MOXHOCTb BCTpanMBaHusa B ARG recrapit  mo
MHPOPMaLMOHHbIE cucTeMbl (Hannume REST M cepes cepeepa
API). - ®

« PoneBas Mogenb 1 ynpasfieHNe yUYeTHbIMU
3anmMcamMm noJsib3oBaTtenen.

« B3anmopencreme ¢ kKomnoHeHTamm PKI: ¢ YL
Eﬁl)(lgs#lO), TSP (RFC 3161), OCSP (RFC 2560),

* [lloaaepxka kpuntoanropmutmos FOCT P 34.10 2001/2012, TOCT P 34.11
94/2012, TOCT 2814789.

* [Moagepxka dopmatos nognucu: PKCS#7 (CMS), XMLDSig, CAJESBES.

* BO3MOXHOCTb yaaNEHHOro aAMUHNCTPUPOBaAHUA Yepe3 Beb-nHTepdenc

© 2017, OAO «NHPpoTeKC»
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ViIPNet HSM SIM Service

[MpepgHa3HaueH gnsa co3gaHna aboHeHTCKMX npoduaen, coaepkaLmx
Habopbl yHUKaNbHbIX aTpnbyToB ansa 3anncy Ha SIM-kaptbl*: IMSI, ICCID,
PIN1, PIN2, PUK1, PUK2, kntou ayteHTUdUKaumm aboHeHTa (KI), ADM-
knroumn, OTA-knroum (KIC, KID, KIK).

Oneparop Wt o oo

WSOy zennmees PEEEErep i I'IAK NO3BOJIIET CO3/1aBaTb aDOHEHTCKME

npo¢mnmqnaSlM-KapT npodunn anA SIM-kapt

;3;5? - \! = E . npodwaun, B AByX Gopmarax:

8 - » [na 3anncm Ha SIM kapty

FIAKp 2o MAKVIPNetHSM |

\%\s ST "« Jlna 3arpysku B NporpamMmmMHo-
N annapaTHble KOMMAEKChl 4OMaLLHEro
@ _J perucrpatopa MectoHaxoxaeHus (HLR)
P e M LeHTpa ayTeHTudumnkaumm aboHeHTOB
(AuC).

[opaep>kka KOHKPETHbIX Mogenen SIM-kapT n obopyaoBaHus
peannsyeTcsa Ha 3akas.

© 2017, OAO «NHPpoTeKC»
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Cnacmbo 3a BHUMaHme!
Bonpoch!?

MoTawHMKoB AnekcaHap
potashnikov@infotecs.ru

© 2017, OAO «HpoTeKC»



