YMHbIN
BbIOOp
MEeHSIOLLUXCS
TeXHONorumn

Poccuuckoe ceptucdpmnumnpoBaHHoe
cpencTBO BMpTyanusaumm paboumx mecTt
(VDI)

Bapl/IaHTbI NPaKTN4EeCKOro NCrioJib3oBaHnA

PomaH4eHko Omutpun
HOvpektop otaenerHuna Vb

‘?\ |
HEH L
|88
E;:E
11t

Py

E rirh-r. -:."‘.....(

FEFr vy




Poccuncknmn npogykr ans
opraHusauum padoyero
NpocTpaHCTBa



PeweHna no opraHusauuu
pabo4ynx mecT

TepMMHaANbHLIN
AocTyn

lNepcoHanbHbIE
KOMMNbIOTEPbI




NMpeanocbinku ucnonb3oBaHusa VDI

JKkcnnyaTtauus:
= [eorpacuyeckada pacnpeaeneéHHoCcTb paboymx MecT
= 3oonapk obopyngosaHusi, npunoxeHunn n OC

= CrioxHasi MHppacTpyKkTypa ynpasneHns pasHOpPOLAHbIM
napkomMm pabounx mect

= Pasnun4yHble nokoneHunsa obopygosaHus un MO
MoOunbHOCTbL pabo4ynx mecT:

= OnepaTtnBHOE pa3BepTbiBaHNE HOBbLIX paboymx mecT
= CMeHHbIN rpaduk paboTbl COTPYAHUKOB
UHdopmaumnoHHaa 6e30nacHOCTb:

= PaboTta ¢ KOHTYypamu, obpabaTtbiBaroLLUMU
NHOPMALMIO Pa3fINYHbIX KaTeropum

= TpeboBaHWs PerynaTopos no 3awute nHdopmaLmm

Bbicokue TpeboBaHUA, NpeabABnsaseMble KITMEHTCKUM
Mno:

= Llnpokuin Habop NpuIoXeHnm
= CnoxHoe pecypcoemkoe O
= PasHooOpasHasa nepudepus




Parallels VDI

= CoBMeCTHbIN NpoaykT komnaHun Parallels n IBS no
CO34aHNI0 MHAPACTPYKTYPbl BUPTYarnbHbIX paboyunx mect

(VDI)

|| Parallels

icnonb3yeTca yHUKanbHas TEXHOMNOrna KOHTENHEPHOW

BUpTYyann3aumnmn

= TpebyeTcs B 2 pa3a MeHbLUe 0bopyaoBaHus, Yem ans

rmnepBn3opHbIX peweHuin no VDI

= He TpebyeTcsa nuueH3npoBaHne gecktonHbix Bepcun OC

Windows

= BcTpoeHHble hyHKUMKN 6esonacHoCTn nHopmaumm

= [MpogykTt ceptudpmnumposaH @CTIK Ha cooTBeTCTBUE
TexHMYecKkuM yCcnoBmaM U rno 4-my YpOBHIO KOHTPOMA

otcytctBua HIB. Bce ncxogHbie koabl packpbiBanumch.
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|| Parallels

TexHonorun Parallels



Bb100op TexHONOrMn LUeHTpanusaumm
pabo4ynx mecTt

TepMuHanbHbIN 4OCTYN

= [1nwockbl: = [1nwochbl:

= MHoro nonb3oBaTtenen NOAKMYarTCs K = MHoro BupTyasnbHbIX MalMH paboTaeT
OZIHOMY cepBepy Ha OHOM cepBepe

~ . Y,
= Bblcokasi NIOTHOCTb MOSib30BaTENEN Ha Eggggﬂllgquﬂggo;lfg?;a%gﬁSE'I)TSS-II:UCVIHOI7I

cepBeep C MHAMBMAYarnbHbIM Habopom MO
= BoamoxHa opraHusauus goctyna K = [Nonb3oBarenu NOMHOCTLIO
oTAeNbHbIM MPUJTOXEHUAM N301IMPOBaHbI
= MeHblle o6opyaoBaHus, aellesne = ObecneymBaeT pasgeneHne pecypcos
MHdpacTpyKTypa MeXay nosib3oBarensaMmu
. ]
= MuHycChbl: MuHycbr:
= Bbicokue TpeboBaHUA K
= Bce nonb3oBatenu paboTtatoT B paMkax

UHpacTpykType (B ~2-3 pa3a
OLHOW MHCTaHLUMK onepauoHHOM GOﬁfme fgpgggoé) P

NCTEMbI HUM H M I
chcTEMBI C OA abopom M0 = Bbicokas cTonMocTb pabo4ero
= Huskasa nsonauus n 6e3onacHoCTb MecTa

= [lonb3oBaTenu BNUSAKOT APYr Ha apyra
.




Parallels VDI mMeHsieT npaBuna urpbl

TepMUHanNbHbIN JOCTYN Parallels VDI

* AIcnonb3yeTcs TeEXHONMOrMs KOHTEMHEPHOU BUpPTyanu3auuu:

= [1ntochbl:
= [lepcoHanbHOe paboyee MecTo ANs KaXK4oro rnonb3oBaTesis
= OTcyTtcTBMe npobnem c 10
= BbICOKMI YpOBEHb U30NALMM NOoSib30BaTeNeN

= TpebyeTca B 2 pa3a MeHblLUe cepBepoB 4YeM B kKnaccudeckux VDI
peLLlEeHnNNAX

= 3HaunTENbHOE CHMXKEHUE CTOMMOCTM paboyero mecta (Bcero Ha 10%
OOpPOXe YEM B TEPMUHANBHOM AOCTYMeE)

= OcobeHHOCTU:

= B KOHTenHepax 3anyckaetcs Ta xe OC, KoTopasa UCNonb3yeTcsi B Ka4ecTBe
OaszoBon




EanHoe peweHue ana nHPaCcTpPYyKTypbl E
VDI Ha 6a3e Parallels VDI

VDI cermeHT

OHHWA

uuuuuu CORANHEHHA
5 el psi."!h ¥NpasnAowmi Cerment
Connection Broker CEpecp NPUAOHEHHIA
Paboua B Mayap Parallels Virtual




Tunbl padboyunx mect VDI E

[lepcoHanuanpoBaHHbIe CecCUoHHbIEe
(Statefull) Stateless

N
)~ ah




KnneHTtckue yctpoucrtsa VDI

= MobunbHas Bepcus
Parallels VDI Client

= Parallels Access,
KOTOPbIN MO3BONSET
nonb3oBaTtenam pabortartb
Ha nnaHweTax u
cMapTdoHax c
npunoxeHusamm Windows
TaK, Kak 6yato Obl OHU
ObinKn paspaboTaHbl
cneumanbHO Ons 3TUX
YCTPOMNCTB

NmeeTca peanmnaauums ans
knuneHtoB Windows u Linux

Knunentckoe MO Parallels VDI ans
Linux nogaepxmnsaet x86 n ARM

MoXHO ycTaHaBnmMBaTtb
NpakTU4ecKkn Ha nodble TOHKME
KIUEHTDI

EcTb CnnCoK pekoMeHayeMbIX
Moaenen TOHKNX KIMeHTOoB,
KOTOpble npon3BoaaTcst B Poccuu

PaspaboTtaHo cobcTBEHHAs
npolwmBka Linux, kotopas MOXeT
NpeaoCcTaBnATLCS NOObLIM
OTEYECTBEHHbLIM NPOM3BOANTENAM
TOHKUX KIMTMEHTOB
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Parallels Cloud Server — cnegyroLwmu war
pa3BUTUA TEXHOSOMMU

Parallels Containers Parallels Hypervisor

W VM1 VM2 VM3 [Ba Tna BupTyanusauuu B
| popications | PAMKaX OZIHOTO CepBepa

* [MnepBn3opHas

Container1 ~ Container2 ~ Container 3 i4pplications Applications |

‘L Guest OS ] ~ | GuestOS J | GuestOs
i

| 5 GO B ) | 4A 4 L 4 = TpaguumoHHoe pelueHune Ans
Applications | = Applications | ~ | Applications vitual B Virtual Virtual BUpTYyanu3auuu
| Hardware Hardware Hardware
= [lopnepxka 6onbLLOro

konunyectsa OC

: : sl Hypervisor .
Host OS Kernel with virtualization layer | = KoHTeitHepHast (ogHo simpo OC
Host OS Ans Bcex cpen):
Hardware = «Jlerkoe» 1 nponsBoanTenbLHoOE
_ Hardware peLLIeHVle ana BleTyaﬂM3aU,V|V|

= BbICcOKasi BblMUCMUTENbHAS
NIOTHOCTb (00 Tpex pas Bbille
MO CPaBHEHWIO C
rMnepBusopamm)

= BbICcTpble onepauun no
obcnyxusanuio (cosgaHue,
Murpaums, MaclutabmpoBaHue,
PK)

= O6nactn NPUMEHeEHNsA —
GonbLuoe KONMYeCcTBO TUMOBbLIX
cpen (TecTupoBaHue, obyyeHue,
VDI), a Takke BeO-NPOEKTHI

« Xpanunuuwe Cloud Storage - oTkasoyctonumsbiii pacrnpeneneHHbliin knactep ans
XpaHeHUs1 AaHHbIX Ha 6a3e nokanbHbIX ANCKOB CEPBEPOB | 12




ObecneyeHue 3aliUTHI
MHopmMaLun

= Parallels VDI:

= EanHcTBeHHoe VDI pelieHune
ceptudounumposaHHoe PCTIK Poccum no 4-my
YPOBHIO KOHTpons otcyTtcTeua HAB

= [1naHnpyeTcs NOBbICUTL KNnacc
cepTudmKaumm, Tak Kak MoryT ObITb
BbIMOSTHEHBbI N0ObIE HEODXOAUMBbIE AOPADOTKN

= BO3MOXHOCTb paboTbl C KOHTypamu,
obpabaTbiBaroLWMMN MHOPpMaLUIO
PasfindHbIX YPOBHEN KOHUOEHLMNANLHOCTH
NPV NOSTHOM U30NMPOBaAHNN KOHTYPOB APYr OT

apyra
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MexaHn3Mbl 3alinTbI UHOPMaLUN
B Parallels VDI

= Parallels VDI peanusyet cneayrowme pyHkuum UbB:

= PasrpaHnyeHue goctyna

= ObecnevyeHne KOHTPONMS LEeSTIOCTHOCTU

= Pernctpaumsa cobbitnn 6€3onacHoCcTu

= Pe3epBHOe KonnpoBaHue

| - Bo3MOXHOCTU UHTerpauum ¢ nHppactpykrypou Ub:

= LleHTpanM3oBaHHbLIMK CUCTEMAMWN UOEHTUMUKALUK N yripaBneHns
poctyrnom (IDM)

= CuctemMamMmm MOHUTOPUHIa coObITUIN U paccnenoBaHNS UHLMOEHTOB
VB (SIEM)

= CucteMamMmu KOHTpONs 3alluLEeHHOCTH

= KopnopartusHou PKI, annapatHbiM/ cpeacTBamMm ayTeHTUdunkaum
(eToken, ruToken, kapTbl)

= Cpegcrteamu kpuntosawmTtbl: KOHTMHEHT (Kog besonacHocTtn),
VipNet (MHdoTekc) | 15




Mcnonb3oBaHue NnoKarbHbIX
npuHTepoB Ha VDI-gecKkrTone

Ycrpoiicteo /,__\
Aoctyna

RDP
|| Parallels &= | Parallels| [
% VDI knuneHr Co;:\:::lron ‘

ﬂﬂﬂﬂﬂﬂ
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Ucnonb3oBaHUe TeXHONMOrnu E
3reKTpoHHOU noanucu Ha VDI-
aeckrone

YcTpoicTBo
Aoctyna

RDP
@ EI Parallels}&{w lcﬂara!!elsj ’ 75
VDI kAneHT Bro

=, B

=l >sun
—

/19

C PKI Knuenr )
R /)

=

P

1/

PKI KnueHr )

Uy
ca

oo

[N

MepcoHanbHbIN
ceptudukar

BuprtyanbHbie
AecKTonbl
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KpunTto3awmuta ceteBbIX

noaAKJMTHO4YeHUU
- \
YcTpoicteo RDP ceccuna N
Aocryna
|| Parallels (3ALNGPOBARRBIN KaHAM) b= | Parallels ,!
% Connection
VDI knueHT
Broker
( PKI Knuenr ) I
———¢] MHorodakropHas
ot ayTeHTUPUKaumna
BuprtyanbHbie
" uoA AecKTonbl >
* KoHTtnHeHT ATKL (Kog BesonacHocTn)
* VipNet (MHdoTEKC)
18




LleHTpann3oBaHHbIXN MOHUTOPWHI

coobiTn b

c

Monb3oBarennb

|| Parallels

VDI KnueHrt

YcrpoicTeo
gocrtyna

\_HoA

| Parallels

Connection
Broker

BuprtyanbHbie
AecKTonbl
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TexHn4yecKkas noaaepxkKa

* TexHnyeckasi nogaepxka ot IBS u
Parallels:

* YO0obCTBO KOMMYHUKALNN:
= PyCcCKnu a3bIK
= OnepaTnBHOCTL:

= BblaeneHHble KOMaHabl 9KCMNEPTOB U
NHXXEHEPOB

= OnTMK3npoBaHa ansa 9 4acoBbIX
MOSICOB:

= KomaHabl pacrniorioxeHbl B Mockee u
HoBocunbupcke

= PasButne n obHoBneHue:
u BbII'IyCK HOBbIX peJ'II/I3OB
u I'Ipoxo>|<u,eH|/|e MHCNEeKUMOHHOIo KOHTpOJ'IFI

20
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3penoe pelleHue E

= KoHTenHepHasa Buptyanusauusa gna Windows:
= Cywectsyet ~10 nert

= Vlcnonb3yeTca KpynHenwmmMmn cepeuc-nposangepamm
Nno BCeMYy MUpy

= Parallels VDI:
= B Poccuun npogaHbl 4ECATKN ThICAY JTMLEH3UIA

= icnonb3yetca B PenepansHon Hanoroson Crnyxobe
P®

= cnonbayetca B MnHdpuHe Poccuu
= TecTupyetcs B:
= [10 Masnpom (npu nogaepxke @snHdopmcepBuUC)
= CbepbaHke PP
= Pocatome
* LleHTpansHOM baHke PO




CanenaHo B Poccum

CUCTEMA CEPTH®HKAULHWH
CPEJACTB 3AIHUTHBI HHOOPMAILIMH

= KoHkypeHTOCcrnocobHoe 10 Ha MMPOBOM pbIHKE . [P———

CEPTH®HUKAT COOTBETCTBHS
Ne 3218

= Top-4 KpyNHENLINX KOMMNaHUN C LLEHTPOM pa3paboTku B

Poccun (Kaspersky, Acronis, Parallels, ABBYY)

= EANHCTBEHHBIM B Poccuun pa3paboTymk 3aKOHYEHHbIX

KOMMeEpPYECKNX peUJeHMVI no BNpTyanmn3aumnm

= R&D ueHTpbl B Mockse, HoBocmnbunpcke n CaHKT-

[MeTepbypre &
VIS
Yot
= Parallels — yyacTHuK npoekta « CKOMKOBO» §<@
g
= OcHoBaHa BbInyckHukamu nydwmnx BY3oB ctpaHbl: MOTH, o P&;é
\ %.:lf
HIY, MY, akagemun ®AMCU v ap. X §ﬁ
\\\\\\@7‘ “‘-\\ﬁ
7 e
woi P¢ 6{’4 d




Jlyywasa obnayHast TexHororn4yeckas II E
nHHoBauuAa B 2013 roay

RUSSIA CLOUD 2013

Jlyamast «obmaasas»
TEXHOJIOTAIECKAS MEHHOBAVS

\

17 oktabpa 2013 T.
MockBa, Russia Cloud 2013

Harpaga B HoMHauuu «JlyJwas
«obna4vyHasa» TexHonorn4yeckas
WHHOBaLUUA» NpUcyxgeHa KoMmnaHum
IBS 32 KOHKPETHbIN CPOKYCUPOBAHHbLIN
B3rnsa4 Ha obravHblie TEXHOMOrnu

N yMeHWe npespallaTb BUAeHne

B KOHKpeTHbIN npoaykT «Parallels VDI»
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[Mpumepsbli
NMPOEKTHbLIX peanu3auun



Llenu npoekTta VDI B ®HC

= CHUXXeHue 3aTtpaTt Ha moaepHusaunio UT-nnppactpyktypbl
HanoroBbix opraHoB PHC Poccum

= LleHTpanusauns pasmeLleHns pecypcoB, NoBbllLeHne YTUNu3awmm,
CHW)XEHMe 3aTpaT Ha Noaaep KKy M aKcnnyaTaumio

= CTaHgapTusaums n yHupukaumsa peLieHum

* [loBbIWEeHMEe KayecTBa npegocTtaBnsaembix UT-cepBucoB

= YBEnu4eHne HaJeXHOCTN N AOCTYMNHOCTU, CHUKEHNE BPEMEHM
NnpocTos

= BblaeneHnune nop 3agadv onTMManbHOMo KONM4ecTBa pecypcoB NyTeMm
ANHaMUYEeCcKoro nx nepepacnpeneneHus

* MMoarotoBka K nepexony Ha AUC Hanor-3

= Peanusauua LeHTpanmM3oBaHHOW apXUTEKTYPbl MHPPACTPYKTYpLI
no BHeapeHuns AVC Harnor-3
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O6wan nHdopmauyus
o npoekTte VDI B PHC

I'Ipep,nocunku NMpPoOeKTa ‘

Ucnonb3yemble pelieHUA/NPoayKThI ‘

Bonblwasa YyncneHHocTb napka pabouunx mect B ®PHC
(120 TbICAAY Nnonb3oBaTenemn)

Bbicokue akcnnyaTauuoOHHbIE U3OEePKKU
Cneuudmka chbmHaHCMpOBaHUA PermMoHoOB

Akcnnyatupyemoe MO paboTaeT He Ha Bcex pabounx
CTaHUMAX (HeCOBMECTUMOCTb 060opyaAOBaHUS,
Bepcun OC u .NET, Bepcui cepBuc-nakoB)

Paspabotka AUC «Hanor-3» (¢ 2013 — nunoTHbIE
ucnbiTaHus, ¢ 2014 — BBOA B 3KCNyaTauumio)

FocypapcTBeHHasa nporpamMma «neKTPOHHbIN
orogxeT»

= Parallels Virtuozzo Containers for Windows
= Windows Server 2012 Datacenter

= Parallels Virtual Automation

= Parallels Connection Broker

JTanbl NPoeKTa

2011 — anpo6auusa texHonoruu VDI B UDHC 24
(HUOKP). O606wweHune pesynstatoB HUOKP

Q1 2012 — pa3paboTka npoeKkTa Ans NUIIOTHOro
pernoHa (paspaboTka wabnoHa)

Q2-Q3 2012 - paspaboTka npoekta MerallO[loB.

Q3 2012 — pa3BépTbiBaHMe WAOGIOHa B
NMUIIOTHOM pPeruoHe

2013 — nunoTHble ucnbitauna AUC «Hanor-3»

Q4 2013 - Q1 2014 — BHegpeHue VDI B 2-x
pernoHax (Bawkupusa n TatapcTtaH)

Q3 2014 - 3aBepueHue ceptudukaumm VDI
Q4 2013 — Hauyano cTtpoutenbcTBa MerallOloB

2014 - 2015 — wupokomacwTabHoe BHegpeHue
VDI B ®HC

2015 - BBop B akcnnyaTtauuto AUC «Hanor-3»

2015 - 2016 — murpauums nonb3oBartenen VDI
B MerallO/.
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YMHbIN
BblOOp

MeHSIOLLUNXCS
TexHonornn

Poccusna, 127434, MockBa, Ten.: +7 (495) 967-8080 &= ibs@ibs.ru

@ www.facebook.com/IBS.ru
OmuTtpoBckoe wocce, 96 c¢akc: +7 (495) 967-8081 & www.ibs.ru

0B www.twitter.com/ibs_ru



