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Joknan nocesiieH npodieMam OOHApYKeHUs YSI3BUMOCTEN B COBPEMEHHbIX BeO-
NpUIOXKEHUsIX. B loKiajie omichIBalOTCS TPYAHOCTHU, KOTOPbIE BO3HUKAIOT IPU
aHanm3e UHTEP(ENCOoB B CBSI3U C MEPEXOJIOM OT CTATUUECKUX MHTEeP(eicoB BeO-
MPUJIOKEHUI K ArHamMuyeckuM. PaccMoTpeHbl TpeOOBaHUS, KOTOPBIM [OJKHBI
OTBEYaTb aBTOMATHYECKUE CPEACTBa OOHApy>KEHUsl  ysI3BUMOCTEH s
MOJIHOLEHHOM paboThl C AUHAMUYECKUMU BeO-uHTEephericamu.

B  nmoxyagme  paccMaTpUBAIOTCSL  BOIPOCHL  OOHApy>KeHHs  ysA3BHUMOCTel B  BeO-IPUIOKEHUSX,
IIOCTPOCHHBIX HAa OCHOBE IUHAMMYECKHUX TEXHOJOTMi. MccienoBaHus 10 NaHHOMY HAIPABIECHUIO BELyTCA
B paMkax mnpoekta DoHIa NEpPCIEKTUBHBIX HCCIEIOBaHHHI Ha Oa3e CIENUAIBHO CO3MaHHONM Ha (akKylIbTeTe
BMK MI'Y na6oparopuu. JlaHHBIII HpOEKT HampaBlieH Ha CO3JaHUE MEPCHEKTHBHBIX TEXHOJIOTUIH OLEHKU
3alUIICHHOCTH  OTEYECTBEHHOI'O  CErMEHTa MHTEpPHETa OT  yIpo3,  CBSI3aHHBIX C  BO3MOXHOCTBIO
9KCIUTyaTallil JIOTHYECKUX YSI3BUMOCTEH B BeO-IIPHIIOKEHUSIX.

3ajaya aBTOMATHYECKOr0 OOHAPYKEHUS YA3BUMOCTE B BEO-NPUIOKEHUSIX MPEJIOaraeT pelieHue Cleyoux
nop3ajau:

* [epBUYHAs HaBUrauusi MO BeO-NPWIOXKEHMI0O U TMOUCK BXOAHBIX TOYEK, KOTOpble pajgee OyAyT
uccnenoBaTbesi. [log BXOUHBIMM TOYKaMM OOBIYHO MOHUMaeTcs ‘“‘napamerpuszoBanHblii’”’ HTTP-3anpoc,
napaMeTpbl KOTOPOro OY/yT 3aMOJHATLCS HA 3Tare MOATBEPKAEHUS YI3BUMOCTH;

®*  MOHUCK CKpBIThIX (pyHKUuiA. ITomMrMO creHapueB B3aUMOJAEHCTBUS, NPEAyCMOTPEHHBIX MOJIb30BATEILCKUM
UHTEPQENCOM, MPUIIOXKEHNE MOKET COAEP3KATh “CKPbIThIe” (PYHKIUU, TOCTYI K KOTOPbIM HEJb35 NOJTYUUTh
HenocpefcTBeHHo. Hanbosee pacnpocTpaHeHHble MpUMephl TAKUX (PYHKIMI - 9TO MaHeNb aIMUHICTPATOPa
U pa3jnyHble OTJIaf04Hble UHTeP(eiChI.

*  reHepauusi U BOCHPOU3BE/ICHUE CLIEHApMEB B3aMMOJEIICTBUSI C HAlfleHHbIMUA BXOJIHBIMU TOYKaMH. Tak Kak
A1 OOHAPY3KEHUs ySI3BUMOCTEN MOKET NMOTPeb0BaThCsl HECKOJIbKO BAPUAHTOB CLIEHAPUEB B3aUMOJETCTBUS
C PAa3NUYHBIMUA TECTOBbIMHU JaHHBIMHU, TO 3Ta MNOf33jjauya [0O0aBsieT MAOMOJHUTEJbHOE TpeboBaHUE K
noj3ajjaue HaBUraluy - BOCHIPOU3BOAUMOCTb aKTUBALMM BXOJHBIX TOoueK. B mpocreiiiieM ciydae akTUBALUst
— ato nocbuika HTTP-3ampoca, B 6osiee CIOXKHBIX Cly4asix B TNPOLECC aKTUBALMUM MOTYT BXOJIUTHb
MOMOJIHATENbHbIE 1Iard, HampuMep, notydeHue BanugHoro CSRF-TokeHa;

®  aHauM3 OTBETOB BeO-MpuioKeHUs. HekoTopble TeXHUKN OOHApY KEHUs! ysI3BUMOCTEN MpEeAnoararT, YTo
MOATBEP3K/IEHUE YSI3BUMOCTU MPOU3BOAUTCS HA OCHOBE OTKJIOHEHMS TOBEIEHUS! BEO-NPUIIOKEHUS OT
“HopMasibHOrO” (Hampumep, T.H. cienble SQL-unbekuun). OnpefeseHre TaKUX OTKIOHEHUN TakKe MOXKHO
OTHECTH K TPeOOBaHUSM K PEILEHUIO MOA3alaul HaBUT ALY,

[epByto nopzanauy (6e3 yueta TpeGOBaHKSI BOCIIPOM3BOJUMOCTH) MOKHO CUATATh PELIEHHON MJIsl CTATUYECKUX
UHTEep(ENCOB BeO-NPUIIOXKEHUH, T.K. BXOIHbIE TOUKU MOJHOCTHIO ompenensitorcs no HTML-kony. B cratnueckux
uHTepdeicax ceMaHTUKa M MOBEAEHNE 3JIEMEHTOB CTPAHMIb! SIBISIOTCSA (PUKCUPOBAHHBIMU, TAKUM OOPa3oM, IpH
KJIMKE MOJIb30BaTellsl MO CChIIKE peakuusi uHTepdeiica Bcerna OyaeT oiuHakoBoi. B nuHamuyeckux uHTepdeiicax
MOBE/IEHNE JJIEMEHTOB MOXET ObITb M3MEHEHO mnporpammHo (¢ momouibio JavaScript-kopa), 4TO Jesaer
HEBO3MOXHBIM oOIpefiesieHre BXOAHbIX Touyek Ha ocHoBe HTML-kopga B obuiem ciyuae. [lostomy fnsi peuieHus
3ajlayl HaBUTAMU [UI AMHAMUYECKMX WHTep(eiicoB OONBLIMHCTBO MCCIIEfOBaTeNell MNpeAnaraloT pelleHus,
OCHOBaHHbIE Ha JIBUKKaX Opay3epoB WM UX 3MYJSITOpPax, KOTOpPhIe CIOCOOHBI McnoHsATh JavaScript-xon [1, 2, 3].
CTrouT OTMETUTb, YTO HANPSMYIO HU OMH U3 3TUX TOAXOfOB HE TapaHTUPYyeT BBINOJHEHUE TPeOOBAHUI
NpebsBISEMbIX K MOJ[3a/laue HaBUTalluK, HO TaM MPUCYTCTBYIOT “CXOfHbIE” 3aaunl:

* ompefieJleHMEe U pa3MuEHUE COCTOSIHMII uHTepdeiica BeO-mpuioxenusi. OmNUcaHHbIE MOAXOMbI
NPEACTABISIOT BEeO-MPUTIOXKEHNEe KAaK OPUEHTUPOBAHHBINA rpad, BEpLUIMHAMU 3TOro rpaca SIBISIOTCS T.H.
“COCTOSIHMSI  BEO-MPUJIOKEHUSI”, sl TMOCTPOEHUS TAaKOW MOJeNu BeO-NPUIIOXKEHUS HEOOXOaUMO
0TOOpaKeHNE CTPaHUL] BeO-MPUIOKEHHS Ha “‘COCTOSTHUSA

*  BbIOOp cTpaTerun ob6xopa. T.K. mpunoxeHue npefcTaBnseTcs: rpacdoM, To TpeboBaHUEe BOCIPOU3BOAUMOCTH
aKTUBALMK BXOJHBIX TOYEK NMEPEXOUT B BO3MOKHOCTb MPOXOXK/CHUS M0 MyTH B rpache HECKOIIBKO pa3 (4To
SIBJISIETCS] HEOOXOIMMBIM YCJIOBUEM, /JIs TOJIHOTO 06X0fa rpada).



B cratuyeckux uHTepdeiicax moa3ajauy MoMCKa CKPbITHIX (PYHKUMI MOXKHO pellaTh TOJbKO MyTeM mepedopa
(fuzzing), Takum obpasom, Hanmpumep, feificTByeT cpefcTBo DirBuster. Basel nepe6opa st Takux CpeficTB OObIYHO
COCTaBJISIIOTCA Ha OCHOBe yxkKe u3BecTHbIXx URL-afipecoB u3 fpyrux npuiioxxeHuil. B nunammueckux unTepdeiicax,
MOMMMO OINUCAHHOTO METOfa, laHHasl 3afada MOXET pellaTbcs MyTeM aHanmu3a JavaScript-kofa, Tak Kak B Kojie
MOTYT OBbITb cofepKaTbcsl (PYHKUUM, HE UCIOoJb3yeMble TekyuuMm uHTepgeiicom. I[lomumo “packpbitus’”
uH(OpMaLK, TaKue CUTYyalud MOTYT MPUBOAUTL K HAPYIIEHMIO WM OTCYTCTBUIO NPOBEPKM MpaB JOCTyma K
yHKImSIM npusnoskeHust. [IpeanocsukaMu K TaKOro pojia CUTYalUsIM SIBJISFOTCSL:

* xomuuecTBO JavaScript-haitioB OOGbIYHO HAMHOTO MEHbIIE, YeM KOJIMYECTBO Pa3IMYHBbIX COCTOSIHUI
uHTepdeica, Mo3ToMy B (paiiyiaX, 3arpy>KeHHbIX JJIsl OHOTO UHTepdeiica, MOTYT cofepsKaTbCs “MulHue”
yHKUMY;

*  MPaKTUKYU OOCIY>KUBAHUS 3aIPOCOB K CTATUYECKOMY KOHTEHTY. B 151X MOBBILIEHNS TPOM3BOUTEILHOCTH
BEO-NPUIIOKEHUI 3alpoChl HAa CTATUYECKUII KOHTEHT MOTYT OOCIYy>KUBATbCS OTHAEIBbHBIM CEPBEPOM,
KOTOPBII HAXOAUTCS BHE KOHTEKCTA MCHOJHSEMOro MPUIOXKEHUs, TAKUM 00pa3oM, OTCYTCTBYET NMpOBEepKa
npas ocTyna K JavaScript-cpaiinam Kak TakoBas;

* mpakTuku cbopku JavaScript-kopa. [Ina ymensuienust komudectsa HTTP-3anpocos, JavaScript-kon Be6-
MIPUJIOXKEHUS] MOXKET COOUPAThCs B OfJUH WM HECKOJIBKO JavaScript-¢aiisioB, 4To Tak>Ke MOXKET NPUBOJIUTH
K OTCYTCTBHIO IPOBEPKU MPAB JOCTYIA;

* 1mabJoHHAsl CTPYKTypa BeO-npuioxkeHuii. MHorue Be6-cpeiiMBopku (django, ruby on rails, express, u T.I.)
ISl PEHfIEPUHTa CTPAHUL] UCTIONB3YIOT IA0I0HU3aTOPhI, YTO MO3BOJISIET NEPEUCTIONBL30BATh GIOKU KOAA ISt
Pa3MYHBIX CTpaHull (TakuM GJIOKOM MoXeT ObITh mopkitoueHue JavaScript u CSS-¢aiinos). Bo3moxkHbI
CUTyallul KoOTrja Takue OJIOKM MUHYIOT MNpOBEpKY IMpaB [OCTyNa, Hampumep, OJOK W3 IaHeIu
a]MUHUCTpaTopa OyAeT BKIIIOYEH BO BCE CTPAHMUIbI, OTHOCSIMECS K aIMUHUCTPATUBHOMY MHTepelicy, B
TOM 4UClle U B CTpaHUIy ayTeHTU(UKAuuM, AOCTYN K KOTOPOIl MOXHO HOJy4uTb He obnajast
A]MUHUCTPATUBHBIMU NPaBaMu;

* aBTOMaTHMyeckas reHepauusi JavaScript-kopga. Hekoropele Be6-ppeiimBopku, Takue kak ASP .NET u
Vaadin, npefocTaByIsIIOT BO3MOXXHOCTb aBTOMATUYECKOI reHepaly KIMeHTCKOTo KOfja, Ha OCHOBE KOjia Ha
cTopoHe cepBepa. UTO TakxKe MOXET MPUBOAUTHL K PACKPBITUIO MH(OPMALMY WM HAPYLIEHUIO MPOBEPKU
NpaB JIOCTYTA, HAPUMEP, €CIM B KJIMEHTCKUII KOJ| MoMnajieT Nepexof] Ha Kakoi-HuOy b aipec B 3aBUCUMOCTH
OT poiu mnojb3oBaredsi. YacTWyHO paHHas mpobiieMa pellaeTcs MyTeM o00¢gycKaluu KIUEHTCKOro
JavaScript-kopa.

ITpeumyecTBom aHammu3a JavaScript-kofa no cpaBHeHuto ¢ fuzzing’oM B cratuyeckux uHTepdeiicax sBIseTCs
TO, uTo Kofi nomuMo URL-afpecoB MoKeT cofep>KaTh U AONOJHUTENbHYI0 HH(OPMALIO (HApUMep, UMEeHA U THIIbI
HTTP-napameTtpos, 3nauenust HTTP-3aronoBkoB u T.1.).

Pemienus nopzajfay npyMeHeHMsl TOJE3HOW HArpy3ku M aHajM3a pe3yJbTaTOB JOJDKHbI ObITh PACIIMPEHbI Ha
ySI3BUMOCTH, XapaKTEPHbIE TOJIbKO /ATl AMHAMUYECKUX UHTep(eNicoB, TaK1e KaK:
* DOM XSS;
*  ys3BUMOCTH, CBSI3aHHbIE C HEMpaBWIbHbIM HUCMOJNb30BaHMeM MexanusmoB HTMLS, nanpumep,
window .postMessage unu cross-origin resource sharing.

Takum o00pa3om, [JIsl aHajlu3a COBPEMEHHBbIX BeO-NPUJIOKEHUI CpPEACTBA aBTOMATUYECKOrOo OOHApY>KEeHUs
ySI3BUMOCTEN JOJI>KHbI YMETh!
*  OCYLIECTBJSITh HABUTALMIO MO BeO-NPUJIOKEHUIO, 3allOMUHAsI KaKUM 00pa3oM aKTUBUPYIOTCS pa3jddHbIe
BXOJIHbIE TOYKM;
*  BOCHpPOU3BOAMUTH AKTUBALUIO BXOAHBIX TOYEK UCMOJb3ysl MOJIE3HYI0 Harpy3ky, HEOOXOAUMYIO st
0OHapYysKeHUs YSI3BUMOCTH;
*  ompefeNsaTh U3MEHEHNs B TIOBEIEGHUU BeO-IIPUIIOXKEHNS, BEI3BAHHbIE MOJIE3HOI HArpy3KOii;
*  aHaNIM3UPOBAThb 3arpyxkKaemblil JavaScript-kofg Ha MNpeAMEeT BXOAHBIX TOYEK, AaKTHUBAIMS KOTOPBIX
HEBO3MOXKHA uepe3 BeO-uHTepderic.
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