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[1oJ1 CEKpETHBIMM BBEIYHUCIICHUSIMU
IIOJpa3yMeBaCTCs 00padOTKa 3aU(pPOBAHHBIX
TAHHBIX 0€3 X ACIIHU(POBAHUS

obnactu NPMUMEHEHUNA TAKOBbI:

ObpaboTKa nepcoHaNnbHbIX AaHHbIX B 00/1a4HbIX
cepsucax B 3alIMPPOBAHHOM BUAE

MouwwHble meToabl 06dycKaumm Ha
NPOrpamMmmMHOM M annapaTHOM YPOBHE.

3awmueHHble 6a3bl AaHHbIX B 06/1aKax, 1 Ha
paboyem mecTe.



CynTtaeTca, 4To ANA 3TUX LeNneun yylle BCero
noAXoAUT NOJIHOCTbIO rOMOMOpPdHOE
LWnPpOBaHME.

[Tog romoMOp(pHBIM IIUPPOBAHUEM ITOHUMACTCS
1H000€ OTOOpPAXKEHUE ®:A —>Q, TAE A,Q KOJbIIA
[IPOU3BOJBHOI'O BHIA, TAKOC YTO D(X+y)=D(X)+D(y)
D(xxy) =D(X)xD(y), €CIA YPABHECHUE D(X) =1 UMEET
pPEIICHHUE, TO 3TO PEUICHUE €IMHCTBEHHO.
CunTaeTrcs, 4TO @ - OTKPHITHIN KoY. Kak penarsb
YpPaBHEHHUE P(X)=A 3TO CEKPETHBINU KJIIOY.



* Jlntepatypa Ha 3Ty TeMy PaKTUYECKU ABNAETCH
otyeTamu no rpaHTam ana DARPA ( Defense
Advanced Research Projects Agency —
areHTCTBO NepeaoBblX 06OPOHHbIX

MCCNeoBaTe/IbCKUX MPOEKTOB MUHUCTEPCTBA
ob6opoHbl CLLA),

* |ARPA ( Intelligence Advanced Research
Projects Activity — AreHTCTBO NoO
NepcrneKkTUBHbIM NCCNEA0BAHMNAM
pa3BeablBaTE/IbHOrO BEJOMCTBA,
HauMoHasnbHaA pa3seaKa CLLUA)

 OTtyeTbl B KOMMNaHUAX IBM, Microsoft.



B 3Trx pabotax paccMaTpuBaeTCs BApUaHT
TOMOMOP(HOI0 IU(YPOBAHUS, TJIE A=Z,.
Jlpyrumu cjioBamu oz, »o. Hannuune
roMOMOp(Pr3Ma @ MO3BOISCT CEKPETHO
BBIYMCIISTH JTFOOBIC MHOTOYJICHEI OT JIFOOOI0
4HCJIa ICPEMEHHBIX. ITO 03HAYAET, YTO MOKHO
MMHUATHUPOBATH (3MYJIMPOBATh) CTAaHAAPTHBIN
IIPOLIECCOP C IBOUYHBIM IIPEACTABICHUEM
JAHHBIX U OIIEPaLIUSIMHU, CBI3aHHBIMH C
JBOMYHOM JIOTHKON. ITO BO3MOXKHO, YUUTHIBAS,
4YTO CTAaHAAPTHHIC ONEPAIIMH B IOJIE Z, MOXKHO
npeoO0pa3oBaTh B JJIOTHUECKUE onepamnuu of, and
(Ha camoM Jelie moctatouHo hand).



[IeyanbHbBIN (DAKT 3aKIHOYACTCSA B TOM, YTO
BAPUAHT ¢ TOMOMOP(QHBIM LK (poBaHueM .2, — O

OYEHb JAJIEK OT IPAKTUYECKOU pEATU3AIUH.
[Ipobnema B pocTe 3aln()pPOBAHHBIX JAHHBIX,
0COOCHHO IIpY YMHOKEHHUH. B citydae peanuzanun
JIOTHYECKHUX CXEM YMHOKEHHE IIPUCYTCTBYET BCETA



* Heobxoaumbl apyrue noaxoabl, Kak K
romomopPHoMmy LWNPPOBAHULO, TaK U K
KOMMbIOTEPHbIM CUCTEMAM KOTOpPble cobunpaemcs
3MY/INPOBATb.

* CywectByeT BapuaHT KOMMNbIOTEPOB OCHOBAHHbIX HA
cucteme octatoyHbix Knaccos (COK) nnm B
COBPEMEHHbIX TEPMUHAX HA OCHOBE MOAYNAPHOM
apnpmeTmke. Takme KomnbloTEPbI pa3pabaTbiBannCh
B 50-70 roabl npolwsioro ctonetma AnAa co3gaHusa
P/1C. K HUMm oTHOCKUTCA cynepkomnbtoTep K-340A, a
Tak»Ke Cynep3BM 5353, 3BM “Anmasz” n 1.n. Bce oHun
OCHOBaHbl Ha MoAyNAPHOU apudMeTUKe.
Ocob6eHHOCTbIO AaHHbIX KOMMNbIOTEPOB ABNAETCA
OYeHb BbICOKMMN Mapannenmsm, Yto no3BonseT
AenaTtb BblYNC/IEHNA B peasibHOM BPEMEHMN.



 HepocTtaTKkn — NnpoBepKa BbIXoAa 3a AMana3oH
NAaHHbIX, CpaBHeHUe bonblue, meHbLie. C
TOYKM 3peHnA Pa3paboTYNKOB 3TUX CUCTEM —
“MOoOynapHasa u 0eou4YHaAA apugppmemuka
Hecoemecmumel”. Llenb paboTbl
NOCTPOUTb CUCTEMY MOJHOCTbIO
romomop¢dHOro WndPpoBaHusa, KoTopana bbl

MMUTUPOBANaA (3MynmnpoBasa) 3TOT Kaacc
BbIYNCANTENbHbBIX YCTPOWCTB.



O01mue MeToaAbI NOCTPOEHUSA TOMOMOP(PHOTro MUPpPOBAHUS.

CraHgapTHBIA METO IIOCTPOCHUS TOMOMOP(H3MOB KOJICI] IIPOUCTEKACT U3
CTaHAapTHOM anreopandeckoi reomerpun. Ilycts R mpoussonbHOE KonbI0, D
IIPOU3BOJIBHOE MHOXKECTBO. PACCMOTPUM MHOXKECTBO (DYHKIMH ONpeaeIcHHbIX
Ha MHoxecTBe D co smauenusmu B R, 0603naunm 10 muoxectso W(D,R).

Muoxectso W(D,R) sBasercs KoapLoM OTHOCUTEIBHO TOTOYEYHOIO
yMHOXeHus. Teneps moctpouM otobpaxkenne u3 koasna R B xomso W(D,R) mo
MpaBUILy, BBIOWPaeM HEKOTOPYIO (PMKCUPOBAHHYIO TOUKY X, € D (310 cexpeTHbIii
KiI04), 18 Beskoro o€ R maxomum dyrkuuio f € DW(D,R) rtakyro, uro

f(X,) =0, bynkuus T sBasercs npencrapiaeHueM i AJIEMEHTA KOJbIA O U

OOBABIISIETCSA KaK OTKPBITBHIM K04, OQ4YeBUIHO, YTO 3TO TOMOMOpP(hU3M KoJjel. Jis

onpeeNeH s 3ar(ppPOBAHHOTO AIEMEHTa 10CTaTouHO BeraucuTb f(X,).

B npakTuueckux NpuIOKEHUIX OOBIYHO OEpYyT KOHEYHBINM Ha0Op (PyHKIUI
f.,f,,....T., KoTOpBIC OOBSBIAIOTCS OA3UCHBIMU, U PACCMATPUBAIOT MO/ KOJIBIIO B

Y(D,R) o6pasoBanHoe BCEBO3MOMXKHBIMU IIPOU3BEICHUAMHI U CyMMaMU 0a3UCHBIX

(yHKIIHM.



OcHoBHast MOJIEJIb IOJTHOCTHI0 TOMOMOP(HOT0 IM(PPOBAHUS.

DakTHYECKU BBIIIENEPEUHCICHHBIE KOMIBIOTEPHI HCMOb3YIOT MOITHOCTHH)
roMmoMop(Hoe mudposanue. CoraacHo MOAYIAPHON apu(hMETUKE, €CIIH JJaH

Ha0op B3AUMHO MPOCTBIX 4rcead M,,M,,...,M, 1 M=mm,..m,, o cTpoutes

m3oMopdu3M Konely Z,, 1 Zml X Zmz X... X ka . To, uto 310 M30MOPHU3M CEIYET

n3 KuTalcKoi TeopeMbl 00 octatkax. s 9BM K-340A Habop momynen Takon
2;5;23;63; 17; 19; 29; 13; 31, 61. IlepBoe, uTo NPUXOIUT B rOJIOBY, YTOD
ClIeNIaTh M3 MOJYISPHOTO TMOAX0a TOMOMOP(HOE IU(YPOBAHKE 3TO CKPBITh HA0OP
MOYJIEH m,,m,,...,m,, ciemarh U3 HUX CEKpeTHBIM KiIto4. OIHAKO Takas CHCTEMA

MU(PPOBAHKS JOCTATOYHO IPOCTO BCKPHIBAETCA ATAKOM ¢ 3BECTHBIMH JIAHHBIMH.



JI0CTaTOYHO MOCTPOUTH MOJHOCTHI0 TOMOMOP(HOE MUPPOBAHUE IS OJJHOTO

MOJLYJIs, ITyCTh 3TOT MOAYNb paBeH M. Tem cambIM paccMatpuBaeTcs Komiblo Z .

CornacHo anreOpandeckor TeOMETPUM ISl IOCTPOEHUS TOMOMOP(HU3MOB
HE00X0JMMO TIOCTPOUTh MHOKECTBO (DYHKLIMI CO 3HaUEHHEM B KoJble Z .

BriOepem npocTeimii ciiydaii, B KaueCTBE MHOXKECTBA (DYHKIIUM BEIOEpEM
JIMHEWHbIE PYHKIMK N TepeMEHHbBIX

h(X;, X, ..., X, ) = 0, X, oL, X, F.. 0 X

oeZ 1=1,2,..n

MHosxecTBO Takux GyHKIui 0003HaunM R . K coxanenuro, R sBigeTcs

MOJIYJIEM HaJl KOJIBLOM Z , HO He SBIsIeTCs KOJIbLoM. it Toro 4To0b! c/ieaTh 13

3
MHOXecTBa R KoJbI110, BBeieM Habop N° CTPYKTYPHBIX KOHCTAHT

Vik € Zn 1),k=1,2,....,n. 10T HabOp Ha30BEM TaOMHIIEH YMHOKEHUS



OmpenenuM Npou3BeACHNE IBYX (DYHKIIUHI

N, (X1 X0 X)) = X O X, Fo o, X

N, (X0, X, X, ) = By HP,%, 4B X
[lo npaBuity

h (X]_’XZ’"-:X )®h2(X1,X2,,,,,Xn) —

ZX ZyukaB

k=1 I, j=1

BBejieHue cTpyKTypHBIX KOHCTAHT IO3BOJIAET CHAOMUTH MHOKECTBO R
CTPYKTYPOIi areOphl (CMCTEMBbI TUTIEPKOMILIEKCHBIX YHCEIN). Y MHOKEHHUE B 3TOU
anreOpe He SBIIETCs, BOOOIE roBOPs, KOMMYTaTHBHBIM M aCCOLMATHUBHBIM.



[onoxkum U= (U,,U,,...,u ) €Z" , u onpenenaum romomopdusm ¢:R —Z 1o

paBUITy

¢(h) =h(u,,u,,...,u,), cnennanuzanus (BeraucieHue GyHKIHHA B TOUKE).

u=(u,,U,,...,U ) HA30BEM CEKPETHBIM KITFOUOM.

Yreepxkaenue 1. CTpyKTypHBIC KOHCTaHTBI Yy MOXHO BBIOPATh TaK, 4TO

OTOOpaKeHUE (P SIBJISAETCS TOMOMOP(HU3MOM KOJIEIL.

YrBepkaenue 2. J{is moboii cekperHoii Touku U = (U,,U,,...,U ) Tabnuma

YMHOZKCHHA Yijk HaXOIUTCA BCCrAad, IPUYCM HAXOAUTCSA HCOAHO3HAYHO.

Takum 00pa3z3oM, HOCTPOEHO MOJHOCTHI0 TOMOMOP(HOE MH(POBAHUE B KOJIBIIE
Z . CeKpeTHBIM KIIIOUOM SIBJIETCS] HA0Op, COCTOSIIMI U3 MOy sl M U TOYKH

U= (u Uy, u n) . OTKpPBITBIM KJIFOUOM SBJISICTCS TaOJMIAa YMHOXKCHUS

Yijk € Z 1,,k=1,2,....n.



[lIndposanue. Beskomy d € Z - conocrapisiercss GyHKIus

h(X;, Xy ,ees X, ) = 0, X, F0LX, .0 X

oeZ 1=1,2,...n

Taxas, uro h(u,,U,,...,u.)=d mod(m)

Jlenmdpposanue. Beskoit ynkumn h(X,, X,,..., X ) COMOCTaBIseTCS YHCIO
d=h(u,,u,,...,u ) mod(m).

["'oMOMOP(PHOCTH TaHHOTO MIM(POBAHUS BBITEKAET U3 TOTO (PaKTa, YTO MHOKECTBO
JTMHEWHBIX PYHKIMM ¢ 3aJaHHOM Ta0NIMIIe YMHOXKEHHUS HE BBIBOJUT U3 Klacca
JIMHENHBIX (PYHKIHIA.

B 1aHHOM BapuaHTE HE MPOUCXOUT YBEIIMYEHUE PAZMEPA JAHHBIX TPU
YMHOXEHUU



* Hannume tabnunubl yMHOXEHMA NO3BONSAET
peann3oBaTtb romomopdpHoe WndpoBaHne
ANA pPaLMOHaNbHbIX YUCEN.

e J/1aHHaAsA KOHCTPYKLMA NO3BOASAET CTPOUTb
LWNdpPoBaHME C OTKPbLITbIM KAHOYOM U3
LWNPPOBAHMA C CEKPETHBLIM KAHOYOM. ITOMY
NPUIOXKeHUo byaeT NoCBALLEH OTAEbHbIN
noKnaza.



CNACHMBO 3A BHUMAHWE.

Bonpochbl!?



