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MeToabl 3aLUUTLI NporpamMmm

B obuiem cnyvyae MeToAbl 3aWmThl NporpaMm noapasaendioTcsa Ha ABe rpynnol.
B nepBou — MeTOoabl, cO34atolne ycrnoBua, 3aTpyaHstowme nposasrneHme HOB.

Bo BTOpOFI — MEeTOAbl, NO3BOJNTIAOLLNE BbIABNTb aHOMaAl1lbHOE NnoBegeHune
nporpamMmmbl 1 NpegoTBpaTuTb BO3MOXHblE HEMATUBHbLIE NMOCIEeaCTBUA.

MeTtoabl nepBoM rpynnbl OObIMHO 0A3UPYOTCS Ha Pas3fUYHLIX MOAENSAX pasrpaHUYeHUs
OOCTyrna 1 co3gaHnn 3aMKHYTOW OOBEPEHHOW cpedbl BbIYUCNEHUN.

MeToabl BTOpPOM rpynnbl CBA3bIBAOT C  UCMNOMb30BAHMEM CUCTEM OOHApPYXXEHUS BTOPXEHUW
(IDS), oCHOBaHHbIX Ha 3BPUCTUKAX HOPMAarbHOro (MM aHOMAasnbHOro) NOBeAEHUSA KOHKPETHOW
nporpamMmmel.

Bo Bpemsa BbiNonHeHUs1 Bcex nporpamm IDS cpaBHUBAET CUCTEMHbIE BbI30Bbl C MMEKLLNMUCS
lWabnoHamn. N1 ecnn kakaa-to nporpamma npeanpuHMMaeT nonbITKY CUCTEMHOrNO Bbi30Ba, He
NpPeayCMOTPEHHOIO B €€ OnMcaHum, 3almTHasa cuctema brokmupyeT Nnogo3puTenbHbIe AENCTBUA.

Mpeanaraembin MeToAd, KOHTPOMSA U NpeAoTBpalleHMs HeAeKNapupoBaHHOMo
BbINOSMTHEHUSA KOMAHA, JOMOSHAET naew MeToda aHanusa nporpamm, NpoBedeHUeM
KOHTPONS He TONbKO CUCTEMHbIX BbI3OBOB, HO M §OObLIX APYrMx BbI30OBOB
PYyHKUMOHANbHbLIX O0OBLEKTOB Ha BC MNMyObUHY ux BroXeHHOCTU. [lpu 3TOM
KOHTPONMPYETCA HEe TONbKO COCTaB BbI3OBOB, HO W MOPSOOK WX ClegoBaHUst B
CTPOroM COOTBETCTBMM C arirOPUTMOM BbINONHEHWSI MPOrpaMMbil. 2



Ha3Ha4yeHue, Uenu n 3agayiv Metoga KOHTPOJIA

U NnpeaoTBpaLleHns HegeKknapmpoBaHHOIo
BbIMOJTHEHUA NpPOrpamMm

[laHHbIN MeToA4 npedHasHadeH Ana  npoBedeHUs
yrinybneHHoro  craTM4eckoro W1 NocneayroLwero
ONHAMMU4YeCcKOro  aHanmMsa  WUCMNOJIHAeMbIX  KOOOB
nporpamMmm C Lenbio BbIABNEHUS n/imnu
npenoTBpaLlleHna ncnonb3sosaHna HIB.

3agava KOHTPOSS " npeaoTBpaLleHuns
HeaeKknapupoBaHHOIO BbIMOMIHEHMSA NPOrPaMMHbIX
KOMIMJ1EKCOB, npeacTaBneHHbIX MCNONMHAEMbIM
KOOOM, peluaeTca B TPU 3Tana.



B3anmocBa3b aTanoB TEXHOMNOIMN KOHTPOJIS
U NPeaoTBpaLLEeHNsa HedeKnapnpoBaHHOIoO

BbINONMHEHUSA NporpamMmm
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[lepBbIn 3Tan KOHTPONA U NPeaoTBpaLLeHNS
HeaeknapupoBaHHOro BbinonHeHusa K

Llenb nepBoro artana - BOCCTaHOBNEHNE PYHKLUMOHASIbHbIX
cneundpukaumm KomnoHeHtoB [1IK nytem BbloeneHus
peann3yemMbix B Hem npoueccoB [1 = {1} n coctaBnamoLLnNX
nx nognporpamm 1M1 € I1..

[locTmkeHne  a9TOoM  uUenun  obecneymBaeTcs  nocnenoBaTefibHbIM

peLleHnem criegyroLwmnx 3agaq.
» [nsaccembnuposaHue nccriegyemoro lNK.
« Hekomno3unuma INK Ha npoueccol 1 ={I1]}.
« Crartnyeckun aHanua M1, € IM..

NexopHbii koa MK ansaccembnupyetcs 1 noasepraetcs paktopmsauumn, Yto obecneynBaeT nocTpoeHue
TOMOMNOrNYecknx (OPeBOBMAHBLIX W rpadoBbIX) Moaenen ONs  nocreaylwmnx CcTaTU4eckoro u
AVHaMu4yeckoro aHanuMsa komnoHeHtoB [1K. Ha Bbixoge nepBoro a3tana Mbl  Monyyaem
ansaccembnupoBaHHbii kog MK, B KOTOpOM MOXHO BblOENATb Mpouecchl, cocTasnsawowme mx M,

cTaTn4yeckmne CBA3un Mo ynpasjieHNo U JaHHbIM MeXay HUMU 1 NUHENHbIMUN (bpal'MeHTaMM Mri.
5
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CTaTn4yecknm aHanma noanporpamm

Cmamuyeckuu aHanu3 [l wvwveeTr uenb BLISBUTH MOTEHUUANbHO OMAaCHbIe
dparmeHTbl nporpammsbl (MO®PI), nocnenyrownm yrnybreHHbIM aHanna KoTopbIX
(BKNOYas BbINOSIHEHME KoAaA) MNO3BOSISET NOeHTUUUMPOBaTb UX OYHKLMOHANBHOCTb
N caenarb 3aknodeHne o Hanmumm (otcytereumn) HAB.

B ocHOBe TexHOnornm aHanmnsa fieXxuT BbISIBIIEHNE HapyLeHUNn CTPYKTYPUPOBaAHHOCTH
ynpasnawowen cTtpyktypol [l BcrneocteBne 4yero eCTeCTBEHHOW aHanuM3anpyemowu
mogenbto NN craHosuTCsa eé ynpasnatowmn rpadp (YI).

K IMO®I1 oTHOCATCA crnenyrowmne HapyLweHUst CTPYKTYPUPOBAHHOCTU NPOrpamm:
- Hann4ne OononHUTENbHbIX ToYeK Bxoda u/vnn soixoga ans M, ymknos n
nepeknoyareneu,

- Hanunuune 3auensieHHbIX YNpaBnsoLwWnx CTPYKTYP;

- HanNn4une anemMeHToB 0bdyycKkauumn (NpegHaMePEHHOro YCNOXHEHNSA U NCKaXKEHNS
ynpaensoLwmnx n tHpopmMmaumnoHHbIx ceasen B [111);

- HanM4ne BUCAYNX BEPLLUH;

- Hann4une «3annaTok» (McnpaeneHna B 06bEKTHOM KoAae);

- HanM4ne n3oNIMpoBaHHbLIX BepLWUH (bparmeHToB koga [1I1);

- HanNn4yne HeobOCHOBaAHHOW KOCBEHHOW nepenaym yrnpasneHns (KocBeHHas
nepegada ynpasrieHus BHe Tekywen [Nl — Bucayasa sepLlunHa).
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BTopown atan KoHTponNa 1 npeaoTepalleHnd
HeaeknapupoBaHHOro BbinonHeHusa K

Llenb BTOpOro atana - nacnoptusauuns BbliABIIEHHbIX
npoueccos {[1} B TepMnHax BO3MOXHbIX MyTeN BbINOSIHEHUSA
coctaenatowmx ux NN, 4To gocTuraeTcsa peLeHnem
crieayoLmx 3agau.

* BblgBneHne BO3MOXHbIX MyTeW BbINONMHEHUA 3a4eNCTBOBAHHbIX
npoueccom 1. nognporpamm 1, .

 PacctaHoBKa KOHTpOnbHbIX To4yek (KT) 1 peaykuma BbiABNEHHbIX
nyTewu.

* [locTpoeHue nacnopta npouecca [1.

NMNoa nacnoptom npouecca 0OygemMm rnoHMMaTbL opmMann3oBaHHOE
npeacrtaBfieHe BO3MOXHbLIX MyTeN €ero BbIMOSIHEHUSA, Bblpa)XeHHbIX B
3aJaHHbIX TEpPMUHaX (BepwmnHax, gyrax, BbidbiBaemblx [, KT n 1.4.). o



PacctaHoBKa KOHTpoOsbHbIX TOYeK UK «IRIDA» 2.0

Control points

£ |

Expork to *.ep

[
[
[
[

Export bo "src dsk” Formak

Selection Expork
Set passed ] [
Zlear passed ]
[ Expart bo SDE
Set unpassed ]
Zlear unpassed ] [

Showvs all
Conkrol Points | TraceRepork ]
Tvpes
Hide Twpe
[ Sek ] [ Clear ] near
" [ Sek ] [ Clear ] regisker
[ Sek ] [ Zlear ] impiork
[ Sek ] [ Clear ] Far
[ Sek ] [ Zlear ] collapsed
is smk? ™~ passes addr_From
1 ~ =] 40103k 1
= =] 40104d 1
3 ' =] 401065 1
=1 ' =] 401057 1
7 ' < 4010a5 1
14 401115 1
17 ' =z 4011355 1
1= " =z 401142 1
23 " =z 401152 1
Z4 e =z 401194 1
25 " =z 4011b1 1

rum_Fr bt askruckior

Lo R I

call
call
call
call
call
call
call
call
call
call

call

deskination
Pr07tbasic_string@Did?tchar_traits@. ..
rrortbasic_string@Didrtchar_traits@. ..
sub_4012F0
sub_4012F0
sub_4014E0
sub_401550
sub_4012F0

rravdbasic_ostream@mDUy$char_traits. ..

rrivfbasic_string@mDUy$char_traits@. ..
rrivfbasic_string@mDUy$char_traits@. ..
@ security_check cookie@a

dest moduls
MSYCPE0
MSWCRE0
Zonsolelogin, exe
Zonsolelogin, exe
Zonsolelogin, exe
Zonsolelogin, exe
Zonsolelogin, exe
MSWCPE0
MSWCPE0
MSWCPE0

Zonsolelogin. exe

1o ymon4yaHuio KOHTPOSbHbIE TOYKM aBTOMAaTUYeCKu coxpaHsatoTesa B bl MK
«IRIDA» 2.0. lNpn HE0BXOAMMOCTU NX MOXHO 3KCNOPTUPOBATL B OAUH U3
ABYyX doopMaToB:

doopmar .ep, ¢ kotopbim paboTaeT K «ExeTracer» 2.0;

doopmart, npuHMmMmaembin nporpammon GDB,;

10




MacnopT npouecca

Onucanusa ynpaenstowlero rpadga B Buge ANTLR-rpammaTuku byoet
criegyroLnm:

class SmallStructPassportParser extends Parser;
mO : m1; //sub_401000
m1: //sub_401000
KTl m27 KT1
KT2 m29 KT2
KT3 m27 KT3
KT4 m29 KT4
(r0O] (KT6 m28 KT6 | KT7 m28 KT7 | KT8 m28 KT8 | KT9 m28

KT9));

m27 : ; /[sub_401AAOQ0
m28 : ; /[sub_401ACO
m29 : ; /[sub_401AEOQ
ro: ;

class SmallStructPassportLexer extends Lexer;
KT1 :"000010001"; KT2 :"000020001";
KT3 :"000030001"; KT4 :"000040001";
KT6 :"000060001"; KT7 :"000070001";
KT8 :"000080001"; KT9 :"000090001";

[aHHOe onncaHne MOXHO paccMmaTpuBaTh Kak IMHIBUCTUYECKUMW nacnopt P,
MMN,;. B nacnopTe 3ageknapupoBaHbl 4ONYyCTUMbIE MyTU BbinonHeHus (111 B
TepmuHax KT. o gaHHomy nacnopty NN n cosgaetca nporpamma aBTomaTta
AWHaMUYeCKOro KOHTPOns NoTOKOB yrpaBreHnsi B HEW.
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TpeTunn atan KOHTPONA U NpegoTBpalleHnsd
HeaeKknapupoBaHHOro BbinonHeHus MK

Llenb TpeTbero 3rtana - CWHTE3 W BCTpamBaHME CPEOCTB
ONHAMUYECKOro KOHTpON4, npenoTBpallatoLLmnx
HeaeknapupoBaHHoe BbinofiHeHMe npoueccoB [1K, 4TO
OOCTUraeTcs peLleHnemM cnenyowmx 3agav.

« CuHTes aBTOMaTa gnHammyeckoro KoHTposnsa (ALK) BbinosiHeHUA
npouecca 1. no ero nacnopty P..

» BcTpanBaHue cpencts npenortepalleHns HegeknapmpoBaHHOIO
BbiNonHeHus nporpamm npoueccos {1} B lK.

MporpammHbin - kKomnnekc «ExeTracer» 2.0 npegHa3HadeH Ans MNOArOTOBKM  UCMOMHSEeMbIX dannoB u  6ubnunotek
ANHaMNYeCKON KOMMOHOBKM (popmaTa PE K gMHaMUYecKoMy aHanuady Mo KOHTPOSbHbIM Toukam (4nsa GnuxHMX BbI3OBOB U
BbI30BOB 4epes Tabnuuy nMmnopTa).

* BCTpavBaHue PyHKUUU PopMUPOBaAHNA TPaCChl B UCNOSTHAEMbI KO, UccnegyeMon nporpaMmmbl;

* cosgaHue nabopaTopHOM COOpPKM uMccrneayeMoro Mogyna nyTeM BCTpaMBaHUS B UCMOMHAEMbIA  MoAyrb  QOYHKLMU
dopMmMpoBaHNA TpaccChl NPOXOXKAEHMS BbIOPAHHOIO CTaTUY4ECKOro MapLupyTa B UCcnegyemon nporpamme;

* aBTOMaTMyecKas reHepauus nporpamMmbl Of aHanuMsa COOTBETCTBUA CTaTUYeCKUMX W OMHAMUYECKUMX MapLupyToB
BbIMOJIHEHUA NpOorpamMmbil. 12



Pe3yJ'|bTaTOM BbIMNOJIHEHUA TPETBLETO 3TAlla ABJIAKTCA.

* HoBbIM ncrnonHgembln ans ncecrnegyemMoro nporpamMMHOro KoMmnsiekca ¢ yCTaHOBITEHHbIMU
KOHTPOSIbHBIMU TOYKaMnN X _new.exe (rnabopamopHasi cbopka);

* Moaoynb pana BbiBOga TpacCcbl W NpoBedEeHUA [OMHAMUYeCKOro KOHTPOMS MOTOKOB
ynpasneHuna X_TrcSheet.dll;

 YTtunuta DiagenAnalizer X.exe Onss OTCPOYEHHOro MPOXOXAEHUS TPacCbl KOHTPOMbHbIX
TOYeK.

[na npoBefeHUst TPacCUPOBKU UCCeayeMMOoro nporpamMmMHOro KomMmnnekca ¢ 0gHOBPEMEHHbIM

OVHAMWYECKUM KOHTPOSIEM TMMOTOKOB YrMpaBfieHUsI 3anyckaeM Ha BbINOSIHEHNWE BHOBb

co3faHHbIn pann X _new.exe.

B xode e2o 8blirnonHeHusi hopmupyromcs criedyrowue ¢palsnei.

Output.out — mpacca rnpoxoxx0eHuUss KOHMPOIIbHbIX MOYEK,;

dynoutput.out — pesysibmamsl QUHaMU4YeCKO20 KOHMPOsIs MOAyNst AMHAMNYECKOro KOHTpons
ALK (cpasHeHUe cmamu4ecKux U QUHaMu4ecKux Mapuipymos).

doparmeHT hanna Output.out umeeT BUA: doparmeHT panna Dynoutput.out umeeT BUA:
OO0LO0002 Mext tDEEH D001l O0002
Q0L O000 2 Mext token @ QOOLOQOO0O0Z
Mext token : QO01100027
QO011000:s Next token : 000110002
Qo011 000, Mext token : Q00120002
OOOLZ0002 Mext tDEEH T 000120002
Mext Token 000140002
Loal20002 ERROR in tnken Q001400032
Q0014 000 Next token : 000140002
Q00140007 ERROR in token 000140002
OO0l 50002 Mext token : 000150002

ERROR in token 000150002 13



PesynbTaT BbINOSIHEHNSA TPeTero atana

[MonyyeHHble pesynbratbl AUMHaMUYECKOM TPacCUpPOBKM B  COOTBETCTBUM C
ycTaHoBneHHbIMU KT MoryT ObITb HarnoXeHbl Ha ctatuyeckn yctaHoBneHHble KT B
cpenoe UK UPUOA 2.0.

ATO NO3BOSISET NPOBOAUTL AOMNONMIHUTESNIbHOEe UHTEPAaKTUBHOE UccrieqoBaHue
XoAa BbINOMIHEHUA nMnpouecca, BbiABUTb HeBbi3biBaemble [, nonyunTtb
cTaTUCTUKY Bbi3oBoB [N u T.4.

Takum obpasom, npepnaraemMmble MeTon 3alWUTbl, MHCTPYMEHTapUN U
AOK wmoryt wucnonb3oBaTbCA [ANA 3aWuUTbl OT TMPOSIBNIEHUA W
UCNOJIb30BaHUSA CKPbITbIX AedeKTOB B NporpaMmmax, a TakKe 3aluTbl
nporpaMmMHOro Koga ot aTak.

[pu aTom cpeacteom 3awmTbl BbicTynaeT ALK, a MNacnopt P,L, B obwem crnyyae,
AABMNAETCA ONMcaHUeM MHOXeCTBa A0BEpPEHHbIX NMyTeun BbiNonHeHus npouecca [1.

Ecnu B nacnopTe npeacrabBrieHbl TOMbKO JOBEPEHHbIE MYTU, TO JIl0D0E OTKITOHEHNE
MOXHO OyaeT 3adomkcmpoBatb, NpocTaBmB gononHutenbHble KT Ha HeqoBepeHHbIe
KOMMOHEHTbLI,  AuMHamu4yeckn  ceBdasbiBaemble [1I1, He  npuHagnexawme
KOHTPONMMpyeMoMy npoueccy. 3TOT MeToA MOXHO Ha3blBaTb MeETOAO0M
nacnopToB. L



[Mpnmep npumeHeHUsa metoaa nacnoptoB 3awuTthbl MO

PaccMoTpM TEXHOMOrn KOHTPOMA W NpenoTBpalleHns HedeknapupoBaHHOrO
BbINONMHEHUA MNporpaMmM Ha MpPpUMEpPE KOHCOJIbHOIMO MNPUIOXEHUA, MOAENUPYIOLLEro
MExXaHu3M ayTeHTUukaumm, B KOTOPbIM NpegHaMepeHHO BCTaBfeHa 3akfajka.
3aknagka peanusoBaHa B pamkax dyHKuMn IsSuperUser ©n no3Bosisger
nosfib3oBaTtesnito admin nony4nTb 4OCTYN B CUCTEMY Npu BBoAE napons «111».

#include <string>
#include <iostream>
#include <fstream>
#include <sstream>
using namespace std;
map<string, string> passwords;
bool IsSuperUser( const string & name, const string & password )
{
if( name == "admin" && password == "111" ) return true;
return false;
}
bool IsAuthorizedUser( const string & name, const string & password )
{
if( passwords.find( name ) != passwords.end() && passwords[name] == password )
return true;
return false;
}
vold ReadPasswords ()

{

string passwd file = "password.txt";

ifstream passwd stream( passwd file );

if( ! passwd stream.is open() )

{
string err = strerror( errno );
cerr << "Cannot open file " << passwd file
<< "o " << errno << " : " <K< err << endl;
exit( -1 );

}

string line;

15



NMpumep npumeHeHUA metoaa nacnoprtoB 3awuTtbl MO

HdopmaLuus o neranbHbIX NONL30BaTENAX U UX NAPONsX XpaHUTCA B Base AaHHbIX
(dbanne), B AaHHOM criydae neranbHbIW Nofib3oBaTesib andrey, Naposib «222»

d:\soft\ConsoleLogin2005>test_new
Enter name:andrey

"~ password: 222
welcome !

YcnewHasa ayTeHTuukaums

[Tocne nNpUMEHEHUsI TEXHOMOMMM KOHTPONA W NpeaoTBpalleHus HeaeknapupoBaHHOIo
BbIMNOSTHEHUS NMPOrpamMm Npu akTMBM3aunKn 3aknagku (nonb3oBaTtenb admin n naponb «111»)
COBMECTHO C MCXOQHOW nporpaMmmon OyaeTr (yHKUMOHMpOBATb aBToOMaT AUMHAMWUYECKOro
KOHTPOSIA, KOTOPbIN U NPefoTBpPaTUT HECAHKLUNOHNUPOBAHHbBIWM OOCTYN B CUCTEMY.

Enter néme:andrey_

Enj==

x

Q CLIMGKa X0/a BeINOMHEHWA NpOrpaMMbl. MpepeaTh?

d:\soft\ConsoleLogin2005=test_new

Enter name:admin

Enter password:111

Welcome | 16

CoobueHune 06 owmnbke ayTeHTUMKaLUm



OnucaHHbIN MeTOopq 3allUTbI peann3oBaH B
MHCTPYME@HTaNbHOM KOMMNJIeKce ANnA
nposeAeHUA CTaTUYeCKoro v
ANHaAMMNYECKOro aHasim3a rnoTokKos
ynpaB/ieHUA B UCMNOJIHAEMbIX KoaaX
nporpaMmm <«IRIDA>» 2.0

17



1S
TASUH®OPMCEPBNC

T —

npunoxernne IRIDA_Framework 2.0 Tl IRIDA_IDA_plugin_2.0
o W npeaHasHadyeH [AOnsa  cosgaHua  Gasbl

NPEAHasHa4YeHo AfA cratndeckoro AdaHHbIX KOMIMIEeKca, nomMeLweHna B 6asy

aHalinsa roToKoB  yrnpasJieHUA B OaHHbIX  AM3acceMOnuMpoBaHHOMo, C
nccriegqyemMoun nporpamMmmve, noaroToBKU ucnonb3oBaHMeM Agusaccembnepa IDA
MapLpyToB AN  AUHaMUYEeCKoro Pro, UcnonHsemMoro koga nporpaMmei
aHanu3a u co3gaHus CcpeactB  UX

aHanuaa

[MporpaMMHbIn KOMMMeKc

«ExeTracer» 2.0 npegHasHadyeH Ans |

NOArOTOBKM MCMOJSTHAEMbIX danioB U |

onénmnotek ,u,MHacf\J/mquKoﬁ NK «IRIDA» 2.0
KOMMOHOBKM dopmarta PE K

AVHaMU4YeCcKomy aHanumay no

KOHTPOSbHbIM TOYKaM (Ons GrnmxHUX

BbI30OBOB W BbI3OBOB 4epe3 Tabnuuy

nMmnopTa).
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OCOBEHHOCTU VIK «IRIDAY 2.0

OmnudyumernbHbie ocobeHHocmu UK «IRIDA» 2.0:

1) pacwupeHa HOMEHKNaTypa noaggepxuBaemblx nnatgopm - Intel x86/x64/
PowerPC/ARM/MIPS;

2) npu nomowm nnaruHa IRIDA_IDA plugin_2.0 aBTomMaTtusnpoBaHa onepaumsa co3gaHus
npoekta VK «IRIDA» 2.0.

3) YHKLMOHMpPOBaHME Nog ynpaBfieHnemM onepauynoHHon cuctemol Windows 7.

4) nokanbHas W yganeHHass TpaccupoBKa C  MCMOSIb30BaAHMEM  OTNaduuMKOB,
noaaepxusaembix IDA Pro.

5) ycoBepLUEHCTBOBaHblI anroputMbl (OPMUPOBaHMS TFpaMMaTUKM ANS MNOAOEPXKKU
ynpaensowmux rpacdos noanporpamMmm nobon CroXXHOCTMU.

6) nobaBrneHa BO3MOXXHOCTb 3KCMOPTUPOBAHUS OTYETOB MO MOKPbITUKD KOHTPOSIbHbIX
TO4Yek u nognporpamm B doopmat CSV.



CTtpykTypHaga cxema UK

«IRIDA» 2.0

NHuTepakTuBHBIN
au3accemoiep «IDA Proy»

A

HNucrpymenTtanabublii kommieke «IRIDA» 2.0

Ipunoxenue «IRIDA_Framework_2.0»

CTaTU4eCKHi aHaIHu3

YIOPSI0YCHUE BEPIIHH
ynpasisioero rpada
noanporpammel (YI'TI)

COMNOCTaBJICHUE CTPYKTYPHBIX

xapakrepuctik YI'TI ¢ onepaTtopamu
YTIPaBIEHUS HCXOTHOTO

ITOPUTMUYECKOTO SI3bIKA

(bopMHpOBaHHE CTATHYECKUX
MapIIpPYTOB BHINOJHEHHS
HPOrpaMMBl, OJy4eHHEe 00IIero
YHCIIO My TeH, MUHUMaKCHOE
MOKPBITHE BEPIIUH rpada

OIMCAHUE JIEPEBA BBI30BOB
MOANPOTPaMM U3 3aJaHHOU
MOJNPOrpaMMBl

Kkiaccuukaims nepenay
YIpaBJICHUS HA HOANPOrPAMMBI

CTPYKTYPHPOBAaHHOCTh
NIPOrpaMMHOTI0 KoJa
HOJIPOrpaMM U €€ HapylIeHHUe

JnHamudeckuit aHam3

A

Ilnarun
«IRIDA_IDA plugin_2.0»

coxpaHenue B b/l ucxoqHoro Texcra
nccuexyemoit nmporpammsl u3 IDA
Pro

YCTaHOBKA KOHTPOJIbHBIX TOUEK HA
OJIYDKHEE U JaJbHUE BBI30OBHI,
BBI30BBI 10 COJIEPKUMOMY
perucTpa, BEI30BHI Uepe3 TaOIIHIly
HMIIOpTa U
HEKJIacCU(HLMPOBaHHbIE BHI30BBI

MOJTy9EHHE PeabHbIX TPacC
MPOXOJK/ICHUS UCCIIELyEeMbIX
MapIIpyToOB B IporpamMMe
mocpeacTBoM TpaccupoBku B IDA Pro

(bopMHpoBaHHEe ONUCAHUS
yrpasisitolero rpada B Bue

ANTLR-rpamMmmaruku

\ 4

nepeaadya JaHHbIX O KOHTPOJIbHBIX

toukax u3 b/l kommiekca B IDA Pro

\ 4

IIK «ExeTracer» 2.0

BCTpauBaHue QYHKIUN
(hopMHpOBaHNUS TPACCHI B
HCIIOJIHAEMBIN KOJI UCCIIEeNyEeMON
MPOTPaMMEI

co3lanue 1ab0paTopHOH COOPKH
HCCIIEyeMOT0 MOYJISL ITyTeM
BCTPAaUBAHMS B UCIIOJIHACMbBIH MOJTYIIh
(byHKIMM HOPMUPOBAHUS TPACCHI
IPOXOXKACHUS BEIOPAHHOTO
CTaTH4ECKOro MapIipyTa B
HCCIIeAyeMOi mporpaMmme

aBTOMAaTHueCKas TeHepanus
MIPOrpaMMBbI JJIsl aHAITU3a

COOTBETCTBUS CTATUYECKUX M

JUHAMUYECKUX MapIIpyTOB
BBIIIOJIHEHHS IIPOTPaMMBI.

N
(a]




Pellaemble 3aaa4um cTaTM4ECKOro aHanMsa

Ha amane cmamu4yecko2o aHanu3a UK «IRIDA» 2.0 aemomamu3upyem npouyecc

rnosiyyeHus1 csiedyrowux xapakmepucmuK UCIMOJIHSIeMbIX KOAoe rnpo2paMM Ha
nnamgopme Intel x86/x64, PowerPC, ARM, MIPS:

[ns Kaxgom noanporpamMmmMbl C MOMOLLbIO KOHTEKCTHOTO Common | Static Analysis

MEHIO MM KHOMOK Ha NaHern MHCTPYMEHTOB MOTYT ObITb Action Enabled Result
aKTMBU3NPOBaHbI CrieayroLime 3agadu: -

Control flow ordering — ynopsigovyeHme noTokoB Control flow ordering

ynpaBneHus; Algorithm recovering

Algorithm recovering — onpegerneHve LMKINoB n
KOHCTPYKUMK switch n otobpaxxeHune nx Ha rpade;
Routes recovering — nonyyeHue cnucka nyteu rpada;
Call tree building — noctpoeHue rpaga BbI30BOB
TekyLlen noanporpamMmmeil.

Routes recovering
Call tree building

1. I3ameHeHne ncxogHom
ynopsgodYeHHoCTH BepLunH YITI

Ynpasnsawoowmn rpac nognporpamMmbl 40
ynopsigoveHust (cneea) u nocre (cnpasa)



Pewiaemble 3aaaun CTaTU4eCKOro aHanusa < -

2. O6buee yncno nyTen B nognporpammax, b =>27.20.27.29
MNWHUMaKCHOE MOKpbITUE BEPLLUUH
Comman Static Analysis Routes

UHcTpymeHT «Routes

recovering» nossonseT Route |0 1% of 12 Overla

nonyuutb obLiee KonM4ecTBo P

nyTen B nognporpaMmme u I

MOCTPOUTL MUHUMAKCHOE << < 3 0 > B> == 28
MOKPbITUE BEPLUMH (OnucaHue

W NnpeacTaBrneHve i " -

MWHUManbHOTO Yncna nyTew, Cover type: All routes hd

nOKpblPammMX BCE BEPLLINHDI Cover source: MNodes Covering -

(NMHeWHbIe yqacTku)

ynpasnsitolero rpaca Show only routes

noanporpammeil).

Sub Call Graph 242 - sub_41EA1D @
3. OnucaHue rpacba BblI3OBOB noAanporpamMmv mhrw
fputc _exit

N3 3a4aHHON nognporpamMmei.

NHcTpymeHT «Call tree building»
NO3BOSISET NOSMYYNTL rpadd Bbl30oBa
TeKyLlen nognporpamMmmel

["sub 41E350 find varlahle ]
’ N _free
\ dcgetbext .' ﬁnd var\able _internal §
4 sh e)ql xecutlng line number
__stack_chk_fail |\’

_strlen array_t reference _stremp
T

!

_sbrk ’ \
/ vfprlntf chk fintf_t chk f Jf
/?/ fatal |_error [ sh’rchr h_search

) A sub_ss8ra0 | \ ———"' —
xmaloc [ jasejaihname

sub 438090 Iname_far _error |

_malloc

PesynbTtaT paboTtbl nHcTpymeHTa «Call tree building»




FASWHOOPMCEPBINC

- Pewiaemble 3aaaum cTaTuyeckoro aHanusa GiS

4. Knaccudmkaums nepegad ynpasneHus Ha noanporpaMmmbi

 Control points e —— =)
[ | show al
| Control Points | TraceReport |
Types Selection Expart
Hide Type
L] [ Set l [ Clear l near [ getpueed [ Export to *.ep
L] [ Set l [ Clear l register [ Clear passed
t to GDB
I [ set || cear |mport [ — | Expor
BrnivkHne BbI30BbI, O st [ cer e
L] [ Set l [ Clear l collapsed [ Clear unpassed
,El,aanMe Bbl30OBHbI,
isset? *  passes  addrfrom  sub_num_from sub_num_to instruction destination dest module
BbI30Bbl N0 COAEPXKUMOMY perncTpajy e - wisb___[3 call___|rand MSVCRI00
69 Il 40151¢c 3 2 call sub_401110 Test.exe
. 70 [ 401521 3 call rand MSVCRL00
BbI3OB qepe3 TaGnMU‘y MMnopTa’ 71 | 401527 3 call rand MSVCRL00
o 72 | 401545 3 7 call sub_ 401940 Test.exe
HeknaccupnunpoBaHHbIv BbI3OB. |17 | ose 3 call | TSbasic ostre.. MSVCPI0D
T4 Il 401555 3 call rand MSWCR100
75 Il 401588 3 48 call _CwxThrowExce... Test.exe
76 |:| 401594 3 call langjmp MSVCRL00
77 | 4015b& 3 48 call _CuxThrowExce.., Test.exe
78 O 4015cf 3 48 call _CuoxThrowExce... | Test.exe
79 Il 4015ff 3 7 call sub_401940 Test.exe
80 Il 401609 3 call 767%basic_ostre... MSYCP100
g1 O 401623 3 7 call sub_401940 Test.exe
g2 | 40162d 3 call 1767Sbasic_ostre.. MSVCP100
a3 [l 401633 3 call rand MSYCR100
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5. XapakTepuCTUKN CTPYKTYPUPOBAHHOCTU
nporpaMMHOro Koga nognporpaMmbl U
MX HapyweHus  (UMKINYECKNEe  y4acTKu
Koga, AONOMHUTENbHblIE TOYKM BXxoda W
Bblxo4a W3 nognporpamMMm U LMKNOB,
3auensnieHns LMKITNYECKMNX y4acTKOB,
ornepartopbl switch).

==i22 21,7

=>i1

=i:=i 1

==i1

==i1

L = SEs————— __ _ |



B pamkax IRIDA-npoekTa npuMeHsitoTcs [nanora ¢ NoACKa3Kol 0 CTPYKType 1 0603Ha4YEHMSIX
pasnu4yHble 0603Ha4eHNs GrOKOB 1 KX 6GnokoB Ha rpadge noanporpaMmbl BbIBOAUTCS Npu

packpacka Ha ynpasnsitoLiem rpage aKkTMBU3aLun KHOI'IKVI Ha NaHenu MHCTPYMEHTOB.
noanporpaMmbi. L

TNHHEFAHEIF YYacToK KOO8, COaepHaLlHi
=: 34— BBISOE! N/MHbl 3 [GAMKHHA BEIZ0E
C COXPEAHEHMER TOYKM BOSBRATA)

Touka TpacoHpoetM M1
YCTAHOENEHa M NpoideHa 3 paza
=» 57

MepefTi Ha Bnok: 5 _173"

Mo AMEHUMPOEETE NEPEAAYM YNIPABNEHMA EHY TEH NOANPOrPAMMEL, ..

MopAgkoeeii Homep B noka

MNepexon vz Enoka M23 g B ok, M4 EHYTPM NOANPOrpatdtel

Mepetiti Ha Moanporpary: 57 "sub_4021F0"

Bnok, conepskawmil nepenayy
YNPEEAEHKMA Npaueiype " _foutput”
[BaneHMEA Nepexog Ges coXpaHEHHA
a0pECa TOYKM BOSEPATA)

*— [lepexog uz Bnoka M7 B Bnok MNz3 19
=>»

_ foutput

Mpwn oTkpbiTUK IRIDA-NpoekTa
OCYLLIECTBIISAETCA CKBO3HAsA Hymepauus
BCEX NUMEIOLLNXCS B

<20 v3acceMbnmpoBaHHOM Nporpamme
6nokoB obpalLeHuns kK nognporpaMmmam u

=23 Knaccudgukaums nx no tunam
onepaTtopoB BbI30BOB.
Homep Bbi3oBa oTobpaxkaeTcsi cneea ot
6rnoka obpalleHuns kK nognporpamMmme,
BHYTpu 6roka — Homep Ornoka B
TekyLlen nognporpamme, crnpasa ot

=: 8.9 «— ynpaEneHIA EHYTPE APYroi NNkl Grioka — HOMED BbISEIBaeMou
(B ok N23 /e 8] noanporpamMmel, UBeT 6rnoka — tun

S LEEH I npUMeHsieMoro Ans obpalleHms K

8 m - Bnok, conepstawin nepenayy noganporpamMmme oneparopa BbIi3OBa.

YNpaeneHWAa Ha gaHHbIE

B nok, AENA0WMEACA LoNoAHMTENBHDE
TOMKOHN EX0A3 B MNOANParpardiy

J0BaENEHHEIFN NONEZ0ESTENEM

HeakTueHti baok nepexod Wz Baoka M9 & Bnok M6

Mepexon vz Baoka M1 & Baok M9 — Enok, AEAAKWWACGA 40N0AHMTEAEHOM
TOHEOH BRIXO0A M3 MNOgNporpardrdsl
YganeHHeIM NoNes0EaTenem Nnepexog
Wz Gnoka M9 B Gnok M10
Enok. conepsalimi pericTpoBRId
AESYCNOEHEIN NEQEXOD, Ha OpYryoD
n/n-ry [Touka TpaccHposku Nl
YCTAHOBNEHA, HO HE NMPOKGEHa)

\ w1011 & 317 - CunbHD CEAZaHHEIE 0BNacTH
q 10-11 - NepeceyeHre oanactes 9-10 & 3-11

B nok., conepsallmil nepegayy
YMPAENEHMA HA CEROHYTYKD N/N-ray

Bk, cogepskalui nepeaayy 5
YNpPAENEHHA NYTER ABHON a0pecaliH
B ok, cogepsalwvi nepenayy

JoBSasneHHbIE NONES0BATENEM

NEpELaYH YNPAENEHMA Ha gansH

ndn-ray _printf” 1 6 -
Y _prntf” 1 adEHKE

MMMkl © HOMEPERM 314 11




A8 ANHAMNEECKONO dialinsd (1S5

-PBVIL

Ha amane OJOuHamu4eckoco aHanu3za MWK «IRIDA» 2.0 aemomamu3upyem
criedyroujue mexHosiocu4yeckue onepayuu:

* Os1s1 ucrnoJiHsieMbix KO0G08 rnpozpamMm Ha riameopme Intel x86/x64, PowerPC,
ARM, MIPS:

o (OpMMpPOBaHME CTaTUYECKUX MapLUPyTOB BbIMOMHEHUS MNpPorpaMmbl M UX
crkcaumo NyTeM YCTAaHOBKN KOHTPOMbHbBIX TOYEK;

o TMOoJiyYeHne pearbHbIX TpacC MPOXOXAOEHUA UccreayemMbiX MapLllipyToB B
nporpamme nocpenctsom TpaccupoBkn B IDAPro. s

Control points

-
C nomouwbto npunoxenus IRIDA_Framework 2.0 e

peanu3oBaHbl CNeayoLMe MHCTPYMEHTbI AUHAMUYECKOro HETTE
aHanuaa: Show Reduced Diagram
Control points — paccTaHoBKa KOHTPOSbHbIX TOYEK; Generate Grammar

Traces — nony4yeHue Tpacchil, —
Grammar — NoCTpOEeHNE rpaMmMaTmKn 5151 HECKONbKNX

nognporpamm;

Show Reduced Diagram — noctpoeHue rpaca

rpaMmMaTuKu;

Generate Grammar — popmMmunpoBaHune hanna rpammaTUKn

(macnopta nporpammbl).



HaCNVBICSdidSivi AndViSICCRO10 dialiisc 91>

LVINYUFNIVEF DVIU

OJ1Is1 UCMOJIHSIEMbIX KOOO8 mnpozpamMm
Ha nnamdgopme Intel x86:

o (popmunpoBaHme onncaHus
ynpasnstoLiero rpadpa B BUae
ANTLR-rpammaTumium;

O BCTpaunBaHUE B NCIOJSTHSEMbIN MoayIb

npouenyp, peanuayrLLnx
dopmmpoBaHne 3annucen KOHTPOSbHbIX
TOYEK;

o Cco3faHue nabopaTopHOU cbopku
nccrnegyemoro Moaynst ¢ BKITHOYEHHbIMU
B Hero npouegypamn OpMUPOBaHUS
3anmncen KOHTPOSbHbIX TOYEK;

O aBTOMaTun4yecKas reHepauund
nporpamMmmbl AnAa aHalin3da CoOOTBETCTBUA
CTaTn4eCkKunx 7 ANHaMN4YEeCKNX

MapLLPYTOB BbINONHEHUS NPOrpamMmmbl.



HaAVIVISCCOROLO dHdiivisd
———

Bug Momows

P o » | o I ry )" -~
FelliaemMbie 3afayn an

C nomoLLblo nporpamMmMHOro KoMriJiekca

ExeTracer 2.0
«ExeTracer» 2.0 peann3oBaHbl =

Mpoekr  Ceccwa

cnegywwimne 3agadm JjuHamMmmn4eckoro =) ﬂ
aHalnumaia. CkHo npoekTa o Aapec Twun BeI30EA Brog Beniog,
@ 000401038 000010001 000010001
* CbOE)M NpoBaHue HOBOVFO NCNONHAEMOro @ 0:0040104D 000020001 000020001
q)am na wuccriegyemoun nporpamMmmbl  C &l ConscleLogin @ 0:00401063 000030001 000030001
B 31anoHL @ 000401087 000050001 000050001
YCTaHOBJ1€HHbIMUA KOHTPOJ1bHbIMUA 4] ExcTracer 20 a
TOLIKaMI/I; Mpoekt Ceccun Bug  TNomows
U CbOpMI/IpOBaHI/Ie mMoayna Ana BbiBOAa =3 H_| J
TpaCCbl " I'IpOBe,EI,eHI/IFl LWIHaMI/I‘-IeCKOFO OkHo npoexTa oo | Agpec Tmn BBIZCEA Bxog Brixog
® 000401038 import call 000010001 000010001
KOHTPOJ14 NMOTOKOB yrnpaBiieHUA, ® (:0040104D import call 000020001 000020001
El- Consclelogin @ 000401063 near call 000030001 000030001
* CbOpM npoBaHune yTUInTbI [ 3TanoHel ® 0x00401087 near call 000050001 000050001
Di agen Analizer KoTopasi siBnseTcs 0. Ceccmn ® 000401043 near call 000070001 000070001
’ & Session 1 ® 0x00401115 near call 000140001 000140001
KOHCOJ1bHbIM NpUNoXXeHnew, £ ConsoleLogin.exe ® 000401138 near call 000170001 000170001
T ® 0x00401142 import call 000180001 000180001
npegHa3Ha4eHHbIM  And  OTJ1I0XXeHHOro is::‘i?;:'l:'ep:::t ® 000401182 import call 000230001 000230001
® 0x00401194 import call 000240001 000240001
aHanusa Tpaccel NPOXoXAeHUA £ Pesynurar ® 0:004011B1 near call 000250001 000250001
KOHTPOJIbHbIX TOYEK Ha COOTBEeTCTBUE

3TanoHHOW Tpacce.

BI/ILI, VIH(*)OpMaLl,MOHHOVI naHesnn yCtaHoBJ1€HHbIX KOHTPOJIbHbIX TOYEK
nocne ycnewuHon obpaboTku
Pe3synbraTamm o6paboTKu npoeKkTa ABNAKTCA:
* HOBbIW UCMNONHAEMbIM bann nccriegyemMomn NporpaMmmbl C YCTaHOBNEHHBIMU KOHTPOMbHLIMW TOYKaMM
ConsoleLogin_new.exe;
* MOAyrnb ANS BbIBOAA TpacChl U NPOBEAEHNA AUHAMNYECKOro KOHTPOSSA MOTOKOB YrpaBrieHns
ConsoleLogin_TrcSheet.dll;
+ ytunuta DiagenAnalizer_ConsoleLogin.exe ana oTNOXeHHOro aHanmsa Tpacchbl NPOXOXAEHUS
KOHTPOJTbHbIX TOYEK.

[ns npoBegeHna TpacCcMpoBKM NPOrpamMmbl C OAHOBPEMEHHbBIM AMHAMNYECKUM KOHTPOSIEM NOTOKOB 28
ynpaBneHnsa HeobxoamMmo 3anycTnTb Ha BbinonHeHue gann ConsoleLogin_new.exe.



Ytunuta DiagenAnalizer

Ytnnuta DiagenAnalizer aBNSIETCSA KOHCOMbHbLIM MPUNOXEHUEM, NpedHa3Ha4YeHHbIM Ans
OTCPOYEHHOro aHanmaa TpacCbl MNPOXOXKAEHUA KOHTPOSIbHbIX TOYEK Ha COOTBETCTBME
9TanoHHOW Tpacce.

YTunurta KOHUrypupyeTcs ¢ NOMOLLIbIO NapamMeTpoB KOMaHAHOW CTPOKM.

DiagenAnalizer.exe [options] <input filename>

-0S BbiBOONUTL pe3ynbTaThl Ha KOHCOSb Nms BxogHoro

danna ¢ Tpaccom
KOHTPOJIbHbIX TOYEeK.

-oF <output Dsdjlbnm htpekmnfns d afgk output

. filename
filename>

-eC He npepbiBaTbh aHanu3 npu owmoke.
Npn BO3HNKHOBEHUN OLLNOKK
BbIBOAMTCS OManoroBoe OKHO, B
KOTOPOM MOXHO BbiOpaThb AanbHenwmve
JencTBus:

MpepBaTtb-NoBTOPUTL-IPONYCTUTB.

MpepBaTb: 3aBepLNTb BbIMNONHEHNE
nporpammel; NoBTOpUTL: NCKMIOYNTL
owmnboyHyto KT 13 Tpaccel 1 noBToput
aHanu3 cHoBa.

MponycTuTe:

MponyckaTb BCe oWNbKM 1 He
rokasblBaTb OKHO.

-eH MpepBaTb aHanM3 npu owmnbke

Pe3ynbratbl paboTbl yTUNUTLI OyAyT BblAaBaTbCA HA KOHCOMb M B Criyvae
BO3HWUKHOBEHUA HECOOTBETCTBUA aHanM3npyemomn tpaccol U3 goanna Output.out n 29
MOAENM NOTOKOB ynpaeneHnsa dyaet BblaaHo coobuleHmne o6 owmnbke.



NHcTpymeHThl IRIDA 2.0

File ‘Wiew Mavigation Settings Statical fnalisys  Dynamic Analisys

o Gy F o= IDA-ASM || IRIDA-ASM

Seqments [® Sub1-_main
title addr_beg addr_end

1|.text 4198400 4208592
2 |.idata (4206592 4206880
3 |.rdata 4206820 4214784
4 |.data 4214784 4218580

Modules | Segments

Subs-TRIDA-A5M )
num title dez

1|1 _main Ly

z |2 |sub_g011C0

3|3 | sub_401250

4 |4 |sub_4012F0

S |5 | sub_401480

6 |6 |sub 401850 v

[4] | D

[®  Sub1-_main

s
n =
[ ]

e ==far_imp, far_imp, 4, far_in

=xfar_imp, Far_imp

e =x=far_imp, far_imp, far_imp

e =eby ) 77$PE0USChar_tr

=:=far_imp, far_imp

=24, far_imp

e =xfar_imp, far_imp

-

-

9 jl
o]
1 _jl
o =xesi ;) 7HPEOUMChar_tra
13 ) =

Subs-RIDA-ASM | Subs-IDA-ASM |

(4]

L)

(4]

DR

Instructions-IRICA-A3M

id  block_num nom address  title  OPL opz OP3 OP4 stack  comments  repeatable_comments
1 (1 1 1 4198400 | push |ebp ]
2z 1 z 4193401 ‘mov |ebp esp ]
33 1 3 4198403 and |esp |OFFFFFFFSh 4

auko_comments
I Push Operand onto the Stack
I Move Daka (from ta)
I Logical AMD

[#% | Sub Call Graph 1 - _main

=&l

@ &

sub_4011C0

sub_4012F0

1

_crt_debugger_

__report_gsfai

sub_4014B0

sub_401850 ankniown_libname_1

B ®

Instructions-IRIDA-A3M | Instructions-IDA-ASHM

) & I'chnl I: Framework

« WL 22




BbiBOAbI

HOB scerga npucytctaytoT B 10O

KoHTponb otcyTcTBus/Hannina HOB B 1O Tpebyet
cneymann3npoBaHHbIX METOAUK U MHCTPYMEHTOB

CosgaHue ycrnoBmn HEBO3MOXHOCTUM npogasrenHmna HAB (3anpeta
BbINONHEHUA HEOOBEPEHHOIO Koaa) peanu3yemMo nporpaMmmMHO Ha
NpaKkTuKe

[Macnoptusaumsa MO — oanH 13 nyten pewueHnsa npodnemsbl 3awnTol 10O
KakK oT ckpbITbiX HOB, Tak 1 oT arak Ha 10O B namsaTu

31



000 «lasnHpopmcepBUC»

Cnacubo 3a BHUMaHue
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kompaniec-r@gaz-is.ru WWW.gaz-is.ru
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