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TpaAnUMNOHHbIe KAlo4YeBble

XpaHHNJ1nLld

P

S/W
T.€. XpaHUMBIE Ha
AKECTKOM JIMCKE

H/W
T.€. XPaHUMBIE HA
CMapT KapTax

HU3KHNH VPDOBEHb
Karouu n noanuchn yP

BbICOKUH YPOBEHb

0e30macHOCTH 0e30macHOCTH
Huskuu uiau Huskas
OTCYTCTBYWOIIUIA | MOOMJIBLHOCTD
YnoocTBO YPOBEHb Tpeodyrrcs
M0JIL30BAHMSA MOOMJIBLHOCTH JApaiiBepbl U 10T
IIpocrasn aKceccyapsbl
YCTAaHOBKA
Yupagsienue CaoxHoe CaoxxkHOeE
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« = .
BupTyanbHaa «4mn-Kapta»: CepBep UL
noanucu

ITpeaocTaBJ/isieT BO3MOKHOCTD BBINOJIHATL HH(PPOBYIO NOANKCH 0€3
Bcsakoro IO, anmapaTHbIX CpeCTB M KJIKO4YeH, YCTAHOBJIEHHbIX HA
CTOPOHE KJIMEHTA

= JlocTyn oTOBCIOIY uepe3 Opaysep
- [TontHast MOOMIIBHOCTD
- OTCcyTCTBHE pUCKA OTEPH KOIMOUEH, KapThl, PC, ...

» KITroum MOpOXKIAK0TCS, XPAHATCA M YIIPABIAIOTCS [IEHTPAIU30BaHO Ha
cepBepe MOAMUCH, TIe 00eCeUYEHO:

- be3zomacHoe okpy’keHHUE: anmnapaTHbie KPUITOrpadUISCKUE MOITYIIH,
dbu3ndeckas 3alura, ...

- CeKkpeTHBIE KITFOYHW HUKOTAA HE MOKHUAAIOT 3aIIUICHHBIN IEPUMETP

= JlocTyn Kk KJIt0o4aM 00€CTIeurBaETCS TOTOJHUTEIbHBIM CEPBEPOM
ayTeHTU(Pukanuu, GyHKIIMOHUPYIOIIUM Yepe3:

-SMS, Fax, e-Mail, scracth-card u mp, ...

= )XypHas aynurta 1mo3BojsieT pa3peniarbh KOHQIMKTHBIE CUTYaI[un
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Mpumep: MobunbHOCTbL B

Peee i 10
E-OaHKUHTIe

. Yero He xBaTaer:

. PKl-coBmecTtumoe peweHne Ha EMV-KapTax, HO Npo3payHoe
ANA Nonb30BaTeNEeN CYyLWECTBYIOLLEro NPOLECcCUHra

. 3awuTa Kaden ¢ nomoubio PIN-koaa

 [lpeanaraemoe pelleHune: «BUPTyaibHas Ynn-KapTa»
*  3aKpbITbll K/OY BCEraa Ha 04HOM cepBepe
* WM Ha HECKOJIbKUX CepBepax C pasaensieMbiM CEKPETOM
°*  MOANMWCb OCYLLLECTBASAETCA NOoJ KOHTPOJIEM MOJIb30BaTeNA
[lepBbiA War — yCTaHOBKA 3aWMLLEHHOrO KaHana

. Btopon — ayteHTUdUKauma Ha ocHoBe OTP (TokeH nam SMS)
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[1ByxdpaKkTOpHasA ayTeHTUDUKALMA @=iro

CTep»keHb 6€30nacHOCTU — CTPOTrUIM KOHTPO/Ib A0CTYMNa K
KAt04Yam Noanucu

3TO HaknaabiBaeT TpeboBaHME K MEXaHM3MaM
ayTeHTUPMKaumMm Yepes ABa HE3aBUCUMbIX KaHaNa

TnnnyHo
*  YTO-TO, YTO Bbl UMEETE U
* YTO-TO, YTO Bbl 3HAETE

[na npeporspawleHUsa PULLIMHTA
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be3onacHOCTb ayTEHTUDUKALNN U PRI
aBTOpPU3aL UK

BapwuaHTbl ayTeHTUdUKaLUUMK

. [Monb3oBaTesib NOAYy4YaeT 04HOPA30BbIN MNapo/ib OT CepBepa
ayTeHTUPUKaUUM Yepe3 oTAeNbHbIM KaHan, Hanpumep SMS

. [Monb3oBaTeNb UMEET NHTENNEKTYaIbHbIM TOKEH C pa3geneHnem
CeKpeTa C cepBepom ayTeHTUDUKALNM

ABTOpM3aUMs NONb30OBaTENEN

. 3aWMLLLEHHbIN KaHal/TyHHenb
. Mexay Beb-cepBepom 1 cepBepom NoAnmcu
. [Monb3oBaTeNnb NOCbI/IA€T 0OAHOPA30BbIN NAPO/Ib Ha cepBep
noanucu
. CepBep ayTeHTMPMKaLMKM NOCbINAET X3LU-3HAYEeHUE Ha cepBep
noanuncu
. CepBep noAnncu ocyLecTBAAeT NPOoBEPKY
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Kak paboTaeT cepsep noanucu ‘@==iro

Back-end

Cepgep
Ilognucu

E1
Hsw (=]

Cepsep

A

Q)

ayTeHTU(PMKALUN

3

— (3) ITomnuck TpE OTP uepe3 SMS
IToJsb30BaTean

!
T = M) |

(1) ITons3oBarenb 3axoquT Ha Web-cepBep

(5) (2) Web-cepBep 3anpalinBaeT TPaH3aKINIO

A

Web
server

N
L]
| |
L

4

IToceuraer OTP via SMS mmoabp30BaTelito

E1
Hsv (=

A

© 2000-2011 KPUNTO-MPO

1 CEPBEPY MOIINUCH

(5) IlochaeT cooOlIeHNE Yepe3 3aluIeHHbIN
KaHaJl CEPBEPY NOANKUCH 7



[TlonmeHeHne HSM Ha cepBepe
noanucu

P

e AnnapaTtHble moaynn (HSM) obecneumnBatoT
. Be3onacHOCTb KPUTUYECKUX NAaPaAMETPOB ayTEHTUPUKAL UM
® 3aLLI,l/ITy MCNONIb30BAHUA KItoYen B KPUTUYHbBIX ONeEpaUunax
. [eHepaLUIO KNHOYEBOro MaTepmana u Naponemn

¢ Ay,EI,l/lT NUCMOJ1Ib30BaHWNA 3aKPbITbIX K/HOYen

e MexaHu3mbl ayTeHTUPUKaumnm sHyTpn HSM

. CUCTEMHDBIN aAMUHUCTPATOP HE MOXKET KOMMPOMETUPOBATb
K/Il0O4EeBOW maTepuman

. CUCTEMHbBIN AAMUHNCTPATOP HE MOXKeT panbcmdnuumnpoBaTb
OTBET CepBepa ayTeEHTUDUKALNM
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BbiBoabl @reiiro

e KombuHmnposBaHue TpaanLUMoHHbIX PKI-cuctem
C cepBepom nognucu Ha ocHose HSM
CYLWeCcTBEHHO pacwmnpaeTt obaacTb
npumeHeHua PKI

* [lpumepbl

e E/M-6aHKUHr
* E/M-ronocosaHue

*  YHMBepca/ibHasA 3N1eKTPOHHanA KapTa

© 2000-2011 KPUNTO-MPO 9



KPUMNTO
@ =1Po

CNACUBO 3A BHUMAHMUE!

KPUMNTO-MNPO — KntoueBoe ¢noBO B 3awute nHpopmauuu

http://www.cryptopro.ru Ten./dakKc:
info@cryptopro.ru +7 (495) 780-48-20
spv@cryptopro.ru +7.(495) 660-23-30



