PycKpunmo 2010

Kpunmoatnaru3 no
nobounbIM KaHaraM

Side Channel Attacks




Onepauua «<ENGULF>», nposeaeHHas
@ 6putaHckou koHTppasseakou MI-5 g

Accoumaums

PycKpunro 1 956" .

NCTOYHUK:
P. Wright. Spy Catcher: The Candid

Autobiography of a Senior Intelligence
Officer. Viking Press, 1987.




@ Knaccuyeckum KpuntoaHanus

Accoumaums
PycKpunro

P c P
> D] >
k k
KpunmodadHda;ilumiuK

* KpunrtoaHanus Tonbko No LWUMPPTEKCTY
(Ciphertext only attack)

- KpuntoaHanu3 no uU3BecTHOMY OTKPLITOMY TEKCTY
(Known plaintext attack)

- KpuntoaHanus no BLI6PAHHOMY OTKPLITOMY TEKCTY
(Chosen plaintext attack)

- KpuntoaHanus no BbI6paHHOMY WUPPTEKCTY
(Chosen ciphertext attack)




TTobouHbIE UHPOPMALIMOHHBIE KAaHAMbI

Ao Side Channels

* AMaKMU No CMOPOHHUM UM NoboYHbIM KaHaam
(side channel attacks, SCA) - 310 BUA
KPUNTOrpagpUyeckux atak, MCNob3yroLmx

UHMPOPMALUHO, NONYYEHHYHO MO CHOPOHHUM U
rnoboYHbIM KaHasiam.

- TToa nHmopmaumen n3 NoboYHbLIX KGHANOB
NOHUMAETCA UHPOPMALIUEG, KOTOPAS MOXeT BbITb
nosyYeHa ¢ YCTPOUCTBA LWNMDPOBAHUSA U He
9BNSETCA NPU 3TOM HU OTKPLITLIM TEKCTOM, HU
LUINCPPTEKCTOM.
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TTobouHbIE UHPOPMALIMOHHBIE KAaHAMbI

sl Side Channels
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* O6bIYHBbIU KPUNTOAHANU3 PACCMATPUBALT
KPUNTOANTOPUTMBL KAK YNCTO
matematmuyeckme obbeKThI, B TO BpemMs Kak
KPUNTOAHASIU3 NO NOBOYHLIM KaGHANAM
TaKXe NMpUHUMAeT BO BHUMAHUE UX
peanusauumio. IToatomy atakm SCA Takxe
Ha3bIBAFOT aMBKAMM Ha peasin3ayuro
(implementation attacks).



TTobouHbIE UHPOPMALIMOHHBIE KAaHAMbI

Ao Side Channels

* Ha npaktuke SCA Ha MHOro nopsaakos 6onee
3(PPEKTUBHLI, YeM TPaAULIMOHHBIE ATAKU,
OCHOBGHHbIE TONbKO HA MATEMAaTUYEeCKOM
aHasnuse Wumgpyrowero anroputma. ATakm no
NO6OYHBIM KAHANAM UCNONb3YHOT 0CObeHHOCTU
peanusauum Ans nssrievyeHns CeKpeTHbLIX
NapameTpos, 3a4eUCTBOBAHHBIX B BbIYUCITIEHUAX.
Takow noaxon meHee 0606LWEHHBIU, MOCKOSIbKY
NPUBA3aH K KOHKpPETHOW peanm3aumm, HO Kak
nNpasuo 6onee MOLWHBIU, YeM KNAaCCUYeCKUU
KpUNTOAHANMU3.




@ Knaccugpukauumsa atak no

NO6OUHLIM KaHaNam

ATAKU NO NO6OYHBIM KAHASIAGM KNACCUDULMNPYHOTCS
no cneayrowmum Tpem TUNAm:

O KOHTPOJNHO HAA BbIMUCTTUTESIbHBIM
npouecCOM. naccusHbl€ N aKNNBHDbI €.

» TTo cnocoby AocTyna K MOAYNHO: arpeccuBHble
(invasive), nonyarpeccusHbie (Semi-invasive) u
HearpeccusHblie (non-invasive).

- TTo meToay, npumeHsemomy B npoLecce
aHanusa: npocmvie - simple side channel attack
(SSCA) v pasHocmHble - dif ferential side channel
attack (DSCA).
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Electric consumption measured on the 16 rounds of a DES computation
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SPA trace showing an entire DES operation.



@ KpuntoaHanus no nob6ouHLIM KaHanam

Side Channel Attacks

* ATakKU No_3HepronotpebneHuro
(Power Analysis Attacks)
* ATaKU NOo BpemMeHu ucnonHeHusa (Timing Attacks)
* ATaku no owmbkam ebrvucneHuu (Fault Attacks)
* ATGKU NO 3N1EKTPOMArHUTHOMY U3NYYEHUIO
(ElectroMagnetic Analysis)
* ATaku No owmbkam B KaHasne cea3u
(Error Message Attacks)
* ATaku no K3w-namatu (Cache-based Attacks)
» Akyctudeckue ataku (Acoustic Attacks)
* ATGKU NO CBETOBOMY U3NYyYeHUIo

(Visible Light Attacks)




ATAGKU NO BpemeHU UCnosHeHus
et (Timing Attacks)

Boruncienne Y = a*
mo cxeme I opuepa:
x - (xn_l, xn_z, LX) xl, xO)

HaxoxaeHue Beca X:
Re1 y
fori=n-1 to 0
R « R?
ifx;=1then R« Ra
next i
y=R




ATAGKU NO BpemeHu ucnonHeHus

e (Timing Attacks)

OnpepeneHue Bcero X:

MaremMaTunueckass MOJaeJb:

[; — He3aBHCHMbIE OMHAKOBO pacnpeneieHHbIe CIy4YanHbIe
BeJHYNHDLI, PABHbIE BpEMEHH BLIYHCJICHHS I-il HTEPAlMH B CXeMe
T'opHepa. 3agaBasi SHAYEHHS X 1y <oy X1y X9 MOKHO BHIYHCIUTH
napaMerphbl CIy4ailHON BeIHYUHBI 1y T...1TF+7, 1A€ F;
pacnpeaejeHbl TaK ke, Kak 7. PaccMorpum aucnepcuio cjy4amnHou
BesmuuHbl (7, (t...Ht ) — (1 F.. .11y =

= (Cyq e Tl ) Ty = 1) oot (G 1)+ (G— 1)

Omna pasuna (n—b+2(b—c))D,= (n+b-2c)D,,

Ie ¢ — YUCJIO0 YTaJaAHHBIX OUTOB B Xj 1y «oy X1, X, 2 D, —
AUCHEePCUs CJYYauHOUW BeJIUYUHBI I,



@ ATaKM No mowHocTU (3HepronoTpebneHuro

T (Power Analysis Attacks)

IIpocras araka 1o Pa3sHocTHas araka
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SPA trace showing an entire DES operation.



TTpocTas ataka MO MOLWHOCTU
Accormaunn Simple Power Analysis (SPA)
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ANroputm BbIpaboTku
uuknoseIx kntovein DES



@ PasHOCTHAS aTAKA MO MOLWHOCTU
wowus  Differential Power Analysis (DPA)

PycKpunro




@ PasHOCTHAS aTaka MO MOLUHOCTW
wowus  Differential Power Analysis (DPA)
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@ PasHOCTHaa ataka Mo mo

wowus  Differential Power Analysis (DPA)
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TTpoTuBOAEUCTBUE GaTAKAM MO

CTOPOHHUM KaHaJ1am

* ATaku no BpemeHu ucnonHeHusa (Timing Attacks)
* ATGKU _NO 3HepronotpebneHuto

(Power Analysis Attacks)

* ATaku no owubkam sbrvucneHuu (Fault Attacks)
* ATGKU NO 3N1eKTPOMArHUTHOMY U3NYYeHUO
(ElectroMagnetic Analysis)

* ATaku No owubkam B KaHane ceasu

(Error Message Attacks)

* ATakm no K3w-namatu (Cache-based Attacks)

» AkycTtudeckue ataku (Acoustic Attacks)

* ATGKU NO CBETOBOMY U3Ny4YeHUro

(Visible Light Attacks)




@ TTpenoTepalleHue arak no

“Byckpuno. BHELWHEMY KaHaNy

* MackupoeaHue (Blinding)

- BbrumucneHusa, He 3asucsawme OoT AGHHLIX

* YcnoeHbIe nepexoasbl

- [lo6asneHue 3apepxek

* YpasHuBaHue BpemeHU yMHOXeHUa U Bo3sefeHUs
B KBaapar

» banaHcuposka noTpebnasemou mowHOCTU

+ [o6asneHue wyma

- JKpaHuposaHue

* BbInonHeHue wugpposaHUa ABAXALI



