KneTo4yHble aBTOMaThbl U UX CBOUCTBA

NPUMEHUTENbHO K reHepaLuu
nceBAoCny4YanHbIX nocneaoBaTeNbHOCTEN

CyxuHuH bopuc
MITY um. H.9. baymaHa



Knaccuyeckue KnetouyHble aBToOMaTbl
(KKnA)

OpHopoaHble ABYMepHble OyneBbl KNETOYHblE aBTOMATb!



Knaccuyeckuu KneToyHbIW aBToOMaTt
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Knaccuyeckuu KneToyHbIW aBToOMaTt

* [lpaBuna nepexona

* 3Ha4yeHne BCeX S4YEeK M3MEHSIETCS
CUHXPOHHO K OAHOBPEMEHHO

* 3Ha4yeHue Kaxaon s4enku | |
onpegensieTca Kak bynesa yHKLUMS
— NnoKanbHaa MYHKUKA CBA3N 4 apryMeHTa O/apryMeHToB

* JlokanbHas QyHKUKA CBA3K
OMHaKoBa AN1a BCex a4eek

* AprymeHTamu QyHKLUM SBNAIOTCS 1 A d
3Ha4YeHna HenocpeaCcTBEHHO | |
CMEXHbIX S4eeK U, BO3MOXHO,
NAHHOWN SAYENKN —> NOKANbHOCTb

 Paccmatpusarotcs yHKUuMKM OT 4, 5,
8 1 9 aprymeHTOB

8 aprymeHTOB 9 aprymeHTOB



JlokanbHaa pyHKUMA CBA3N

* HenuHenHas gns obecrneyeHnst CNoXHOCTM Npeobpa3oBaHus

» PaBHOBecHas ong obecneyeHus CTaTUCTUYECKNX CBOMCTB
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NTaBuHHBLIN 3dhchekT (119)

* BBeneH no aHanoruu ¢ Genctenem

o OTpaxaeT N3MeHeHns B 3anOnHEeHNN peLleTKy,
BbI3BaHHbIE CMEHOW 3HAaYEeHUS OOHOW AYENKU

* JIaBUHHbLIN 3PMEKT ABNSAETCSH ONTUManbHbIM, ECIN:

* [I3MeHeHuns1 pacnpoCTpaHATCHA C MaKCUMarbHO
BO3MOXHOW CKOPOCTbHO

* /I3MeHS0TCH 3HaYEHUS POBHO MOJIOBUHbI AYEEK



WHTerpanbHaa xapaktepuctuka J19

* [loka3biBaeT BPEMEHHYIO 3aBUCUMOCTb KOJINHECTBA
N3MEHUBLUNXCA AYEEK
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[pocTpaHCcTBEHHasa XapakTepucTtuka J19

* [loka3biBaeT BPEMEHHYIO 3aBUCUMOCTb MaKCMaJ1bHOIo

PACCTOAHNA, Ha KOTOPOM NPOoABUITUCb N3MEHEHNUA
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CTpyKTypa reHepartopa

 KOMMOHEHTHI:
e 2 KNETOYHbIX aBTOMAaTa
* PErucTp casura ¢ nuHenHon obpatHou ceasblo (PCJIOC)

* BbixogHas nocrnenoBaTtenbHOCTb (raMma) (POpPMUPYETCH
CMOXXEHWEM MO MOAYIIO 2 BbIXOAHBIX NOCIe0BaTENLHOCTEN
KNeTOYHbIX aBTOMaTOB

KneTouHblit aBTOMaT 1 &)

Kntou |:> PCNOC —— 2y
reHepartopa

KneTouHblil aBToMaT 2 @




CTpyKTypa reHepartopa

 KneToYyHble aBTOMAaTh! BbipabaTbIBAKOT NCEBAOCTYYaNHYI0
nocneaoBaTenbHOCTb

 Pa3mepbl peweTtkn 37x11 queek (MpocTble Yncna — Ans UCKIYEeHNs
BO3HWKHOBEHWS NMPOCTPAHCTBEHHbIX NEPUOAOB)

* JlokanbHas QYyHKUMA CBA3KM OT 8 apryMeHTOB
* BbIxog — 3Ha4YeHus sveek nogpeLletkn 32x8 (256 6ur)

KneTouHblit aBTOMaT 1 &)

Kntou |:> PCNOC —— 2Ly
reHepartopa

KneTouHblil aBToMaT 2 @
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CTpyKTypa reHepartopa

* Pernctp casura ¢ nMHENHOW 0bpaTHOM CBA3bIO 0becrneynBaeT
nepuop BbIXOOHOW NOCNeaoBaTeNIbHOCTY
 [lnuHa peructpa — 63 6uta (MOXET ObITb N3MEHEHA)

* BbIxog peructpa npubasnsercs no Mogynto 2 K 3Ha4eHMo 0aHON 13
a4eek (PUKCMPOBaHHOW) KaXaoro KNeTovyHoro asTomara

* HayanbHoe 3Ha4yeHue ABNSETCS KIYOM Bblpa6OTKI/I raMMbl

KneTouHblit aBTOMaT 1 &)

Kntou |:> PCNOC —— 2Ly
reHepartopa

KneTouHblil aBToMaT 2 @
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AnnapaTHas peanusayus

Mwukpocxema MNJIUC (Altera Cyclone Il EP2C35F672C6)

[eHepaTOop
KneTouHbIn aBTOMAaT 1 E@
256 [lamaTtb Ha 3
PCJNIOC J Kpuctanne UART
MJI1C
KneTouHblil aBTOMAT 2 @
BbiBOAbI NHTepdenc

MUKPOCXEMbI RS-232 c MK
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[locToMHCTBA U HEQOCTATKW

[locTOMHCTBA

e XOpOoLUWe cTaTUCTNYecKne
ceonctea — tectbl NIST He
BbISIBNAT OTKITIOHEHUN

 Bblcokas ckopocCTb annapaTHOW
peanusaumu — 256 out/takr (23,8
[6uT/Cc Ha YacToTe 100 MI'wL)

HepocTtaTtku

 bonbluas pecypcoemMKocTb
annapaTHOU peanusaLum: oKono
22000 LE Ha Altera Cyclone |I
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HeoaHopoHbIe KNeToOYHbIe aBTOMATh
(HKnA)

HeonHopoaHble OyneBbl KNETOYHbIE aBTOMATI



OTnnymnsa oT KnacCUYecKux KrneToYyHbIX aBTOMaTOB

* BHyTpeHHee cocToAHME

« Habop s4eek sBnsieTCS

HEeynopaAao4YeHHbIM — NpeacTtaBJyieHUE
B BUAE PELLETKN HENPUMEHUMO

[TpaBuna nepexona

* AprymeHTbl (YHKLMMN CBA3M

BbIOMPALOTCS CnyvanHo M3 BCEro /
MHOXECTBA A4€eK, HO SABMSAOTCH

q)I/IKCI/IpOBaHHbIMI/I Anga KOHKPETHOIo
dBTOMaTa
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JlokanbHaa pyHKUMA CBA3N

* HenuHenHas gns obecrneyeHnst CNoXHOCTM Npeobpa3oBaHus
 PaBHoBecHasi Ans obecnevyeHns CTaTUCTUYECKUX CBOWNCTB
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WHTerpanbHas xapakTepucTuka naBMHHOro adpchekra
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CTpyKTypa reHepartopa

 KneTouHble aBTOMAThI BblpabaThIBAOT NCEBAOCTYYANHYIO
NnocrneaoBaTenbHOCTb
» Habop 13 257 aueek
* JlokanbHasa dyHKUMS CBA3M OT 4 apryMeHTOB
 BbIxoa — 3HaYeHUs BCEX SYEEK, KPOME OOHOM (256 buT)

« OcrTanbHble napameTpbl reHepaTopa 1 annapaTHasa peanv3aums He
OTIIMYAKOTCS OT KNACCUYECKMX KIETOYHbIX aBTOMATOB

KneToyHbIn aBTOMAT 1 6“9

Kntoy |:> PCNOC —— 2y
reHepaTopa

KneTouHblil aBToMaT 2 @
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[locTonHCTBA

XopoLuune crtatuctudeckue ceonctea — tectbl NIST He
BbIABNAOT OTKIOHEHMUN

Bbicokaa ckopocTb annapaTHoW peanusauum — 256
out/takT (23,8 '6buT/c Ha YacToTe 100 ML)

Hu3skasa pecypcoemkocTb — okono 1000 LE Ha Altera
Cyclone |I

[Ina cpaBHeHust: Helion AES FPGA Core (Fast
Encryptor)

* Altera Cyclone I
906 LE, 10 M9K
» 2024 Mourt/c (128 bit, ECB)
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[anbHenwne nccnegoBaHus

» Bo3moxHocTb peanu3aumn Ha GPU — maccoBoe
NPUMEHEHNE anropuTMa
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