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OCHOBHbIE KpunTorpadmnyieckmne TpeboBaHnsa K

dyHKunmM xawmposanma H :{0,1}* — {0, 1}"

3a4a4a T pyaoOeEMKOCTb
(nocTpoeHue ...) (Bbl4ncneHui H)
npoobpa3a:
no h € {0,1}" HainiTn M € {0, 1}*: > 2"
H(M)=h
KONN3NN:
HaWTwu M, M’ € {0,1}*: > on/2
M#= M H(M) = H(M)
BTOpOro npoobpas3a:
no M € {0,1}* HaiiTn M’ € {0, 1}*: > 2M /| M|
M' £ M,H(M" = H(M)
no |M|, H(M) wantu M' € {0,1}*, H(M||M") > QM

(length-extension attack)




MocneaHne pe3ynbTaTbl KpUNTOrpamnyeckoro
aHann3a xaw-pyHkunn FIOCT P 34.11-94 (n = 256)

F. Mendel, N. Pramstaller, C. Rechberger, M. Kontak, J. Szmidt,
CRYPTO 2008: anropuTmbl NOCTpoeHuss npoobpasa 3a 2192
BbIUYUCAEHUI PYHKUMIA oxkaTusa, konamsum 3a 2105 soiuncnennii
DYHKUMIA OkaTus. MeHblue <YHUBEPCANbHbIX®> OueHok 2296 y
2128 cooTBEeTCTBEHHO!



MpuHUMNBI CUHTE3a NEPCNEKTUBHON X3LW-MYHKUNN

e OTCYTCTBME CBOWCTB, NO3BONAKLWUX SDDEKTUBHO NMPUMEHNTb
N3BECTHbIE MeTOAbl KpUNnTorpaddmnyeckoro aHanm3a

® ICNOJNIb30BAHNE TOJIbKO XOPOLLUO U3YYEHHbIX KOHCTPYKUWA W”
npeobpa3oBaHni

e MaKCUMasibHOE BbICTPOAENCTBUNE NPU YKA3AHHbIX BblLUE YCIOBUAX

e HMYEro NNLWHEero: Kakaoe npeobpa3soBaHne obecnedymBaeT
onpeaeneHHble KpunTorpahnyeckmne CBOMCTBA



ObLwasn cxeMma NepcnekTUBHOM X3W-ADYHKLUNMN

n = 512, nTepauynoHHaa KOHCTpyKUuna Mepkna-damropaa:
M =myl|...||mq1, Hi = 9512(7;—1)(H'—17mi)7i =1,...,t—1

PYHKUMA OKaTUA gsyo¢;_1) : {0,1}°12 x {0,1}°12 — {0, 1}°12
3aBUCUT OT HOMepa uMTepaumnu

MD-ycunenne: my = 0511=1mel||1||my, Hy = gg100;_ 1) (Hy—1, )

NPUMEHEHNE DYHKUNN OKATUA ONA ANNHBI COObLLeHnsa | M| u
KOHTPOJIbHON CyMMbl 2 = mq H ... Hm;_1 EHm; B Ka4vecTse
3aBepLlatromx ntepaunii: Hy 1 = go(Hy, |M|), H(M) = go(H41,2)
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ObLwasn cxeMma NepcnekTUBHOM X3W-ADYHKLUNMN
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DYHKUUN CKATUA

KOHCTpYKUMA Muarydn-rpmnHens:

gn(h,m) = E(Kn(h),m) & h & m,
roe E : {0,1}°12 x {0,1}°12 — {0,11512 — 6no4HbIii Wndp




DYHKUUN CKATUA

Kyn(h) = LPS(h& N)
E(K,m) = X[K13]LPSX[K15]... LPSX[K,]LPSX[K1](m)
Ki=K, K;=LPS(K;,_ 1®C;_1),i=2,...,13
PukcmpoBaHHble C; € {0,1}°12 n X[k], S, P, L : {0,1}°1? — {0,1}°1?
X[k](a) = k@ a,k e {0,1}°12
S(a) = S(ae3l| - - |lag) = w(ae3)l| .. |Iw(ag), * € S2s6,a; € {0,1}°
P(a) = P(ag3||---llao) = ar(e3)ll - - - lar(0): T € S64,ai € {0,1}°

L(a) = L(a7]|...|lag) = 1(a7)]||...||l(ag), | "MHENHOEe Ha 64 BuTax
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DYHKUUN CKATUA
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Kpuntorpadpunieckme n akCcnayaTaynoHHble KadeCcTBa

NepCneKTUBHOM X3LW-PYHKLNN

e VIOBNETBOPSET OCHOBHbLIM KpUNTOrpadpuyeckum TpeboBaHnam
K OYHKUMAM X3WMpoBaHMA (CM. BblLLE)

e CKOPOCTb xawmnposaHua 40 Mb6ainT/c (50 TakToB/6ainiT) Ha
1 aape Intel Xeon quadcore (64 bit) 2.0 I'Tu, KOMANNATOP

Microsoft Visual Studio 2005 (C++) (Ha 20% 6bicTpee TOCT
P34.11-94)
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