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Who Is who?

PCI DSS aka Payment Card Industry Data Security
Standard

CtaHgapT 6e30nacHOCTU AaHHbIX MHOYCTPUM NNaTEXHbIX
KapT

PA DSS aka Payment Application Data Security Standard
CTtaHgapTt 6e30nacHOCTMN AaHHbIX MNATEXHbIX NPUIOXEHUI

TpeboBaHusa CtaHgapTa 6e30nacHOCTU JaHHbIX
nnaTtexHbix npunoxenmn (PA-DSS) asnatotca
npounssoaHbiMn OT PCI DSS
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Who Is who?

CtaHpgapt PCI DSS 06bI4HO He pacnpocCcTpaHsAeTcs Ha
npoun3BoaNTENIEN NNATEXHbLIX MPUNOXEHUN, NMOCKOSbLKY
OOSbLLUMHCTBO NPOU3BOAUTENEN HE BbINOMHAKT XPaHEHUE,
00paboTKy 1 nepenayvy gaHHbIX NaTEXHbIX KapT.

[lockonbKy KNMeHTbI A0MKHbI cobnrogaTtb TpeboBaHns

PCIl DSS, 1o nnatexHblie NPUnoXeHUsA OOIMKHbI eMy
COOTBEeTCTBOBATb 1 HE HapyLlaTb
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Who Is who?

6. CtaHpgapt PA-DSS pacnpocTpaHseTca Ha
npounsBoauTenen NporpaMmMHOro obecneyeHnsa n gpyrme
opraHusauuu, paspabdaTbiBatoLlme nnaTexHble
NPUNOXEHUSA

7. PA-DSS cooepxunt 14 nyHKTOB TpeOOBaAHUN 1 MHOXXECTBO
NoAanyHKTOB

5. n.5. Heobxoanmo paspabaTbiBaTb 3aliULLEHHbIe
nnaTeXxHble NPUNoXeHns.
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Who Is who?

1. Crangapt PA-DSS pacnpocTtpaHsieTca Ha
npounsBoauTenen NporpaMmMHOro obecneyeHnsa n gpyrme
opraHusauuu, paspabdaTbiBatoLlme nnaTexHble
NPUNOXEHUSA

2. PA-DSS cogepxut 14 nyHKTOB TpeOOBaAHUN N MHOXXECTBO
NoAanyHKTOB

3. n.5. Heobxoanmo paspabaTbiBaTb 3aliULLEHHbIe
nnaTeXxHble NPUNoXeHns.
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PA-DSS n.5

5.1.1) [lo BHeapeHus B cpedy aKcnnyataunm gormKHO
BbIMOSTHATLCS TECTUPOBAHME BCEX ODHOBIIEHNN
6e3onacHOCTU, a Takke U3MEHEHNN B KOH(pUrypauum
CUCTEM UM nporpaMmmHoOro obecne4yeHus

5.1.1.1) lNpoBepka BCcex gaHHbIX, BBOAUMbLIX B CUCTEMY (Ons
npeaoTBpaLLleHNa MEXCanToOBOro CKpUnTUHra (cross-site
scripting), MHbEKUUI, BbINONHEHNS BPEOOHOCHOIO Koda U T.
n.)

5.1.1.2) lNpoBepka npaBuibHOCTN 00PabOTKM OLLINMDOOK

5.1.1.5) NpoBepka TOro, YTO YynpasneHne OCTYrNoOM Ha
OCHOBE POJien BbIMOSTHAETCA NMPaBUSibHO
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PA-DSS n.5

5.1.7) Ona ngeHtndounkaumm noteHunanbHbIX YA3BUMOCTEN B
pa3paboTaHHOM NporpaMmMHOM obecrnevyeHumn rnocre
BHECEHUS BCEX UBMEHEHUN OOIMKEH BbINOMHATLCH aHanms
Koda rnepen ero nepenayeun KrnmeHTy

5.1.7.a) NpounsBoanTens NPOBOAUT aHanu3 Kkoga rnpu rodom
ero NSMeHeHUn Angd BHYTPEHHUX NPUNOXEHUN

5.1.7.b) lNponssoguTens nNpoBoaNT aHanNn3 Kkoga npu nobom
ero usMeHeHuu ans Beod-npunoXxeHum
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| PA-DSS n.5

AHanNn3 Koga He NPOBOAUT €ro aBTop U
nnuo, npoBosilliee aHanns, oonagaet
AOCTAaTOUYHbIMU 3HAHUAMMU TEXHUK
nepecmMoTpa Koga n 6esonacHoro
nporpaMMmMpoBaHUS. ..
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| web-npunoxeHusa B pamkax PA-DSS

PA-DSS pekomeHayet cnegosatb OWASP ons
BEO-NpUNoXeHnn

OWASP - Open Web Application Security Project

PentnHr OWASP Top Ten 2010 RC1 cogepxxut

necsaTtb Hanbdonee pacnpocTpaHeHHbIX YA3BUMOCTEN
BEO-NpUNoXeHnn
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OWASP Top Ten 2010

Injection (SQL,Shell,...)

Cross Site Scripting (XSS)

Broken Authentication and Session Management
Insecure Direct Object References

Cross Site Request Forgery (CSRF)

Security Misconfiguration

Failure to Restrict URL Access

Unvalidated Redirects and Forwards

9. Insecure Cryptographic Storage

10. Insufficient Transport Layer Protection

O NO Ok DR
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PA-DSS un lweb-npunoxeHus

1. [Inga ocTtanbHbIX NPUNOXEHUN BO3MOXHO NPUMEHATL
CWE/SANS Top 25 Most Dangerous Programming Errors

2. CWE/SANS Top25 npumeHnm anga nobbiX NpunoXxeHum

bk owbdE

Cross site Scripting (XSS)

SQL Injection

Classic Buffer overflow

Cross Site Request Forgery (CSRF)
Improper Access Control
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| BbinonHeHWe aHanuia Kkoaa

AHann3 NcxXxogHoro Koga BPy4HYHo

NMHCTPYMEHTDI:
1. Pepaktop c nogcBeTKkou CMHTaKcKUca
7. ldev/hands
3. /dev/brain
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BbinonHeHWe aHanuia Kkoaa

Inn ¢ ncnonb3oBaHMEM aBTOMaTUYECKNX cpencTB.

1. Cratnyeckmn aHanunsaTop Koga

1. Pixy

2. CppCheck

2. Rats

/. BmeHsieMbIn web scanner
5.

6. ?
nOCKOJ'Ibe NOJIHOCTbKO aBTOMaTn3npoBaTb HEBO3MOXHO, TO
KoMnrekTe obs3aTenbHO nayT.

1. /dev/hands
2. Idev/brain
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BbinonHeHWe aHanuia Kkoaa

1. He Bce Tnnbl OLLMOOK BO3MOXXHO HAUTWH
aBTOMaTU4eCKU

7. ABTOMaTM3MPOBAHHbIE MHCTPYMEHTbI AatoT
NoXHble cpabaTbiBaHUS

3. BonwebHom KHOMKU «HaUTU Bce barv B 3TOM
Koge» He oxuaaetcs. =(
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Pas33unHr

Fuzzing - npouecc reHepauumn 3aBeqomMo
HEKOPPEKTHbIX BXOAHbIX AAHHbLIX 4S9 Uccrneayemoro
npoayKTa B HageXae Bbi3BaTb OLLUNOKY nnn coon.

« TpexneTHuin pebeHoK NyTem HaXkaTusa CnyYamHbIX
Krnaeuw obHapyxun yassnumocTtb B Mac OS X.»
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Pas33unHr

da33unHr He TpebyeT OT nccriegoBaTens
rmyo®oKoro 3HaHUs U NOHMMaHNEe BCEX KOHLUEMLINM

nporpamMmmMmnpoBaHna N PyHKLUMN MPUMEHEHHbIX B
npoaykre.

Ho cyuwlectByeT npobnema c peanmaaunen
anropntmMa doassmnHra rnpoTtokona\dgopmara
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Pas33unHr

HekoTopble penMBOPKU:
1. ProxyFuzzer

2. PeachFuzzer
3. SPIKE

Ecnn npunoxeHne ncnonb3yeT COOCTBEHHbIN
NMPOTOKOIM, TO NPUAETCH:

©  OonunnUTb PENMBOPK.
* Jlnbo peanunsoBaTb C HyNS.
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Pas33unHr

HecmoTpsa Ha TO, YTO Pa33nHI MPUMEHSETCA B

OCHOBHOM A5 aHanu3sa blackbox,

B crny4yae whitebox mbl Mmoxem bonee To4HO
HaCTPOWUTb anropmuTMbl, MOOENN U LLADNOHbI
doa33nHra,

1 B NOCNeaCcTBUM OOHAPY>XUTb OLLNOKN,
NPONyLUEHHbIE NPU aHaNn3e Opyrmmm
MeTodaMW.
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BOIPOCHbI ?

Cano)xHunkoB AHTOH

* (495) 980 23 45
« a.sapozhnikov@infosec.ru
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