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CobbiTns 6e3onacHoOCTH,
CONPOBOXAaloLLMUe NOKYLLEeHUA Ha
XULLEHUA (hUHAHCOBLIX CPEACTB KNUEHTOB
B cucTemMax AUCTaHLUMUOHHOIro 6aHKOBCKOro
obcnyxuBaHun

E. B. lnayap

YnpaBaeHue HHGOpPMaLUOHHOK 6e3onacHOCTH

0AO «PocceAabxo36aHK»
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NI OcobennocT OAO «PoCCEAbX036aHK>

UMeeT pa3BeTBAEHHYIO perHOHaAbHYI0 CTPYKTYpY (6onee
1600 AONOAHUTEAbHbIX 0QUCOB B 78 perMoHax CTpaHbl)

UmeeT pa3BeTBAeHHYIO0 IT-apxuTekTypy

OcHoBHOM 060pOT AEHEXXHbIX CPEACTB OCYLLECTBASIETCA B
peruoHax

AONOAHUTEABHbIE CAOXKHOCTHU

LLeHTpaAu30BaHHbIA KOHTPOAb CUTYaLUK
CBoeBpemeHHOEe 06Hapy)XeHHe aTaKu
OnepatuBHOE pearupoBaHue

Pa360p MHUMAEHTOB B perMoHax

Pa3pa60TKa METOAMK NPeAOTBpalLeHUA aTak AAA baHKa B LleAOM



Cxema MOLLEHHUYECKUX AEUNCTBUN-

/

Jram araku

OcHOBHBbIE PU3HAKU

CriocoOb1 0OHApYKEHUS

Mepb! npenoTBpalleHUs
pa3BUTHS aTAKU

3apaxkeHue pabodero mecra
JBO knueHTa Bpe1oHOCHON
nporpammoii (BII).
37I0yMBIIIJIEHHUK [TOJTy4aeT
JOCTYH K KIFOYEBBIM
JOKyMEHTaM KJIMEHTa

3apaXeHHOCTh BPEJOHOCHBIM
KozoM pabouero mecta JI6O
KIJIIMCHTAa

TlonaroroBka K XHIIEHHUIO:
M3YYCHHUE COCTOSTHUSA CUETa,
AKTUBHOCTH KJIMEHTA B
oJib30BaHuK cucteMmon JIbO

o 15 guelt mocne BUPYCHOM
AKTUBHOCTH — «MHHMOE»
3aTUIIBE U OTCYTCTBUE
aKTUBHBIX JeHCTBUN
3JIOYMBIIIJICHHUKA

ObecneueHrne aHTUBUPYCHOM
3alIUTHl KOMITBIOTEPHOTO
CpencTBa U pabovrX CTAHIIHI
KJIMEHTa M CBOCBPEMEHHAs
MPOBEPKa KIMEHTOM pabouero
mecta JIBO ¢
WCTIOJIb30BaHUEM
AHTUBHUPYCHBIX IPOTPAMM C
aKTyaJlbHBIMU Oa3aMu

ITo cBOeBpeMEHHOMY
COOOIICHUIO KITMEHTa 00
oOHapyxxeHuu BII -
MpUOCTaHOBKAa baHKkoM
00pabOTKH 3JEKTPOHHBIX
marexHbIx nopyuenuit (I111),
CMEHa CKOMIIPOMETHPOBAHHBIX
KJIFOUen

®opmupoBaHue GUKTUBHOTO
anexkTpoHHoro 11T

B xxypuane /16O IP-aapec
OTJIMYAETCS OT OOBIYHO
HCIIOJIb3YEMOT'0 KIIMEHTOM.
Yanie Bcero nepeBoj1 Ha CUeT
IIJIATEKHOM KapThl
(buzuvecKoro auIa B
KpPYITHOM PO3HUYHOM OaHKe

JlonomHUTENBHBIN KOHTPOIb
Bcex I1I1 Ha KpyIHBIE CyMMBI.
3anpoc JOMOTHUTETHHOTO
MOITBEPKACHUS KJIUEHTOM 10
aJbTEPHATUBHBIM KaHaJaM
CBSI3H 110 BCEM «HEOOBIYHBIM
MOPYYECHUSIM

B ciyyae miarexa, 3akOHHOCTb
OCYILIECTBJIEHUS] KOTOPOTO HE
MOJATBEPKCHA KIMEHTOM —
MIPUOCTaHOBKA 00pabOTKH
anekTpoHHbIX [1I1, cMena
CKOMITPOMETHPOBAHHBIX KITFOUEH

broxupoBka qocTyna KineHra
K YIIPABJICHUIO KOMITBIOTEPHBIM
CPEICTBOM U pabodeii
CTaHIMEN KIIMEHTCKOIO MECTa
cuctemsl JIBO.

MackupoBKa COBEpLIEHHBIX
JEUCTBUI

ATtaka Ha OTKa3
obopynosanus JIbO
KIIMeHTa/0aHKa.
AKTHUBU3AINAA
nectpykrusHou BII Ha
pabouem mecte 16O
KIIMEHTA

MOHUTOPUHT JOCTYITHOCTH
cuctemsl JIbO

[To cooOrIeHNIO KIIHEHTA O
HEepabOTOCITOCOOHOCTH TN
HEIITaTHOM (D)YHKIIHOHUPOBAHUH
pabouero mecta JIbO —
MPUOCTaHOBKA 00pabOTKH
anekTpoHHbIX [1I1, BbIsABICHUE
MPUYUH HEIITATHOW CUTYaIluU
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[ Mo KaxpoMy aTany aTakv yaanOCb ONMPEAEAUTD: }

OcHoOBHbIE NPU3HAKK aTaKH, C YYETOM TUNUUHDLIX MPOABAEHUH
Cnocobbl 06HapyXeHUs aTaKu
Mepbl npeAoTBpalLLEeHUA AAAbHEHLLET0 PAa3BUTUA aTaKH

Mepbi no c6opy uHdopmaLuu AAS NOCAeAytoLLero pa3bopa
HHLMAEHTA

[ B uenom 6bIiAK ONPEAENEHDI: }

06wu1e MmeToAbI NPOTHBOAEHCTBUA aTaKe H MUHUMH3aLUHU PUCKOB
ee YAAYHOro 3aBepLIeHHs

Mopsaaok c6opa HHOpMaLKUK AAA NOCAeAYIoWero pa3bopa
MHUMAEHTA
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CBoeBpeMeHHOe HHPOPMHUPOBaHHE KAMEHTOB 0 TpeboBaHHUAX
6e3onacHOCTH, BbINOAHEHUE KOTOPbIX 0083aTeAbHO AAA
NpeAOTBPALLEHHA XHILLEHHH AEHE)XHbIX CPEACTB
3A0YMbILIAEHHHKAMH

Pa3paboTraHbl U HanpaBAeHbl CAY)X6aM 6e3onacHoCTH
perMoHaAbHbIX PUAMAAOB TUNOBbIE PEKOMEHAALMUH NO
obecneueHuo MHGopMaLuUoHHOK 6e3onacHocTH cucTeMbl ABO

Pa3paboraH THNOBOW NOPAAOK pa36opa HHLUAEHTOB, KOTOPbIH
NO3BOASIET ONEPATUBHO NOAYYUTb BCIO HE0OX0AUMYIO
MHOOPMALUIO AAAl TEPEAAYU B TEPPUTOPUAADHDIE
noapasaeneHusl «K» opraHoB BHYTPEHHHUX AEA

YcTaHOBAEH TANOBOW NOPAAOK B3aUMOAEHUCTBHSA C
TeppPUTOPUAAbHBIMU NoApa3aeneHUAMH «K» opraHoB
BHYTPEHHUX AEA NPHU pa3bope HHUUAEHTOB



Cnacu6o 3a sBHumaHue!

E. B. flnayap,
YnpaBaeHue HHGOpMaLMOHHOK 6e3onacHOCTH
0AO «PocceAbxo36aHK»



