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OO0 OCHOBHbIX HanpaBlieHUAX OeATeNIbHOCTMU
TexHn4YecKoro KommteTa Nno CtaHgapTusauum
«Kpuntorpacduyeckasn sawimta nHcpopmaumm

JIlyHnH AHaTtonuun BacunbeBuny

GOST R Expert

3amM. 0meemcCcmeeHHO020 ceKpemaps mexHU4eckKo2o0 Komumema ro
cmaHOapmu3ayuu «Kpurnmoepaguyeckas 3awuma uHgopmauyuu»
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HauuoHanbHasi cucmema
cmaHOdapmu3auyuu
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DedeparibHOe a2eHMcmeo rno MexHU4eCcKomy
peaynupoeaHuro U Mmemporioauu

[enctByeT Ha ocHoBaHUU [TonNoXeHuns o
PocTtexperynupoBaHuun, yTBepXaeHHOro
[TlocTaHoBneHneMm [lpaButenbcrtBa Poccumnckomn
depepaumnm ot 17 nioHsa 2004 r. Ne 294
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PocTtexperynupoBaHue GOST R

Cpedu e20 OCHOB8HbIX QQYHKUUU.

*peanunsaunga pyHKUMN HaUuMOHaNbLHOro opraHa no
cTaHOapTu3auuu;

*OCYyLLIECTBNEHNE NOCKOHTPONSA (Hag3opa) 3a
cobrntogeHne obssaTernbHbiX TPebOBaHMW CTAaHOAPTOB;

*OKa3aHue rocyaapCTBEHHbIX YCnyr B cdepe
cTaHaapTmMsauumu.
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PocTtexperynupoBaHue GOST R

TexHu4eckuli Komumem o cmaHdéapmu3sayuu

«Kpunmoepaghuyeckas 3awuma uHgopmauuu»
(TK 26)

Y77

Co3sgaH npukasom PoctexperynmpoBaHus
28 nekabpsa 2007 .
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PocTtexperynupoBaHue GOST R

OpraHunsaums, KOTOpoUu Nopy4eHo BeaeHne
cekpetapuarta TK 26 «Kpuntorpacdunyeckasn
3awmTta nHdopmaumum» n ero NnoAKOMUTETOB
OTKpbITOE aKUMOHEPHOE OOLLECTBO
«THpopMaLMOHHbIE TEXHOMOMMN U

KOMMYHUKaLWOHHbIE CUCTEMbI»
(OAO «MHoTeKCy»)
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PocTtexperynupoBaHue GOST R

OcHosHas uernb TK26 — opraHnsauus n npoBeaeHue
paboT B obnacTtn HaunoHanbHOW, permoHanbHON U
MeXayHapoaHOM cTaHgapTUusaunun WndpoBarbHbIX
(KpunTorpadmnyecknx) cpeacTs 3awmTbl MHPpOpMaLUUK, a
TaKke TEXHUYECKUX peELLEHUN NO UX MPUMEHEHMIO B
MHJOpMaLMOHHO-TENEKOMMYHUKALIMOHHbLIX CUCTEMAX U
cuctemMax LuMppoBaHHOW, 3acCeKpeyeHHON U UHbIX BUOOB
crneunanbHOWN CBA3MN.
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PocTtexperynupoBaHue GOST R

TK26 ynornHoMo4YeH paccMampueamb 80r1pP0Ch|
cmaHoapmu3auyuu rnpoodyKyuu U ycrya, OTHOCSLLNECS K:
*MeTOoaAaM WndpoBaHua (Kpuntorpadouyeckoro
npeobpasoBaHns) MHOpMaLnu;

ecnocobam nx peanusauum;

'MeToaam obecnevyeHns 6e3onacHOCTN MHPOPMaLMOHHbIX
TEXHOMNOIMMN C UCMNOSIb30BaHNEM KpUnTorpagmnyeckoro
npeobpasoBaHuda MHOPMaLUK, BKIoYas ayTeHTUdUKaLUIO,
NMUTO3ALLMNTY N ANEKTPOHHYI0 LMJPOBYHO NOAMNUCH.
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V)

PocTtexperynupoBaHue GOST R

B TK 26 npedcmasrieHbl opraHbl U opraHnsaumu, K
KOMMNETEHLUMN KOTOPbIX OTHECEHA 3alumMTa MHopmMaLuum
C UCNOoNb30BaHMEM KpunTorpagpniecknx MeToos,
MMEKLLMX ONbIT B OpraHn3aummn pa3pabotok obpasLos
LUngppoBanbHbIX (Kpuntorpadonyeckmnx) cCpeacTs
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GOST R
Poccumnckue (HauuoHanbHble) Kpuntorpadmyeckne ctaHgapThl
« [OCT 28147-89. Cuctembl 06paboTkm nHdopmauun. 3alumra

Kpuntorpadguyeckas. AnNropmtm Kpunrtorpadguieckoro
npeobpasoBaHug;

« [OCT P 34.10-2001. N"H(popMmaLMOHHas TEXHOSOIUS.
KpunTtorpadudeckasa s3awmra nHgopmaumu. [poueccol
doopmMupoBaHUA 1 NPOBEPKN INEKTPOHHON LMAPOBOU nognucu
* [OCT P 34.11-94. "upopmaLnMOHHas TEXHOOIUS.
KpunTtorpadpuyeckasa salwmra nHpopmaunm. GyHKUUA

X3LLNPOBaAHUA.
1-4 anpens 2010 . PycKpunto 2010




V)

GOST R

Poccumnckue (HauuoHanbHble) Kpuntorpadmyeckne ctaHgapThl

Mpumep Heyaa4YHOW NONbITKU rAPMOHMU3aLNN

[OCT P NICO/MOK 10116-93. NHdpopmaunoHHasa TEXHOMNOr1A.
Pexumbl paboTbl Ans anropmtMa n-paspsaaHoro 6ro4YHoro
LLUndppoBaHUS

ISO/IEC 10116: 2006, Modes of operation for an n-bit block cipher
(3rd edition)
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PeauoHarnbHasa cucmema
cmaHOapmu3auuu

1-4 anpens 2010 . PycKpunto 2010



~_ Num— S

YR P o BN T B R

k\‘ A T

e TH 26 T
N N\ i/\\‘i ' 3
\ rocTP v

"\ MexzocydapcmeeHHbiii Coeem

/) no cmaHAapmu3ayuu, Memporioauu u cepmuepukayuu

OO opraHmsaumm

MexxrocyoapCTBeHHbIN COBET N0 CTaH4apTM3aumn, MeTposriornm u
ceptudpukaumm (MI'C) Cogpyxectea HesaBmncumbix [ocynapcts
(CHI') asnaetca mexnpaBuTtenbCcTBeHHbIM opraHom CHI no
dopmmpoBaHNto U NPOBEAEHUIO COrnacoBaHHOW MNOSUTUKM NO

cTaHgapTu3auun, MeTponormm u ceptudunkauunm.
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’ “If F’é

_r‘ no cmaHdapmu3ayuu, Memponoauu U cepmugpukayuu

MemuvHapoqule (DeFI/IOHaJ'IbeIe) KPMNTOrpamuUieckne cTaHaapThl
« [OCT 28147-89. Cuctembl 06paboTkm nHdopmauun. 3alumra
Kpuntorpadguyeckas. AnNropmtm Kpunrtorpadguieckoro
npeobpasoBaHung;

* [OCT 34.310-2002. HdbopmaLMOHHAA TEXHOSOMSL.
KpunTtorpadpudeckaa salwmrta nHpopmauun. [Npouecchbl
doopmMupoBaHUA 1 NPOBEPKN INEKTPOHHON LMGPOBOU Nnognucu

* [OCT 34.311-95. HdbopMmaLMOHHAA TEXHOMOIMUA.
KpunTtorpaduyeckasa 3awmra nHgpopmaunm. GyHKUng

X3LLNPOBaAHUA.
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MexxOdyHapoOHas cucmema
cmaHOapmu3auuu
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International
Organization for
Standardization

ISO (International Organization for Standardization)
NCO (MexpyHapoaHas opraHm3auus no ctaHgapTusauum)

ObbeagnHSET HaUMOHarnbHbIE CUCTEMBbI CTaHAapTu3aumn 157
CTpaH.

Kaxxgaa U3 cTpaH npeacrasneHa ogHMUM rofiocoMm.
LleHTpanbHbIn CekpeTapmat, KOOPpANHUPYIOLWNN OEATENBHOCTb B
NCO, pacnonoxeH B >KeHeBe, LLiBenyapus.
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International

Iso Organization for

e Standardization

MecTto B uepapxum UCO

JIC1 - Information technology
JTC 1/SC 27 - IT Security techniques
JTC 1/SC 27/WG 2 - Cryptography and security mechanisms
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MK 27 CTK 1 UCO/M3K (ISO/IEC JTC 1 SC 27)

B 2007 r. komnaHnen «MHdpoTeKC» ObIfio npennoxeHo
noarotoBuUTL gonosriHeHue K ctaHaapty ISO/IEC 14888-
3:2006(E) «Information technology — Security techniques —
Digital signatures with appendix — Part 3: Discrete logarithm
based mechanisms» Ha ocHoBe 'OCT P 34.10-2001
«MHgbopmauyuoHHas mexHoroaus. Kpunimoepaguyeckas 3awjuma
uHgopmauuu. Npoueccbl gpopmupo8aHUS U MPo8ePKU
3/IEKMPOHHOU yughbposou roonucu»
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MK 27 CTK 1 UICO/M3K (ISO/IEC JTC 1 SC 27)

ISO/IEC 14888-3/Amd.1 Information technology — Security
techniques - Digital signatures with appendix - Part 3: Discrete
logarithm based mechanisms. Amendment 1. Elliptic Curve
Russian Digital Signature Algorithm, Schnorr Digital Signature
Algorithm, Elliptic Curve Schnorr Digital Signature Algorithm, and
Elliptic Curve Full Schnorr Digital Signature Algorithm

Moem cpuHarnebHoe 2oriocoeaHue

(0o 10 mas 2010 a.)
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MK 27 CTK 1 MICO/MO3K (ISO/IEC JTC 1 SC 27)

[logrotoBka gononHeHusa K ctaHaapty 1ISO 18033-3:2005
«Information technology -- Security techniques -- Encryption
algorithms -- Part 3: Block ciphers»

Ha ocHoBe [OCT 28147-89 «Cucrembl 06paboTkn nHpopmaumu.
3alwnTta Kpuntorpadgpunyeckasi. ANroputm Kpuntorpagpmnyeckoro
npeobpa3oBaHUA»
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MK 27 CTK 1 MICO/MO3K (ISO/IEC JTC 1 SC 27)

[logrotoBka gononHeHus Kk ctaHgapty 1ISO 10118-3:2004
«Information technology -- Security techniques -- Hash-functions -
- Part 3: Dedicated hash-functions»
Ha ocHoBe poccumnckoro ctaHgapta FOCT P 34.11-94
«MHopmaumnoHHaga TexHonorusa. Kpuntorpagpuyeckaa 3alimra
MHpopmaunmn. PyHKUMSA X3LLNPOBAHUSA»

[lboekm sHeceH 8 MCO 8 mae 2009 200a

[lpboekm OmKroHeH
1-4 anpens 2010 . PycKpunto 2010



RSA |

RSA Laboratories

Pabouas rpynna TK26 3aBeplumna paboTbl Mo pacLUMpEHUIO
cneundukaummn 6a3oBoro ctaHgapTa

PKCS#11: RSA Laboratories. Cryptographic Token Interface
Standard

MeXaHn3MaMun 1 atpudytamm poCCUNCKUX KpunTorpadondeckmnx
anropuTMOB.

PaboTta npoBoaunachk ¢ cornacus n B koopgmHaumm ¢ RSA
Security Lab (Magnus Nystrom).
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RSA Laboratories

PKCS #11 Mechanisms v2.30: Cryptoki — Draft 7
RSA Laboratories

29 July 2009
B.39 GO ST ot 196
6.40 GOST 28147-89 ...coniiiiiiiiii s 197
6.41 GOST R 34.10-2001......coceriiiriiiiieieeieeeeee e 206

The draft Version 2.30 of the PKCS #11 specification is now available
for 30-day public review.
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B 2010 r. B IETF onybnukoBaHbl JOKYMEHTbI

RFC 5830 «GOST 28147-89: Encryption, Decryption, and
Message Authentication Code (MAC) Algorithms»

RFC 5831 «GOST R 34.11-94: Hash Function Algorithm»
RFC 5832 «GOST R 34.10-2001: Digital Signature Algorithm»
B ctaryce Informational

These documents are intended to be a source of information
about the Russian Federal standards.
1-4 anpens 2010 . PycKpunto 2010
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NnaHbI TK26

- PazButune cnctemol Kpuntorpadnvecknx ctaHoapToB.
- [lpmeHeHne poccunckux Kkpuntorpadpnyeckmux anropmTMoB:

e B npotokonax IPsec etc;

« B TCG (Trusted Computing Group);

* B DNSSec;

e B CXemax ¢ ogHopasosbiMu naponamu (OTP).
-YHUUKauna dpopmMaToB 3aKpbITbIX KIMHOYEN B CUCTEMAX
OTKPbITOro pacnpeneneHuns Kro4eun.

-CtaHpgapTtnsauunsa Kkpuntorpadpmnyeckon 3alnTbl NepcoHarbHbIX

OAaHHbIX.
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Pas3BuTtne cncrtemsl Kpuntorpadouyeckmux ctaHaapToB

X3LWKMPOBaHUA, B TOM
ynucne ¢ AIMHOM X3LW-
Koga 512 6ut

bYHKLUMM € ANMHOMN
X3W-Koaa 512 6ut

Mpeamer 2008 2009 2010
CTaHpapTU3aLUn
1 KB. — peweHune o
Kpuntorpaduueckas CTaHAapPTU3aLUM OAHOM X3LL-
bYHKUMA MpoeKT xaww- Hesasucumeole OYHKLNM NN CEMENCTBA X3LW-

nccnenoBaHms
NPoeKTa

bYHKUNIM € NnepeMeHHOM
AJIMHOM X3LW-KoAaa

4 KB. — coAepKaTeNbHan YacTb
NPOEeKTa CTaH4apTa

Cxema 3n1eKTPOHHOM
umMdppoBom NnognucK c
AJINHOM NoANUCH
6onbwe 512 6ut

1 KB. — peweHune o
CTaHAApPTU3aALUM OAHOWN CXEMDbI
NN CEMENCTBA CXEM C
nepemMeHHON ANMHOW NOANUCH
4 KB. — coAepKaTesibHaA 4acTb
NPOEKTa AOMNOJHEHUA K
ctaHaapty FOCT P 34.10-2001

1-4 anpensa 2010,
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Pas3BuTtne cncrtemsl Kpuntorpadouyeckmux ctaHaapToB

Ipeamer
CTANIAPTH3AMH 2010 2011 2012 2013
. 5 HezaBucrumeie
Xxema OJIOUHOTO UCCIIeIOBAHUS
IHOPORIIN G | [1pocxr cxewer | POGKIa, | Copepmareibras
JUTMHOM Oyioka 128 pa3paboTka cTanzapTa
our PEXKVMOB p
muppoBaHus
Pexomenmanum no e e He3zaBucumele ConepxarenbHast
BBIPaOOTKE 0OIIETO GKONII)CH ALl UCCJICIOBAHUS 4acTh IPOCKTA
KJTI04a p IPOCKTA cTaHJapTa
AJroput™m
e egz%)can a0 HezaBucuMble ConepsxarenapHas
B 01/I‘¥H0171 [IpoekT anroput™a |  UCCIEIOBAHUS JacTh IIPOCKTA
i IIPOCKTA CTaHJlapTa
MoCJe0BaTeh
HOCTH
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bNaronapio 3a BHMMakke!

JIlyHuH AHaTonuun BacunbeBuny
OAO «UH(poTeKC»
GOST R Expert,
3aM. 0MBEeMCMBEHHO20 ceKpemaps MexHU4eCcKo2o Komumema rio
cmaHOapmu3auyuu «Kpunmoapaghuyeckas 3awjuma uHgopmayuu
Ten. +7 (495) 737 61 92
tc26@infotecs.ru
WWwWWw.tc26.ru
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