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UTMO

KOH®EPEHIIAU «BEJbIX XAKEPOB» 1

CHEITAAJLHBIE UCCJIETOBATEJILCKHE

NTPHI KAK YACTHh OBPA3OBATEJBLHOT'O
ITPOITECCA.

"yKoBa [apbA
cnery UTMoO buUT



HassaHue

NMpoBoAuTcs

MecTO
npoBeAeHuUs

DefCon 1993 1., exxerogHo Jlac- Berac www.defcon.org
LAYER ONE 2004 1., e’)xeroaHO Jloc-Anmxenec www.layerone.info
Toorcon 1998 1., exxerogHo Can-/luero www.toorcon.org
BlackHat 1997 1., eKEroIHO Bammurron www.blackhat.com
CCC 1984 1., exxerogHo bepnun www.ccc.de
1989 roma, kaxxapie
What the Hack? 8 8 Hunepnanasi www.whatthehack.org
4 rona
EUSecWest C 2005 ., exxeromaHo JlornoH http://eusecwest.com/
CanSecWest C 2001 r., exerogHo Bankygep http://cansecwest.com
Manaiizus, : i .
Hack in the Box C 2003 1., exxerogHo . NS STl SO
AOD, JlyOaii

Power of Community

C 2006 1., e)kerogHo

HOxnas Kopes

www.powerofcommunity.org

PacSec

C 2002 1., exxeromHo

Tokuo

http://pacsec.jp/index.html




500-1000 yen.

Xakepobl, UT-
3KcnepTbl,
CNeucny»Kobl

ObmeH
ONbITOM B
3awute NUb

Pa3BneyeHue,
obmeH UHo.

Obpa3oBa-
TeNbHas, CoL.
npobnema
XaKepcTBa

Bopbba c
Knbepnpec-
TYNHOCTbO




AN

MpuBneyeHne BHUMaHMNA K MHPOPMaLIMOHHOM Be3onacHOCTY;

Cbop nHpopmauymmn, obmeH onbiTom 60pbbbI C KKNOEPTEPPOPUIMOMY;

Peanusauma npeaynpexaatowmx ctpaTerni;

[JeMoHCTpauuA HOBEWWMUX peweHurn B 0bnactm  ynpaBneHMa  MHGOPMALMOHHOM
6e30nacHOCTbIO;

Pa3paboTKa MHCTPYMEHTOB 414 3aLUUTbl CUCTEMbI OT BOSMOXKHbIX Yrpo3;

Ob6cykaeHne Npobiem coumanbHbIX aCNeKTOB XakepcTsa U Ap.

3alwmnTa HanapeHune

MpPUHLMMbI NOCTPOEHUA CUCTEMbI HE30NacHOCTH [leMOHCTpaLma TeEXHONOINI U MeTOA0B

06bekTa; Mowncka 1 aKkcnayaTaLummn ya3BUMOCTe;
OueHKa 3pPeKTUBHOCTU U BbIpabOTKM
NPeANOXKEeHUM N0 MOAEPHN3ALLUN CUCTEMDI
6e3onacHoOCTH;

CKpbITOro nepexsata MHGoOpmMaLnu;

AHOHMMHOrO npoBeneHnA aTtak;

BbisiBNeHME }KNU3HEHHO BaXKHbIX LieN e U npeaMmeToB Peanunsaumm pasnmnyHbix TMNoB atak (DosS,

3alLUNUTbI NPEeANPUATUA, OPraHM3aLNK; MITM, Injection etc.);
AHann3 ya3BMMOCTEN, KnaccudPuKaumsa BO3MOXKHbIX ATaK Ha Kpuntorpadpuyeckne aaropuTmol;

yrpos. Pa3paboTka moaenu yrpos v HapyLmTeneum; «OcoBeHHOCTU» 060PYA0BaHMS
Ynpasnenue Ub.

3almTa OT BPEAOHOCHbIX NPOrpamm




cnery UTmo, Kacgpeapa BUT, 2010 roa.




ATaKku Ha
MOBUNbHbIE

e Mcnonb3oBaHue

BupTyanbHbie

cucTemsl HAOB

ATaKun Ha He- BocctaHoBneHuUe
Windows AAHHbIX C
cucTemol YTUAN30BaAHHOIO

HocuTens

NogmeHa IP
boTHeTbl

N3meHeHUe
CTopOHHMe NOANMHHOCTH
NPUIOXKEHUA OAHHbIX

cnery UTMO, Kacdenpa BUT, 2010 roa.




Capture The Flag!

HassaHue MecTo npoBeAeHus Caut
DefCon Jlac-Berac www.defcon.org

UCSB iCTF University of California ictf.cs.ucsb.edu/
CIPHER I'epmanus www.cipher-ctf.org

OT6OpPOYHbIN 3TAN

KBecTbl

CucrtemHoe
AAMUHUCTPUP
OBaHue

Mporpammmpo
BaHue

KpuntoaHanus

PuHanbHbIE copBeHOBaHUA

CepBuchl

CreraHoaHanu3

KBecTbl

Reverse
Engineering
KpymuHuancr (aHanus
Ka MaLUMHHOrO
Koga
nporpamm)

GoogleFoo




Predictable
Resource
Location

Buffer
Overflow

Weak

Cross-site

Password scripting

Recovery
Validation VI3BUMOCTH

Credential SQL
/Session Injection

Predicti :
BT Insufficient ON) \

Authenticat Commandi
ion A ng

cnery UTMO, Kacdenpa BUT, 2010 roa.







hs

o Havana

¢ [logrotoBKa ceTu, CepBepos;
e Hactpoika VM, nporpamm, cpeacts MOHUTOPUHTA

Hayano

* PacwmnoposKka obpasa,

® 3aMNYyCK CUCTEMBI,

® CMeHa napons,

* NpoBepKa QYHKLMOHMPOBAHWNS CEPBUCOB

<

[Mocne Havana

e [[poBepkKa oTKpbITbIXx MySQL nopTos..
* 3aKpbITME NaHenem agMnMHUCTpaTopa
e Chroot apache u 1a.

OcHoBHas“

4acCTb




MOHMTOPUHT BXOASILETr0/UCXOASAIIEr0 TPpapuKa
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Cuaudunr ¢pa
Pe3epBHOE KONIMPOBAHUE CUCTEMBbI

CxkaHupoBaHue 00pa3a Ha HAJIMYHME OTKPBITHIX MOPTOB







ssIlepBorcTouHNK MHGOPMAITUHN O HOBBIX YS3BUMOCTSX, YTPO3aX U METoJaX OOPHOBI C HUMU;

s M3ydeHne MeTo0B 3auThl MHGOOPMAIIMK Ha MPAKTUKE MOJIOIBIMHA CIICITUATICTAMHA (CTYICHTAMN);
s [lo3uTHBHAS MOTHUBAIIMS MOJIOJIBIX CICIIHAIMCTOB, MOJOKUTEIbHASI OPUEHTUPOBAHHOCTh
«xubepHeopMaIoBy;

**B0O3MOXXHOCTS C 1IETBI0 UCCIIEIOBAHNIA TPOU3BOIANTH B3JIOMBI, aTaKH HE HAPYIIas 3aKOH;
ssIlocnenyromme n3MeHeHus (yIydiieHus) B 000pyTOBaHUH U MPOTPAMMHOM OO€CITCUCHNUY;

¢ OCBEIOMIICHHOCTH CTICTIMAIMCTOB B Y3KOU 00JacTH 0 TipobiaemMax Apyrux cdep nHHOpMaInOHHON
0€3011aCHOCTH;

s @opMupoBaHUE MEXKTYHAPOTHOTO 00beauHeHus [ T-cnenmanuctos, crienranuctoB o b

RUCTF | UFO CTF CITCTF

ructf.ogr citctf.ifmo.ru




cnery UTMO, Kachenpa BUT, 2010 roa.




