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BaXXHOCTb U aKTyanbHOCTb Npodonembl (1/2)

* B HacTosAlee BpemMa Mbl ABfigeMcd cBmaeTensamm
HOBOW dpasbl NPOTUBOCTOSHUSA (“TOHKM BOOPYXXEHUIN") B
OTKPbITbIX CETAX MeX4y cpeacTBaMn HanageHua u
3awmnThbl

« TpaguuMoHHO aTaKyloLLMe MMEKT HEKOTOpOoe
npeuMyLLLECTBO Nepes 3alluLlaloLLMMNCS

* Tekyulee coCTosiHNE NPOTUBOAENCTBUS CUCTEM
HanageHust 3NoyMbILLIIEHHUKOB N CUCTEM 3aLUUThI
XaKepbl XapaKkTepuayoT KaK “Urpy B ceTeBble KOLLIKU-
vbllwkn” (a game of Network Cat and Mouse) — KTo Koro
obmaHeT [Nomad Mobile Research Centre |
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BaXXHOCTb 1 aKTyanbHOCTb Npoonembl (2/2)

= CoBpeMeHHble cucTeMbI 3aLunTbl B IHTEPHET OOJKHbI
ANHaAMUYECKN N3MEHSATBLCS NPU NBMEHEHUNN KaK CaMOou
3aluiaemMon LLeneBon cUCTEMbI, Tak U C UISMEHEHNEM cpeabl
doyHKLUMOHUPOBaAHUA

= [1na peanusaumm 3aTuX BO3MOXXHOCTEN B NEPCNEKTUBHbIX
cuctemMax 3almTbl HeobxoamMmo obecnedynTb AMHaAMUYECKOE
noBegeHne, aBTOHOMHOCTb M aganTaumto oTAeNbHbIX
KOMMNOHEHTOB, MCNOMb30BaTb METOAbl, OCHOBAHHbIE HA
rneperoBopax u koonepawumn, KOTOpbIE NexaTt B OCHOBE
MHOroareHTHbIX CUCTEM U (UNTN) aBTOHOMHbIX BbIYUCNEHNN

« MoagenupoBaHue U UMUTALMOHHbIE S9KCNEPUMEHTbI CTanu
HeobxoaumbiM ddyHOAMEHTOM ANA uccregoBaHMn B obnactu
KOMMbIOTEPHbIX HaYK, BKIOYasad 0611acTb KOMMNLIOTEPHON U
ceTeBon 6e30nacHOCTU
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Llenb n 3apaum paboThl

= Lenb paboTkl: uccredosaHue 803MOXXHOCMU
rnpuUMeHeHUs rnpeodriazaemMo20 a2eHMmMHo-
opueHmMuUpoeaHHo20 rnooxooda u paspabomaHHoU cpeob!
mMoodersiupoeaHusi 0511 uccsie0oeaHuUs1i adarnmueHOo20
rnoeedeHusi npomusobopcmeyroujux KOMaHO
UHMessieKmyasbHbIX a2eHmoe Ha rnpumMepe
MexaHu3mos 3awumsl OT amak “PacrnipeoderieHHbIU omKas3
8 obcnyxueaHuu” (Distributed Denial of Service, DDoS).

s DB0JTHUUOHHBIU M00OX00 K pa3pabomke rnooxooda

= B oTnnume ot npegbiaywinx padbot aBTopoB HaunbosrbLUnm
aKUEeHT genaeTcsa Ha nccnegoBaHy aganTUBHbIX
cueHapueB NPOTUBOAENCTBUS KOMaH areHTOB aTaku U
3alMTbl U ONUCAHNK NPOBEAEHHbBIX SKCMEPUMEHTOB
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[Toaxon K MmogenupoBaHUIO
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7 HTeJ1NNEeKTyalJibHbl€ areHTbl

UHTennekTyanbHble NPOrpaMMHbIe areHTbl — NporpamMmHbIe
KOMMOHEHTbI, KOTOPbIE MOTYT BbINOSTHATb cneundunyeckme
3aJayn, NocTaBfiEHHbLIE MONbL30oBaTeNEM, U 0becneymBaTb TaKyto
CTENEHb UHTENEKTA, KOTOpas MNO3BOSIAET BbIMOMHATbL 3TN 3a4a4u
aBTOHOMHO, afganTUpPysCb K cpeae 1 B3anMoOencTBysa Co cpenou
N OPYrmMun areHTamm paumoHarsnbHbIM CrocobomMm.

Smart Agents
Collaborative
Learning
Agents

Collaborative

e
Agents Interface

Agents
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CtaHpapTHanA apxuTeKkTypa areHra
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[Toaxon K MmogenupoBaHUIO

= KnbepHeTnyeckoe npotnBoboOpCTBO NpeacTaBnseTcs B BUAE
B3aMMOOENCTBUSA pa3fiM4YHbIX KOMaH NporpaMMHbIX areHToB

= [lpouecchl nponcxogdar B cpefe, 3agaBaemMon MOAENbIO
MIHTepHeTa

s BblaenawTca KOMaHObl areHToB aTaky, 3awmnThbl U
nosb3oBartenen

= KomaHabl B3aMOAENCTBYIOT Mexay cobon:
NPOTUBOOOPCTBYIOT, KOONEPUPYIOTCH, aAanTUPYIOTCA

= KomaHpa dlfreéHToB-3/10yMbIWJTEHHUKOB 3BOJTIOLMOHUNPYET
nocpeancTBoM reHepaumnm HOBbIX 3K3EMIMITIAPOB N TUIMOB aTak, a
TaKkXe cueHapuneB X pearindaunn € Uuerbio NnpeogosieHnd
NnoagcncTemMbl 3alLUTHI.

= KomaHOa areHToB 3aluThl aganTUpyeTcd K AeNCTBUAM
3MTOYMbILLUNEHHUKOB NyTEM U3MEHEHUSA NCTONHAEMOU
NoNUTUKN 6esonacHocTu, opMUPOBaAHUA HOBbIX
9K3eMNNApOB MexXaHU3MOB U Npodounen 3alnThbl.

PycKpunto’2009, 2-5 anpensa 2009 r.



Moaenb B3aumoaenCcTBUA KOMaHA areHToB
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‘* Oco6eHHOCTH 3aWwuThbl oT atak DDoS

HasHauyeHune: ObICTPO onpenensitb U pearnpoBaTb Ha aTaku [Xiang,
Zhou, 04], poctaBnatb nerntumMHbIn Tpaduk [Mirkovic, et al., 05].

PasnnyHble XxapakTepPUCTUKMN CETUN UCMONb3YITCA AN OOHapPYXeHUs
aTak (Hanpumep, |IP-agpeca atakytowmx [Peng , et al., 05 ], ypoBeHb
Tpadoumka [Gil, Poletto, 03], cogepxnmoe naketa [Papadopoulos, 03]).

UToObI onpenennTb aHoManuu, UCNonb3yrTCA pasfnnyHble METOAbI
(Hanpumep, ctatuctuyeckue [Li, et al., 05], conoctasneHue c
obpasuom...).

MexaHunambl pearnpoBaHua: dunbTpaumna naketos [Park, Lee, 01],
KOHTpOJIb neperpy3ok [Mahajan, et al., 02], otcnexusaHune [Kuznetsov,

et al., 02].
O6wmm noaxona K 3awmnte ot atak DDoS:

= cbop nHpopmaunm o HopmasrieHoM Tpaduke
= CpaBHeHMe TeKyLero Tpaduka ¢ MoaesbHbIM
= MNpPOCneXxnBaHMe NCTOYHMKOB aHOMarnum v Bblaavya pekomeHgauum

= [PUMEHEHME BblIOPAHHbLIX KOHTPMEP
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KoonepaTtuBHble MeXxaHU3MbI 3aLllUTbI
ot DDoS aTak

= YnpaBrieHue pecypcamum (M3MeHeHue U nepeHoc)
= Server Roaming
= Market-based Service Quality Differentiation
= [ransport-aware |IP router architecture
s AyTeHTUdunKauus
= [ransport-aware |P router architecture
= Secure Overlay Services
= MexaHusmbl otcnexunBaHus (traceback)
= ACC pushback
» COSSACK
» Perimeter-based DDoS defense
= DefCOM
=« Gateway-based
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KoMaHaa ataku

Cattack = {M ) A} ) gMol
:  Rovor .
3M10YMBbILLSTIEHHUK :ZZE;III:[ MacTtep DDoS
[lemoH

___________________________________________________________________________

= Artaka DDoS: rmobanbHas uernb gOCTUraeTcsl CKoOOpANHNUPOBAHHBLIMU
YCUNUAMWN MHOTMX KOMIMOHEHTOB

= «JleMOH» — UCNONHUTENb aTaku
= B Hadane paboTbl NOCbINAeT «MacTepy» CBOW agpec v nopt
= «MacTep» — KoopanHaToOp aTaku
= CocTtaBnseT cnMcok paboTocnoCcobHbIX «4EMOHOBY
* [lonyyaeT KOMaH4y aTaku OT 3/10YMbILUIEHHMKA
= [locbinaet paboTocnocobHbIM «AemMoHaM» KomaHay aTtaku: IP
agpec 1 nopT uenu, MHTEHCMBHOCTDL (MakeToB B CEKYHAY)

PycKpunto’2009, 2-5 anpensa 2009 r.



KomMaHaa 3awurbl

dunbTp } ---------- {OrpaquMTenb}*---- AreHT aTakm
[3aLLI,I/ILLI,aeMbIIZ l v
ysenm  JUTTT { Camnnep ]—{,D,eTeKTop ]—{ AreHT }
AreHT “camnnep” paccrieqoBaHus

« C6op MoaenbHbIX AaHHbIX ON19 KaXXO0ro y3ra rno ceTeBblM Naketam

* Bblgaya MogenbHbIX JaHHbIX HA 3anpoc «AeTekTopa»

AreHT “peTekTop”

* [lpuem coobLieHnsa o paboTocnocobHOCTU APYrUX areHToB

« 3anpoc AaHHbIX OT «COMMIIEPOB»

* [lpmnem pelieHunsi 06 atake

« [locblnka coobLieHnst Co CNUCKOM MOAO3PUTENBHbLIX Y310B «UNLTPY» U
areHTy «paccrnenoBaHusi», AUPEKTUBY OrpaHnvnBaTh Tpadoumk

AreHT «(punbTp» — NPMEM OaHHbIX OT «AeTeKTopa» N punbTpauns

AreHT «paccriegoBaHUsA» — OTCIIEXNBaAHNE NCTOYHUKA aTaku 1 ero
obe3BpexmBaHme

AreHT «orpaHu4YnTenb» — orpaHn4yeHne Tpaduka
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MapameTpbl CCnegyeMbIX Moaenen ceTu,
‘* MeXaHU3MOB 3aliuUThbl U aTaku (1/2)

= Jornosoaus cemu: KOSIN4ECTBO M TUMbl XOCTOB U KaHamOoB
CBA3UN MeXAy HUMMN.

s KoHgpuzypauus komaHO amaku: KONN4YecTBO JEMOHOB;
afpec 1 nNopT macTtepa And B3aMMoOencTBust; MopT AeMOHa
A5 NOCBINTKM NAaKeTOB aTtaku; agpec v NopT Lenn aTtakuy;
BpeMs aTaku; MHTEHCUBHOCTb aTaku; MeToA NoAMEHb
agpeca oTnpaBuTens.

s [lapamempsbl peanu3sayuu amaku: TUM Lenn ataku
(NpunoxeHwne, y3en unu ceTb; Heobxoanmo ykasaTthb |P-
agpec 1 rnopT Lenu atakn), TUn ataku (rpybas cuna
(UDP/ICMP flood, smurf/fraggle n gp.) unu cemaHtndeckas
(TCP SYN, Incorrect packets, Hard requests n gp.)), Temn
aTaku, cxema agantauumm u T.nm.
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MapameTpbl CCnegyeMbIX Moaenen ceTu,
MeXaHU3MOB 3aliuUThbl U aTaKu (2/2)

s [lapamempbl KOMaHObI 3aWjUumabl: agpec 3aLluLLIaeMOoro
yana, agpec 1 nopT “AeTekropa’ Ans B3aMMo4eUCTBUM,
pa3Mep OTBETA Ha 3anpoc 1 Bpemsi 0bpaboTkn 3anpoca
CeEpBEPOM; CXeMa aganTtauum un T.1.

s [lapamempbl MexaHU3MO8 3auiumakl: PacrosioXXeHue, aTanbl
3alUKTbI, COcob OOHapPYXXeHUA 1 T.1.

s [Tlapamempbi KomaHObI Mosib3o8ameriel: KONMMYECTBO
nonb3oBaTenen; agpec U NopT cepeepa; BpemMs Havana
paboThbl; KONMYECTBO, 3aMpoOCOB, MHTEPBAN MeXay
3anpocamu, pasMep 3anpocoB K cepBepy B O4HOM
COeANHEeHUN; UHTepBan MexXay CoeANHEeHUS MU,

s [lapamempsbl Koornepayuu azeHmos 3awjumsl. CXema
KoornepaLuu.

s [Tapamempbi MOOesIUupO8aHUSs: NPOOOMKUTENbHOCTb
MOAEeNMPOBaHNS, KONNYECTBO IKCMNEPUMEHTOB U AP.
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* Kputepuu agantauum komaHp areHToB (1/2)

s CybbekTbl B3anmogencrteuma (S): KOMaHObl aTakn U 3aLUunThI.
O6bwmnn nogxon K agantaunu:
- = AXOA a n H ~— KOHQurypauusa cuctemsl

OTpaxaeT min Z Ci (S (t ), Kb (t )) [loka3aTerib MOLLHOCTH

CTOMMOCTH S(t) 1 NP .
\IZQ aTaku/3almTsl

r|<p|/|Tep|/||‘/'| agantaumum KomaHgbl 3awuUTbl:

man{CFP( (£). Kp (t)+ Cry (S(1), Kp (t)+Cr (S(t), Kp (1))}

|_1
[TpOLEHT NOXHbIX [TpoueHT nponyckoB [1pogosmKnTenbHOCTL

cpabaTbiBaHUN atak aTakmu

. KpI/ITepI/II7I aganTaunm KoMmaHabl aTaku:

mmZ{ o (E(t). Kalt)+Cp (S(t). Ka))}

Konnyectso KonnyectBo 06e3BpeXXeHHbIX
NnakeToB «1EMOHOBY
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‘! Kputepuu agantauum KomaHp areHToB (2/2)

Kp(t) = {M,, TK} — kOHpMrypaums cuctembl 3aLLmnThbl
Ha BpeMm4

roe M.— metopg 3awmThl U ero napameTpsbl
(Mony4veHHbIE BO BpeEMSI 00y4eHUs),
TK; — cxema koonepauuu (6e3 koonepaumu,
Ha ypoBHE (PUSIbTPOB, CIMMIIEPOB M NOJSIHAA)

Ka(f)= {l;, R} — napameTpbl aTak1 Ha Bpems {,

rae | — NHTEeHCUMBHOCTbL aTtaku (3agaeTcs 3NnoyMbILLNIEHHUKOM),
R,— meToa noameHbl agpeca oTrpaBuUTeNs
(6e3 nogMeHbI, MOCTOSIHHASA, CriydYanHas,
criydamHasi Tom Xe noaceTn)
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KoonepaTM BHblI€ ME€XaHN3Mbl 3aliUThI

= Mopaenu koonepaTMBHOro B3anMoaeucTBUA:
= DefCOM [J.Mirkovic, etc., 2005]: “Alert generator”, “Rate limiter”,

“Classifier”
= COSSACK [C.Papadopoulos, 2003]: “snort”, “watchdog”, filter
=10/
[lpennoxeHHble: 2| i g edes] b ] 2 | TT

J [MCoop_big) coop_big [id=1] [ptr01463C0E] _eee,
e b g

= 6e3 Koornepayuu;

= Kooriepauus Ha
ypo8He buIbMmpos;

= Kooriepayus Ha
YpPOBHE CIMI1IIEPOS;

= c/iabas koonepauyus,
= [10JIHas Kooriepayus.
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u ApxuTekTypa cpeabl MogenupoBaHus

MoavJjb NpoIeccoB NPeJIMETHON 00,J1aCTH

Mojenu y3J10B CETH

Monaenu npuiIoXeHuu
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da3bl NPOTUBOAENCTBUA KOMaHA areHTOoB:
(1) leHepauuna HopmanbHOro Tpaduka

f {MCompound) compound =10l x|
& == mm|@| |

. [MCompound] compound [id=1] [ptrd10FFEDS)
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da3bl NPOTUBOAEUCTBUA KOMaHA areHTOoB:
(2) DopMmupoBaHue KOMaHAbl aTaku

=i5i| Komanaa ataku
2=k M |ED] I
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da3bl NPOTUBOAENCTBUA KOMaHA, areHTOB:

(3) Hayano aTtaku
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da3bl NPOTUBOAENCTBUA KOMAH areHTOB:
(4) OenctBunA areHta “camnnep (ceHcop)”
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da3bl NPOTUBOAEUCTBUA KOMaHA areHToB:
(5) OenctBua areHta «punbTp»
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da3bl NPOTUBOAENCTBUA KOMAHL, areHTOB:

(6) OencTBuA areHTa paccneaoBaHusA
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‘* OKCNEepUMEHThI

BPS, false positive
e

= Co3fgaHHasa cpega MoaenupoBaHus NO3BONSAET
NPOBOAUTb Pa3fNYHble 3KCMEPUMEHTbI C Lienblto
nccnegoBaHUA cTpaTernin peanusauum atak u
NepCrnekTUBHbIX METOA0B 3aLLUTHI.

= B npouecce akcnepuMeHTOB MOXHO BapbUpoBaTb
= TOMOMOMNI0 U KOHAUIypaLMIO CETU;

= CTPYKTYPY U KOHOMIYpaLUIO KOMaHA aTaku 1
3aLUMThI;

0.4+
0.8 -

0.7 4
0.6
0.8 4
0.4

0.3+
0.2 4
0.1 4

]

= MexaHW3Mbl peanu3aumm atak u 3aluThbl;
napamMmeTpbl Koonepauum KomaHa v ap.

nnnnnn

nnnnn




‘! CywWHOCTb pexnma odyyeHus

s B pexume obyyeHuUs dbopMmnpyeTca Moaernib TUNOBOro Ass
nccriegyemon cetn tpauka (6e3 peanusaumnm ataku).

= VHamBmaoyansHoe obyyeHne KomaHa paboTaeT B COOTBETCTBUM C
onncaHHbIMKU meTtoaamu. [ocne Havana mogenupoBaHUs KIMEHTbI
obpalyatTcd K cepBepy, a oH UM oTBevaeT. B aTo Bpems
CAMNSIEPbI PEMUCTPUPYIOT 3TU 3anpoChkl U UCMOSb3YIOT UX ANS
dopmupoBaHua napametpoB metogoB SIPM, HCF n BPS.

= [lpn Koonepaunmn Ha ypoBHE CIMMNEPOB, a Takke nNpu NosHou
Koorepauum, KoMaHabl UICNOoMb3YIOT AaHHbIE APYrMX KOMaHa Ans
CBOEro oby4yeHnst — B 3TOM U 3aKt04aeTCsl OCHOBHOE OTNnyme
KooriepamugHo20 0by4yeHuUs om UHOU8UOyaribHORO.

= 3Had agpeca Apyrux CaMnnepoB, KOMaHAdbl 3anpalunBaloT AaHHbIE
OT HUX, TO ECTb JaHHbIE NMOACETEN APYrMX KOMaHA. OTO AaeT bonee
NOMNHYyK Moaernb Tpadmka B CETW.

= [lpn gpyrux cxemax koonepaumm oOMeH JaHHbIMU B PEXUME
00y4YeHUs1 He NMPOUCXOAUT, TaK KakK 3TU CXeMbl OPUEHTUPOBAHDI
TONBbKO Ha KOOMepaTUBHYIO 3aLLNTY.
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MeToabl OOHapyXeHUA BPeAOHOCHOIOo
Tpaduka

Hop counts Filtering (HCF): 3akntouaetcs B gpopmupoBaHum tabnuu
noaceTeun 1 KonnmyecTtsa CKayvykoB a0 HuX. [NpegnonaraeTtcs, YTO NakeTbl U3
O4HON 1 TOW XXe CeTu NPOXOoaAT OT OTNpaBnUTeNda 4O nosfiyvyaTtens
OAMHAaKOBOE KONIMYECTBO XONOB (CkaykoB). BHavane cocraBnaeTcsd
Tabnuua, B KOTOPOW y3nbl FPYNMMPYHOTCH NO KonnyecTtBy xonos. [Npu
obHapyxeHun ataku cuctema, peanusytowaa HCF, selumncnsieT
KONIMYECTBO XOMOB NMpuLLIeaLlero naketa u cpaBHUBaAET ero ¢ TabfINYHbIM
3HA4YEHMEM.

Source IP address monitoring (SIPM): ncnone3yetcs npeanonoxXeHue,
4YTO BO BPeMS aTakm nogasndeTtcs 60sbLIoe KONIM4eCTBO HOBbIX aapecoB
KnueHToB. BHavane nponssogutca goopmupoBaHue 6asbl IP-agpecos
“NermMTMMHLIX” KNMeHToB. B peanbHOM BpeMeHU cuctema cobupaer
CTaTUCTUKY MO NakeTam — KOSINYeCTBO HOBbIX ANns cuctembl IP-agpecos 3a
3aJaHHble OTpe3kn BpemeHn. Ecnn ata BennynHa octaeTcs B npegenax
HOPMbI, TO HOBblE aZipeca 3aHOCATCS B 6a3y, ecnm HET — OCYLLLECTBIAETCS
dounbTpaums.

Bit Per Second (BPS): no3sonaet oOHapyXUTb aTakyroLuX rno
NpeBbILLEHNIO NOpora HopMansLHOro Tpadpuka. BHavyane onpenenseTcs
«40NyCTUMbIN» NOPOr Ansg Tpadguka Ha OCHOBE 3arpoCoB NEermTUMHbIX
KITMEHTOB.
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[Mpumep 6a3oBOM cxeMbl aganTauuu,
‘! NPUMEeHEeHHOU B 3KCNepUuMeHTax

= B 3aBncMmMocCTn OT MOLLHOCTU aTaku, KomMaHoa 3aulumabsl N3BMEHSAET
napamMeTpbl METOOOB 3allUTbl U KOonepaunn, MUHUMU3NPYA
cToMMOCTb 3alwmnTbl. [locnegoBaTenbHOCTb NCIMOJ1b3yEMbIX

METOOB:
BPS -> SIPM -> SIPM + HCF

s KomaHOa amaku nepepacnpeaenseT UHTEHCUBHOCTb aTaku
MeXay AeMOHaMM U NU3MEHSIET METOAMKY NOAMEHbI aapeca,
MUHUMU3NPYS KONTMYECTBO NAKETOB aTaku N YMEHbLLAas
BEPOATHOCTb 006e3BpeXMBaAHNSA EMOHOB areHTamMmn 3aLuThl.

=« CHavyana komaHaa, obnagasa 0onbLWUM KONMMYECTBOM AEMOHOB,
pacnpegensieT Harpy3ky paBHOMEPHO MeXQy HUMU U He
MCnosib3yeT MeTo NoAMEHbI agpeca, YToObl OHU HE DbINK
OTMeYeHblI bpaHaMayapamm CBOMX NOACETEN.

= Ecnu, nocne gencreum komaHabl 3aWMThbl, HEKOTOPLIE 4EMOHDI
byoyT obesBpexeHbl, KoOMaH4a aTaku NOBbILWAET Harpysky Ha
OCTaBLUMXCH (A1 coxXpaHeHUs obLen MIHTEHCMBHOCTMN) U
NMPUMEHSET MeTOA NOAMEHbLI agpeca OTrnpaBUTENS.
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Tpadumk npu agantTaumm KOMaHO areHToB
0e3 Koonepauuu

O6o3HavyeHue
Tpadmka: Ha
20000 2. 3awumTa e
METOLIOM aTakyemom

BPS noaceTn —
cepblin; BHYTpU

\ CEeTU - YepHbIN

N\
10000+ 5. KomaHoa

2 3aLlnThI
NpUMEHsIET
meTtoq SIPM.
Tpaduk BHYTPU
| ‘ | | | | | | noaceTu

0 200 400 / 600 CHUKaeTCS
3. AreHTam 3awmTbl yoaeTtcd 4. Mactep KoMaHAbl aTaku nepepacnpenensieT
obe3BpeanTb pAL AEMOHOB, MO3TOMY  HarpysKy Ha OCTaBLUMXCHA OEMOHOB U MEHSET
TpaduK Ha BxoAe B 3aLimuiaemMyro MeTo4 NogMeHbl agpeca Ha “crnyvyanHbln”. N3-3a
NnoaceTb CHMXaeTcs 9TOro CUIIbHO BO3pacTaeT Tpaduk
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Tpaduk npu agantTayMu KOMaH4 areHToB
npu Koonepauuu Ha ypoBHe (hUnNbLTPOB
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Bnarogapsi Tomy, 4TO KOMaH4a 3aWnTbl NONy4YaeT npaesuna
dunbTpauum oT Apyrnx komana, 6rokupoBka Tpaduka ataku
NPOMCXOAUT CyLLECTBEHHO ObICTpee, Yem 6e3 kKoonepauum
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Tpaduk npu agantaumm KOMaH4 areHToB
npu KoonepauMu Ha YpoBHEe CIMNNEPOB

20000+

100001

0 WO@ 500
[Mpn n3amMeHeHUn meToaa aTaku pacTeT TOSIbKO TpadouK Ha BXoAe B 3aLimiaemMyro
noaceTb. BHYTpM nogceTu Tpaguk ocTaeTcs Ha NpUeMIeMOM YPOBHE. OTO CBA3aHO C
TEeM, YTO nNpu obydeHnn, KOMaHAb!l 3aWMThI MOSTyHanu AaHHbIE OT COMIMIIEPOB APYIrnX
KOMaH U3 OpYyrnx nogceten. ATux AaHHbIX oKasarnocb 4oCcTaTouvHO ans metoaa SIPM,

4YTOObI Cpa3y 6oKMpPoBaTb aTaKyoLWMX, U3MEHAIOLLIMX CBOW adpec Ha CrlyYanHbIN.
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Tpaduk npu agantTayMu KOMaH4 areHToB
npu NONMHOU Koonepauuu
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Tpadomk UMeEeT TakoW XXe XapakTep, YTO U Npu Koonepauum Ha YpoBHE COMMSIEPOB.
Peluatowyto posib B 3aLimTe OT aTaku, cbirpasia Kkoonepauusa camnsiepos.
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OcCHOBHbIe pe3ynbTaTthbl padoTbl (1)

[lpeacTtaBneH nogxon K nccnegoBaHUo
aJanTUBHbIX U KOOMepPaTUBHbIX MEXAaHNU3MOB
dYHKLUNOHUPOBAHUA KOMaHO MHTENNEKTYarnbHbIX
areHToB aTaku U 3awunThbl

Bo3amMoXXHOCTM noaxoaa aHanusnpoBanucb Ha
OCHOBE MOAenMpoBaHNA NepPCneKTUBHbIX
MeXaHM3MOB 3aWwmnTbl oT atak DDoS.

Ha 6a3ze OMNeT++ INET Framework pa3spaboTtaHa
cpena ansg MHOroareHTHOro MoaenMpoBaHuUS.

[TpoBeJeHO OOMbLLIOE KONMMYECTBO SKCMNEPUMEHTOB.
MccnenooBanucb napameTpbl 9PPEKTUBHOCTH
ajanTUBHOM KoonepaTUBHOW 3aLLUTHI
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OcCHOBHbI€e pe3ynbTaThbl padoThbl (2)

= [lpoBegeHHbIe AKCMEPUMEHTBLI NOKa3ann BO3MOXKXHOCTb
MCNosb30BaHNA NPEeasIoKeHHOro noaxoaa angd
MOAENNPOBaHNA MEXAaHN3MOB 3aLLUUTbl U ANd aHanusa
NPOEKTUPYEMbIX CETEN.

= OHM NpoaeMOHCTPUPOBAnM TakXe, YTO UCMOoNb3oBaHNe
KoonepaLun HECKOSbKUX KOMaHA, 1 KOMOVUHMPOBAHHOIO
aJanTUBHOro NPUMEHEHUs pa3nnNYHbIX MEXaHU3MOB
PYHKLNOHMPOBAHUS BEAET K CyLLLECTBEHHOMY MOBbILLEHMUIO

9(PPEKTUBHOCTU 3aLLMUTHI.

= [lanbHewnllee HanpaBreHne nccregoBaHnn cBa3aHo ¢ bonee
rnyobokum aHanm3om addPEKTUBHOCTN KOONEPATUBHbIX
MEeXaHU3MOB PasfiMyHbIX KOMaH4, COBEPLLUEHCTBOBAHUEM
MEXaHNU3MOB aJanTtauum n camoodby4yeHnst areHToB,
paclumpeHnem bnbnmoTek atakm 1 3alnTbl, aHanmM3oM HOBbIX
MeXaHM3MOB 3aLUUThI
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‘* KoHTakTHaa nHdopmauus

KoteHko Uropb Butanbesud (CTTMNPAH)
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* Pa3paboTuymkm nporpaMmMHON cpeabl N MPUOXEHUNA:
YnaHoB A.B., AnekceeB A.C., KoHoBarnos A.M. u ap.
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nccneposaHnm OHUT PAH.
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