O HeBO3MOXKHBIX Jinddepennnaiax aaropurMma
mudposanus Zodiac

A. B. Koros

Pykosogurens: M. A. ITygoBkuna

MockoBCKuUil nHKEHEPHO-(PUINIECKUN HHCTUTYT

15 auBapsa 2009 T

A. B. Koros (MU®N) Hesosmorxusre guddepennuans 15 samBaps 2009 r. 1/ 25



[Inan jokmajia

a Bregenne

© luddepentmas

o OcHOBHBIE TOHATHUS
o AsropuTMBI IEpedncIeHnst T HEPEHITHATOR
o [Tosyuennnie pe3yabTaTHI

@ Hesosmoxnble nuddepennmas
o Oupejeienre U IpUMep HEBO3MOXKHOIO jauddepeHimaria
© DdpdexTuBHBIE HEBOZMOXKHbBIE AU(dEPEHITHATIBI

@ Bripommr

@ Cruucok mmreparypo

A. B. Koros (MU®N) Hesosmozxubre guddepennuans 15 samBaps 2009 r. 2 /25



Bsenenne

Hannast paboTa OCHOBaHA HA MaTepHaJe, M3TOKEHHOM B CTATHE
"Impossible Differential Cryptanalysis of Zodiac"(1). B crarse (1)
MIPUBEIEHO HECKOIBKO HEBO3MOXKHBIX A DepeHITnanios, HO He
VIIOMSIHYT aJCOPUTM MOKCKa I pepeHItnaios.

B macrosmeit padore popmMaanz3oBaHbl HEKOTOPHIE TTOHSITH, BBEIEHHbBIE
B (1), mpuBesien GBICTPBIN ajaropuTM nepeducienus Tuddepenuanos
3aJaHHON IJIMHBI 1 BRIINCAHBI Hanboee 3pHEeKTUBHBIE IS ATAKK
HEBO3MOXKHBIE T DepeHITnaIb.

A. B. Koros (MHU®N) Hesosmorxubre guddepennuans 15 samBaps 2009 r. 3/ 25
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V,, — AuHeiHOe TPOCTPAHCTBO Pa3MEPHOCTH N,

V, = E” B, = {0,1}.
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Oo6o3HAYECHU S

V,, — AuHeiHOe TPOCTPAHCTBO Pa3MEPHOCTH N,

V, = E” B, = {0,1}.

c) — mudprexcr mocze i payuos (i = 0, 16),

() = (C{i), Céi)), e cy) = ( (f) @ (i)),

cg}e Vg, t=1,2, j=0,7.

Dy o)

n G~ — JieBad U IIpaBasd 9aCTHU TEKCTa COOTBETCTBEHHO.
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OcHoBHBIE 0003HAYCHUS

Oo6o3HAYECHU S

V,, — AuHeiHOe TPOCTPAHCTBO Pa3MEPHOCTH N,

V, = E” B, = {0,1}.

c) — mudprexcr mocze i payuos (i = 0, 16),

A0 = (@? M), mre @ = (@D, @, a )

Ve Vs t=T12, j=0,7.

i i
cf ) u cé ) nesas u MpaBasl JaCTHU TEKCTa COOTBETCTBEHHO.
Torga ¢(® — orkperrsiii rexer, (1) — mudprexcr.
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[Tonsarue nquddepeniuasia

Onpenenenne

[MycTs (c{o), céo)) " (Efo),'céo)) — MPOM3BOJIHHAST TTAPa OTKPBITHIX
TekCcToB. Torma,

o) = (@, ) = (Vo ™, TV ey -

BXOnIHOH nuddepeniuast i-ro payHJia Jjisi Tapbl OTKPBITBIX TEKCTOB
c(0)  ¢0).
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[longarue quddepennnaa

Onpenenenne
[MycTs (c{o), céo)) " (Efo),Eéo)) — MPOM3BOJIHHAST TTAPa OTKPBITHIX
TekCcToB. Torma,

o) = (@, ) = (Vo ™, TV ey -

BXOnIHOH nuddepeniuast i-ro payHJia Jjisi Tapbl OTKPBITBIX TEKCTOB
c(0)  ¢0).

0 = (69, 49 = (e 0 &0, ) 0 &) = (o™, of ) —

BBIXOAHOM nmudbdrepeHiuan i-ro payHaa Ajist Taphbl OTKPBITHIX TEKCTOB
c(0) i =(0).

Bxomubiv mudpdbepentmanom 6ymeM Ha3bIBATH BXOAHOHN qudpdepentmat
1-ro payHza.
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| OTKpbITHIA TEKCT (128 6uUT)

0]

P Ko
K —

| WndprekcT (128 6uT) l

Puc.: Crpykrypa anropurma Zodiac
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Puc.: HHuknoBas dpyuxmus F

Ha cxeme xj, sj,y; € Vg, j = 0,7. s-Boku sl u s2 — nekoropsie
HeJTMHEHHbIE TMOICTAHOBKY Ha V3.
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Onpenenenue

Hycrs oll) =

Pacnumewm o)

(ol (1) ())

=
CIIeIYIOMAM 0Opa3oM:

a® = (o, 0f?), o = (%1, xD), 5 € v,
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t=1,2,j=0,7, i =1,16.

— dukCupoBaHHBIN BXOIHON muddepentmal.
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Onpenenenue

Oycrs o) = (g (1) ozg )) — dukCcupoBaHHBIH BXOMHONW muddepertmart.
Pacroumenm o) coexyromum o6pasom:
o) = (ag),ag)), ay (x 07Xt17 ..,xt(:7)), Xt(i,) € Vg,

t=1,2 j=0,7, i=1,16.
i
By/qu I‘OBOpI/ITb, qgTO JIEMEHT Xlg,j) ABJIAETCA OHpe,ZLeJ'[eHHbIM, eCcJin JJIA

CJIy9aiiHO BeIOPAHHOM HaPhl OTKPBITHIX TEKCTOB c©) u E(O), KOTOPO#A
coorBeTcTByeT muddepeniiman a(l), BBITIOJTHAETCA

P{x) =0} = 1wm Px) € g} =1, Vg = Vg\{0}.
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Onpenenenue
= (af (1) ())

[Tycrs o) = , 0y ') — pUKCHPOBAHHEIN BXOHOH Auddepentmat.
Pacroumenm o) coexyromum o6pasom:

o) = (ag )7O‘g))7 O‘S*i) = (Xt(i()hxt(,il)’ 000 vXt(,i7))v Xt.gii) € Vg,

t=1,2, j=0,7, i =1,16.
()

By,:eM TOBOPHUTH, 9YTO IJIEMEHT Xt,j ABJIACTCA OIIPEACICHHBIM, €CJIN IJIsd

0)

CJIy9aiiHO BeIOPAHHOM HaPhl OTKPBITHIX TEKCTOB Oy E(O), KOTOPO#A

coorBeTcTByeT muddepeniiman o), pemosagercs
P{x) =0} = 1wm Px) € g} =1, Vg = Vg\{0}.
B nporuBHOM cityuae, ecotu
PO =0} <1uP{x{) e 5} <1,

()

TO 6yﬂeM T'OBOPUTDL, 9TO 3JIEMEHT Xt,j ABJIAETCA HEOIIPEIC/ICHHBIM.
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ObozHaueHUs

an, € Vg — ompeneseHHBI HeHYIeBOH s1eMeHT, m = 1,2, ...
ap € Vg — meonpe/esiennblil saement, p = 1,2, ...

Bwmecto onpenesiennoro HysieBoro snemeHTa 6ymsem nucath 0.
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ObozHaueHUs

an, € Vg — ompeneseHHBI HeHYIeBOH s1eMeHT, m = 1,2, ...
ap € Vg — meonpe/esiennblil saement, p = 1,2, ...

Bwmecto onpenesiennoro HysieBoro snemeHTa 6ymsem nucath 0.

ITpeobpazoBanus 3,5eMeHTOB

[Iycte s — nmomcranoBka Ha Vg. 3adukcupyeMm HEKOTOPOE MHOZXKECTBO
B C V4. Haiinem murmmansaoe B’ C Vg, Takoe 9To mJIs CIIyqaiiHO
BeIOpanHoro b € B u ciy4aitHo BRIOpAHHOro 3jeMeHTa TekcTa ¢ € Vg

P{s(b®c)®s(c) e B'} =1.

v
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P{s(b®c)®s(c) e B'} =1.

Byzewm mucars b = b/, b’ € B

v
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ObozHaueHUs
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P{s(b®c)®s(c) e B'} =1.

Byzewm mucars b = b/, b’ € B
[Tycrs a € Vg, a* € Vg. Toraa

sl sl . s1 ~ = -
0=0 a=3a—3ammea" eV, acW

s2 s2 s2 = ~
0=0 8 =3,a>3mea" eVy,acW
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[Ipumep nuddepennuasia

i ag') agl

1 |0 a5 a 0 0 0 0 O 0 a0 0 0 0 0 O
2 |ay ap a2 a 0 0 0 O 0 a; a5 0 0 0 0 O
3 | a3 as a5 ag ag 0 0 O ay ap aa a2 0 0 0 O
4 | a7 ag a9 ajpaira; 0 O as as as ag ag 0 0 O
5 |axaizamsasagairag 0 | a7 ag ag aoanna; 0 0
6 | a1 @19 a0 a1 a2 a3 a4 ag | a12 a13 A4 15 Ae A1z g O
T | a5 ape a7 axg azg azg a31 @32 | aig A1g azp a1 a22 a3 A4 dg
8 | @33 a34 ass ase a3y asg a3 440 | A5 A26 A7 A2g 329 A30 A31 A3

,HB& 9JIEMECHTa B Ta6HI/IHe 0003HaAYEHDI Pa3/INYHBIMA CUMBOJIaMHU TOTJa M
TOJIBKO TOT'Ja, KOTJda BEPOATHOCTH TOT'O, YTO SHAYEHUA ITUX IJIEMEHTOB

COBIIAIAOT, MeHBITE 1.
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Huna nuddepentuasia

Onpenenenue

[Iycts o — menysnepoil gudpdepeniual, comepKaiyii XoTd Obl 0UH
oupe/ieeHnblii saement. JIinnoit guddepennnana o Oyjaem HasblBaTh
wancno m € N, rakoe aro mpun ol® = o/ muddepennman al™ conepskur
XOTst GBI OZIUH OIpee/eH b s1eMenT, a B ol™1) Bee smemenTHI

ABJIAIOTCA HEOMIPEACJICHHBIMMN.
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Hausnblit ajgroputMm nepeduncienus Juddepennmualion

Ausropurym 1. [lepeuncienne muddepennuanos aauHbl k, k € N

A. B. Koros (MUDU) Heso3morxubie quddepernnans



Hausnblit ajgroputMm nepeduncienus Juddepennmualion

Ausropurym 1. [lepeuncienune muddepennuanos gaunbl k, k € N

O IlepeuncanTth paszbuernss MHOXKECTBA N3 N = 16 37eMeHTOB Ha,
HYJIEBBIE W OTIPEJIeICHHBIE HEeHYJIEBbIE JIEMEHTHI.
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Hausnblit ajgroputMm nepeduncienus Juddepennmualion

Ausropurym 1. [lepeuncienune muddepennuanos gaunbl k, k € N
O IlepeuncanTth paszbuernss MHOXKECTBA N3 N = 16 37eMeHTOB Ha,
HYJIEBBIC M OIIpEaeJICHHBIE HEHYJ/IEBbIC 3JIEMEHTDI.

Q s xaxjoro paszbueHus u3 1. 1 mepevncauTh pa3bueHus
MHOYKECTBA OMPEIeIeHHBIX HEHY/IEBBIX 9IEMEHTOB HA OJIOKM, TaK
YTO 3JEMEHTHI HAXONSATCS B OJHOM OJIOKe < WX 3HAYEHUS PaBHEIL.
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% C >
HauBnblit anropurm nepeducienust i epeHnnaJIonB

Ausropurym 1. [lepeuncienune muddepennuanos gaunbl k, k € N
O IlepeuncanTth paszbuernss MHOXKECTBA N3 N = 16 37eMeHTOB Ha,
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MHOYKECTBA OMPEIeIeHHBIX HEHY/IEBBIX 9IEMEHTOB HA OJIOKM, TaK
YTO 3JEMEHTHI HAXONSATCS B OJHOM OJIOKe < WX 3HAYEHUS PaBHEIL.

@ s xaxjoro audepentuasa us 1. 2. Bepuyrb nudpepentuad,
eCJIU ero JJInHa paBHA K.
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Q s xaxjoro paszbueHus u3 1. 1 mepevncauTh pa3bueHus
MHOXKECTBA ONPEAECJTCHHBIX HEHYJ/JIEBBIX IJIEMEHTOB Ha 6.)'[OKI/I, TaK
YTO 3JEMEHTHI HAXONSATCS B OJHOM OJIOKe < WX 3HAYEHUS PaBHEIL.

@ s xaxjoro audepentuasa us 1. 2. Bepuyrb nudpepentuad,
eCJIU ero JJInHa paBHA K.

Bpemennas cioxHOCTH

[Iycts n — uwmcio anementoB Bo BxomuoMm auddepentmane. Torga
00IIlee YUCII0 TIOCTPOEHHBIX JudheEPEHITNAIOB PABHO
Bnt1 — 1 = O(Bp+1), rue By — qucso Besuia, t € No.

v
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eCJIU ero JJInHa paBHA K.

Bpemennas cioxHOCTH

[Iycts n — uwmcio anementoB Bo BxomuoMm auddepentmane. Torga
00IIlee YUCII0 TIOCTPOEHHBIX JudheEPEHITNAIOB PABHO

Bni1 — 1= 0(By41), rae By — uucno Bemna, t € Ng. st anropurma
Zodiac (n = 16) meobxoaumo nepebpars 82 864 869 803

nudepeHInaios.

v
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BoicTphlit ajiroputM mnepeduncieHus auddepeHiuaion

Asropurm 2. Tepeuucienne qudpdepennuaion jpmmnabl k, k € N

A. B. Koros (MUDU) Heso3morxubie quddepernnans



BoicTphlit ajiroputM mnepeduncieHus auddepeHiuaion

Asropurm 2. Tlepeuuncienne gudpdepennuasion pmnbl k, k € N

O llepeuncruth pazdbueHms MHOKeCTBa U3 N = 16 371€eMEHTOB Ha
HYJIEBBIEC M OTIpEIECJICHHBIE HEHYJIEBHIC 3JIEMEHTDHI.
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O llepeuncruth pazdbueHms MHOKeCTBa U3 N = 16 371€eMEHTOB Ha

HYJIEBBIEC M OTIpEIECJICHHBIE HEHYJIEBHIC 3JIEMEHTDHI.

©Q Jlis xaxkmoro pasbmernst U3 1. 1 TMOJ0KUTEH BCE ONpeaeIeHHbIe
HEHyJIeBbIE 3JI€EMEHTHI PaBHBIMA. Kcanm namna maHHOoro
mudpdepentmana > k, To mepeiitu K 1. 3.
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O llepeuncruth pazdbueHms MHOKeCTBa U3 N = 16 371€eMEHTOB Ha
HYJIEBBIEC M OTIpEIECJICHHBIE HEHYJIEBHIC 3JIEMEHTDHI.

@ st kaxk 010 pasbueHus u3 1. | MOJOKUThL BCE OPe e IeHHBIE
HEHYJIEBBIE 3JIeMEHThI paBHbIMU. Ecjm qinHa JaHHoro
mudpdepentmana > k, To mepeiitu K 1. 3.

Q Jlina mudpdepentmalia n3 1. 2 BBIMOJHUTD M. 2—3 aaroputMa 1.
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BoicTphlit ajiroputM mnepeduncieHus auddepeHiuaion
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Q Ilepeuncinth pazbuerns: MHOXKECTBa 13 N = 16 37€MEeHTOB Ha
HYJIEBBIE U ONPEJIeIeHHbBIE HEHY/IeBhIE D/ TEMEHTHI.

@ st kaxk 010 pasbuerus u3 1. | MOJ0KUThL BCE OPe e IeHHBIE
HEHYJIEBBIE 3JIeMEeHThI paBHbIMU. Ecjm qinHa JaHHoTo
mudpdepentmana > k, To mepeiitu K 1. 3.

Q Jlina mudpdepennmalia u3 1. 2 BBIMOJHUTD M. 2—3 aaropurMa 1.

WNantocrpanus padorsl. [Touck auddepentnanos jimHbl kK = 8

OO000O0O000O OO0OO0O0OOO0O

BI)I,Z[QJIHQM HEHYJIEBbIE 9JIEMEHTEI.
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VTBepxKjieHune

[Iycte o — mudpdepennuan jpamaer my, o — guddepennuan JJIMHBL My.
Torma ma sTux muddepennranax Heb3s TOCTPOUTH HEBO3MOKHBIM
muddepentman gauas [ > my + mo.

JlokazaTeabCTBO

~ my+1
= &. Bce siemenTbl B 0‘(1 = e

HEOTIPE/IEIEHHBIMY (B TPOTUBHOM CJIy4ae JJnHa « Obita Obl 6ohine,

Hosoxum a®) = o, &)

~(m2+1)
gem my). B o BCE AJEMEHTHI TaKXKe HeompeeaeHsl. Torna n3
CBOMCTBA MOCIEIHEr0 payHaa muddepeHiinana Caeayer 9. . 1.

A. B. Koros (MU®N) Hesosmorxubie quddepennuans 15 saBaps 2009 r. 22 / 25



VTBepxKjieHune

[Iycte o — mudpdepennuan jpamaer my, o — guddepennuan JJIMHBL My.
Torma ma sTux muddepennranax Heb3s TOCTPOUTH HEBO3MOKHBIM
muddepentman gauas [ > my + mo.

JlokazaTeabCTBO

~ my+1
= &. Bce siemenTbl B 0‘(1 = e

HEOTIPE/IEIEHHBIMY (B TPOTUBHOM CJIy4ae JJnHa « Obita Obl 6ohine,

Hosoxum a®) = o, &)

~(m2+1)
gem my). B o BCE AJEMEHTHI TaKXKe HeompeeaeHsl. Torna n3
CBOMCTBA MOCIEIHEr0 payHaa muddepeHiinana Caeayer 9. . 1.

Cirencraue

Anropurm mmdposannst Zodiac He UMEET HEBO3ZMOKHBIX
mudpdepentmanos qauHb, 00bIIeH gem 15.

A. B. Koros (MHU®N) Hesosmozxubre guddepennuans 15 sasaps 2009 r. 22 / 25



[Tonydennbie pe3yabTaThl

Hnuna weozMm. audd-na | Komuwgecrso HeBozM. maudd-yioB
14 352
15 8
> 15 0
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BriBoz

[Mpu aTake ¢ U3BECTHBIM OTKPBITHIM TEKCTOM MOy YEHHBIE
HEBO3MOKHbIE b epeniuaibl MOTYT ObITh UCIOJB30BaHbI B
copokynHOCTH. [Ipu arake ¢ BRIOPAHHBIM OTKPBITHIM TEKCTOM 3HAHUE
BCEX HEBO3MOXKHBIX AnDepeHIInaaoB MO3BOJINT BHIOPATEH CAMBIH

3 PEKTUBHBIIA.
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