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Tekymiee COCTOSHME MPOTHUBOJACHCTBUS CHUCTEM HAIAJICHUS 3JIOYMBIIIJICHHUKOB M CHCTEM
3alUThl XaKephl XapaKTepU3ylOT Kak “Urpy B ceTeBble KOMKHU-MBIIKK’ (a game of Network Cat
and Mouse) — xTo koro oomasrer [1].

3MOYMBIIIJICHHUKH - TPO(ecCHOHANbI I JOCTHKEHUS CBOUX 1IeJe CIOCOOHBI peann30BaTh
Pa3BHTHIC CTPATETHH OCYIIECTBICHUS PA3IUYHBIX yrpo3 0€30MacHOCTH [2]. DTH cTpaTeruud MOTYT
BKIIIOYATh KOMIUIEKC pAa3IUYHBIX JeHCTBUM: cOop wuHbOpManmuu O cHcTeMe, OOHapy>KeHue
YSI3BEMOCTEH, MOJICTTMPOBAHUE CITOCOOOB IMPEOJIOJICHUS 3aIUTHI, TIOJAaBICHUE, 00X0 MU OOMaH
CPEIICTB 3alMTHI, UCIIOJIb30BAHNUE YSI3BUMOCTEH M TOTY4YEHHUE JIOCTyIa K pecypcam, MOBBIIICHHE
MOJTHOMOYMH, PpEATM3alHUI0 CBOCHU LIE€JIM, CKPBITHE CIENOB CBOEH MAEATEIBHOCTH M CO3JaHUE
“4epHBIX XOA0B” AJI UCIIOIB30BAHUS UX JUIS MTOCIIEAYIOIIETO BTOPKEHUS.

[ToaTomy oOecnieueHre MHPOPMAILTMOHHON 0€30IaCHOCTH B COBPEMEHHBIX YCIOBUSX TpeOyeT
BBIMIOJTHEHHUSI B pPEajJbHOM BPEMEHHM HEMPEPBIBHOTO KOMILIEKCA Pa3HOOOpa3HBIX MEpPONPUATHIH:
peanu3anusi MEXaHU3MOB 3aIIUThI, COOTBETCTBYIOIINX yCTAHOBJICHHOW MOJIUTUKE 0€30MacHOCTH (B
TOM 4HCI€ TPOAKTUBHOE TMPENyNpexJCHWEe arak ¢ NPENITCTBOBAHHME UX BBINOJHEHUIO,
Ne3uH(OpPMaIs 370yMBIIIICHHUKA, COKPBITHE U KaMy(DIIsHK BaXKHBIX PECYPCOB H MTPOIIECCOB), COOP
uHGOPMAIIUU O COCTOSIHUM HH(POPMAIIMOHHOW CHCTEMBI U aHAlIW3 OOCTAaHOBKH 32 CYET MEXaHU3MOB
00paboTkn wWHpOpPMAMH W3 PA3IUIHBIX HCTOYHUKOB, OOHAPYKEHUE aHOMAJbHOW AKTUBHOCTH,
HEJIETUTUMHBIX JEHUCTBUM, aTaK U BTOPKCHUH, NPEACKA3aHUE HAMEPEHUN U BO3MOXHBIX JECUCTBUN
3JIOyMBIIIJICHHUKOB, HETOCPEACTBEHHOE pEarupoBaHUWE Ha BTOPXKEHUS, B TOM YHCJIE BBEICHHE
3NI0YMBIIIJICHHUKA B 3a0Iy’KICHHE, 3aMaHUBAHUE 3JI0YMBIIIICHHUKA C HCIOJIb30BAHUEM JIOKHBIX
KOMIIOHCHTOB C IIEJbI0 PACKPBITHS W YTOYHCHHS €ro Ieield, pediekCHBHOE yIIpaBJICHHE
MOBE/ICHUEM 3JI0YMBIIUICHHUKA, YCHUJICHHE KPUTHYECKHMX MEXaHHW3MOB 3alllUTHl, YCTpPaHECHHE
MOCJIC/ICTBUM BTOPIKEHUS, BBISBICHHBIX YS3BUMOCTEH W aJamnTalusi CHUCTEMbl OOecTeueHus
nHGOPMAIMOHHON 06€30MaCHOCTH K MOCIIEIYIOIIUM BTOPKEHHSIM.

UYToOB!I pean30BaTh CBOM IICJIM KaK CUCTEMbI HATIQJICHUS 3JI0yMBIIIICHHUKOB, TAK U CUCTEMBI
3allUThl  JOJDKHBI OBITh aJanTHUBHBIMU W JMHAMUYECKH OJBOJIOLMOHHPOBATH M HW3MEHSTH
peanu3yeMble MEXaHU3MbI MOBEJICHUS TPYW W3MEHEHUHW YCIOBHH (QYHKIHOHUpOBaHUs. [lpu sTOM
M3MEHEHHUE YCJIOBHI MOJpa3yMeBaeTcs B IIMPOKOM cMbIcie [3]: ¢ OIHOI CTOPOHBI, OHO CBSI3aHO C
W3MEHEHUEM OM3HEC-TIPOIIECCOB; a, C JAPYTOM CTOPOHBI, 3a7acTCs M3MEHEHHUEM CpPEJbl, KOTOPOE
BKJIIOYAET SBOJIOIHMIO BHEIIHETO OKPY)XEHHs, H3MEHEHHE CTpaTeTuil W TaKTUKU JEeUCTBUMN
MpPOTUBOOOPCTBYIOIICH  cTtopoHsl W T.a4. CpencTtBa  HamajaeHUs  3JIOYMBIINIJICHHUKOB
9BOJIIOIIMOHUPYET MOCPEACTBOM I'eHEPAIlMU HOBBIX IK3EMIUISIPOB U TUIIOB aTakK, a TAKXKe CIECHApUEB
WX peau3alfy C IEJIbI0 TIPEO0JICHUs TOJCUCTEMBI 3alUThl. CUCTEMBI 3aIIUTHI aIalITUPYIOTCS K
JNEHCTBUSAM 3IIOYMBIIIJICHHUKOB MYyTeM M3MEHEHHUs HCIOMHSAEMOM TOJUTHKU O€30MacHOCTH,
(dhopMHpPOBaHUS HOBBIX SK3EMIUIIPOB MEXaHU3MOB U MPOQUIICH 3alUTHI.

UroObl peann3oBaTh 3TH BO3MOKHOCTH B MEPCIEKTHUBHBIX CHCTEMaX 3allUThl, HEOOXOAUMO
o0ecreunTh JUHAMUYECKOE aJanTHBHOE TMOBEACHUE, aBTOHOMHOCTh W aJaNTalli0 OTAEIbHBIX
KOMIIOHEHTOB, HCIOJB30BaTh METOJbI, OCHOBAaHHBIE Ha MEPEroBOpax M KOOIMepaluH, KOTOpbIe
JIeKaT B OCHOBE MHOTOAr€HTHBIX CUCTEM M (MJTM) aBTOHOMHBIX BBIUHCIICHUH.

B nanno#i pabote, Ha mpuMepe 3alIUThl OT KOMIIBIOTEPHBIX aTak “‘PacnpenencHHBI 0TKa3 B
obcnmyxuBaHun” B ceTu HHTepHET, mpemjaraercs nooxo0 K UCCIe008aHUI0 A0ANMuGHuIX U
KOONEepamueHvlX MeXaHusmos GyHKYUOHUPOBAHUA KOMAHO UHMENLEKMYAIbHbIX A2eHMO8.

[IpemyiaraeMblii MOIX0/I OCHOBAaH Ha TPEACTABICHHH CETEBBIX CHUCTEM B BHUJEC KOMILIEKCA
KOMaH/I B3aMMOJCHCTBYIOIIUX areHTOB, KOTOPHIE MOTYT OBITh B COCTOSTHUM aHTarOHUCTHYECKOTO



IOPOTUBOCTOSIHUS, Oe3pa3inuus WIM KOoolepaluu. ATperupoBaHHOE IIOBEACHUE CHCTEMBI
BBIPAXKA€TCsl B JIOKAJIIbHBIX B3aUMOJICHCTBUAX ar€HTOB.

3agaya MHOT'OAQreHTHOTO MOJEJIMPOBAHMS IMPOLECCOB KHUOEPHETHUYECKOro MPOTHBOOOPCTBA
IPEJCTABISIETCS KaK MOJEIMPOBAHUE AHTArOHUCTHUYECKOI'O B3aMMOAECUCTBUS KOMaH/AbI areHTOB-
3JI0YMBIIUICHHUKOB U ar€HTOB 3aIIUTHI.

Ilenb KOMaHIbBl areHTOB-3JI0YMBIIIJIEHHUKOB 3aKJIIOYaeTCsl B OINPENEICHUM YSA3BUMOCTEN
KOMIIBIOTEPDHOM CETM M CHCTEMBl 3alUThl M peaJu3aluy 3aJaHHOIO IIEpPEedYHs yIrpo3
UH(POPMALMOHHOM 6e30macHOCTH IIOCPEICTBOM BBITIOJTHEHUS pacnpeesIeHHbIX
CKOODAVHHMPOBAHHBIX aTak. llenb KOMaHIBI areHTOB 3allMTBl COCTOMT B 3aIlIUTE CETH U
COOCTBEHHBIX KOMIIOHEHTOB OT aTaK. ATE€HTBl Pa3IMUHBIX KOMaH/ CONEPHUYAIOT AJIS TOCTUKECHUS
IPOTUBOINOJIOXKHBIX HaMEpEHUN. ATEHThl OJHOW KOMaHJbl COTPYAHHUYAIOT AJIsi OCYLIECTBIICHUS
o0riero HamepeHus (1Mo peain3aluy yrpo3bl WM 110 3alUTe KOMIBIOTEPHOM CETH).

Bri0op crieHapus moBeeHUs KaX/I0i U3 KOMaH/I 3aBUCHT, TPEKIE BCETO, OT BHIOPAHHOH €10
LIEJIM, @ KOHKPETHAas pealn3alys CLEeHapHs ONpPENesaeTcs, B IEPBYI0 OYEPEb, HEIOCPEICTBEHHON
peakuuel NpoTUBOIOIOKHON KoMaHAbl. [103TOMy BBIOOp Ka)KAOIO OYEPETHOTrO Iara MOBEACHUS
KOKIOW M3 KOMaHX JOJDKEH OIPEAENAThCS [IMHAMUYECKH B 3aBUCUMOCTH OT JEHCTBUMI
IPOTUBONOIO0KHOW KOMaHbl U COCTOSIHUSI CPEBI.

[TockonbKy Kaxkaas KOMaH/Aa IEHCTBYET B YCIOBUSAX OIpaHMYEHHON MHPOPMALIUK, a KaXKIbIH
YJIeH KOMaH/[bl MOKET 00JIaZiaTh pa3inIHON HHPOpPMALMEil 0 IEHCTBUAX APYTHX WICHOB KOMAaH/IBI,
TO MOJENIb TOBEACHUS AareHTOB JOJKHAa OBbITh B COCTOSHUM OTpa)kaTh CBOMCTBO HEMOJIHOTHI
UHPOPMALMU ¥ BO3MOXKHOCTh BOSHHKHOBEHHS CIIy9ailHBIX (DaKTOpPOB, a CaMO MOBEJCHHE JIOJDKHO
3aBUCETh OT MH(pOpMAIMU, KOTOPOM BiaJeeT KOMaHAa, U OT €€ paclpeseieHUs Ha MHOXKECTBE
YWIEHOB KOMaH/IbI.

IloBeneHne aHTarOHUCTMYECKMX KOMAHJl OCHOBAaHO HA HCIOJIb30BAaHUU HEKOTOPOIO
Kpumepus aoanmayuy. B COOTBETCTBUM € 3THUM KPUTEPHUEM, AHTAarOHUCTHUUYECKHE KOMaHJbI
(cucTeMbl aTakM M 3allWThl) HACTPaMBAIOT CBOIO KOH(UIYpalMIO U MOBEJICHHE B COOTBETCTBUM C
YCIIOBUSIMU CETH M TIOBEIEHHUEM CONEpHUYAIOIIEH KOMaH/bl, HampuUMep, B 3aBUCUMOCTHU OT
Cepbe3HOCTHU (MOILHOCTH) aTaK! U 3aIHTHI.

B noxnane paccMaTpuBaroTCsl METObI OpraHU3alMi KOMaHIHOM pabOThl ar€HTOB, CTPYKTYPbI
KOMaHJ areHTOB HaIlaJcHMs W 3allWUTbhl, MEXaHU3Mbl MX B3aUMOACWUCTBHUA W IUIaHbl JCHCTBHH,
peanu30BaHHbIN CTeH] (cpeda) MOAETUPOBAaHUS IPOTUBOOOPCTBA areHTOB U PA3JIMYHbIE TPUMEPHI
pEaIN30BaHHBIX CLICHAPUEB MOJEIUPOBAHUS.

[IpoBeneHHBIE SKCIIEPUMEHTHI MOKa3adld BO3MOXKHOCTb MCIIOJIb30BAHUS TPEIJIOKEHHOTO
NOJAX0Ja JUIsl MOJEIMPOBAaHUS MEXaHU3MOB 3alUTBl U U1 aHAJIN3a NPOEKTUPYyeMBIX cered. OHu
IPOJAEMOHCTPUPOBAJIM  TaKXKe, YTO MCIOJNb30BAaHME KOOIMEpallMM HECKOJbKMX KOMaHJ U
KOMOMHUPOBAHHOTO aJaNTUBHOTO TPUMEHEHUs Pa3IMYHBIX MEXaHU3MOB (YHKIMOHHPOBAHUS
BEJICT K CYIIECTBEHHOMY MOBBIIICHUIO YPPEKTHBHOCTH 3aIUTHI.

Pabota BbimonHeHa npu ¢uHaHcoBoi mnonaepxkke PDODU (mpoext Ne07-01-00547) u
nporpaMMbl pyHIaMeHTaTBHBIX HccinenoBannii OHUT PAH.
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