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Ââåäåíèå

Äàííàÿ ðàáîòà îñíîâàíà íà ìàòåðèàëå, èçëîæåííîì â ñòàòüå
"Impossible Di�erential Cryptanalysis of Zodiac"(1). Â ñòàòüå (1)
ïðèâåäåíî íåñêîëüêî íåâîçìîæíûõ äèôôåðåíöèàëîâ, íî íå
óïîìÿíóò àëãîðèòì ïîèñêà äèôôåðåíöèàëîâ.
Â íàñòîÿùåé ðàáîòå ôîðìàëèçîâàíû íåêîòîðûå ïîíÿòèÿ, ââåäåííûå
â (1), ïðèâåäåí áûñòðûé àëãîðèòì ïåðå÷èñëåíèÿ äèôôåðåíöèàëîâ
çàäàííîé äëèíû è âûïèñàíû íàèáîëåå ýôôåêòèâíûå äëÿ àòàêè
íåâîçìîæíûå äèôôåðåíöèàëû.
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Îñíîâíûå îáîçíà÷åíèÿ

Îáîçíà÷åíèÿ

Vn � ëèíåéíîå ïðîñòðàíñòâî ðàçìåðíîñòè n,

Vn = E (n)
2 ,E2 = {0, 1}.

c(i) � øèôðòåêñò ïîñëå i ðàóíäîâ (i = 0, 16),

c(i) = (c(i)
1 , c(i)

2 ), ãäå c(i)
t = (c(i)

t,0, c
(i)
t,1, . . . c

(i)
t,7),

c(i)
t,j ∈ V8, t = 1, 2, j = 0, 7.

c(i)
1 è c(i)

2 � ëåâàÿ è ïðàâàÿ ÷àñòè òåêñòà ñîîòâåòñòâåííî.
Òîãäà c(0) � îòêðûòûé òåêñò, c(16) � øèôðòåêñò.
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Ïîíÿòèå äèôôåðåíöèàëà

Îïðåäåëåíèå

Ïóñòü (c(0)
1 , c(0)

2 ) è (c̃(0)
1 , c̃(0)

2 ) � ïðîèçâîëüíàÿ ïàðà îòêðûòûõ
òåêñòîâ. Òîãäà

α(i) = (α
(i)
1 , α

(i)
2 ) = (c(i−1)

1 ⊕ c̃(i−1)
1 , c(i−1)

2 ⊕ c̃(i−1)
2 ) �

âõîäíîé äèôôåðåíöèàë i-ãî ðàóíäà äëÿ ïàðû îòêðûòûõ òåêñòîâ
c(0) è c̃(0).

β(i) = (β
(i)
1 , β

(i)
2 ) = (c(i)

1 ⊕ c̃(i)
1 , c(i)

2 ⊕ c̃(i)
2 ) = (α

(i+1)
1 , α

(i+1)
2 ) �

âûõîäíîé äèôôåðåíöèàë i-ãî ðàóíäà äëÿ ïàðû îòêðûòûõ òåêñòîâ
c(0) è c̃(0).
Âõîäíûì äèôôåðåíöèàëîì áóäåì íàçûâàòü âõîäíîé äèôôåðåíöèàë
1-ãî ðàóíäà.
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Ðèñ.: Ñòðóêòóðà àëãîðèòìà Zodiac
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Ðèñ.: Öèêëîâàÿ ôóíêöèÿ F

Íà ñõåìå xj , sj , yj ∈ V8, j = 0, 7. s-Áëîêè s1 è s2 � íåêîòîðûå
íåëèíåéíûå ïîäñòàíîâêè íà V8.
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Îïðåäåëåíèå

Ïóñòü α(1) = (α
(1)
1 , α

(1)
2 ) � ôèêñèðîâàííûé âõîäíîé äèôôåðåíöèàë.

Ðàñïèøåì α(i) ñëåäóþùèì îáðàçîì:

α(i) = (α
(i)
1 , α

(i)
2 ), α

(i)
t = (x (i)

t,0, x
(i)
t,1, . . . , x

(i)
t,7), x (i)

t,j ∈ V8,

t = 1, 2, j = 0, 7, i = 1, 16.

Áóäåì ãîâîðèòü, ÷òî ýëåìåíò x (i)
t,j ÿâëÿåòñÿ îïðåäåëåííûì, åñëè äëÿ

ñëó÷àéíî âûáðàííîé ïàðû îòêðûòûõ òåêñòîâ c(0) è c̃(0), êîòîðîé
ñîîòâåòñòâóåò äèôôåðåíöèàë α(1), âûïîëíÿåòñÿ

P{x (i)
t,j = 0} = 1 èëè P{x (i)

t,j ∈ V ∗8 } = 1, V ∗8 = V8\{0}.

Â ïðîòèâíîì ñëó÷àå, åñëè

P{x (i)
t,j = 0} < 1 è P{x (i)

t,j ∈ V ∗8 } < 1,

òî áóäåì ãîâîðèòü, ÷òî ýëåìåíò x (i)
t,j ÿâëÿåòñÿ íåîïðåäåëåííûì.
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Îáîçíà÷åíèÿ

a∗m ∈ V ∗8 � îïðåäåëåííûé íåíóëåâîé ýëåìåíò, m = 1, 2, . . .
ap ∈ V8 � íåîïðåäåëåííûé ýëåìåíò, p = 1, 2, . . .
Âìåñòî îïðåäåëåííîãî íóëåâîãî ýëåìåíòà áóäåì ïèñàòü 0.

Ïðåîáðàçîâàíèÿ ýëåìåíòîâ

Ïóñòü s � ïîäñòàíîâêà íà V8. Çàôèêñèðóåì íåêîòîðîå ìíîæåñòâî
B ⊆ V8. Íàéäåì ìèíèìàëüíîå B′ ⊆ V8, òàêîå ÷òî äëÿ ñëó÷àéíî
âûáðàííîãî b ∈ B è ñëó÷àéíî âûáðàííîãî ýëåìåíòà òåêñòà c ∈ V8

P{s(b ⊕ c)⊕ s(c) ∈ B′} = 1.

Áóäåì ïèñàòü b s−→ b′, b′ ∈ B′
Ïóñòü a ∈ V8, a∗ ∈ V ∗8 . Òîãäà

0 s1−→ 0, a∗ s1−→ ã∗, a s1−→ ã, ãäå ã∗ ∈ V ∗8 , ã ∈ V8

0 s2−→ 0, a∗ s2−→ â∗, a s2−→ â, ãäå â∗ ∈ V ∗8 , â ∈ V8
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À. Â. Êîòîâ (ÌÈÔÈ) Íåâîçìîæíûå äèôôåðåíöèàëû 15 ÿíâàðÿ 2009 ã. 9 / 25



Ïðèìåð äèôôåðåíöèàëà

i α
(i)
1 α

(i)
2

1 0 a∗1 a∗2 0 0 0 0 0 0 a∗3 0 0 0 0 0 0
2 a∗4 a1 a2 a∗5 0 0 0 0 0 a∗1 a∗2 0 0 0 0 0
3 a3 a4 a5 a6 a∗6 0 0 0 a∗4 a1 a2 a∗5 0 0 0 0
4 a7 a8 a9 a10 a11 a∗7 0 0 a3 a4 a5 a6 a∗6 0 0 0
5 a12 a13 a14 a15 a16 a17 a∗8 0 a7 a8 a9 a10 a11 a∗7 0 0
6 a18 a19 a20 a21 a22 a23 a24 a∗9 a12 a13 a14 a15 a16 a17 a∗8 0
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Äëèíà äèôôåðåíöèàëà

Îïðåäåëåíèå

Ïóñòü α′ � íåíóëåâîé äèôôåðåíöèàë, ñîäåðæàùèé õîòÿ áû îäèí
îïðåäåëåííûé ýëåìåíò. Äëèíîé äèôôåðåíöèàëà α′ áóäåì íàçûâàòü
÷èñëî m ∈ N, òàêîå ÷òî ïðè α(0) = α′ äèôôåðåíöèàë α(m) ñîäåðæèò
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åñëè åãî äëèíà ðàâíà k.

Âðåìåííàÿ ñëîæíîñòü

Ïóñòü n � ÷èñëî ýëåìåíòîâ âî âõîäíîì äèôôåðåíöèàëå. Òîãäà
îáùåå ÷èñëî ïîñòðîåííûõ äèôôåðåíöèàëîâ ðàâíî
Bn+1 − 1 = O(Bn+1), ãäå Bt � ÷èñëî Áåëëà, t ∈ N0. Äëÿ àëãîðèòìà
Zodiac (n = 16) íåîáõîäèìî ïåðåáðàòü 82 864 869 803
äèôôåðåíöèàëîâ.
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Áûñòðûé àëãîðèòì ïåðå÷èñëåíèÿ äèôôåðåíöèàëîâ

Àëãîðèòì 2. Ïåðå÷èñëåíèå äèôôåðåíöèàëîâ äëèíû k , k ∈ N

1 Ïåðå÷èñëèòü ðàçáèåíèÿ ìíîæåñòâà èç n = 16 ýëåìåíòîâ íà
íóëåâûå è îïðåäåëåííûå íåíóëåâûå ýëåìåíòû.

2 Äëÿ êàæäîãî ðàçáèåíèÿ èç ï. 1 ïîëîæèòü âñå îïðåäåëåííûå
íåíóëåâûå ýëåìåíòû ðàâíûìè. Åñëè äëèíà äàííîãî
äèôôåðåíöèàëà ≥ k, òî ïåðåéòè ê ï. 3.

3 Äëÿ äèôôåðåíöèàëà èç ï. 2 âûïîëíèòü ïï. 2�3 àëãîðèòìà 1.

Èëëþñòðàöèÿ ðàáîòû. Ïîèñê äèôôåðåíöèàëîâ äëèíû k = 8

Âðåìåííàÿ ñëîæíîñòü

1 O(Bn+1), åñëè k << n/2;
2 O(2n), åñëè k ≈ n/2.
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íåíóëåâûå ýëåìåíòû ðàâíûìè. Åñëè äëèíà äàííîãî
äèôôåðåíöèàëà ≥ k, òî ïåðåéòè ê ï. 3.

3 Äëÿ äèôôåðåíöèàëà èç ï. 2 âûïîëíèòü ïï. 2�3 àëãîðèòìà 1.

Èëëþñòðàöèÿ ðàáîòû. Ïîèñê äèôôåðåíöèàëîâ äëèíû k = 8

È òàê äàëåå.

Âðåìåííàÿ ñëîæíîñòü

1 O(Bn+1), åñëè k << n/2;
2 O(2n), åñëè k ≈ n/2.
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Çàìå÷àíèå

Àëãîðèòì 2 ìîæíî ìîäèôèöèðîâàòü, ÷òîáû îí ìîã âûïîëíÿòüñÿ
ðåêóðñèâíî. Â òàêîì ñëó÷àå íà êàæäîì øàãå ÷èñëî ðàçëè÷íûõ
íåíóëåâûõ ýëåìåíòîâ äîëæíî óâåëè÷èâàòüñÿ íà 1.

Óòâåðæäåíèå

Àëãîðèòì Zodiac íå èìååò äèôôåðåíöèàëîâ, ó êîòîðûõ äëèíà
áîëüøå 8.

Äîêàçàòåëüñòâî

Ïðîâåðåíî ïîëíûì ïåðåáîðîì ñ èñïîëüçîâàíèåì àëãîðèòìà 2.
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Ïîëó÷åííûå ðåçóëüòàòû

Äëèíà äèôôåðåíöèàëà Êîëè÷åñòâî äèôôåðåíöèàëîâ

< 5 82 864 560 214
5 303 119
6 6 350
7 114
8 6
> 8 0
Âñåãî B17 − 1
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Äèôôåðåíöèàë äëèíû 8

i α
(i)
1 α

(i)
2

1 0 0 0 0 0 0 0 0 0 a∗1 0 0 0 0 0 0
2 0 a∗1 0 0 0 0 0 0 0 0 0 0 0 0 0 0
3 0 a∗2 a∗3 0 0 0 0 0 0 a∗1 0 0 0 0 0 0
4 a∗4 a1 a2 a∗5 0 0 0 0 0 a∗2 a∗3 0 0 0 0 0
5 a3 a4 a5 a6 a∗6 0 0 0 a∗4 a1 a2 a∗5 0 0 0 0
6 a7 a8 a9 a10 a11 a∗7 0 0 a3 a4 a5 a6 a∗6 0 0 0
7 a12 a13 a14 a15 a16 a17 a∗8 0 a7 a8 a9 a10 a11 a∗7 0 0
8 a18 a19 a20 a21 a22 a23 a24 a∗9 a12 a13 a14 a15 a16 a17 a∗8 0
9 a25 a26 a27 a28 a29 a30 a31 a32 a18 a19 a20 a21 a22 a23 a24 a∗9

Òàáëèöà: Îäèí èç äèôôåðåíöèàëîâ äëèíû 8
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Äèôôåðåíöèàë äëèíû 8

i α
(i)
1 α

(i)
2

1 0 0 0 0 0 0 0 0 0 0 a∗1 a∗1 0 0 0 0
2 0 0 a∗1 a∗1 0 0 0 0 0 0 0 0 0 0 0 0
3 0 0 a∗2 0 0 0 0 0 0 0 a∗1 a∗1 0 0 0 0
4 a∗3 0 a1 a2 0 0 0 0 0 0 a∗2 0 0 0 0 0
5 a3 a∗4 a4 a5 a∗5 0 0 0 a∗3 0 a1 a2 0 0 0 0
6 a6 a7 a8 a9 a10 a∗6 0 0 a3 a∗4 a4 a5 a∗5 0 0 0
7 a11 a12 a13 a14 a15 a16 a∗7 0 a6 a7 a8 a9 a10 a∗6 0 0
8 a17 a18 a19 a20 a21 a22 a23 a∗8 a11 a12 a13 a14 a15 a16 a∗7 0
9 a24 a25 a26 a27 a28 a29 a30 a31 a17 a18 a19 a20 a21 a22 a23 a∗8

Òàáëèöà: Îäèí èç äèôôåðåíöèàëîâ äëèíû 8
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Íåâîçìîæíûå äèôôåðåíöèàëû

Îïðåäåëåíèå

Íåâîçìîæíûì äèôôåðåíöèàëîì γ äëèíû m áóäåì íàçûâàòü òàêóþ
óïîðÿäî÷åííóþ ïàðó äèôôåðåíöèàëîâ (α(1), β(m)), ÷òî äëÿ ëþáîé
ïàðû îòêðûòûõ òåêñòîâ (c(0), c̃(0)), òàêîé ÷òî c(0) ⊕ c̃(0) = α(1),
âûïîëíÿåòñÿ c(m) ⊕ c̃(m) 6= β(m).
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i α
(i)
1 α

(i)
2

1 0 0 0 0 0 0 0 0 0 a∗1 0 0 0 0 0 0
2 0 a∗1 0 0 0 0 0 0 0 0 0 0 0 0 0 0
3 0 a∗2 a∗3 0 0 0 0 0 0 a∗1 0 0 0 0 0 0
4 a∗4 a1 a2 a∗5 0 0 0 0 0 a∗2 a∗3 0 0 0 0 0
5 a3 a4 a5 a6 a∗6 0 0 0 a∗4 a1 a2 a∗5 0 0 0 0
6 a7 a8 a9 a10 a11 a∗7 0 0 a3 a4 a5 a6 a∗6 0 0 0
7 a12 a13 a14 a15 a16 a17 a∗8 0 a7 a8 a9 a10 a11 a∗7 0 0
8 a18 a19 a20 a21 a22 a23 a24 a∗9 a12 a13 a14 a15 a16 a17 a∗8 0
9 a25 a26 a27 a28 a29 a30 a31 a32 a18 a19 a20 a21 a22 a23 a24 a∗9
9' a30 a31 a32 a33 a34 a∗13 0 0 a35 a36 a37 a38 a39 a40 a∗14 0
10' a27 a∗13 a28 a29 a∗14 0 0 0 a30 a31 a32 a33 a34 a∗13 0 0
11' a∗12 0 a25 a26 0 0 0 0 a27 a∗13 a28 a29 a∗14 0 0 0
12' 0 0 a∗11 0 0 0 0 0 a∗12 0 a25 a26 0 0 0 0
13' 0 0 a∗10 a∗10 0 0 0 0 0 0 a∗11 0 0 0 0 0
14' 0 0 0 0 0 0 0 0 0 0 a∗10 a∗10 0 0 0 0
15' 0 0 a∗10 a∗10 0 0 0 0 0 0 0 0 0 0 0 0
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Ýôôåêòèâíûå íåâîçìîæíûå äèôô-ëû äëèíû 14

1 α(1) 0 a∗1 a∗1 a∗1 0 0 0 0 0 a∗2 a∗3 a∗3 0 0 0 0
β(14) 0 a∗4 0 0 0 0 0 0 0 0 0 0 0 0 0 0

2 α(1) 0 a∗1 a∗1 a∗1 0 0 0 0 0 a∗2 a∗3 0 a∗3 a∗3 a∗3 a∗3
β(14) 0 a∗4 0 0 0 0 0 0 0 0 0 0 0 0 0 0

3 α(1) 0 a∗1 a∗1 a∗1 0 0 0 0 0 a∗2 0 a∗3 a∗3 a∗3 a∗3 a∗3
β(14) 0 a∗4 0 0 0 0 0 0 0 0 0 0 0 0 0 0

4 α(1) 0 a∗1 a∗1 a∗1 0 0 0 0 0 a∗2 a∗3 a∗3 0 0 0 0
β(14) 0 0 a∗4 a∗4 0 0 0 0 0 0 0 0 0 0 0 0
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Ýôôåêòèâíûå íåâîçìîæíûå äèôô-ëû äëèíû 14

5 α(1) 0 a∗1 a∗1 a∗1 0 0 0 0 0 a∗2 a∗3 0 a∗3 a∗3 a∗3 a∗3
β(14) 0 0 a∗4 a∗4 0 0 0 0 0 0 0 0 0 0 0 0

6 α(1) 0 a∗1 a∗1 a∗1 0 0 0 0 0 a∗2 0 a∗3 a∗3 a∗3 a∗3 a∗3
β(14) 0 0 a∗4 a∗4 0 0 0 0 0 0 0 0 0 0 0 0

7 α(1) 0 a∗1 a∗1 a∗1 0 0 0 0 0 a∗2 a∗3 0 0 0 0 0
β(14) 0 a∗4 a∗4 a∗4 0 0 0 0 0 0 0 0 0 0 0 0

8 α(1) 0 a∗1 a∗1 a∗1 0 0 0 0 0 a∗2 0 a∗3 0 0 0 0
β(14) 0 a∗4 a∗4 a∗4 0 0 0 0 0 0 0 0 0 0 0 0
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Óòâåðæäåíèå

Ïóñòü α � äèôôåðåíöèàë äëèíû m1, α̃ � äèôôåðåíöèàë äëèíû m2.
Òîãäà íà ýòèõ äèôôåðåíöèàëàõ íåëüçÿ ïîñòðîèòü íåâîçìîæíûé
äèôôåðåíöèàë äëèíû l ≥ m1 + m2.

Äîêàçàòåëüñòâî

Ïîëîæèì α(1) = α, α̃(1) = α̃. Âñå ýëåìåíòû â α
(m1+1)
1 ÿâëÿþòñÿ

íåîïðåäåëåííûìè (â ïðîòèâíîì ñëó÷àå äëèíà α áûëà áû áîëüøå,

÷åì m1). Â α̃
(m2+1)
1 âñå ýëåìåíòû òàêæå íåîïðåäåëåíû. Òîãäà èç

ñâîéñòâà ïîñëåäíåãî ðàóíäà äèôôåðåíöèàëà ñëåäóåò ÷. ò. ä.

Ñëåäñòâèå

Àëãîðèòì øèôðîâàíèÿ Zodiac íå èìååò íåâîçìîæíûõ
äèôôåðåíöèàëîâ äëèíû, áîëüøåé ÷åì 15.
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Ïîëó÷åííûå ðåçóëüòàòû

Äëèíà íåâîçì. äèôô-ëà Êîëè÷åñòâî íåâîçì. äèôô-ëîâ

14 352
15 8
> 15 0

Âûâîä

Ïðè àòàêå ñ èçâåñòíûì îòêðûòûì òåêñòîì ïîëó÷åííûå
íåâîçìîæíûå äèôôåðåíöèàëû ìîãóò áûòü èñïîëüçîâàíû â
ñîâîêóïíîñòè. Ïðè àòàêå ñ âûáðàííûì îòêðûòûì òåêñòîì çíàíèå
âñåõ íåâîçìîæíûõ äèôôåðåíöèàëîâ ïîçâîëèò âûáðàòü ñàìûé
ýôôåêòèâíûé.
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Ñïàñèáî çà âíèìàíèå!
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