HoBble anropuTmsl
cTeraHorpaun n cteroaHanumsa,
basnpyroLnecs Ha Naesix u
MeTodax Teopun MHopmMaumm

5. 4. Pabko, A. H. ®noHoB

Cnbunpckum rocynapCrBeHHbIN YHUBEPCUTET
TeNeKOMMYHMKauum u MHPopMaTUKn

HoBocnbupck



3agadva cteraHorpadoun

nepepaTtb coobuieHmne Tak, 4Tobbl caMm
daKT nepenaydm oCcTasCs CKpPbITbIM

= = ()

Anunca A 6bIN10 U Bob
| cooblleHune?
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OcHOBHada cxema
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KOHTEWHeEpbI

Anuca nocolniaet boby
KOHTeWHepbl. A eCTb /N

P, Q — pacnpeaeneHus B HUX COOBLLEHne?

BEpPOSATHOCTEM

—_



[1Ba TMna cterocuctem

o BbluncnuTenbHO CTOUKME
(P = Q)
o CoBepLUueHHble UJIN HEBCKpPblIBaeMble

(P=0Q)




IneanbHble CTEroCUCTEMbI

C. Cachin 1998, 2004
Tri Van Le, K. Kurosawa 2003
P. Moulin, Y. Wang 2004

P=Q
P = QQ TONbKO aCMMNTOTUYECKN



CoBepLUEHHbIE CTETOCUCTEMDI

BIEPBbIE B 2007 r.

npeanoXeHa KOHCTPYKUUS
coBepLUeHHOW CTeroCUCTeMbI

P=0Q

Ryabko B., Ryabko D. Information-theoretic approach to
steganographic systems // IEEE International Symposium
on Information Theory, Nice, France, 2007. P. 2461—
2464.



OcHoBHas nges

(Ha NPOCTLIX NpuMepax)
X =0010011110001011

KoHTenHep, p(0) = 7?2, p(1) =72

Y = abba

BcTtpanBaeMoe coobuieHune
p(a) = p(b) T.k. coobuweHmne 3awMdpoBaHO

S
O603HaunM yepes X 3arnoJIHEHHbIN KOHTEUHEpP



OcHoBHasga naes

CUMBOJIbl KOHTEWHEpPA FPYNNUPYOTCA Mo rnapam.
Mapbl 00 1 11 ocTatoTca 6e3 naMmeHeHus.
Mapbl 01 n 10 nameHqaTCa no npasuny a -> 01, b -> 10

00 1001 11 100010 11 X
a b b a Y
01 10 10 01

00011011 100001 11 X*



OcHoBHasga naes

00 1001 11 100010 11
a b b a
01 10 10 01
00011011 100001 11 X*

< X

noyemy Pr(X) = Pr(X™) ?

rnoromy, 4yto Pr(01)=pg=gp=Pr(10)



OcHoBHasga naes

[lepexoq K 610KaM M3 m CMMBOJIOB:

KOM-BO BHeapsieMbIixX 6ut -> H(X),
roe H - sHTponuga LLleHHOHa

(MeTo4 aCMMNTOTUYECKN ONTUManeH)



CpefacTtBa peanunsaunmn

o bbICTpas HyMepauuns coyeTaHnu
(Pa6ko 1998)

o 2(PeKTnBHAA reHepaLmns
CJ/Ty4YaMHbIX BENNYUH (DProHos 2000)




[pyron nogxoAa

eCJ/iIn N3BECTHbI NJ1N MOTyT ObITb

OLleHEHbl BEPOATHOCTU CMMBOJIOB
KOHTenHepa

BHegpsieMoe cooblieHne Kkoampyertcs
TakK, YTobbl KOAOBblIE CUMBOJIbI
NosIBASAINCL C 3a4aHHbIMU
BEPOATHOCTSIMM.



[pyron noagxon

OMoOMOHHOE KoAMpOBaHMe co
CTOMMOCTbIO
(Hoshi, Han 2001; Psa6bko, ®unoHos 2007)

ApndmMmetTmnyeckoe gekoanpoBaHue



PaboTbl aBTOPOB

o Ryabko B. Fast enumeration of combinatorial objects //
Discrete Mathematics and Applications. V. 10, No. 2.
1998.

o Fionov A. Random number generation via homophonic
coding // IEEE International Symposium on Information
Theory, Sorrento, Italy®lune 25-30, 2000. p. 354.

o Ryabko B., Ryabko D. Information-theoretic approach to
steganographic systems // IEEE International Symposium
on Information Theory, Nice, France, 2007. P. 2461—
2464,

o Fionov A., Ryabko B. Simple ideal steganographic system
for containers with known statistics // XI International
Symposium on Problems of Redundancy. St.-Petersburg,
July 2—6, 2007. P. 184—188.




CTeraHorpadous B n3obpakeHnUsx

LSB-MeToabl

(BHegpeHne nHdpopmaumm B HaMMeHee 3HauYnMble BUTDI
LBETOBbIX cocTaBnsaowmx, KoadpdpunuymneHtos AKIM mn 1.4.)

®MHOIO4YMNC/IEHHbIE UCCIef0BaHuS,
XXYpPHanbl, KOHPpepeHuUnm
eMporpaMMmbl A1 BHeAPEHUS
(STEGOTOOLS, HIDE4PGP, ...)
eMNporpaMMbl 4S8 BbiSIBIEHUS
(STEGDETECT, ...)



CTeraHorpadous B n3obpakeHnUsx

OCHOBHbIE Naen:

eMnaalwne 6mnTbl 3aMeHAKTCA bUuTamMu
BHeApSAeMOoro 3awm@poBaHHOro
coobLeHuns

®ICMOJIb3YETCA TOJSIbKO YacCTb MAaALLNX
6UT B COOTBETCTBMN C YKA3aHHbIM
NPOLLEHTOM 3anoJIHEeHUS



CTeraHorpadous B n3obpakeHnUsx

OCHOBHOW HEOAOCTAaTOK:

*pa3pbIBAOTCSH eCTeCTBEHHbIE CBA3U
Mexay mnagwmmm 6MTamMm n oCTasibHOU
MHpopMaumen B n3obpaxeHnu
eCTAaTUCTNYECKAA CTPYKTYpa KOHTenHepa
N3MEHSAeTCs

5TO AAET BO3MOXHOCTb O6Hapy>XmMBaTb
CKpbITble cCO0bLLEeHUS



CTeroaHanuns n3oopaxeHnn

Ha OCHOBE MEeTOA0B YHUBEpPCASIbHOMO KOANPOBaHUS
(CxaTnsa AaHHbIX)

[TycTb X — Noay4vYeHHbIN rpadpunyeckmimn damnn
(p — YHMBepcanbHbin Kogep (apxmBaTop)
He n3BectHo, coaep>XuT X CKpbITble AAaHHblEe NN HEeT

OcHoOBHasa naes:
Konupyem X -> Y, BHegpseM ciydanHble gaHHble B Y -> Y*

Cxnmaem X 1 Y* c noMowbio Q.
BO3MOXHbI ABa cny4yas:

L [e(X)| < [@(Y*)] 2. [e(X)| = |@(Y*)]

Bornpoc: Kakou cny4vyan CBMAETEeNbCTBYET O HaMn4yum B X
CKPbITbIX AAHHbIX?

OTBeT: 2.



TeopeTnyeckoe obocHOBaHME

NPUMEHEHNA YHUBEpPCAlbHbIX KOAOB
K Pa3/IMYHbIM CTAaTUCTUYECKUM 3aa4aM

o Ryabko B., Astola J. Universal codes as a basis for time
series testing // Statistical Methodology. 2006. V. 3. P.
375-397.

o Ryabko B, Astola J. Universal codes as a basis for
nonparametric testing of serial independence for time
series // Journal of Statistical Planning and Inference.
2006. V. 136, N. 12. P. 4119-4128.



Pes3ynbTaTtbl NpeagnaraeMmoro Mmetoaa
cTeroaHanmusa

Mo nporpamMmMme acnmpaHta M. XunnkunHa

O6HapyxeHune BHeapeHus B BMP-dannsbl
Npn passIM4YHOM YPOBHE 3aMNOJ/IHEHUS

100% -
H0% -
80% -
T0% +
BO0%
&0% -
A0% -
30% -
20% -
10% -

0% -

" cpabaTblBaHWA

0% 10% 20% 30% 40% 9S0% 60% 70% 80% 90% 100%
T 3ANONHEHUA KOHTRIIHepa



Pes3ynbTaTtbl NpeagnaraeMmoro Mmetoaa
cTeroaHanmusa

Mo nporpamMmMme acnmpaHta M. XunnkunHa

O6HapyxeHune BHeapeHusa B JPEG-pannbl
Npn passIM4YHOM YPOBHE 3anOJSIHEHUS

102%
100% 5
oo, /gﬂﬁ:ﬁ'__l'__ﬁi
96 %
94 % //
Q2% ﬁ/
90% /£
88% /
8B% +—— . . . . . ; ; . .
0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%
% 3anonHeHWA

% BepPHBIX peLWeHUHNA

—— Steqgdetect - pazpaboTadHHeld MeToq



HoBbin LSB-mMeToa, yunTthiBaoLwmm
CTAaTUCTUKY MNaawmnx ouT

OcHOBHaa naes:

[TpOn3BECTM OLEHKY BEPOATHOCTEN MNaawnx 6muT
MeTo4aMn Teopun yHUBEpPCanbHOro (aaanTMBHOIO)
KOAUPOBaHUS

BHeapsATb MHDOPMaLIMIO C YYETOM CTaTUCTUKK MNaAWnX 6uT,
NCMOIb3YS KOAbl CO CTOMMOCTbIO (C 3aaHHbIMN BEPOSATHOCTAMMU
NOSAB/IEHUS KOAOBbIX CUMBOJIOB)

OTnnyme ot 06bI4HOIO KOANPOBAHUA.

TpebyeTca pasaeneHmne nlobpaxxeHns Ha obyyatoulyto n
pabouyto obnacTtu



HoBbin LSB-mMeToa, yunTthiBaoLwmm
CTAaTUCTUKY MNaawmnx ouT

ncxoaHoe nlobpaxeHune




HoBbin LSB-mMeToa, yunTthiBaoLwmm
CTATUCTUKY MragLlmnx out

(bparMeHT NeBon BEpHEN 4YacTn nsobpaxxeHus
B YBe/IMYEHHOM MacluTabe




HoBbin LSB-mMeToa, yunTthiBaoLwmm
CTAaTUCTUKY MNaawmnx ouT

pa3saeneHne n3obpaxeHus: 3aTEHEHHbIE NUKCENbI
ob6pa3ytoT obyyatlolyto 4acTb, CBeT/ble — pabouyto




HoBbin LSB-mMeToa, yunTthiBaoLwmm
CTAaTUCTUKY MNaawmnx ouT

obyualouwas 4acTb paboyas 4yacTb

Pabo4yas rmnoTesa:

CTaTUCTUYECKUE CTPYKTYpbl 06enx 4acten 6amn3ku



HoBbin LSB-mMeToa, yunTthiBaoLwmm
CTAaTUCTUKY MNaawmnx ouT

HIDE4PGP

Mnagwme 6uTbl Npu 3anosHeHun Ha 50%




HoBbin LSB-mMeToa, yunTthiBaoLwmm
CTAaTUCTUKY MNaawmnx ouT

STEGOTOOLS

Mnaglwme 6uTbl Npu 3anosHeHun Ha 50%




HoBbin LSB-mMeToa, yunTthiBaoLwmm
CTAaTUCTUKY MNaawmnx ouT

HoBbin MeTO

Mnagwme 6uTbl Npu 3anonHeHun Ha 50%

cywecrtBeHHO 6onee BbICOKaAst CTOMKOCTb K CTeroaHainsy



NTabopaTtopus 3awunTbl MHPOPMaL UK

o Psabko b. 4., A.T.H. o EnTtbiwesa E. 1O., acn.

o ®uoHoB A. H., A.T.H. o XwunkunH M. 1O., acn.

o MoHapés B. A,, o JlybkunH A. M., acn.
K.p.-M.H. 5 Heuta W. B., acn.
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