[spec@baza w3af]S$S echo «w3Af -
CHCTeMa C OTXPHITHIM HCXOIOHEIM KOOOM
OJis NpoBeneHHsa aynHTa 6e30nacHOCTH

BeO—IIPHIIOXEeHHH»

[lepBBRIH CJaHn



W3AF - cuctema
C OTKPbITbIM NCXOAHbLIM KOAOM
AN npoBeaeHNAa ayauta 6e3onacHoOCTuU
BEO-NPUNOXXEHUN

w.saf

Web Application Attack and Audit Framework

Tapac BalleHKo

Cneuuannct oTaena obulero aygmra
enaptameHTa AyauTta,

KomnaHua «MHopm3almnTax»
OSCP




CyulecTBYyrouime pewieHus

e [IponpuaputapHoe MO (IBM Rational WebScan, Xspider)
— BbicoKaa LueHa
- Kak npaBuso, njioxas paclumpsaemMocTb
- Hert coob6LuiecTBa nosib3oBarenemn
— KpacuBble OTUYETHI
 CBob6ogHoe O (Nikto, WebScarab, SQLmap)

- MHOXeCTBO HEBONbLUMX YTUIUT AN OTAEbHbIX
3aau

- 306peTaem Benocunen BHOBb M BHOBbL (Xcobra)
- [1noxada apxuTekTypa 1 pacLunpAaemMocCcTb
- He Bcerga KpacuBble OTYETHI




UTto Takoe W3AF?

[TporpamMmmHOe OKpyXXeHue ana aygmrta 6e3onacHoCcTu BeO-
MPUIOXEHUIN C BO3MOXXHOCTbLHO 3KCM/lyaTauum HamaeHHbIX
YA3BUMOCTEMN

JlInueHsua - GNU General Public License Version 2
Tekywasn sepcua — 1.0 Release Candidate 1

Yxe AocTatoyHo 60/1bLLION MeXayHapOoAHbIN MPOEKT CO
CBOMM COOOLLIECTBOM

ABTOpP 1 ocHoBartes1b npoekrta - Andres Riancho
(ApreHTuHa)




OCHOBHbIE OCOOEHHOCTMH

HanncaHo Ha Python — nHTepneTnpyemom s3bike “c
baTtapenkamm”

KpoccniatdpopMeHHOCTb
HecKonbKo nosib3oBaTesIbCKkuUxX NMHTepdpencon
- GUI c ucnonbsosaHnem GTK
— KOHCO/1bHbIN C YOOOHbLIM aBTOAOMNO/IHEHNEM

BO3MOXHOCTbL paclunpeHmns: 134 paclimpeHnsa n nx 4ncro
NOCTOAHHO pacTeT

[Mogaepxka Beb-cepBUCOB
BO3MOXHOCTb 3KCM/lyatauum HanaeHHbIX YSA3BUMOCTEN




OCHOBHbIE OCOOEHHOCTU - 2

* UuweTt yassumoctu Besae: GET/POST 3anpocskl, HTTP-
3aros1IoBKu, cogepxaHue doansios

e “YMHbIN" NOUCK YSA3BUMOCTEWN: HanpumMep, Korga BXoAHble
NaHHble oTOGpaxakTCcAa Npu onpeaenEHHbIX YC/10BUAX

e IHTerpmpoBaHbl CyLLECTBYIOLLINE UHCTPYMEHbI U UX
aHanoru: sglmap, pykto



ApPXUTEKTYypa

w3af B 00LLEeM COCTOUT U3 2 rMaBHbIX YacTen: A4p0o U
pacLINpeHns.

Aapo KoopaMHMPYET NPOLECCHI U NPEeAOCTaB/SAET
onpeaenéHHblii OyHKLMOHaN pacLUMPeHUSsIM.

PaclinpeHna obmeHuBaroTCcA MHPopMaLen Apyr ¢ APYyrom
yepes “xpaHunuiie 3HaHnn’.

10 BO3MOXHOCTW UCNOJIb3YOTCS LLIAOGMOHBI
NPOEKTUPOBAaHUS.



[MoTOKM MHpopMaLnI




PacwunpeHus

discovery - nonck HoBbIX Lenen(Hanpumep, URL) n
cO3aHns T.H. U3MEHSEMbIX 3anpoCcoB.

audit - nonck B HaMAEHHbIX Lensx ya3BMMOCTEN.

grep - unbTPyT Kaxabin HTTP-3anpoc 1 oTBeT Ha
npegmeT BXoXaeHns onpeaenéHHon nHdpopmaumm

attack - akcnnyataunsa HangeHHbIX YA3BUMOCTEMN

output - paclumpeHna BbiBoga MHoOpMaLIn (TEKCTOBbIN
dann, koHconb nnn HTML-chbann).

mangle - BHOCAT nameHeHua B HTTP-3anpockl 1 OTBETHI B
COOTBETCTBUMN C perynsapHbIMUN BblIPaXKEHNAMMU




PacwunpeHus

e evasion - nameHarT HTTP-3anpock! Ana 06xoga cuctem
OOHapYy>XeHUs1 BTOPXXEHUIA.

« bruteforce - nepebop MMeH Nonb3oBaTesien.
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W3AF GUI
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[TonyyeHune yapaneHHoOro gocryna
yepes3 SQL-MHBbEeKUuIo -
AeMOHcTpauua



CcbINnKu

W3AF — http://w3af.sourceforge.net/

O630pHbIN CMNCOK CKAaHHEPOB BEO-YA3BUMOCTEN -
http://sectools.org/web-scanners.html

IBM Rational AppScan — http://www-
01.ibm.com/software/awdtools/appscan/

Nikto — http://www.cirt.net/code/nikto.shtmi

WebScarab -
http://www.owasp.org/index.php/Category:OWASP_WebSc
arab_Project

WebScarab — http://www.acunetix.com/
XSpider - http://www.ptsecurity.com/




Bonpochbi?

e DNEeKTpPOoHHaaA noyta
- t.ivashchenko@infosec.ru
- taras@securityaudit.ru
 Beb-caur:
- www.infosec.ru
- www.securityaudit.ru
e [10, ncnonb3oBaHHOE AJ/15 NOArOTOBKM NPe3eHTaLnm:
— OTKPbITbIK odhucHbIN nakeT OpenOffice.org

- Fedora - guctpmnéytnes cBo604HOM onepaLnoHHON
cucTembl Linux




	Slide 1
	Slide 2
	Slide 3
	Slide 4
	Slide 5
	Slide 6
	Slide 7
	Slide 8
	Slide 9
	Slide 10
	Slide 11
	Slide 12
	Slide 13
	Slide 14
	Slide 15

