NI
CISCO

Kak Nb-komnaHum

oOMaHbIBalOT CBOUX
KINMMEeHTOB

Anekceu Jlykaukumn
Bu3Hec-KOHCYNbTaHT NO 6e3onacHOCTU



Llenb UB-komnaHuu — 6e3onacHoOCTb

= Bam rosopart

CBoOto Muccuio komnanusa X BnamT B TOM, YToObl obecneynTtb
CBOMM KNueHTam besonacHoe BeaeHne busHeca npu
NCNOMb30BaHUN COBPEMEHHbBIX MHHOPMALIMOHHbIX
TEXHOMOIMNM. ..

= Y10 Ha camom agene
Hago nobaButb «n 3apaboTtaTb HA 3TOM AeHbMn!»

Llenb KoMmmMep4yeckon KoMmnaHum — yBerindeHmne CBoen
OOXOOHOCTK 3a CHEeT poCTa Yncra KNMeHToB, pocTa CTOMMOCTU

YCIYT, CHUXXEeHUs1 ux cebecTonmocTu. ..



O6HapyxeHue Hen3BeCTHbIX BUPYyCOB

= Bam rosopart
OBPUCTUYECKNN aHanm3aTop X obHapyXnBaeT HEU3BECTHbLIE
BUPYCh

= Y10 Ha camom agene

O6HapyxeHne HeM3BECTHbIX BUPYCOB... N0 XapakTepHbiM And
BUPYCOB OENCTBUAM

«3gpucmuyeckoe ckaHupogaHue s8riiemcsi 80 MHO20M
8EePOSIMHOCMHbLIM MemoOOM roucka supycos» — E.Kacnepckmn

«AHMUBUPYCHbIE KOMIMaHUU ripakmu4ecku MaHO8EHHO
8bIrycmursiu 8aKUUHbIl, OOHaKo cpa3y 803HUKIa rnpobriema:
yep8b Hayar Mymupoeamhb»



O6HapyxeHue Hen3BeCTHbIX BUPYyCOB

= Y10 Ha camom gene

«3awuma om 0aHHoOU 8pe0OHOCHOU ripozpamMmMebl yxXe
dobaerieHa 8 6a3y OaHHbIX»

«K coxarneHuro, KOHKYpeHUUs MexX0y aHmueupyCHbIMU
KoMMnaHusIMU ripusesia K momy, 4mo passumue
aHmueupycHO20 rpozpamMmMmupo8aHuss UOEM 8 CMOPOHY
yeeriu4yeHus Korudyecmea obHapyxueaemMbiX 8Upycos, a He 8
CMOPOHY ynydweHus ux oemekmuposaHusi» - BMnK MI'y wm
NCT1T PAH

Ecnun 66l aHTUBMPYC MOr 0OHapyXnBaTb HEN3BECTHbLIE BUPYCHI,
TO UX HEe Hago ObINo Obl OOHOBMATL U BbiNyCKaTb HOBbLIE
Bepcumn!



O6HapyxeHue 100% BupycosB

= Bam rosopart

AHTMBUpYCbl X obecrneunBaoT BbICOHYANLLMA YPOBEHDb 3aLUNThI,

HEeOOHOKpAaTHO noaTBepXXaeHHbIN cepTudukatom VirusBulletin
100% Detection

= Y10 Ha camom gene

Teopembl Panca n YcneHckoro (50-e roabl) — «pacrio3HasaHue
106020 HempuesuasibHO20 ceolicmea asizopumma s8/151emcs
Hepa3spewumou ripobriemou»

®pen KoaH B 1987 r. 4eMOHCTPUPYET, UTO HE CYLLECTBYET
anropuTtMa, KOTopbli B MOMHON MeEpe MOXET obHapyXuBaTb
BCE BUPYChbI

Nccneposatenbckuin ueHTp IBM nm. Tomaca BatcoHa (2000 r.)
onybnukosan nccrnegosaHune «An Undetectable Computer
Virus», B KOTOPOM AoKasar, YTO BO3MOXHO CyLleCcTBOBaHMe
KOMMNbLIOTEPHLIX BUPYCOB, KOTOPbIE HE MOXET OOHAPYXUTb
HUKaKOW anropuTtm




O6HapyxeHue 100% BupycosB

= Y10 Ha camom gene

NccnepgosaTtenbckas nabopartopust komnaHnm Hewlett-Packard
B bpuctone (2004 r.) npoBoauna nccnegoBaHNA CUrHaATYPHbIX
nogxonoB — « CugHamypHasi Mooesib umeem
yHOameHmMaribHble He0oCcmamku»

Mo>XHO nonbITatbCsa NPUBAN3NTLCH K 3aBETHOMY YUCTTY B
100%, HO noTpebyeTca CroXHbI MaTeEMaTUYECKUIX annapart 2>
cuctema byaet pabotaTb MeaneHHee > NpPoaykT oyaer
Bbl3blBaTb pa3gpakeHne norib3oBarenen



Ceptndumkatr ®CTIK 1 3ameHHOCTb

= Bam rosopart
Ceptndomkat @CTIK rapaHTUpyeT 3allULLEHHOCTb

= Y10 Ha camom agene

[[@apaHTUA 3alMLEHHOCTM BO3MOXHA B ABYX Cly4dasiX — KTO-TO
npoBepun 3awmuieHHocTb Ha 100% n HeceT OTBETCTBEHHOCTb
3a 970

MoXXHO N NPOBEPUTL HE KOMDMHAaLMKU, HO XOTH Obl NPOCTO BCE
BETBNEHUS, NAapaMeTPbl N HACTPOMKU ANA MUNTIMOHOB CTPOK
koga?

UTto HacueT KOMIMUNATOPAa, KOTOprI7I MOXET BHECTW 3aKnaaku?

HeceT nn ®CTIK oTBETCTBEHHOCTb 3a B3J10OM
cepTMdnuUnpoBaHHOW CUCTEMBI?

Teopembl Panca n YcneHckoro (50-e roabl) — «pacrio3HasaHue
106020 HemMpuesuasibHo20 ceolicmea anzopumma s8/19emcs
Hepa3apewumou ripobriemMol»



3aluTa nepcoHanbHbIX AaHHbIX

= Bam rosopart

Bbl 06593aHbI BbINONHATL TpeboBaHus PCTIK no 3awmte
nepcoHanbHbIX AAaHHbLIX U Mbl BaM B 3TOM MOMOXXEM

= Y10 Ha camom agene

[TocTtaHoBneHue lNpasutensctea PP ot 13 asrycta 1997 roaa
Ne 1009 «O0 yTtBepxaeHuu NpaBun nogroToBKWU HOPMAaTUBHbIX
NpaBOBbIX aKTOB dpeaeparbHbIX OpraHoB UCMOMNMHUTENLHOW
Bf1ACTN U UX FrOCyd4apCTBEHHOW pernctpaunmy»

HIMA gormkeH ObITb NoanNncaH TONbLKO PyKoBOAUTENEM
doenepanbHOro opraHa ncnonHUTeNbHOM BnacTtu (n.9)

HIA gonxeH ObITb 3apernctpuposaHa B MuHucrepcree
FOctuuum (n.10-11)

HIA gormkeH ObiTb onybnnkoBaH B OTKpbITOM nedatu (n.17)



OueHKa pUCKOB

= Bam rosopart
Mbl oLleHUM Onga Bac PUCKU M HA OCHOBE 3TOM OLEHKU Bbl
cMmoxeTte obocHoBaTb hMHaAHCHUpoBaHmMe npoekTos no b
= Y10 Ha camom agene
Puck = f(BepoATHOCTb pucka, cymma yLiepba)

[1Nna oueHKu BEPOATHOCTU Mbl OOJTKHbI UMETb CTAaTUCTUKY MO
KOHerTHOIZ KOMMNAaHWKN 3a OJIUTESbHbIN NHTEPBaJl BpEMEHU

MoxkeTe N1 Bbl OLEHUTb CTOMMOCTb 3aLLMLLAEMON
nHpopmaymn?

Jiobon buHaHCUCT 3axodeT, YTobbl MeTOa0NOrNs pacyeTa
Oblnia NOHATHOW N NMPOBEPAEMON

KonnyectBeHHasa oueHka puckoB B Ib (KoHBepTaums Tpex
rpagaunin «BbICOKMW/cpeaHUin/HU3KUn» B Ynucna - He
KONM4YeCcTBEeHHas OLeHKa) - Mud



[MpepoTBpaLleHUue yTevyek UHbopmaumnm

= Bam rosopart

Mbl npegnaraem cuctemMy KOHTPONS 1 npeaoTBpaLleHns
yTeyeKk nHgopmauumn

= Y10 Ha camom agene

YTeuka MOXeT NPOM30MTH MO JIIoOOMY M3 CyLLECTBYIOLLNX
KaHanoB — afiekTpoHHasa noyvta, USB, IrDA, Bluetooth, Wi-Fi,
COM, Web... a Takke 65535 TCP-nopTtos, ICMP (Loki), akpaH
MOHUTOpa, OMWUH, akycTuka, bymara n MHoroe gpyroe

He cywectByeT DLP-cuctem, KOTOpble KOHTPONMpoBanm 6l
BCE 3TN KaHanbl

KeanndoununpoBaHHbLIN 3110yMbILLUITIEHHUK BCErga HangeT cnocob
YHECTM MHJOpMaLMIO

A ellle ecTb NpobnemMsbl ¢ 3aKkoHOA4ATENbCTBOM. ..



TOKeHbI

= Bam rosopart
TOKeHbI peLluatoT MHOrne npobnemel ¢ 6€30MacHOCTbIO

= Y10 Ha camom agene

N co3gatoT HOBbIE. ..

B odoncHbIX opraHnsaunax npenMmMmyLecTBeHHbIN KOHTUHIEHT —
XEHLUUHBbI

Kyaa »eHLwmHa JomkHa NONOXUTb TOKEH, ecnun y Hee 00bIYHO
HeT KapMaHOB Ha oaexae? A ecrnv ecTb, TO OHN HOCAT
leKopaTUBHbIN XapaKkTep 1 oHa He OyaeT Hu4Yero Tyaa
3anuxmBaThb, Kak My>X4mHa ;-)

B ntore TokeH octaeTcs Ha ctone ;-(



AyTCOpPCUHI 6e30NacHOCTH

= Bam rosopart

3a cyet adyTCOPCUHIra ©e30nacHOCTN Mbl CHUMAaeM C Bac
I'IpO6J'IeMbI Nno ynpasJiIEHNIO cCpeacTBaMun 3alllTbl N Bbl €LLE U
OKOHOMUTE

«Codepxxamb wmam compyOHUKO8, KOmopble 8
Kpyariocymo4yHoM pexxume 6yoym 3aHUMambCsi
MOHUMOPUH20M U ompaXeHuUeM amak, Moxem rno3eosiumsab
cebe Oasieko He Kaxx0asi KoMrnaHusi»

«...umerowul 8 c8OEM WMmame cepmuuyupo8aHHbIX U
6bICOKOK68fludDUL{UpOGaHHbIX aHarilumuKoe8 U UH>XKeHepo8»
= Y10 HA camom aene

YnpaBneHne npu oTCYyTCTBUN XOPOLLNX U pe3epBUPYEMbIX
KaHanoB cBs3u 3a npegenamu MockBbl



AyTCOpPCUHI 6e30NacHOCTH

= Y10 Ha camom gene

«Crieyuanucmasl KoMraHuu <uMsipek> 8bIrnosiHsam credyrouwue
pabomei: [lpedocmasrneHue pekomeHoauuu rno 8bIsi8r1eHHbLIM
UHyudeHmam be3onacHocmu» - T.e. pearMpoBaTb Bam
npuaeTca cammm

KBanudpuuymposaHHbin cneymanuct no b He byaet
3aHMMAaTbCA PYTUHHOW PaboTOM MO «MPOCUMXKNBAHUIO LUTAHOB
3a KOHCOMNbO»

Ecnuny aytcopcepa pabotaet CCIE unun CISSP, ay Bac ero
HeT, TO HeyXXenu ero ycnyru éyayT ctouT gewesne?

AyTcopcep He JaeT rapaHTuUi U He HeceT OTBETCTBEHHOCTY

OtnaB /Ib Ha ayTCcOpCcUHT, pa3Be Bbl COKpaTUTE CBOW
nepcoHar, KoToporo n Tak He xBataeT? O Kakon 3KOHOMUU
Torga uaeT peyb?



Cucrtembl Koppensaumu

= Bam rosopart

Hawa cuctema koppensauum no3sonseT nogknovartb nobble
CUCTEMbI 3aLLUUTbI, JaXXe OTe4YEeCTBEHHOro Npomn3BoACTBa

= Y10 Ha camom agene

Y MHornx cuctem koppenaumm (SIEM) gencreutenbHO
CYLLEeCTBYET «yHMBepcalbHbIW areHT», KOTOPbIN NO3BOSIAET
cobupaTb cuUrHanbl TPEBOIMM OT PasfnyHbIX CPEACTB 3alunThl

Ho cmbIcn cnuctembl Koppensaunm B Koppensaummn (noncke
B3aMM0O3aBUCUMOCTEWN) aTaK N YA3BMMOCTEN, a He NPOCTO
cbope n xpaHeHnn cobbITUI

Koppensauus peannsyeTtcs 3a c4eT npaBun, KOTopbIX ASs
HEN3BECTHbIX CUCTEM HET

Bam npnageTtca caMocToATeNbHO NMcaTh 3TU NpaBuna, Yto
SABNAETCA HETPUBMASIbHOW 3a4a4en Unu... 3annaTtuTb AeHbIn
npoaasLy CUCTEMbI



CpeactBa nogaBneHusa DDoS-aTak

= Bam rosopart

Kynute cpencrtea nogaenenma DDoS-aTtak u Bbl byaete
cnaceHbl

= Y10 Ha camom agene

YcTaHoBMB cpeacTBa nogasneHns DDoS-atak Bbl HE 3aluUTUTE
NHTepHeT-KaHan oT cebsi 4O onepaTopa CBsA3N — OH ByaeT Bce
pPaBHO 3abuT



Ceptudukar no «O0LWMM KpUTEPUAM»

= Bam rosopart
Hawa cucrtema ceptnduumpoaHa no «O0LKMM KpUTEPUAM»

= Y10 Ha camom agene

B otnunume ot ceptndmkartos PCTIK no P, cepTndunkaums
OK npoBoanTcst Ha COOTBETCTBME 3a4aHUI0 MO Be3onacHOCTH,
KOTOpoe noMmmMo TpebosaHuin no 3awuTte (a-ns PL) cooepxuT
KOHKPETHY MoAerb yrpos

ATO 3HA4UT, YTo 3B ANA ogHOro 3aka3ynka He MOXET ObITb
Mcnonb3oBaHo aAns gpyroro (Mogenun yrpo3s 6yayT pasHble)

Ha npaktuke moaens yrpo3 B 3b nponucbiBaeTcs
MWUHUMarnbHas

CepTtudukauma Windows XP Professional Service Pack la «Ha
coomeemcmaeue peasiu3o08aHHbIX 8 oriepayUuoHHoU cucmeme
yHKUUU 3awumsl U 3a0eKnapuposaHHbIX 8 3adaHuu ro
6e3onacHocmu»



Ceptudukar no «O0LWMM KpUTEPUAM»

= Y10 Ha camom gene

3b Ha Windows 2000 cogepxut Bcero 9 (!) yrpos, a gn4g
Windows XP Bcero 5 yrpos

B 3b Ha Windows 2000 HanucaHo, 4To Microsoft He HeceT
OTBETCTBEHHOCTU 3a BCE, YTO TBOPUTCH 3a Npeaenamm
Windows 2000. lNepexsaT Tpadmka? lNoxanyncra. YTeuka
yepes nHdpakpacHbin nopT, Bluetooth-, WiFi-agantep nnu
Flash-anck? MNMNocnegHune Tpn nepmdpepmumnHbIX YCTPOUCTBA
BOOOLLE HE YKa3aHbl B CMNCKE pa3peLLEHHbIX Ha
cepTuuumpoBaHHbix MawmnHax Windows 2000

[MpoBepke noaBepraetcs He Toribko OC Windows 2000, HO 1
KOMMbIOTEP, HA KOTOPYIO OHa ycTaHaBnuneaeTtcs. B
cepTudukaTe YeTKo NponucaHbl MoOAEeNN KOMMbIOTEPOB -
Compagq Proliant ML570 n ML330, Compaq Professional
Workstation AP550, Dell Optiplex GX400, Dell PE 2500, 6450,
2550 n 1550



3allULLEeHHbIN KOMNbIOTEP

= Bam rosopart

OC Windows - He3awmueHHasa. Mbl npegnaraem sam C3U ot
HCL no 3-my knaccy CBT + aneKkTpoHHbIN 3aMOK, KOTOPbIN
OyoeT KOHTponupoBaTb LENOCTHOCTL A0 3arpy3kn OC

= Y10 Ha camom gene

B 1995 rogy Ha cumno3unyme |IEEE npo3sy4an goknag tpex
amepukaHckux uccneposatenen (Onun Canbept, dunnun
[Moppac n Pobept JInHaenn) «An Analysis of the Intel 80x86
Security Architecture and Implementations»

OBHapy»XeHO MHOXECTBO HE[JOKYMEHTMPOBAHHbIX Y3IN0OB U
KaHamnoB, CKPbITbIX KAHaMNoB u T.M.

Intel 8086, 80286, 80386, 80486, Pentium, AMD, Cyrix u T.4.



[lpoBepKu perynaTtopos

= Bam rosopart

Ecnun BbI He Kyrnute Hawn CMCtemMbl 3allnThbl, UMEKLLINE

cepTudukaT, To Korga K BaM NpuayT C NPOBEPKON, TO HAKaKYyT.
A npoBepuTb Bac MOTyT KOraa 3axoTaT

= Y10 Ha camom gene

JTtobon opraH rocyaapCTBEHHOro Hag30pa N KOHTPONS
(PCTOIK, ©Cb mnnn PockoMHaasop) AOIMKEH NPOBOANTL CBOU
npoBepku B ctporom cootBetTcTBmumn ¢ @3 oT 14.07.2001 Ne134
«O 3awmTe npas PUANYECKUX NUL, N UHOUBUAYANbHbIX

npegnpuHUMarTeneun npu npoBeaeHnn rocygapCTBEHHOo
KOHTpons (Haasopa)»

[Mpe3ymMmnumnsa 0oOpOCOBECTHOCTU — Bbl HEBUHOBHbI, MOKa HE
AokasaHo obpaTHoe



[lpoBepKu perynaTtopos

= Y10 Ha camom gene

«...0mMKpbImocms U docmyrnHocmb 071 HPUOUYECKUX NTUU U
UHOUBUQYasbHbIX MPeodrnpuHUMamersieu HopMamueHbIX
rpaeoebix akmos, ycmaHassiugarouwux obsizameribHble
mpebosaHUs, 8bINOJSIHEHUE KOMOPbIX rposepsiemcs rpu
rnpoesedeHUU 20cy0apcmeeHH020 KOHMPOsis (Had3opa)»

PeBn3op JomkeH npeacTaBuUTb NPaBoBble OCHOBAHUS
NpoBeaeHnsi NPOBEPKM

«lnaHogoe meporipusmue rno KOHMPOosio Moxem 6bimb
rnpoesedeHo He boriee YyeMm 00UH pa3 8 08a 200a» (ansa Mmanoro
busHeca — pa3 B Tpu roaa)

«HopmamueHble rpasoskie akmakl, MPUHSMbIe op2aHamu
20cy0dapcmeeHHO020 KOHMPOsisa (Had3opa) 8 HapyuwleHue
3akoHoOamerbcmea Poccutickou ®edepayuu, rpusHaromecsi
HedelcmeumersibHbIMU MOJTHOCMbIO UrlU Yacmuy4yHO 8 ropsioke,
ycmaHo8/1eHHOM 3aKoHoO0ameribcmeom Pocculckou
Qedepauyuu»



[lpoBepKu perynaTtopos

= Y10 Ha camom gene

BHennaHoBasi NpoBepKa OCYLLECTBAAETCA ANl KOHTPOMS
NCNONHEHUSA BblAaHHbIX paHee npeanucaHum unu npu
«obpauweHuu epaxkoaH, rpududeckux uy U UHousuUoyasibHbIX
npeornpuHuMamerseu c xanobamu Ha HapyweHUs ux ripas u
3aKOHHbIX UHMEPeCco8»

«ObpauwieHus, He ro3eorsiswue ycmaHosumsa Jiuuyo,
obpamuswieecs 8 opaaH 2ocydapcmeeHHO020 KOHMPO/Is
(Had30pa), He moaym crlyXXumb OCHo8aHUeM OJisl posedeHuUs
8HerIaHo8020 MePOrpPUSIMUs 1Mo KOHMPOITH»



FOCT 28147-89 n gpyrne NNCTobi

= Bam rosopart

Hawe pewenmne ncnonbsyet OCT wndpoBaHUs, a 3Ha4YUT Mbl
NernTUMHbI Nnepeq 3aKoOHOM

= Y10 Ha camom agene

C TO4KM 3peHns 3aKkOHa B Poccum ecTb cepTuuumpoBaHHbIe
peLleHns, HecepTupuumMpoBaHHbIe U BbinagawLime n3
cuctembl ceptTudmkaunm (MobUnbHUKN, WNppoBaHNE MEHEE
56 6uTt, Wi-Fi ¢ auanasoHom go 400 meTpoB 1 T.4.)

[MlocTtaHoBneHue lNpaButenscTea 957
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Bonpochb!?

[lononHuTtenbHble BONPocChkl Bbl MOXeTe 3agaTth Mo 3f1eKTPOHHOU
nouyTe security-request@cisco.com
nnn no Teneqgony: +7 495 961-1410
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