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O npaktnyeckom npumerHenun \White-Box kpunrorpadpuu

Paccrazvieaemess o npakmuueckom npumenenuu mexanuszmos White-Box kpunmoepaghuu.
IIposooumcs uccnedosanue oonou uz White-Box peanuszayuii anecopumma wugposanus AES-128.
Onucanel npuHyunuaivbHvle nNpoodIeMbl NpU  CO30AHUU Maxkoeo pooda peanuzayuu. I[loxkaszansi
Heoocmamku anreopumma 0Onouno2o wugposanus AES ons cozdanus cmotikux White-Box cxem.
IIpeonosicen opueunanvhvlil n0OX00, no36oas0WUIL coz0asams bonee cmotixue White-Box pearuzayuu.

B mocnennee BpeMsi 0OJIbINON MOMYJIIPHOCTHIO TOJIB3YIOTCS M3bickanus B obOiactu White-Box
kpunrorpadun [1]-[5]. Kak yrBep:kmaroT aBTOpHI psiga paboT Ha 3Ty Temy, mexanusmbl White-Box
KpUNTorpaguu MO3BOJSIOT CKPHITh KIIOY CHMMETPUYHOTO alroputMa MMU(PPOBaHHS B CaMOM
anroput™e. Takum 00pa3oM, CHMMETPHYHBII MH(p MpeBpaliaeTcs B acCUMETPUYHBINA. J{eficTBUTEIbHO,
eciau BoccTaHoBieHue kimoua u3 White-BoxX peanuzanmu anroputMma muppoBaHus OyAeT TPyIHOU
3a7adyeid, TakXKe Kak U CO3J[aHue alrOpUTMa JeH(pPOBaHHS 110 UMEIOIEMYCS AITOPUTMY IU(PPOBAHUS,
TO TIapa aIrOPUTMOB (ANTOPUTM IU(GPOBAHUS — AITOPUTM JeMNU(POBAHUSN) CTAHOBUTCA (PaKTHUECKU
KiroyeBoil mapoi, rae White-Box peanusaunust anroputma mudpoBaHHs SBISETCS OTKPHITOM, a
peanu3anys alropuTMa AemrpoBaHns HEJOCTYITHA aHATMTHKY. Takas cxema MOXeT 00J1a/1aTh [EeNbIM
PSIOM TMPEUMYIIECTB 10 CPaBHEHUIO C KIACCHYECKUMH aCCUMETPUYHBIMHU KPHUIITOCHCTEMaMHU.
OCHOBHBIM MPEUMYIIIECTBOM SIBIISIETCS CKOPOCTh PA0OTHI OTKPHITOM YacTH.

3a mocnemHue ronasl ObUTO mpeacTaBieHO Heckonbko White-Box peanmzaumit u3BecTHBIX
anroputMoB ImmMdpoBaHus. OCHOBHOW OCOOCHHOCTBIO JTHX pEaJH3alMid SIBISCTCS BCTPAUBAHHE
pPayHIOBBIX KIIOYEH B TaOJMUIBI MOJCTAaHOBOK. TakuMm 00pa3oM, MOMy4aeTcs, YTO HU caM KI04
mu(poBaHus — HU PayHIOBBIE KIIOYHM SBHBIM 00pa3oM B mporpamMe He (urypupyror. OmHako, B
MOJIABIISIONIEM OOJIBIIMHCTBE CIIy4aeB MX BOCCTAHOBJIEHHE BO3MOXKHO. bomee Toro, maxe eciu
JOCTaTOYHO TPYJHO BOCCTAHOBHTH CaM KIIFOY, TO CYIIECTBYET BO3MOKHOCTH IMOCTPOUTH TaOJHIIBI
00OpaTHBIX TOJCTAaHOBOK, a, CJIEOBATEIbHO, BO3MOXKHOCTb IOCTPOUTH AITOPUTM JeMH(pPOBAHUSA IO
anroputMy mmmdposanus. Paccmorpum, Hanpumep, White-Box peanusanutio anropurma AES-128 [5].

Jannast peanu3aiusi OTIMYaeTCs OT Kiaccudeckoi peammszammu AES-128 Tem, uto xirod
mm(poBaHusl TOMeNeH B TAaONHIBI MOJACTAHOBOK. JTO CTajl0 BO3MOXXHBIM C/eJiaTh, Onaromaps
ocoOeHHOCTSIM 32-OMTHON peanu3anuu aiaroputma OigouyHoro mudposanus AES. bnaronapst cBoeit
CTpyKType, anroput™m AES noctaTouHo Jerko peanu3yercsl Ipy MOMOIIH Habopa TalIHIl TOACTaHOBOK
win T-0JIOKOB, KaX/blii M3 KOTOPBIX HpeACTaBiseT coboil mpeoOpa3zoBaHue ofHOro OalfTa B YETHIPE.
Paccmotpum 310 npeoOpazoBaHue nonoapooHee:
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3nech  e;;-3amupoBaHHbli (-l OaliT cocTosmHus |, k;;-Oadit paynnosoro kmoua, S[a;]-
pe3ynbTaT, MONy4eHHbIH U3 TaONMIBl MOJCTAHOBOK Ul HCXOMHOro i-ro Oaifta cocTosHus j, a;;-
UCXOIHBIH I-i Oaiir coctosuus j. T;[a]-T-Osmok. Bor B Takue T-Oioku u ObL1 crpstad kiod AES.
JIeicTBUTENBHO, 3TO CHAENAaTh JOCTATOYHO MpOCTO. JlOCTaroyHO, pas3ioXkuB MPEIBAPUTEIBHO
payHIOBBIM TOJKIIOY Ha 4 COCTaBIISIFOIINX, CIIOKUTH 110 MOJAYJIO 2 3HaYCHUS KaXKIOro U3 T-OJIOKOB ¢
COOTBETCBYIOIIECH cocTraBisomieil. OIHaKo, BOCCTAHOBUTh TAaKOW KU OyAeT HecnoxkHo. Jljis 3Toro
Hago OyJOeT BCEro-iauillb BBITOJHUTH IOCIEI0BATENbHOCT, omepanuii  SubBytes, ShiftRows wu
MixColumns, a 3aTeM MOJy4eHHBIH PE3yJabTAaT CIOKUThH MO MOIYIIO 2 C Pe3yabTaTOM payHIa TaKOu
White-Box peanu3armu. i1 TOro, 4ro0bl B3JI0OM HE ObUT CTOJIb IPOCTHIM, aBTOP BBEJ OMOJHUTEIIBLHBIC
MEXPayHJIOBBIC 3aITyTHIBAIOIINE TPEOOPA30BAHUS.

Bxopa

Bxopg 2-ro payHaa

Bxopa N-ro payHaa

Bbixoa

Pucynok 1. Ctpykrypa White-Box peanu3zanuu.



Ha pucynke 1 stm mpeoOpazoBanusi o6o3nadensl, kak AddMixKey. ITo cyri oHM O3HaYarOT
CIIOKCHHE 10 MOJIYJIIO JIBa pe3yJibTaTraTa Ka)xoro payHJa ¢ HEKOTOPbIM 3Ha4eHHeM. JIJIs TOro, 4ToObI
pe3yabTarT paboThl airopuT™Ma He oTiauuancs or AES-128, 6ioku noacraHoBok SubBytes Toxe ObuLin
MOJHU(HUIIMPOBAH COOTBETCTBYIOIIMM 00pa3oM. B uTore Ha Ka) bl payH]I MOJYYHIOCH 16 pa3IMYHbIX
ceMEeMCTB 256-u »3leMEHTHBIX 1-070K0B. OIHAKO, METOJ B3jJ0Ma JaHHOH CXEMbI TOXKE HE CIIOJKEH.
Paccmotpum, nanpumep, 1-it payax White-Box peanuszanuu. [IpuMeHss K pe3yabTaTy 3TOro payHzia
npeodpaszoBanue INnvMixColumns, ob6patHoe mnpeobOpazoBanuio MixColumns, momydnm daxkTryecku
Habop m3 16-u omnoOaiiToBBIX moacTaHOBOK. T.K. pesymbrar White-BoxX peanusanuu moimkeH
coBmazath ¢ pesynbraroM AES-128, MBI MOXeM TPEINONOKUTh, YTO UCIOIB3YIOTCS TE€ K€ TaOJIHIIBI
MOJICTAaHOBOK. TakuMm 00pa3oM MbI MOJy4aeM, 4TO HaMm (AKTHYECKH I KakJaoro u3 16-u Oait
HE00X0aMMO 1Mo 100paTh ABa OJTHOOANTOBBIX uKcia val; u val, Takue, 41O

S[val; ® a] @ val, = S'[a] (4)

3neck S [a]-pe3yibrar I KaxIOro BXOXHOrO Gaiita mocie mpuMererus InvMixColumns.
Takum oOpasom, Haiing 16 pasnmuuHbiXx val;, MO OIHOMY JJs KaXIOTO M3 BXOIHBIX OAalTOB MbI
ABTOMATHYCCKH ITOJIyYUM BCTPOCHHBIN KITFOY IH(POBAHHSL.

[Tocne ycnemHoro aHaau3a BBIIMICONMMCAHHON CXEMbI aBTOP MOJU(HUIIMPOBAT €€, UCIIOIb30BaB
npyroe koHeunoe mone GF(28), xoropoe He sBnsercs monem Rijndael m m3MeHuB monmHOM B
ornepanusax MixColumns u InvMixColumns. Takum o6pa3om, OJy4YeHHBIH B pe3ysibTare mudp yxe He
aprsgercs AES-128. Tem He MmeHee, B pe3ylbTaTe aHalIW3a MPUBEIECHHBIX aBTOPOM TaONUIl ObLIU
MOCTPOEHBI TaOJIUIIBI 00paTHOM MoAcTaHOoBKU 001mmM pazmepom 40K. Dto ynanock caenars, Ogarogapst
TOMY, YTO JIMHEWHAs 3aBHCUMOCTb MEXIY dJeMEeHTaMu T-DOX-0B He OblLia CKpbITA, YTO MO3BOJIMIIO
HANTH OJIMHOM, 00paTHBIH Hcnoap3yeMoMy B onepariuu MixColumn u, kak cieicTBue, HHBEPTHPOBATH
MOJIyYEHHBIC B pe3ybTaTe S-DOX-bI.

PaccmoTpum crepyromryio popmyay:

((a-b)(mod p;) - c)(mod p,) # (a- (b - c)(mod p,))(mod p;) (5)

3nech py, P2 — HENPUBOAKUMBIE MOIUHOMBI 8-i creneHd. Popmyina (5) TOBOPUT HAM O TOM, YTO
3aKOH acCOLIMAaTUBHOCTH B JJAHHOM Cllyyae HE€ BBINOJIHAETCS. Takum 00pa3oM, €clii MHOTOKPAaTHO
YMHOXAaTh Ka&XJbI 3JeMEHT T-DOX-a Ha TPOM3BOJILHO BBHIOPAHHBIC MOJMHOMBI IO MOIYIIIO
MIPOU3BOJILHO BBIOPAHHBIX IOJUHOMOB 8- CTENEHH, TO BOCCTAHOBJIEHHWE JMHEWHOW 3aBUCHUMOCTH
MEKAy dJieMeHTamH T1-DOX-oB Oyner cioxHo#l 3amgadeil. DOpManibHO 3TO BBINISIUT CICIYIOLIHM
obpa3zom:

[ (- (" @) - 5" (mod p{*) - b" ) (mod p{*P) ...) - b (mod p{™*)
(e (P (@) - b)Y (mod pTP) - bi(l’l))(mod pMy ) bfl"‘l)(mod pH)
7/[a] = | (C- (P (@) - b)Y (mod p*?) - b* D) (mod p*V) ...) - b**? (mod p*?) | (6)
(- (7@ b*™) amod p*) - by (mod pf*?) ..) - b (mod p***)
(- (€@ - ") (mod p™) - b (mod p) ..) - b (mod p{"™)

3nech t]. - aneMeHT T-DOX-a 10 TpUMEHEHHs 3amyThIBAIONIMX TMPEOOpa3OBaHMI, bi(’ w
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cIydaitHo BEIOpaHHEIH momuHOM B GF (2%), p;”"’ — Cly4alHO BBHIOPAHHBIA HEPUBOAUMBIA MOJMHOM 8-

it crenienu Hag GF (2). Ilpu 3TOM HOKHO COONIOIATHCS CIEIYIONIEe YCIOBUE!

pl(O V) p(l v) - p(n V) (7)



g n, He npesplatoniero 29, yciaosue (7) BIOJIHE BBIIOJHUMO. B 3TOM ciyyae OTBICKaTh
JIMHEHHYIO 3aBUCMOCTh MEX]Ty dJIeMeHTaMu T-DOX-0B MPeaCTaBIIeTCsl 3aTPyIHHUTEIbHBIM.

OpHako ecnu NPUMEHSTh JaHHBINM MOAXon K kiaccudeckomy AES-128, To Bo3MOkeH B3oM
MTOCPEICTBOM MOCTPOCHHUSI TaOIUI] 00paTHOM MOCTAaHOBKH pazmepoM 154 T'0.

Jlist BOCTIpENSATCTBOBAHUS 3TOMY HE0OXoaumo co3farh HoBbli SPN-mmdp, B xoTopoM B
onmeparuu MixColumns ucrons3oBaics 661 monuHOM 1Mo Moxymo x'° @ 1. B mmmoTHOM BapHaHTe,
pa3paboTaHHOM B KOMITAHUM «AKTHBY», HCIOJIB3YIOTCS CIy4allHO CreHepUpOBaHHBIC S-DOX-bI u
nojauHOMBI Juts oneparmu MixColumns. Oxnako B Oymymiem, ecinu He Oyaer HaiaeHo 3(h(eKTHBHOTO
aJITOPUTMa MHBEPTUPOBAHMS 3aIIMIICHHBIX BBIIICONMMCAHHBIM METOAOM T-DOX-0B, a clenoBaTenbHO HE
Oyner HaiineHo 3¢ (HEKTUBHOTO alrOpUTMa MOCTPOEHUS aNTrOpUTMa JeHIH(ppPOBaHUS, NMPU HATUYUU
White-Box peanuzauum anroputva mudpoBaHHS M HA00OpPOT, BO3MOXHO J0OaBlieHHE K
pazpaboTaHHONH cxeme Oojiee CTOMKMX TaOMUI] TOJCTAHOBKM M TOJMHOMOB C XOPOIIUMHU
paccerBarOIIMMH CBOHCTBAMHU.
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