MexaHu3mbl aTak ¢ ucnornb3oBaHneM ysassumocTen «lepenonHeHne bydepa».

N'ypkuH KO.H. (TexHuueckuin cneyuanmnct OO0 «IJ1EMy)
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3alwmuaembsii ¢ NOMOLLLIO Snhort cerMeHT ceTun

Puc. 1 Cxema 3awwumLLaemMoro cermeHTa ceTu.

lMepBble  ydaneHHble  aTakM  Ha  KOMMNbKOTEPHble  CUCTEMbI  OblnK
3aperncTpupoBaHbl B KoHue 80-x rogoB (cm 1.). PeanbHO aTaku CKopee BCero
NPOVCXOAMMAN N paHblLe, CO BPEMEHW CO34aHUA 1 pacuseTa UCnonb3oBaHus a3bika C.

B HacTosiliee BpeMsi M3BECTHO OOMbLUOE KOMMYECTBO aTak Gasupylomxcs Ha
YSI3BUMOCTSIX M NOMMYECKMX owmbkax B nporpaMmHOM obecneveHumn. Tak Cnmncok
Common Vulnerabilities and Exposures cogepxut cenvac 6onee 28000 ya3sBMMOCTEN U
MOMOSHAETCS CO CKOpPOCTbIO 13 HOBbIX yaA3BMMOCTEM B AeHb (cMm. 2). CyecTBylT
Takke aTakm 6asnpyromecs Ha MCNonb30BaHMM BO3MOXHOCTEN CETEBbLIX NPOTOKOSOB U
CeTeBbIX peCcypcoB, KaK, Hanpumep, pacnpejerneHHble aTaku Tuna oOTka3 B
obcnyxumeaHum (DDoS), atakm nepexsata Tpadvka, NOAMEHbLI CEPBEPOB U Ap.

Hanbonee onacHbiMW CUMTAlOTCA yAaneHHble ataku no CeTu, npuBoslne K
NOMyYEeHMIO yaaneHHOro KOHTPOSS Had CUCTEMOW, BKMNOYasi BO3MOXHOCTb UCMONHEHNS
KOMaHz, CKauMBaHusa U 3anucu annoB. YAaneHHble aTtaku UCMoNb3yrT Ysi3BUMOCTU
nporpaMmm, KOTopble paboTaloT C AaHHBIMW NOSTYYEHHbIMU MO CEeTU, 3TO MOryT ObITb Kak
cepBepHble nporpammbl 1 aapo OC, Tak u cnyxebHble nporpamMmbl, Hanpumep,
aHTUBMpYCbl, cHuddepbl, Opaysepbl, MecceHokepbl. MeHee onacHbl, HO BeCbMa

YyBCTBUTEIIbHbI [OJ1A nonb3oBaTenien CeTeBbIX cepBucoB yaaneHHble aTakn Ha



CepBepHble MporpaMmbl C LEMbi  OrpaHWYeHnss [OCTYNHOCTU WM aBapUNHOro
3aBepueHus cepsuca (Denial of Service - DoS).

B Gonbwom KonuyecTBe criyyaeB, yAaleHHble aTakm C Lenbio MNofyvYeHus
KOHTPONSA Hag cuctemon 6asmpyoTcs Ha ya3BMMOCTSX TUMa «nepenosiHeHne Bydepay,
O KOTOpPbIX U MONAET peyb B AaHHOM Aoknage. MoMuMmo onucaHus obLmMx MexaHn3moB
nepenonHeHus  Oydepa, Takke MpUBEAEHbl  3KCMEPUMEHTasnbHble  [aHHbIE,
NO3BOMAKOLWMNE CyaUTb O YacToTe U Tunax atak HabnwoJalwwWmxcs B peanbHOW CeTw,

pacCMOTpeHbl TeHAeHUnn B obnactu MHd)OpMaLlMOHHOVI ©e3onacHocTu.

MHCTpYyMEHTbI AeTeKTMPOBaHUA aTak.

Ona obHapyxeHua aTak C Uenbi UX MCCReAOBaHUs W 3alimTbl, UCMONb3YOT
Cuctembl O6HapyxeHna BtopxxeHunn - COB. Kak n BO MHOrMx aHTMBMpYyCcax, B OCHOBE
pabot MHormx COB nexuT npnumn 4eTeKTMpoBaHMS aTak ¢ NOMOLLbO Habopa npaswn -
curHatyp. Kaxpgas curHatypa kak npaBuiio COOTBETCTBYET ogHou aTtake. CurHatypa
COLEPXKUT ONMncaHme KOHKPETHOro «3roBpegHoro» naketa faHHbix. COB nossonsioT
HageXHO OeTeKTMpoBaTb u3BecTHble npounssogutensam COB n ceTteBoMy coobuiecTBy
aTtaku, ONnd Takux atak umerTcs curHatypbl. Kpome Toro, pasnuyHble COB nossonstoT
C NOMOLLbI MOAYNEN aHanm3a BbIABNATb aHOMarnbHYH aKTUBHOCTb, @ MHOr4a Aaxe
obHapyxuBaTb aTtakM C UCNoNb3oBaHMEM Tak HasbiBaeMbix “0O-day” exploits, To ecTb
HEen3BeCTHblE LUMPOKOMY Kpyry nonb3oBartenen atakm (cm 6). OgHako Ha cerogHsALWHNI
OeHb He cyuwectByeT HuM opgHonm COB parwowmx 100 % rapaHTuio 3awuTbl OT
HEN3BECTHbIX aTak.

3awmTa oT HEN3BECTHbIX aTak NpeacTaBnAeTCs OTAENbHOW BECbMa aKTyarnbHOM
npobnemon, Tak Hanpumep, Hepegka cuTyauusi, Korga odepefHas HangeHHas
npov3BoaMTENEM NpPOrpamMmbl YsI3BUMOCTb, Obina yxe m3BecTHa xakepam ( cm. 3).
CywectByeT He MeEHee HEeCKONbKMX COTEeH YABUMOCTEW, HE UCMpaBfeHHbIX
NpoOn3BOAUTENAMM MOMNYNSAPHBLIX CEPBEPHbLIX U KIWMEHTCKMX MNpOorpamMmm, O KOTOpPbIX

M3BECTHO XakKepaM.

JKcnepuMeHTanbHblIe AaHHblIe NO HabnaaeMbIM aTtakaMm B pearibHOM CerMeHTe
ceTwn.

[Onsa BbigBNeHUs aTtak Ha QYHKUMOHMPYIOWMIA CErMeHT CeTu  KpPYMnHOW
opraHusaumm asTopamum  Obina ucnonb3oBaHa ceTeBass Cuctema OOHapyxeHus

BTopxxeHuin ¢ oTKpbITbIMU ncxoaHbiMu kogamm SNORT (cm. 5).



OanHaa COB  wu3HauanbHO  paspabatbiBanacb Ans  UCMNONb30BaHMUSA
KBanMuuMpoBaHHbIMX crieunanucTtamm W agMUHUCTPATOpaMuM  KPYMHbIX CeTen,
npeanonarana gOCTaTOMHO CrOXHYH HacTPOWKY AONS KOHKPETHbIX HyA. HavanbHbie
Bepcun SNORT pgaxe noctaBnsanucb oTaenbHO OT Habopa npaBun AeTEeKTUPYHOLLMX
atakn. Bo3aMOXHOCTb U xenaTenbHOCTb HacTponkn aaHHon COB ocTtanacb u cenvac,
HO Tenepb CyLleCTBYeT MNOCTaBfiiEMbIA BMECTe C NporpaMmmoun, PeEKOMeHOOBaHHbIN
paspabotunkamm SNORT Habop npasun "VRT certified rules", a Takke Habopsbl
npaesun paspabaTbiBaeMble TpeTbMMKU nuuamMu. YNoMmsiHyTble Habopbl npaBun U
MCNonb30BannCbL aBTopamMu Npy aHanua3e akTyasbHbIX aTak.

B COB SNORT atakam npucauBaetca npuoputet 1, 2, n 3. ATtaku C
npuoputeToM 1 - 3TO Hanbonee onacHble aTakn Ha CEPBEPHbIE NPUMOXKEHNS.

ATakn c npuoputeTamm 2, 3 — 3TO Yalle BCEro aHomarnbHas aKTMBHOCTb,
KoTopasi MOXeT CBMAETENbCTBOBATb O MarioonacHom, ¢ To4Yku 3peHusa gaHHom COB,
atake, - Hanpumep, O MOMbITKE PACNPOCTPAHEHUS YEepBS, UNM pasBedke LOCTYMHbIX
CEpPBUCOB — CKAHNPOBAHMM.

3almaemMblnt CErMeHT ceTu (ycnoBHasa cxema puc. 1) Bkrodvan B cebsi

6onee 1000 IP-agpecoB pabouymx cTaHuMi nonb3oBaTenen, (paboTtarowmx B
ocHoBHoM nog OC Windows), n3 Hux B cpegHeM okono 200 6biniv akTUBHBI; HECKOMNBbKO
cepBepoB, BKo4vasi cepsepa http, cepeepa 6a3 gaHHbix SQL, ftp cepep, mail cepsep.
B Habniopaemom cermenTte cetu, SNORT curHanmsmpyet o6 OrpoMHOM Konuyecrtse
aTak HU3KMX NPUOPUTETOB (2-ro 1 3-ro YPOBHEW), ThiCAYaX N AaXe AeCATKax TbiCAY aTak
B yac. OgHako nbBUHas [ONs 3TUX aTak BOBCe He saABnsaAnacb atakamu. OHM nuwb
CBMAETENbLCTBOBANM O Cneunduyeckmx HacTpomnkax cetesoro obopyaoBsaHus. CpegHee
Xe KONnuyecTBO AeTeKTUpyeMblx aTak c npuoputetoMm 1, coctaBnsano 12 atak B yac,

BKIO4an:

1. MNonbiTkn atak Ha HTTP cepeep u yctaHoBneHHble web-applications php, jsp, cgi,
asp, Bcero ~8/vac

2. MNonbITkn atak 6a3 gaHHbIx MS-SQL MySQL: ~2/4ac

3. lNMonbITKM aTak NOYTOBOro cepBepa: ~1/4yac

4. MNonbITKK atak hannosoro cepeepa: ~1/4ac

Ob6Lee KONMYeCcTBO 3aperMcTpMpoBaHHbIX Pa3HOBMAHOCTEN aTak npuoputeTa 1
COCTaBWMO 3a nonroga akcrnepumeHta okono 50 BMAOB, M3 HUX, Hamboree 4acTo

BCTpeYanucb 12 atak crneayoLmx BUOOB:

5-Tb pa3HOBMAHOCTEN NCNONb30BaHUA YA3BUMOCTEN «nepenonHeHus Bydepar;



1-a pasHOBMAHOCTb UCMOMb30BaHMSA YA3BUMOCTU «aedekT OpMaTHON CTPOKMY;

1-a pa3sHOBMAHOCTb C UCNOSMb30BaHNEM YA3BUMOCTM “sql-injections”;

5-Tb  pa3HOBMAOHOCTENW WCMOSIb30BAHUSA  JIOTMYECKMX OWNBOK B  MPOrpamMMHOM
obecneveHun.

Kpome Toro ¢ nomoulbto MHCTpyMeHToB nomumo COB 6bin 3apernctpmpoBaH psag
MoamnduKkaumnm nonbITOK nogdopa napons.

XOTS KONMMYECTBO BbICOKOMPUMOPUTETHBIX aTak 3a 4Yac MOXET MoKasaTbCs
HebonbLWNM, HE CTOUT 3abbiBaTb, YTO AOCTATOMHO AaXe OL4HOW YCMneLwHO npoBeaeHHOn
ataky, 4YTOObl HaHEeCTU CyLIeCTBEHHbI Bped  YHKUMOHUPOBAHUIO  CETEBOW
NHQPACTPYKTYPbI.

Paboune cTaHuun nonb3oBaTenen Takke NogBeprarTcsa yrpo3am; 1 gaxe donee
TOro, CyllecTByeT $BHas TeHOEHUMA pocTa WHTepeca aTakepoB K KIAWEHTCKUM
NPUNOXEHNAM; OAHAKO A0 CUX MNOpP WMEHHO YyAaneHHble aTakMm Ha CepBepHble
NPUINOXEHNA paccmaTpuBatoTca kak puck Ne1. Heobxogumo otmeTtutb, yto m3 10
pa3HOBMAHOCTEN OMacHbIX aTak NPMMEPHO MOMOBMHA — 3TO aTaku, Gasupytowmecs Ha

MCrosnb3oBaHNN yFISBI/IMOCTeIZ nepenosiHeHnA 6yq)epa: «CTEeKa» UIMn «Ky4dm».

Pa3bop mexaHuama ataku nepenonHeHus cteka - Stack Overflow.

Hemanyio Oonto 3aperucTtpupoBaHHbIX Hambornee onacHbIX aTak COCTaBMsOT
MOMbITKAN MCNONb30BaHNS YSI3BUMOCTEN Tuna "nepenonHeHne Oydepa”, B 4acTHOCTU
cTeka. OTO cTapbli, MPOCTOM, HO 4O CUX NOP OYEHb aKTyarbHbIN TUMN aTak.

ATakn nepenonHeHns Oydpepa OCHOBLIBAKOTCA Ha YA3BUMOCTHAX, CBS3a@HHbIX C
OTCYTCTBMEM MNPOBEPKN MepedaBaeMbiXx B MNpoOrpamMmy WnNu nognporpamMmmy AaHHbIX,
NO3TOMY MOXET TaK MOSyYUTbCH, YTO OaHHble, Konupyemble B Oydep, npesbiwatoT
pasmep camoro Oydepa (oTcioga HasBaHue - buffer overflow). Takne paHHble
3anuLlyTCsa He TONbKO B AYENKM NaMATU, BblAENEHHbIE NS HUX, HO N B cocefHue, npu
9TOM nNepes3anuncbiBas WX CcoAepxuMmoe. Takaa nepes3anucb MOXET MNPUBECTM K
nepexsaTty YynpaBfeHuMs W UCMOSIHEHWIO BHEOPEHHOro arakepom koga (Tak
Ha3blBaemoro shell-koga).

Pasbepem wmexaHn3m nepenonHeHnss noapobHee Ha npumepe cnepyoLen

NpOCTOM Nporpammebl, 3aHocsiwen B 6ydep gaHHbIE BBEAEHHbIE NOMb30BaTENEM:

void fillarray (int a, int b) {
char array[4];

gets(array);

}



main () {
fillarray(1,2);
return O;

}

B nporpamme npeanonaraetcs, 4To nonb3oBaTesib BBeAET MeHee 4 CYMBOJIOB.
Honyctum, nonb3oBaTenb BBen cumeonbl «kAAAAx». Mpu BeinonHeHnn doyHkuuu fillarray

cTek ByaeT 3anonHeH cnegyowmm obpasom:

CTeK pacnpoCTpaHsieTcs «BHWU3» N0 aApPeCcHOMY MPOCTPaHCTBY
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A,qpeCHoe NPOCTPaHCTBO BblaendaemMoe aAns pa6OTbI nporpamMmmbl

Puc. 2. 3anonHeHune cteka

* Agpecauuio NpUHATO 3anucbiBaTb B 16-pnyHOM dhopmate, TO eCTb B JAHHOM Npumepe
agpeca adeek namatu ¢ 1 - 20 mornu 6bl BbIrMsaeTs, kak FFFFFFEC — FFFFFFFC (4
GantoBas 16-puyHas Hymepauusi agpecoB B apxutektype |A 32). 3HauyeHus,
XpaHswmeca B NaMsaTWU, NPUHATO Takke 3anucbiBatb B 16-pnyHOM hopmaTte, Tak,
Hanpumep, ogHobanToBoMy cumBony A cooTBeTCTBYeT 16-puyHbIN kof 41.

BugHo, 4TO B CTeke coxpaHslTca B obpaTHOM nopsigke nepedaBaemMble B
YHKUMIO OaHHblE, 3aTEM adpec Bo3BpaTa M3 NoANporpaMmMbl B OCHOBHYIO Mporpammy,
3aTeM 3HayeHue pernctpa EBP, 3atem 3anonHATcs nonb3oBaTenbCKUMN AaHHbIMU (a
nmeHHo cumBonamu «AAAAY) BblAeneHHble A9 XpaHeHuUst Mmaccusa array - 4 6anTta.

[NpegnonoXxum Tenepb, YTO HeEpaaMBbIN Nonb3oBaTesb BBEN He 4 cumBona A, a

12 cumBonoB. Ctek ByaeT BbirnsaeTb crneayowmm obpasom:



Puc. 3. lNepenonHeHue cTeka

lMpn nepenonHeHun npousongeT BOT 4To: bygeTr 3anonHeHO MeCcTO B namsTu
Bbl4eneHHoe Noa MaccuB, 3aTeM ByaeT nepesanvMcaHo coxpaHeHHoe 3HadveHue EBP, a
3aTeM agpec Bos3Bpata (Ha ero Mecto 6yageTr 3anuMcaHoO «OBOWHOE CIlIOBOY,
cooTBeTcTBYlOLlee 16-puyHOMYy npeacTtasneHuio  cumeonoB AAAA, a MMEHHO
41414141).

Mpn wncCnoONHeHWM nporpaMMmbl B [AHHOM Clyyae npoueccop nomnbiTaeTcs
NCMNOMHUTL KOMaHgy Haxogsawyrcs no "HoBomy" agpecy 41414141 ! [lockonbky no
39TOMY agpecy CKOpee BCEro HMYero He 3anucaHo, unmM 3TOT agpec COOTBETCTBYET
3awmueHHon obnactn namatu mcnonbdyemon sagpom OC, to sgpo OC creHepupyeT
npepbiBaHNE, N NPON3ONOET aBapuUMHOE 3aBepLUEHNE NPOrpaMmMbl C XOPOLLO 3HAKOMOW
C++ nporpammuctam owmnbkon - segmentation fault.

OpHako atakep npu nepenosiHEHMM MOXET 3anMcaTb B agpec Bo3BpaTa Takoum
agpec namsitu, B KOTOPOM COOEPXUTCA BHeApPeHHbIn aTakepom kon (“shell-code”),
npu4yem nocrie WCNOSIHEHUS 3TOr0 Koda W OCYLLUECTBEHUS HEOOXOAMMbLIX aTakepy
AEencTBun, ynpaeneHne MoxeT ObiTb NnepegaHo obpaTHO nporpamme, anga obecneveHms
CKPbITHOCTW B3ioma.

TakoB obwmn ans Bcex OC mexaHM3M Ucnonb3oBaHUA Hambonee NpocTbIX, HO
OAHOBPEMEHHO aKTyamnbHbIX W O4YE€Hb OMNaCHbIX C TOYKM 3peHuss BesonacHoCTU
ysi3BUMocCTeln nepenonHenna Creka. ( 4Ns M3yYyeHus AONOMNHUTENbHOro Matepuana no

Teme aBTOpbl PeKOMeHAYT 06paTUTLCS K KHure 4)

Pa3bop mexaHunama ataku nepenonHeHue Ky4u — Heap Overflow:

Kak yxe roBopunocb, BO BpeMsi BbINOSIHEHUS MPOrpaMMbl  JloKarbHble
NnepemMeHHble XpaHATCs B CTeke, HO ANns rnobanbHbiX nepeMeHHbIX U 6onblnx 06 bemoB
AaHHbIX TpebyeTcs apyrasi o6nacTb NaMsaTN AN XpaHeHus. Takas NnaMaTb BblaensieTcs
Anst 3anvMcu  cneumanbHbIMU - PYHKUMSAMU, UMEKLWUMW CUCTEMHbIE NPUBUNETMN U

Ha3blBaeTCcsa oHa 0bwmm TepMmnHom «Kyyay (Heap).



Pasbepem mexaHmam artakm Tuna «llepenonHeHne Kyuny», Ha npumepe
Hebonbwon C-nporpammbl, KOTOpasi NOCeAoBaTENbHO BblAENSIET CErMeHTbl NaMsATH
pasvepom B 1024 6anta gns AByx nepemeHHbix bufl n buf2, ¢ nomowpo yHKUMK
malloc, nanee konupyeT 3agaHHbIe NoNb30BaTeNeM AaHHble B 3TW NEePEMEHHbIE, 3aTeM
BbI3bIBaeT PYHKLMIO OMUCTKM NnamsATh free n 3aBepLuaeTcs:
void main (int argc, char **argv) {
char *buf1,*buf2;
buf1=(char *)malloc(1024); buf2=(char *)malloc(1024);
strcpy(buf1,argv[1]); strcpy(buf2,argv[2]);
free(buf2);

}

Ecnu nonb3oBaTene ckonupyet B bydep bufl n buf2 meHbwe 1024 6ant, H14Yero
He npousongeT. [lonyctum, nonb3oBaTenb ckonuposarn B 06e Kyyn no 16 cumeornos “A”.

BoT kak OydeT BbIrMsSAeTb COAEPKMMOE NamMATU BblAENEHHON ANs Kyy:

“Kyua” pacnpocTpaHAeTCsi «KBBEPX» MO afpeCcHOMY NpoCTPaHCTBY

MepemenHasn buf1 MepemerHan buf2

AAAAAA AAAAAA
AAAAAA AAAAAA
AAAA AAAA

o
1024
1024
1024
nisweu
g9 BoaumBHedx
BUHOhBHE

ULBWEU F0M0LIg
sunedswAH
BeHHamoduk

<<I'IpF|MOI7I» 3aronoBoK <<I'IpF|MOI7I>> 3aronoBoK

«oBpaTHbIA» 3aronoBoK «0BpaTHbIA» 3aronoBoK

Mnagwue agpeca - Crapwwe agpeca
AfpecHoe NpocTPaHCTBO Bblaenaemoe Ana paboTel Nporpammol

Puc 4. 3anonHeHne «Kyun»
BugHo, 4TO Ky4m pacnonaratoTca noapsg Aopyr 3a gpyrom. B Havane kaxgon
Kyun nepsble YyeTblpe HGanta cogepxat MHopmMaumio O npeabigylem cermeHTe (ecnum
OH eCTb), @ MMEHHO — ero pasmep B banTax; crnegywwme yeTblipe Banta cogepxat
pasmep TeKyLlen Ky4u.
Tenepb Npeanonoxum, 4YTO nonb3oBaTenb ckonupyeT B Gydep buf2 Gonbuie
1024 6Gawnt. lNporpamma 1 B 3TOM criydae 3aBepumntcs 6e3 owmnbok. 3To npomnsonget

NOTOMY, 4YTO 3a Kyden buf2 namMsaTb HMYEM He 3aHATa U HE COOEPXUT HUKaKOW



CcnyxebHon MHpopMauMm O CerMeHTax namMsaTu BblOENEHHON MOCneayrLwmM Kyyam.
[Mo3aTomy nporpaMmma NpPoCTO «HE 3aMEeTUT» NepPenoTHEHUS.

A BOT kak byaeT BbIrnggeTb NamMsaTb, €CnNu nonb3oBaTensb ckonupyeT 1028 Gant
B 6ydpep buf1:

I'IepeMG/:\HHaﬂ buf1 I'IepeMG/:\HHaﬂ buf2
0| N
o | ALLLA L A.....A o A...... A
11 2 3 4 | 5 6
«NPSMOA» 3aronoBokK «NPSMO» 3aronoBokK
«oBpaTHbIA» 3aronoBOK «oBpaTtHbI» 3aronoBoOK

Puc 5. MNepenonHeHne «ky4n»

dyHKkuua free, peanusoBaHa Tak, YTO NpuU €€ BbI30BE ANSA OYUCTKM namsTtu buf2
Oypet npeanpuHATa nonbiTka BbIMUCAUTL af4pec Hayana npegblgyulero cermeHTa,
OCHOBbIBasiCb Ha MHpopMaunn 13 Tekyero 3aronoska. [ocKonbKy Mbl nepesanucanu

9TOT 3arofioBOK, TO BbIMMCNEHHLIM agpec OyaeT HEBEPHbLIM 1 Npu NonbITKE nepexona no

HemMy nporpamma nonyumnt curHan “SIGSEGV owwunbka cermeHTaumm” n 3aBepLUMTCA
aBapumHo.

OpHako, ecnu ByaeT npousBedeHa nepesanncb Tak, YTO Nporpamma nepenget
No 3ajaHHOMYy aTakepoM ajpecy W Mnpu 3TOM BCTPETUT CO3[4aHHbIN aTakepom
«(OUKTUBHBIA» CErMEeHT, C «MpaBWUSlbHbIM» 3arofloBKOM, TO MporpamMma MpPOAOIKUT
paboTaTb C AaHHBIMW UNU KOMaHAAMW, PACMOMOXEHHbIMW B JAHHOM cerMeHTe. Tak
NPOMCXO4MT NepexBaT ynpaBneHnsa npu nepenosiHEHNN Ky4u.

HanucaHne aKkcnnonToB, UCNOMNb3YOLWMX NepenosiHeHNe KyyYn ropasgo CrioxHee,
4YyeM UCNoSib30BaHMe NepernonHeHns cTeka, OAHAKO U ropasao MHOrorpaHHee, noaTomy
3awmTta Ha ypoBHe OC oT nogobHbIX ys3BMMOCTEW B Bnwmkanwme HeCKONbKo net
Bpsanu 6yaeT peannsoBaHa.

B 3aknioyeHne xotenocb 6bl elle pa3 OTMETUTb POCT UHTEpeca XakepoB K
paboyMm cTaHuMAM nonb3oBaTenen U K YA3BUMOCTSM KIMEHTCKMX MporpaMmm, Tak
HanpuMmep ObiNKn BbISIBNIEHbl NOMbITKM aTak Takux pacwwmpenun IE, kak ActiveX, aTak

ncnonb3yowmnx peanuaaumo npotokona PCT 1.0.



MpunoxeHue 1: CNUCOK AEeTEKTUPOBAHHbLIX aTak C NpuopuTeTom 1:
MpuBeaeHbl Ha3BaHWe aTaku (Kak ykazaHo B CHOpTe), KpaTkoe OnMcaHue ataku u
yassumoe 10 (kak ykasaHo B onucaHum CVE) .

B ckobkax ykasaH Tun ya3BMMOCTHU: (B cOOTBETCTBUM C onucaHnem n3 CVE) stack

overflow, heap overflow, sqgl-injection, logical vulnerability, format string, other.

1 WEB-PHP viewtopic.php access (sql-injection)
CVE-2003-0486
SQL injection vulnerability in viewtopic.php for phpBB 2.0.5 and earlier allows remote

attackers to steal password hashes via the topic_id parameter.

2 POP3 USER format string attempt (format string)

CVE-2003-0391

Format string vulnerability in Magic WinMail Server 2.3, and possibly other 2.x versions,
allows remote attackers to cause a denial of service (crash) and possibly execute

arbitrary code via format string specifiers in the PASS command.

3 FTP DELE overflow attempt (heap overflow)

CVE-2001-0826

Buffer overflows in CesarFTPD 0.98b allows remote attackers to execute arbitrary
commands via long arguments to (1) HELP, (2) USER, (3) PASS, (4) PORT, (5) DELE,
(6) REST, (7) RMD, or (8) MKD

4 WEB-MISC weblogic/tomcat .jsp view source attempt (logical)
CVE-2000-0499

Multiple Vendor URL JSP Request Source Code Disclosure Vulnerability
BEA Systems Weblogic Server 5.1 on all platforms

Apache Software Foundation Tomcat 4.0 on all platforms

5 WEB-IIS asp-dot attempt (logical)
CVE-1999-0253
1S 3.0 with the iis-fix hotfix installed allows remote intruders to read source code for

ASP programs by using a %2e instead of a . (dot) in the URL.

6 WEB-MISC ICQ Webfront HTTP DOS (logical)



CVE-2000-1078
ICQ Web Front HTTPd (Mirabilis ICQ Web Front is a personal Web server for ICQ
users.) allows remote attackers to cause a denial of service by requesting a URL that

contains a "?" character.

7 WEB-MISC jigsaw dos attempt (logical)

CVE-2002-1052

Jigsaw 2.2.1 on Windows systems allows remote attackers to use MS-DOS device
names in HTTP requests to (1) cause a denial of service using the "con" device, or (2)

obtain the physical path of the server using two requests to the "aux" device.

8 WEB-MISC PCT Client_Hello overflow attempt (stack overflow)
CVE-2003-0719

Win OS almost all versions. PCT protocol stack overflow.

9 SMTP MAIL FROM overflow attempt (stack overflow)

CVE-2004-0399

Stack-based buffer overflow in Exim 3.35, and other versions before 4, when the
sender_verify option is true, allows remote attackers to cause a denial of service and

possibly execute arbitrary code during sender verification.

10 SMTP PCT Client_Hello overflow attempt (stack overflow)

CVE-2003-0719

Buffer overflow in the Private Communications Transport (PCT) protocol implementation
in the Microsoft SSL library, as used in Microsoft Windows NT 4.0 SP6a, 2000 SP2
through SP4, XP SP1, Server 2003, NetMeeting, Windows 98, and Windows ME, allows

remote attackers to execute arbitrary code via PCT 1.0 handshake packets.

11 WEB-MISC encoded cross site scripting attempt (other)

Cross-site scripting attack

12 WEB-MISC SSLv2 openssl get shared ciphers overflow attempt (heap overflow )
CVE-2006-3738
Buffer overflow in the SSL_get _shared_ciphers function in OpenSSL 0.9.7 before 0.9.71,

0.9.8 before 0.9.8d, and earlier versions has unspecified impact and remote attack



vectors involving a long list of ciphers.

CcbINKM Ha NCNONb30BaHHbIE PECYPChI:
1. http://www.cert.org/advisories/CA-1988-01.html
2. http://nvd.nist.gov/statistics.cfm

3. http://www.securityfocus.com/news/11273

4. Snort 2.1 Intrusion Detection. Andrew Baker, Jay Beale, Brian Caswell, Mike Poore.
2004. Syngress Publishing Inc.

5. The Shellcoder's Handbook: Discovering and Exploiting Security Holes. Jack Koziol,
David Litchfield, Dave Aitel, Chris Anley, Sinan "noir" Eren, Neel Mehta, Riley Hassell.
2004. Willey Publishing Inc.

6. http://en.wikipedia.org/wiki/Zero_day



