3awmnTta nHdpopmaumum n OC Linux:
B3rnsa IBM

HOeHunc CocHoBuUeB denis_sosnovtsev@ru.ibm.com,
Anekceun ®epnoceeB alexey fedoseev@ru.ibm.com
LlenTp KomneTteHuuu Linux
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Uto Takoe Linux?

* CBOOOgHan onepauMoHHas CUCTEMA, . . .
pa3pabaTbiBaeMasi MHOXXeCTBOM NPorpaMMUCTOB Distributions
No BCeMy MMPY: KaK BOSIOHTEpamMu, TakK U npu
y4acTum KpPYnHbIX KOMMaHU

* OObI4HO NpMobpeTaeTcA C NoanepPXKKou oT
co3pateneun QuctpmnbyTtmea Linux

Install

» Red Hat, SUSE / Novell, Debian
» Lpyaue, peauoHaribHble oucmpubymusesi: Red C KDE GNOME .\
[]
[]

Flag, Mandriva, Ubuntu, ...

DD a SAMBA

bD o0 Glib
""Hello everybody... I'm doing a (free) oe
operating system (just a hobby, won't
be big and professional...)." Kernel

JlnHyc TopBanbac, co3parenb
Linux, U3 nepBoro oobLABrneHus B
UHTtepHeT B aBrycte 1991 ropa. faxe
OH He CMOr npeaBuAaeTb NOTeHUMan

3TOM CUCTEMbI. sSuse. « redhat




Yto Takoe SELinux?

* CpeAcTBO NOBbIWEHUS 6e30nacHOCTU  ° OTaeneHue NonmuTUKKA OT UCMOMHEHUS

Linux Ans 3aluTi! KpUTUHHON * HauGonee pacnpocTpaHeHHas
MHppacTpyKTypbl -
¢ pacTpykTyp peanu3aumst MAC ans Linux

°* Peanu3auusa MmaHaaTHoOro metoaa

noctyna (MAC) * [lopaoepxnBaeT HECKOSIbKO
MEXaHMU3MOB AOCTyna, B TOM YuUcre
°* MexaHu3M no ynpasBrneHuo 4OCTYNOM MHOIOYpPOBHEBbLIN OOCTYMN U OOCTYn,
K uHcpopmaLmum co cneumanbHbIMU OCHOBAaHHbIN Ha PONAX
MeTKamMu 0e3onacHoCTHU .
ey @
syscaun ’E’i_eﬂ eﬁi Cor\l;pi
| o Text
—e . @) £

""The goals of this project are pretty Permit Deny -
specific. We are looking to incorporate
flexible mandatory access control
architecture into Linux.”

Pete Loscocco, NSA
SELinux mailing list, 2001

—| Access Vector Cache —
( Syslng\]
\or ﬂudl}




° IBM akTUBHO y4yacTBYeT B
pa3paboTke Linux u apyrmnx
coobulecTBax pa3paboT4UKOB
csBobogHoro 0O

* KomaHpa pa3padotumkoB OC Linux
B IBM

* [Noppepxka Bcex annapaTHbIX nnaTtdopm
IBM

* [logaepxka nporpamMmHbIX npoaykros |IBM

° ,El,pyrme KrroyveBble NHULUUNATUBDbI

* TexHU4ecKasi nogaepxKa napTHepoB
Nno co3gaHuio aucTpubyTusoB Linux

* TexHU4YecKass KOMrneTeHUUs no
cepepam IBM, NO, cucremam
XpaHeHusa U ycrniyram B cBA3u ¢ Linux

Home Products Services & industry solutions

Open source

Power Architecture™
SOA and Web services
Web development
Wireless technology
XML

Yto Takoe IBM Linux Technology Center ?
(www.ibm.com/linux/Itc)

Support & downloads My IEM

Linux Technology Center

LTC projects and publications

Welcome to the Linux Technology Center! The LTC serves as a center of technical competency for Linux with a broad
development mission to help make Linux better. Using the resources below, learn about and make use of the Linux
innova tions that IBM is contributing to the open source Linux development community.

The LTC is an IBM team of open source software developers who work in cooperation with the Linux open source
development community. For example, the developers at the LTC create -- and add their contributions to -- many
Linux projects hosted on SourceForge, the largest download repository of open source code and applications. Read
more about the LTC developers and their mission.

Linux projects with LTC contributions
Select the projects of interest:

e Directory of Linux projects with LTC contributions

Publications by LTC contributors
Select the publication topic of interest:




Kak aTu Tpu Bewun coeanHAOTCA?

3aKpenreHue

ycnexa

3penocTb

* Unpyctpusa IT
npusHaeT porb Linux

PaspaboTka * Psap IT-komnaHwii * Bce MeHbLuUe
B COOﬁLI.I,ECTBe NnpuUcoeauHAIOTCA K KOMMaHWUH, He

« VHibpacTpykTypa B coobuwecTay ncnonbaytowmnx 0SS

UHTepHeT * BbiBoag Linux B * Linux
* BonoHTepbl co Bcero MUp On3Heca 3apekoMeHAoBan

MUpa
° Ee:onacuocn: He Ha ) ynqueHMe ce6ﬂ KaKk nnaep

Y 6e30MNacHOCTH Ge3onacHbIX CUCTEM

1991 -2000 2001 - 2005 2006 -
iteri 3awmLeHHble
Mu3epHoe Ymncno BbizoB Common Criteria
aHOHCMPOBAHHBIX mg?ﬁ;‘g n1 cepTuduumposaThb BbIMncneHns (TC)
YySI3BUMOCTEWN : ByPHbI pOCT LLIncppoBaHHbIe
noToka nartyeil bannoBble 2008: IPv6
Linux 2.4 CUCTEMBbI
Hauyanacob Hosble npasuna Eggggnpa
CLWUIA akcnopta Ramen, Li0On & y OLPC
E?;SEGOTKa kpunTorpacdmm Adore FSF glléll_Ellr.ltllJ )c(: noanep>KKou B
_ SELinux Ayaut oT 6e3onacHyto
Linux Bepcum 0.01 S.tackguard ﬁEL';;‘_:BneH "a B aape! Coverity apXUTEKTYpY
Bliss Kernel Summit Linux 2.6 a0

nux.®,

© 2008 IBM



KpaTtkasa ncropusa Linux n Common Criteria

Linux ceptucmnumnpoBaH Ha ypoBHu EAL2+, EAL3+, EAL4+ no
npocdunam 6esonacHoctn CAPP, LSPP n RBACPP

lNepBasn cepTucpmkaumusa sasepwumnnaco B urone 2003
Heckonbko auctpmnoytusoB: Red Hat u Novell

CnoHcopbl ceptuchmnkaummn: HP, IBM, Oracle, SGI u Unisys
Linux cenyac — Hanbonee ceptucdpuunposaHHaa OC

bnaroaaps Linux LSPP-ceptucdpmnumpoBaHHbIMM cTano conbLuee,
yem Korga-nubo npexae, YMCNo annapaTHbIX nnaTtdpopm

* BO3MOXHOCTM MacLUTabmnpoBaHUA U LieHTpanu3aunm

be3onacHoOCTb rocyaapCcrBeHHOro ypoBHA AnA mMmacCoBOro
noJib3oBaTtesns

* BO3MOXHOCTb 3KOHOMUTbL OJ15 FOC. CTPYKTYP
* be3onacHOCTb B CTUIE roc. CTPYKTYP Tenepb AOCTYNHa BCEM
lMpoBepka n oueHka meToaonorum paspadoTkm otkpbitoro MO

IBM onyb6nukoBana AOKYMeHTbI Mo cepTUdmnKaumm m TeCToByHO
cpeany

'ﬁ Common Criteria

Deutsches 55}3
IT-Sicherheitszertifikat
e vom Ao
! v choneee
SSSSSSSSSSSSSSSS m
SuSE L w Enterprise Server V8 H-r-)-)
With CortifiCalan l
from J—
Cri




OcHoOBHbIe aaTbl cepTUdUKaLmnmn

oyp4+

RHEL4 U1
B ®CTIK!

CAPP / EAL3+

SLES 10 SP1

(03/07)
CAPP / EAL4+

LSPP / RBACPP
| CAPP [ EAL4+

RHELS
(06/07)

oy a4+
RHEL4 U4

RHEL4 U4 B ®CTIK

sﬁuse Novell SUSE Linux Enterprise Server
SLES 9
SLES 8 [e05)
(07-03) CAPP / EAL4+
ST/EAL2+
SLES 9 SP2
SLES 8 SP3 o)
(01-04) CAPP / EAL3+
CAPP / EAL3+
Jan 04
CAPP /
EAL3+ CAPP / EAL4+
RHEL3 U2 RHEL4 U1
(08/04) (02/06)
CAPP / EAL3+
RHEL3 U3
ST/ EAL2+ ]
RHEL3
(02/04)

(02/07)

Red Hat Enterprise Linux
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Yero ctouna ceptudukaumsa LSPP Ha ypoBeHb EAL4+?

“Memodosniocudecku PaspabomaHa, TecmupoeaHa u llposepeHa’”

Pa3paboTka B coobuiecTBe [MpoBepka
— [lonutyka MHOroyp. gocTtyna — YnyJdweHve ayauta — 3apanue no 6e3onacHocTh : 106 cTpaHuy
— bes3onacHas ceTb — 3awwmrta dyHKuu besonacHocTn (amtu)
— besonacHada ne4vatb — YnpaerneHue koHpurypaumen (CVS)

— [Joctaeka u ynpasneHue: ~100 cTpaHuy,
* PykoBoacTea no ycTaHOBKe U HACTPOWKe

Common Criteria Effort

— [okymeHTauus no paspaboTke

* OyHKU. crneyndunkaumsa: COTHU CTpaHUL, man
 [1M3ainH BepxHero ypoBHs: 271 cTpaHuy

* [lnsanH H13koro yposHsA: ~ 800 cTpaHuy

* Mopgenb nonutukmn 6e3onacHocTt: 11 cTpaHuy

— ConpoBoxpgatowas goKymMeHTaumst: ~825 ctpaHuy,

* PykoBOACTBO Nonb3oBaTens n agMMHUCTpaTopa
0e3onacHocTu

—  JXM3HEHHbIN LMK

* [Mpouecc co3naHus naTyen n obHOBNEHUSN

O Functional Development m Security Target O Protection of TOE

O Config Mgmt W Delivery & Operations o FSP — TecTtupoBaHue

B HLD aoLLD B Other Dev Docs * [NnaH TecTnpoBaHus

m Guidance Docs OLife Cycle O Security Testing * 1200 TecTOBbLIX CUTYaL MW

W Vulnerability Assessment — TpoBepka yassumocTen: ~ 50 cTpaHuL

© 2008 IBM



PbIHOK cepBepoB HyXaaetcsa B Linux u (Bce ewe) pacreT!

9.0
8.0 1  Noxon or npoaaxu cepBepoB ¢ Linux no Bcemy mupy (Bcex
npounsBoauTtenen) coctaBnseT bonee $7.5B n pactet B 5 pa3

7.0 obicTpee pbiHka Windows-cepBepoB ($19B)!

6.0 -
(7))
c
o 5.0 -
E _____________________________________________________________________________________________ Q306 YoY Revenue Growth (based on Rolling 4Q)
wn 40 -

20.0%
3.0 -
10.0% | N2 SO
2.0 - Sin
In Q306, Linux Revenue Growth was: ~ *%* B
1.0 - » 8X Total Server Market Linux Windows  UNIX Other Total
»5X Windows 10.0% Market
0.0 - - - -
D N 4% O D N 4% 3] N Q% O De N 4% 5 De N 4% %)
Q'\(> 61'0 6"0 6"0 61’0 650 650 650 650 Qb‘o Qb‘o &o Qb‘o Q(OG Q(Q(} Q%O é)0 QQO ébo Q(oo
O U U Y U I I A A A M I S N R

Source: Gartner Quarterly Statistics Rolling 4 Quarters 3Q06 | I




Linux: lNpaButenbcTBO BennkobputaHnm

Llenb
* CospaTtb nunot 3awmweHHon OC Linux, KOTOpbI NMO3BONUIN
Obl OCYLLECTBUTb AOCTYMN K AaHHbIM MeXAy AenapTaMeHTamu
‘Korga yrogHo v oTkyaa yrogHo”, obecneymB OOBEPEHHYIO
NHAOPACTPYKTYPY AN CNY>X06 N NPUNOXEHUN Ha OCHOBE
npenmywiecteeHHo WebSphere n DB2.

KrnrouyeBble npeumyLlecrea®
° OrpaHnydeHue 1 3alimMTa npoueccos Ha cepeepe (sandboxing)
° MHoroypoBHeBas be3onacHasi apxuTekTypa
° 3awuTta oT NPOHUKHOBEHUN

PeweHue

* Tresys paspabatbiBaeT u TectupyeT nonutuky (11/05 - 05/06)
* IBM tectupyet nunot (05/06 - 07/06)
* Belmin Tectupyet nuterpauuto nunota (07/06 - 08/06)

* Wcnonb3oBaHue nunota (B pexunme paspelueHust) (08/06 - 10/06)

* Pabota B HopmansHomMm pexume (11/06

* http:/Avww.computerwire.com/industries/research/?pid=1C0B88FA-A04B-4A0E-862F-D51D898CBBC9

© 2008 IBM




Linux: Mopckaa norpaHunyHasa cnyxba CLUA @gm States Coast Guard

Llenb
* CosgaTtb 6e3onacHyto cpeay Linux, N03BOMAOLLYHO —— - i |
NONb30BaTENIAM OCYLLECTBNATL PaboTy B HECKOSbKNX %

HE3aBNCUMbIX CECCUAX C pa3HbIMUN YPOBHAMU OOCTYI1A.

KrnroueBble npeumylyecrea*
°* PeweHne c OTKPbITbIM KOOOM, KOTOPOE AaET HEOAOPOryto ajfibTeEpPHATUBY
3aKpbITbIM MponpuUeTapHbIM peLleHUam
¢ I'Ipe,U,OTBpau_leHme B3aWMHOIO MPOHUKHOBEHUA U 3apa>XeHUA

°* YMEeHbLIEHHbIU PUCK U COBOK!I’IHaﬂ CTOMMOCTDL BriageHust

PeweHue
* ToHkun knneHT TCS NetTop2
* SELinux —IBM Linux Technology Center, coBmectHO ¢ Red Hat, TCS n

coobLecTBoOM paspaboTymkoB Linux
° IBM System x

* http:/AMww trustedcs.com/news/6news6 1 2j.htm Cal

© 2008 IBM



SELinux cerogHsa: aTan UCNOJSIb30BaHUA U yNy4lUeHUs

\’/ ’/

U3bexaTb YTOUYHUTB

npobnem or \p.ocwn n npaBa

B3MTOMaHHbIX nonb3oBaTenen
nporpamm N

\/ y SELinux ﬁ/ /\I\‘\

Brickwall LSM

semanage

Modular policy ’ /

ViiTU OT setroubleshoot OrpaHnunts
\ \ npuBuUnernu
3aBMCUMOCTMU OT nonb3oBaTenen u

\cynepnon b3oBaTens

S NpUNOXEHUN
— i~ —

Bce 6onblie NnpMMepoB UCNONb30BaHUSA B roc. CeKTope
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UHTerpauuna
mexagy OC

CraHpgapTusauums

SELinux 3aBTpa

PbiHok SMB /
MpocToTa

LUnpokoe
pacnpocTpaHeHue

YnpaBrneHue

N3 KOPOOKMU

“Kak aro LleHTpanu3oB
OTKNIOYNTL?” SELinux P
aHHoe ynp.

NONIUTUKOM

Brickwall LSM

Monuntukm
ana ISV

NMpumepsbl

semanage NONUTUK

Modular policy

Real-Time +
SELinux

MHTerpauunsa B

bl

setroubleshoot

Be3onacH

TexHonoruu

3awumLleHHbIN
X Windows

Obsa3aTtenbHoOe

NMPUIOXeHUN WwudpoBaHue

© 2008 IBM



Cnacu6o!

.. . Bonpocbl?




IBM Linux Technology Center

Trademarks and Presentation Notes

The following are trademarks of the Intemational Business Machines Corporation in the United States and/or other countries. For a complete list of IBM Trademarks,
see www.ibm.com/legal/copytrade.shtml: eServer, System x, System p, System i, System z, IBM.

The following are trademarks or registered trademarks of other companies:

Java and all Java based trademarks and logos are trademarks of Sun Microsystems, Inc., in the United States and other countries or both

Microsoft, Windows,Windows NT and the Windows logo are registered trademarks of Microsoft Corporation in the United States, other countries, or both.
Linux is a trademark of Linus Torvalds in the United States, other countries, or both.

Red Hat, Red Hat Linux are registered trademarks of Red Hat, Inc.

SUSE is a registered trademark of Novell, Inc.

Other company, product, or service names may be trademarks or service marks of others.
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This publication was produced in the United States. IBM may not offer the products, services or features discussed in this document in other countries, and the
information may be subject to change without notice. Consult your local IBM business contact for information on the product or services available in your area.

Information about non-IBM products is obtained from the manufacturers of those products or their published announcements. IBM has not tested those products and
cannot confirm the performance, compatibility, or any other claims related to non-IBM products. Questions on the capabilities of non-IBM products should be
addressed to the suppliers of those products.

The information could include technical inaccuracies or typographical errors. Changes are periodically made to the information herein; these changes will be
incorporated in new editions of the publication. IBM may make improvements and/or changes in the product(s) and/or the program(s) described in this publication at
any time without notice.

Any references in this information to non-IBM Web sites are provided for convenience only and do not in any manner serve as an endorsement of those Web sites.
The materials at those Web sites are not part of the materials for this IBM product and use of those Web sites is at your own risk.

IBM makes no representation or warranty regarding third-party products or services including those designated as ServerProven, ClusterProven or BladeCenter
Interoperability Program products. Support for these third-party (non-IBM) products is provided by non-IBM Manufacturers.

IBM may have patents or pending patent applications covering subject matter in this document. The fumnishing of this document does not give you any license to
these patents. Send license inquires, in writing, to IBM Director of Licensing, IBM Corporation, New Castle Drive, Armonk, NY 10504-1785 USA.
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