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OnpepgenieHVe NOTOYHOro WUdpaA

IHomounviu wugp (stream cipher) 3apaercs cjaeayrOIUMHU
3JIEMEHTAMM

- 7 — KOHEUYHbIii aJI()aBHUT, 3J1€eMEHTHI KOTOPOI0 SIBJISIOTCS

3HAKAMHU omKpbimozo mekcma (plaintext). OTKPBHITHIH TEKCT

NpeACTABJISIETCS B BHAE KOHEYHOM M0C/1e10BATEJILHOCTH
X5 Xpy eee s X, 5 TNHE X, € P.

- C — KOHeUHbIii a1 aBHUT, 3JIeMEHTHI KOTOPOI0 SIBJISTIOTCS
3HAKaAMU wugpmexcma (ciphertext). lllugprexcr
NMPeACTABJISICTCH B BU/I¢ KOHCYHOU MOCJIe10BATEIHbHOCTH

VisVys oo+ » Y, TOH iKe JIHHBI, YTO H COOTBETCTBYIOILIHH
OTKPBITBIH TEKCT, pH 3TOM y, € C.

- Z— KOHE4YHBIil a1()aBHT, YIEMEHThI KOTOPOIr0 SABJISIIOTCS
3HAKAMH KJII0Y€BOTro MoToka ki, ky, ... .k ,k € Z£.

- K — MHOIKECTBO CeKpemHbIX Klouell BCeil CHCTEMBI;
MOIIHOCTHL MHOKEeCTBA A, KaK NMPaBHJIO, BeCHMA BeJIHKA, HO
B TO ke Bpems |K|<<|Z|".

— k — cexpemmnutit knrou cucmemot , k € K, ¢ nIoMoImbLI0 KOTOPOIo
onpenenseTcs KJIKO4YeBoi noroxk ki, k,, ...




® OnpefeneHve NOTOYHOrO WNMPA

| - RKG={ J1o.05 -+ — 2€HEpaAmMOp mmueeozo nomoka (running key

generator, RKG) — ceMeiicTBO (’)( chm/m fz, ey TAKHX, YTO
niist Beex 1> 1 ¢ynkmus f,: KxP 1 Toma 3HAK

KJ/II0Y€BOI'0 ITOTOKA

k.=f (kyX{5 o0 X, 1)
— E(k,,.) u D(k,,.) — cemeiicTBO QyHKIUI IIH(PPOBAHNS H
paciuppoBaHusd B 001IeM cIy4yae 3aBUCAIINX OT 3HAYEHH K,

Ek,,.): P — C; D(k,,.): C— P,

npu stom y,=E(k,,x); x,=D(k,,y,), T.e. pyuxkuun E u D npw
(pUKCUPOBAHHOM K, SIBJISIIOTCA B3aMMHOOOPATHLIMH

Ve Ve X1

—p1 RK(G |— —p RK(G fe—
xt yt xt
> F > D >




CamoCUHXPOHU3UPYIOLUNACS
NOTOYHLIW LWNEPP

|yt-m | coe |.Vt-1 |<_ _>|yt-1 | coe |yt-m|
Y YV Y Y YV Y

k—s1 RKG | | RKG [—k

k, k,

e

e CAMOCHHXPOHHU3AIMS KPUNITOCUCTEMBbI: €CJIU OTAeIbHbIC 3HAKH
mupprercra ObLIIN YAAJeHbl, U3MEHEHbI WM BCTABJICHBI, Yepe3 m
TAKTOB Pa0doThI (T.e. MOCJE MOJYUYEHUS M HEHMCKAKEHHbIX 3HAKOB)
KPUIITOCUCTEMA NMPUXOAUT B KOPPEKTHOE COCTOSIHHE.

e Orpann4eHHOE PACHPOCTPAHEHNE OINMNOKH: €CJN 3HAKH
mudprexcra ObLIIN yaJeHbl, M3MEHEHbI MJIA BCTABJIEHbI, TO HE
0oJiee yeM m CJIeAYIOINUX 3HAKOB OyaAyT pacmiu@poBaHbI HEBEPHO.




Xt A2 Xy

e Q0s135ITEeIbHAS CHHXPOHU3AIMS KPUINITOCUCTEM HA MepeaaromeM
MPUEMHOM KOHIIE.

» HepacnpocTpaHeHue OIMOKHU: eCJIHM 3HAKH MHUPTEKCTA ObLIN
U3MEHEHBI (HO He yaJIeHbI WJIM BCTABJICHbI), TO BCE CJCAYIOLIHAE
3HAKM OYyAyT BEepPHO paciiu(ppoBaHbl.




AAANTUBHBIN CUHXPOHHLIN
NOTOYHLIN LMD

| Rk | | RrkG |
I8 N
Xt .- A4 - Xt
L/ 1/

Haubonee pacnpocTpaHeHHLIU TUN
NOTOYHOroO WU@pa
(wnpp rammuposaHus)



RKG - Running Key Generator

PaccmarpuBass RKG kak aBTOHOMHBIHM
aBTOMAT, Pynmenb BbIAEISJ B KOHCTPYKIIUHA
TANUYHOTO RKG ynpaenawwyro wacmo (driving
part) U Komounauuonnyio ywacms (combining
part). YIIpaBJad0IIasa 4acTh 3a/aeT nepexoa u3
O/THOT'0 BHYTPEHHEI'0 COCTOSITHUSI ABTOHOMHOT0
AaBTOMATA B Ipyroe u odecrneyuBaeT 00/1bII10M
[ePHOT M XOPOIIHe CTATUCTUYECKHUE CBOMCTBA
BbIXO/THOM IOCJIEI0BATEIHbHOCTH.
KoMOMHAIMOHHAS YACTh HEMOCPEACTBEHHO
IPUHUMAET Y4aCTHE B BLIPA0OOTKE 3HAKOB
BBIXO/JHOM MOCJIEI0BATEIbHOCTH U 0TBEYAET 32
ee CJI0’KHOCTDh U HelpeaCKa3yeMoCTh, He
pa3pyluas nmpy 3ToM XOPOUINX CBOUCTB,
o0ecnmeynBaeMbIX YIIPaBJIAIOIIEH YaCTbIO.




JluHenHbIe perucTpbl CABUNG C
obpaTtHou cBa3bko (LFSR)

11 1
(D €) 63 (@) (@




KombuHupyroume u punbtpyrolimye
reHepaTopbl

7

KomOuHupywoumui reaeparop DOUIbTPYOIIUHA TEHEPATOP




KombuHupyroume u punbtpyrolimye
reHepaTopbl

= | KOMOUHaLUMOHHaS
yacrs

ynpassisrolyas
qyacre

KOMOUHALMNOHHAS
Yacrb




"eHepatop lepmpe (Geffe) - 1973

T,=HOK(T,, T5, T;) =
= (211-1)(2%2-1)(255-1)

A(ky=L,L,+L,L,+L,

Multiplexer

Generalized Geffe generator.



T,=HOK(T,, T5, T;) =
= (2511-1)(2%2-1)(215-1)
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A(ky=L,L,+L,L,+L,L,

CeHepatop [xeHHuHrca (Jennings) wnwu
MYIbTUNEKCOPHLIU FeHepaTop (1982)

Xa(t)

Xz(t

multiplexer :
Xn(t)

T,= (2L1-1)(2L2-1)




HbIM ABUXEHUEM

Stop-and-go generators

)_ %D—» bir

as(n)

Beth-Piper stop-and-go generator.

1987
T, = 2L1(2L2-1)(213-1)

2071 (L, + Ly) <
<Ak) < (1) ———
<20 (Ly,+Ly)

Alternating stop-and-go generator.



DAl
|

<
airen=1) | A(t+n=2) ain

n-stage LFSR-2

n-stage LFSR-1
b(t+n-2) b{!}

=
o) Y10

Bilateral stop-and-go generator.

Gollmann cascade.




Camonpopexusarolimnecs reHeparopsbl

(self-decimated generators)

0: Clock d times
1. Clock k times

i

Rueppel’s self-decimated generator.

0: Clock d timas
1: Clock k imes

Chambers’s and Gollmann’s self-decimated generator.




AS cocrout u3 Tpex LFSR. /IJinHbI perucTpoB paBHbI, COOTBETCTBEHHO,

19, 22 u 23. Bce MHOTO4JIeHbI OOPATHBIX CBsi3ed pa3peskeHHbI. Bbixoaom
SIBJISIETCS CyMMa 110 MOAY. 110 2 BbIX0A0B Beex Tpex LFSR. AS ucnoas3yer
CJIeAYIIIYI0 CXeMY ABHKECHUA : KAaKAbII PErUCTP CABUTACTCS M0 3HAYCHHU IO
CBOEIr0 cpeaHero 0UTa, CJ0KEHHOr0 10 MOAYJII0 2 ¢ UHBEPCHOM
MaKOPUTAPHON (PYHKIUEH OT 3HAYCHUN CPEeAHUX OUT BCeX TPeX PerucTpos.
Kaxk npasuJio casurarores asa LFSR u3 Tpex.



RC4

Ron Rivest (1987)
RSA Data Security, Inc.

Hauanvnasn 3azpy3ka:

$,=0,8,=1,...,8,:- =255
for i=0 to 255: Boipabomka

j=(j+S.+K.) mod 256 K/1104€6020 NOMOKA:

i = (i+1) mod 256
j=(j+S,) mod 256

swap S; and §;

swap S; and S;
t=(S;+S;) mod 256
K=,



NESSIE project (2000-2003)

NESSIE - New European Schemes for
Signature, Integrity and Encryption
hitp://www.cryptonessie.org.

There are 26 symmetric algorithms:

BN + 17 block ciphers, are divided as follows:

-  six 64-bit block ciphers: CS-Cipher,
Hierocrypt-L1, IDEA, Khazad, MISTY1, Nimbus;

-  seven 128-bit block ciphers: Anubis, Camellia,
6rand Cru, Hierocrypt-3, Noekeon, Q, SC2000;

- one 160-bit block cipher: Shacal;

- three block ciphers with a variable block length:
NUSH (64, 128, and 256 bits), RC6 (at least
128 bits), and SAFER++ (64 and 128 bits).




NESSIE project

¢ 6 synchronous stream ciphers:
BMGL, Leviathan, LILI-128, SNOW,
SOBER-116, SOBER-132.

‘@8 & 2 MAC algorithms: Two-Track-MAC and UMAC;
¢ 1 collision-resistant hash function: Whirlpool.

13 asymmetric algorithms have been submitted:

> 5 asymmetric encryption schemes: ACE Encrypt, ECIES,
EPOC, PSEC, and RSAOAEP (both EPOC and PSEC have
three variants);

> 7 digital signature algorithms: ACE Sign, ECDSA, ESIGN,
FLASH, QUARTZ, RSA-PSS, SFLASH:

> 1 identification scheme: GPS.




SNOW

(Patrik Ekdahl, Thomas Johansson)
(Lund University, Sweden)

Finite State Machine @®— running key

The generator SNOW

Onepupyet 32-0UTHBIMH CJIOBAMH, KOTOPbIE PACCMATPUBAIOTCH KaK
3semMeHThbI 0Js1 GF(2%2) min koasna 7,32, Iloae GF(23%), ucnonb3zyemoe B

AJITOPUTMeE, CTPOUTCSH N0 HENPUBOAMMOMY MHOTO4YJIeHY 7(x) cTeneHu 32 Haj
nojieM GF(2): m(x)= x32+ x31+ x22+ x17+ x12+ x3+1

XapakrepucruyeckumM MHOrowieHom LFSR saBiasercss npuMHTHUBHBIN
MHorouieH Haa mojaeM GF(232): P(x) = x1%+x3+x"+a, rae uyepe3 o 0603HaAYEH
NPUMUTUBHBIA 3JIEMEHT MOJIsI — KOPEHb MHOTO4YJIeHA TT(X) .



KoHeuHbIU aBTOMAT

XOR
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The Finite State Machine




S-610K (S-box)
F: (ZZ)” %(Zz)m

(x2x1X0) (V201 )

.fl(xlaxza '°°9xn) 000 011
(x5 X5 eeey X,) 001 100
010 101
011 001
[ (X1 5 Xy eees X)) 100 111
101 010

110 000



HeonTuMu3upoBaHHasi nporpamMma Ha sizbike C mokazaJja
cJeAyIoIe CKOPOCTH padoThl HA pa3HbIX MJIaTgopMmax:

Processor/Speed
Operating system/ Pentium IT|Pentium IIT{UltraSPARC
Compiler 400MHz | 500MHz 400Mhz
Linux/gce 380 610 -
WinNT /Microsoft C+ 430 520 -
Solaris 2.7/gee 450 - 430

Encryption speed (Mbits/s) on various platforms.

BpeMst HHUIMAIU3AUH AJITOPUTMA PABHAETCH 7 1S HA

Pentium III 500 MHz u Mmo:xeT ObITh CHUKEHO 10 4 us.




Non-Linear
Filter

Linear
Feedback
Shift =5
Register L

p4
N

>H— % — H

N\

N
7

|

Konst

Stuttering

=101

(Greg Rose,
Philip Hawkes

(Qualcomm International,
Australia).

B kauecrBe
MOPOKIAIETO
MHOTI'0YJICHA /1)1l
noJsi GF(23%)
BbIOpaH
HeNPUBOAUMBIHU
MHOI'04J/ICH

X+ M+ x0+ X3+ 1)(x0+x3+x2+1).

JINHEeNHBIN PerucTp CABUra BhIpadarbiBaeT

M0CJIEA0BATEIbHOCTD:
Sii17= 8415 D Sy D as, rae o =0xC2DB2AA3 .




HenwHeviHag yHkumus f

32-bit Input

Partition the input

24

Skipjack ISRC, QUT
S-box S-box

8 bits 24 bits X

—

32-bit Output

Ha Bxoa SBOX nmopaercs 8 ourt. IlepBblie 8 crapmiux OMT

BbIX0/1a COBIAIAIOT ¢ 8 OMTaMM BbIX0Ja S-box ajnropurma
SKipjack. 24 muagumux OuMT BeIxoaa popmupyer 8x24

S-box ISRC.




NESSIE project

hitip://www.cryptonessie.org.

¢ Security Evaluation.

For each algorithm, a short description is followed by a
discussion of the provable security (which security
properties are proved under which assumptions) and of the
concrete security reduction.

¢ Performance Evaluation.

A set of four test platforms has been
defined on which each candidate may be
tested. These platforms are smart
cards,32-bit PCs, 64-bit machines, and
Field Programmable Gate Arrays (FPGAs).




NESSIE project (2000-2003)

NESSIE - New European Schemes for
Signature, Integrity and Encryption
hitp://www.cryptonessie.org.

" == ¢ Another conclusion from the
NESSIE project is that there
is a clear need for a very fast
and highly secure stream cipher
(as the submitted candidates do
not seem to satisfy the
requirements).




ECRYPT (2004 - 2008)
eSTREAM - ECRYPT

Stream Cipher project

= = o+ Algorithm designers are invited to
submit new stream cipher proposals to
the ECRYPT Stream Cipher project:
more information and detailed submission
requirements are provided below:

http://www.ecrypt.eu.org
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eSTREAM

ECRYPT Stream Cipher project
(2004 - 2008)

14-15.10.2004 — SASC - The State of the Art of Stream Ciphers
(Bruges)

01.11.2004 — o0bsiBJIeHHE 0 HaYasie KOHKYpca eSSTREAM
29.04.2005 — Konen mogauu 10KyMeHTOB HA KOHKYpPC eSSTREAM
26-27.05.2005 — SKEW - Symmetric Key Encryption Workshop
2-3.02.2006 — SASC 2006 (Leuven) — konen 1-i (pa3pl KOHKYypca
01.07.2006 — HauaJio 2-ii ¢pa3bl KOHKYpCa

31.01-1.02.2007 — SASC 2007 (Bochum)

01.2008 — Urorossbiii oTyer ECRYPT Stream Cipher project




Call for Stream Cipher
Primitives

~ ¢ PROFILE 1. Stream ciphers for software
' applications with high throughput requirements.
A key length of 128 bits must be
accommodated. An IV length of at least one of
64 or 128 bits must be accommodated.

¢ PROFILE 2. Stream ciphers for hardware
applications with restricted resources such as
limited storage, gate count, or power
consumption. A key length of 80 bits must be
accommodated. An IV length of at least one of
32 or 64 bits must be accommodated.




Performance Testing

We will test all submissions on the
following platforms:

G e 32-bit: Intel Pentium4 and
PentiumM; AMD Athlon XP and
Sempron.

¢ 64-bit: Alpha; PA-RISC; SPARC:
AMD Athlon 64.



Performance Testing

. (= +On x86 platforms, the submissions
= will be compiled with the GNU,
Intel, and Microsoft C Compilers,
under various compiler options. On
the UNIX machines, the testing
framework will use the Compaq C
compiler, the HP ANSI C Compiler,
or the Sun WorkShop Compiler, in
addition to the GNU compiler. The
fastest implementation (which
produces correct test vectors) will
be used when comparing the ciphers.




B8  Performance Testing

= We will test all submissions with
2 rtespeCT to

7. 4 time to encrypt >4 Kbytes measured
by encrypting a long stream with
calls to the function
CRYPT_encrypt_blocks(),

¢ set-up and time to encrypt 40, 576,
and 1500 bytes with calls to the
function ECRYPT_encrypt_packet().



B ANroputmel, NpeactasfieHHbIe Ha

C KOHKYPC eSTREAM TTpopunb 2
TTpogpuns 1 TTpopunb 1,2 ¢ Achterbahn
¢ ABC ¢ F-FCSR ¢+ DECIM
¢ CryptMT/ ¢ Hermes8 + EDON-80
Fubuki ¢ LEX ¢ Grain
¢+ DICING + MAG ¢ MICKEY
¢+ DRAGON e NLS A o MICKEY-128
¢ FI"OQbiT A ¢ Phelix A . MOSQUITO
¢ HC-256 ¢ Polar Bear + SFINKS A
¢ Mir-1 ¢ POMARANCH o Trivium
T Y ¢ Rabbit . TSC-3
¢ Salsa20 ¢ SSS A
+ SOSEMANUK + TRBDK3 YAEA * VEST A
¢ Yamb ¢ W6
¢ ZK-Crypt



............
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§ CKOpOCTb MpPOrpAMMHOM
peanu3auum NOTOYHLIX
| wWwuppoe npopuns 1
c 256-6UTHEIM
KAFOYOM




YYacTHUKU 3-U (pasbl
no npogpunio 1:

¢ CryptMT

¢ Dragon

¢ HC

¢ LEX

¢ NLS

¢ Rabbit

¢ Salsa2(

¢ SOSEMANUK
o
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WccneposaHue anropuTtmoB
npopuns 1

2000MHz (one of two CPU cores) AMD Athlon 64 X2
S33MHz (one of two CPUs) Motorola PowerPC G4 7410
1300MHz Intel Pentium M

900MHz AMD Athlon

440MHz (one of two CPUs) HP 9000/785 J5000
3000MHz Intel Pentium 4

1000MHz (one of two CPUs) Intel Pentium 111
900MHz Sun UltraSPARC 111

2800MHz (one of two CPUs) Intel Pentium 4
1900MHz Intel Pentium 4

400MHz DEC Alpha EV5.6 21164A

133MHz Intel Pentium



WccneposaHue anropUtmos
npopuns 1

ol . ¢PesyabTarhl

nJada Intel Pentium 4
3000MHz




LngpposaHue 6onbworo obbema AAHHLIX

A JTOPUTM BHyTp. cocTosiHue CkopocTthb

(B OMTaXx) (TakTOB Ha 0aWT)
Py 4196 3.7
Py6 1124 3.8
HC-256 8396 5.0
Phelix 132 5.6
SOSEMANUK 452 5.7
Dragon 284 12.3
Salsa2() 64 13.9
DICING 4396 14.7
Crypt MT 3020 16.1
YAMB 424 16.5




YcTaHOBKa KNkoYa U WngpposaHue
40-6auTHOro nakera

AJIrOpuT™M

BuyTp. cocTosiHue

CxkopocTthb

(B OuTax) (TakTOB HA 0AMT)
Phelix |RY/ 33.5
Salsa2( 64 44.9
SOSEMANUK 452 64.2
Dragon 284 38.4
Py6 1124 117.3
Py 4196 320.6
DICING 4396 416.2
Crypt MT 3020 1066.9
YAMB 424 1227.6
HC-256 8396 2429.0




CryptMT (v.3)

Makoto Matsumoto, Hagita Mariko,
Takuji Nishimura, Mutsuo Saito

nonlinear

Huge state
long period
Linear Generator

pseudorandom
numbers

FIGURE 1. Combined generator = linear generator + filter with memory.




CryptMT (v.3)

Makoto Matsumoto, Hagita Mariko,
Takuji Nishimura, Mutsuo Saito

nonlinear

Huge state
long period
Linear Generator

pseudorandom
numbers
JRE 1. Combined generator = linear gener !ﬁ. & filter with memory.

Simple Fast Mersenne SunbTpylouas
Twister (SFMT) PYHKLUUSA




CryptMT (v.3)

Makoto Matsumoto, Hagita Mariko,
Takuji Nishimura, Mutsuo Saito

nonlinear

Huge state
long period
Linear Generator

pseudorandom
numbers

tE 1. Combined generator = linear gex filter with memory.

Ynpasnarowias KombuHauuoHHas
4YacTb 4acTb




CryptMT (v.3)
~ + Simple Fast Mersenne Twister (SFMT)

Xj € Z]é28
N =156
S =3

Figure 2. The mother generator: Simple Fast Mersenne Twister.
permute: ¥ — ¥[0][3][2][1]-

perm-shift: ¥ — ¥[2][0][3][1] & (¥ =64 3).

bit-mask: ffdfafdf fEdabfff ffdbffff efThffff

AN+j = (XN+j—1 & MASK)@(XMH >>64 S) D
D Xm + j [2][O1[3][1] @ x; [O][3][2][1]




CryptMT (v.3)

¢ PunbTpylowiaa PyHKUUA

32bitx
output of  ° bitx4
mother
generator

accumulator

Ficureg 3. Filter of CryptMT Ver.3.
perm-shift3: y — y & (y[0][3]
perm-shiftd: y — y & (y >

_32bitx4
\,  LSB16bitx 4
output

pe[m—
shiftd y

MSE 16 bit x 4
discarded

2] [1] > 19

»: multiplication of 33-bit odd integers.

X% Y= 2%y + X+ y (mod 23%)




| CKOpOCTb annapaTHOM
peanu3auym NOTOUYHBIX
i  WWPpPOB Npopuns 2
c 256-6UTHEIM
KAFOYOM




YYacTHUKU 3-U (pasbl
Mo MpOPUSIo 2:

¢ DECIM

¢ Edon80

¢ F-FCSR

¢ Grain

¢ MICKEY
¢ Moustique
¢ Pomaranch

¢ Trivium
¢ AES



AnnapatHaa peanusauus
MOTOYHLIX LWWMPPOB NpOoPUnsa 2

AJITOpUTM TakrtoBas | Cxopoers | Ckopocth | Dédpexr.
s | (omna | [Gbits] | » b

Trivium 312 64| 18.57| 68.30
ZK-Crypt 203 32| 6.06| 22.61
Grain 300 16| 4.48 19.79
VEST 286 16| 4.26 5.74
MICKEY 308 1{ 0.29 1.85
SFINKS+ 167 8| 1.24 1.82
Moustique 265 31 0.74 1.27
Achterbahn 250 21 047 1.08




KOHEL
PUTIbMA

Bonpocer?
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